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Broadband Solutions

NCT240 IP DSLAM with IAC3000 VLAN Tagging Implementation

The NetComm NCT240 24 Port IP DSLAMs support 802.1Q VLAN Tagging. This
white paper is written to assist IP DSLAM system integrator to set up and configure
NetComm’s NCT240 IP DSLAMSs running firmware version V3.0.9 to work with an
IAC3000 Internet Access Controller for Internet access and billing application using
the VLAN Tagging and Port Location Mapping. It is recommended that the readers of
this document has read and understood the Installation Guide and User Manual of the
NCT240 IP DSLAM.

The NCT240 IP DSLAM combined with an IAC3000 offers two methods of connection.
User can either be issued with a unique user name and password which is required on
log in, or using VLAN tagging and the Port Location Mapping Feature in the IAC3000.
Rooms can then be recognized via its room number.

Both options in the IAC3000 offer zero configurations for subscribers/hotel room
guests. Guests simply plug the Ethernet cable into their laptop, enter a username and
password or simply accepts the terms and conditions and they are connected without
changing any settings at all.

Figure 1 illustrates the logical network diagram for NCT240 IP DSLAM working with an
IAC3000.
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Logical Network Diagram
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Figure 1: NCT240 with IAC3000 Internet Access Controller

Terms & Concepts

PMS

It stands for Property Management System. Property management systems may be
used in real estate, logistics, intellectual property, or hospitality accommodation
management. They are computerised systems that facilitate the management of
properties, including maintenance, legalities and personnel all through a single piece
of software. In this white paper it is referred to the software used by
hotel/motel/service apartment to keep guest check-in check —out records and to
produce billing invoices and receipts.

AAA

It stands for Authentication, Authorization, and Accounting (AAA) management for
computers to connect and use a network service.
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IAC

It stands for Internet Access Controller; it is referring to the NetComm IAC3000 in this
white paper which is responsible for guest Internet AAA management control.

Net Retriever

It is a middleware that acts as an interpreter to between the data that is outputted from
the IAC system to the PMS server for billing purposes.

PLM

It stands for Port Location Mapping. It is an IEEE802.1Q VLAN tagging feature
implemented in IAC3000.

R2T8

Postfix ‘R2T8’ of the modem router NB6plus4_R2T8 is referring to a modem router
that is running bridge mode hotel firmware. It acts as a plug and play device to convert
ADSL signals to Ethernet signals.

GE

It stands for Gigabit Ethernet. It is the standard for a high-speed Ethernet. It has a
maximum data transmission rate of 1000Mb/s or 1 Gigabit/s.

xDSL

It is refer ADSL in this document. It covers ADSL, ADSL2, and ADSL2+, unless
otherwise indicated.

IAC3000 VLAN Management

The IAC3000 offers two methods of connection. Users can either be issued a unique
user name and password, or using VLAN tagging, the Port Location Mapping Feature
in the IAC. Rooms can then be recognized via its room number. Both options offer
zero configurations for subscribers/hotel room guests. Guests simply plug the
Ethernet cable into their laptop, enter a username and password or simply accepts the
terms and conditions and they are connected without changing any settings at all. This
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white paper will focus on the configuration for setting up VLAN tagging, the port
location mapping function of the IAC3000.

e TAC3000 keeps a record of the
E— ! VLAN database that set in the
s — IP DSLAM
Port 2 —:|\\\ GE 1
Port 3 ——] :!"“h N g|
— 1AC3000
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Port 24 ———, :r

(Tagged) ﬁ

Port 1 [Room101) “ Port 24 {Room 24) are with its individual 802.1Q VLAN tag to the IAC3000

— (Tagged)
Figure 2: 802.1Q VLAN Tagging relationship between NCT240 and IAC3000

Service Zones

The IAC3000 support 9 different service zones (the default service zone, service zone
1 to 8). The two system modes for service zones are ‘Port Based Mode’ and ‘Tagged

Based Mode’. The default service zone is always enabled in both modes; SZ1 to SZ8

are disabled by default and require the administrator to enable it and make necessary
configurations when needed.

Each SZ configuration page is a summarized page that consists of hyperlinks to its
sub configuration pages. The settings that you can make in a SZ configuration are:

» Service Zone Status

» Service Zone Name

» Service Zone VLAN Tagged Number (required in tagged based mode)

* Service Zone Mgmt IP address

» Service Zone DHCP Server/Relay

» Service Zone Authentication Setting/Options (Which Authentication server to be
used in this SZ)

» Service Zone Authentication Setting/Options > Configure Authentication
Server/s

» Service Zone Custom Pages ( this means every SZ in the IAC3000 can have its
own custom login/logout pages; the custom pages include PLM user charge /
free login pages)

» Service Zone Group Configuration (Bandwidth, QoS)

NetComm NCT240 V3.0.9 IP DSLAM VLAN Tagging with IAC3000 Configuration Instruction
Last updated on: Feb2010 Page 4



» Service Zone Policy Configuration (FW Rule, Route Rule, Session Limit)
» Service Zone APs (central management)

By default under ‘Tagged based’ Mode, each SZ has its pre-assigned VLAN tagged
number 1 to 8. See screen shot below.

|' | User [ N Hetwork e
\_ Authentication ./ ).\ Configuration | '\
Service Zone Settings
c Configuration Wizard :
Service Zone Settings
. N
System Information | Service )
C P VLAN WLAN  Applied Default .
_ I“.I?_aorzi Tag SsiD Encryption  Policy  Authentication Status Details
c VAN1 Configuration |
- NetCom
e Default  —  m_AC3  None  Policy1  Server1  Enable
c WAN2 Configuration 3 000
— MetCom
(( wanTraffic Settings ) sz1 1 m_AC3  None  Policy!  Sener1  Disable ||_Configure |
000-1
c LAN Port Mapping : MetCom
sz2 2 mJAC3  None  Policyl  Server1  Disable
= 000-2
f Service Zones |
MetCom
. . 523 3 mJAC3  None  Policyl  Server1  Disable
( Port Mapping 3 000-2
MetCom
874 4 mJACET  None  Policyl  Server1  Disable
000-4
MetCom
875 5 mJAC3  None  Policyl  Server1  Disable
000-5
MetCom
878 5 mJAC3  None  Policyl  Server1  Disable
000-6
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Note:

The Service Zone VLAN tagged number is used to identify the Service Zone. Please
do not use the same VLAN tagged number in the PLM configuration.
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VLAN

VLAN stands for Virtual Local Area Network. It is a group of hosts with a common set
of requirements that communicate as if they were attached to the same broadcast
domain. A VLAN allows a physical network to be divided into several logical networks.
An end device can be assigned to more than one VLAN group. Devices from different
VLANs cannot communicate with each other. VLAN tags can be added to the MAC
header to identify the VLAN membership of a frame across bridges. A tagged frame is
four bytes longer than an untagged frame.
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Part 1: NCT240 VLAN Tagging Configuration

There are 3 types of management interfaces available for NCT240 |IP DSLAM system
management. The web management interface, the CLI interface and the Telnet
interface.

It is recommended to use the built-in web management interface for NCT240 system
configuration. This white paper is written in the basis of using the web management
interface of the NCT240 IP DSLAM.

Step 1
Connect the PC to the management port. Manually configure your PC to 192.168.1.x
address (eg: 192.168.1.2/24)

Login to NCT240 web management interface.

Default IP address for ixp0 (system management port): 192.168.1.1/24
Default User Name: admin

Default Password: admin

Address @http:,l’,ilgz.lﬁﬁ.l.l,fcgl-hln,iBasIngln.cgl v GD Links >

The BAS (Broadband Access Switech) is an
basic platform of Broadband IPSwitch that
provides 2 high capacity Gigabit Ethernet
uplinks andaggregates/manages 24 ADSL/ADSL2+
interfaces on user side in a singlerack unit
package The ADSL interface complies with ITU
G.992.1 (G.dmt), G.992.2(G.1lite) ,G.992.3
(ADSL2) and G.992.5(ADSL2+) standards and
connects up to 24ADSL2/2+ modems (ATU-R).

orer nove | O
reeors |

Navigate to:

Home > Switch > VLAN
» Basic VLAN Settings > (Refer to settings as shown) then click Apply then OK.
» VLAN Switch Mode > (Refer to settings as shown) then click Apply then OK.
» VLAN Frame Type > (Refer to settings as shown) then click Apply then OK.
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Address 4 http:/f192,168.1,1/main.html Links

Broadband Access Switch

" VLAN Basic Setting |

D D:0 TargetID:O0 Vla ting Dis anSetting

Basiec VLAN Setting
Default VLAN Priority MinPortID PBVC ID MaxPortID PVC ID

I o-2055) [Mco-»

VLAN SwitechMode

Forwarding by bAC only v
Apply

VLAN FrameType

leNeNeNelNeNeNoloNeN e,

PVC
FrameType MinPortID D MaxPortID

Admit both untagged and tagged packets v
Apphy

A ": YLAM Set K11 ' "-\ YLAM SwitchMode Set ta Mac Only Made

Microsoft Internet Explorer

" "-'q YLAR FrameTwpe Set to Admit both untagged and tagged packets

By following the above settings, it means that ADSL port 1 (PVC1: 8/35) packets are
to be assigned with a VLAN 101 number and will be tagged as they leave the uplink of
the NCT240 IP DSLAM. NCT240 will both admit untagged and tagged packets.

Repeat the above VLAN configuration to create VLAN 101 ~ VLAN 124 for all the 24
ADSL Ports in the NCT240. Example: refer to screen shot for VLAN 102 configuration
shown as follows
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address 4 http:/{192,168.1,1/main.html Links **

- EHGD

Broadband Access Switch

& Home " VLAN Basic Setting

Basic VLAN Setting
Default VLAN Priority BEVC ID MaxPortID PBVC ID

M 0-2005) [ o-»

VLAN SwitchMode

Forwarding by MAC only hd
Apply

VLAN FrameType

. BPVC BVC
FrameType MinPortID MaxPortID

ID ID
Admit both untagged and tagged packets w
Apply

To view the current VLAN setting, click on DisplayVLANSettings to view the current
VLAN information for all the 24 ADSL ports.

address 4 http:/f192,168.1,1/main.html B Lk ”

Broadband Access Switch

" Display VLAN Setting |

Default Stack Stack RX

Dort PVC Priorit -
= VLAN TLOTILY  yran Priority  Strip Tag

101 101

gquratian

1
1
1
1
1
1
1
1
2
2
2
2
2
2

oy || e [ G| M || ] el | ] ey | | e[
[=Ri=R{0=RI=R=R =R =R =R =R =R =R =R =R =]
(=21 =21 =R =R =R =R =R =R =R =R = = = =]
(=1 I=H =N =R =R = = = =R == =T =]
(=R =R =N =R =R = =R =R == = =]
(=R =R =N =R =R = =R =R == = =]
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Step 2

Navigate to:
Home > Configuration > Save > click on Save then Ok.

address 4 http:/f192,168.1,1/main.html v B ks

Broadband Access Switch

- Save Changes .

De ): 0 TargetID: (O

Save changes to flash!!!

Microsoft Internet Explorer |X‘

! : Save Done!!!

@ Opening page http: /f192.168.1.1 jcgi-binfConSave.cgi... :] 8 Internet
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Part 2: IAC3000 Port Location Mapping
Configuration

Overview

Part 2 describes how to configure the IAC3000 for Port Location Mapping application
with PMS billing integration.

The logical order of configuration described in this section is as follows.

» Configure IAC3000 system information

» Configure administration accounts

» Configure WAN 1, WAN 2, and WAN traffic load balancing settings

» Configure system to tag-based mode

» Configure service zone (SZ) settings

» Configure ‘on-demand billing plans’ under on-demand user server

» Configure ‘custom login pages’

» Configure ‘group’ and ‘policy’ setting for user bandwidth control

» Configure port location mapping VLAN entries and map to the appropriate
service zone

» Configure NetRetriever parameters for PMS billing integration

IAC3000 described in this white paper will have two service zone enabled. The two
service zones are the default SZ: 192.168.30.1/24 and SZ 1:192.168.31.1/24. Default
service zone provides user login page for untagged traffic and for VLAN account
roaming purposes. SZ1 is set up for Port Location Mapping VLAN users. The default
service zone is enabled by default but SZ1 and its configuration will require
administrator configuration; details are discussed in the next section.
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Steps & Procedures

Step 1:

Connect an Ethernet cable to one of the LAN port of the IAC3000. Open the IAC3000
web management interface by using the following login details

Default LAN Mgt IP address: http://192.168.30.1
Default admin user name: admin
Default admin Password: admin

This document is being created at a time when the following version of firmware was
in production:

« JAC3000: Firmware V2.00.01_01000
Please make sure the IAC3000 is running the firmware V2.00.01_01000 or later to

use port location mapping feature. For more details please visit the NetComm website
http://www.netcomm.com.au/support for more details.

Configure IAC3000 system information:
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http://www.netcomm.com.au/support

Ii/flm : IAC3000- Internet Acc

W ELCOTIT. COM.8L

| User
. Authentication

ss Controller

Network

. Configuration )/ R

Configuration Wizard

System Information System Name

.

Administrator Contact

WAN1 Configuration )
Information

]
r

WAN2 Configuration

L

Device Hame

]
r

WAN Traffic Seftings

alalalals
\.J

L

]
r

c LAN Port Mapping

3 Portal URL
c Service Zones :
Access History IP
c Port Mapping ; Management IP

Address List

SHMP

User Logon SSL

Time

System Information

System Information

MetCamm 1AC3000

Metwark Administratar Phone Mumber

] Use the name on the security
cerificate

(FQDOH f

(PO for this devios)

{(*) Enabled  Disabled
http: e netcomim.com.au

= httg:/iwerer. google.com

=3

Setup Management IP Address List

() Enabled & Disabled
() Enabled & Disabled
Device Time : 2008/09/03 12:07:31

Time Zone

| (GMT+10:00)Canberra Melbourne, Sydney

[¥]

(&) MNTP Enable

MTP Server 1 |ntpl.cz.mu.0Z.4U 2

MTF Server 2 tock.uzno.navy.mil

MTP Server 3 |ntpl.faude
MTP Server 4 |clock.cuhkedu.hk
MTP Server 5 |ntpzl.padz.ufrbr

) Set Device Date and Time
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Note:

‘Management IP Address List’ by default is set to allow IP address 0.0.0.0/0.0.0.0 to
see the IAC3000 web management interface, this settings will be site specific. It is
recommended to only allow a specific IP address or a specific IP address range to
access the IAC3000 device management interface. For example, if you only allow the
device management via the WAN interface, you need to remove the 0.0.0.0/0.0.0.0 in
the first entry and replace it with your desired IP address range, eg: 172.16.1.0/24.
Please refer to the IAC3000 user manual for more details.
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Step 2:
Change IAC3000 administration password.

Navigate to Utilities > Change Password > change administrator, manager and
operator password.

Default Admin user name: admin
Default Admin password: admin
Default Manager User name: manager
Default Manager Password: manager
Default Operator User name: operator
Default Operator Password: operator
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System | | User W Hetwork

. Configuration | '\ Authentication /| .\ Configuration | '\

Change Password

Change Password E
%J change Admin Password

-

( Backup/Restore Settings

_J Old Password
( Firmware Upgrade : Hew Password
( Restart ': Verify Password

PR -'h. - -
o Jror N X Cear

( Change Manager Password ]

New Password

Verify Password

/ooy X Clear _}

( Change Operator Password ]

Hew Password

Verify Password

Step 3:
Configure WAN 1, WAN 2, and WAN traffic load balancing settings.

a. Navigate to System Configuration > WAN 1 Configuration
b. Navigate to System Configuration > WAN 2 Configuration
c. Navigate to System Configuration > WAN Traffic Settings

It is recommended to assign static IP addresses to the WAN interfaces of the IAC3000
for device management purposes. If there is only one WAN internet connection avail-
able, steps ‘b’ and ‘c’ are not required. Since the IP address details for WAN 1and
WAN 2 are site specific, they are not discussed in this whitepaper.
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' Configuration VWizard .
—

System Information |

' VAN1 Configuration |
i VIAN2 Configuration J‘"‘I
! WAN Traffic Settings I
—

' LAHN Port Mapping |

1

' Service Zones |

i

Port Mapping |

Step 4:

Configure and confirm that the IAC3000 is set to tag-based mode. By default the
IAC3000 LAN Port Mapping is set to Tagged Mode. To begin with, it is assumed that
you have performed a factory load default to the IAC3000 via the management
interface. Please verify IAC3000 is configured in VLAN Tagged Mode.

Navigate to System Configuration > LAN Port Mapping > Service Zone Mode >
Tagged based.
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Service Zone Port Rele Setting

Select Service Zone Mode () Port Based
(®) Tag Based

In tag based mode, every port maps to every Service fone,

LAMS LAMEG LAMT LAME

LAMA LAME LAMZ LAM4

Step 5:

Configure Service Zone settings

Step 5.1
Click on ‘Configure’ button to configure SZ1.

Perform the following configurations to SZ1.

a. Change the VLAN tagged number from 1 to 10 for SZ1
b. Configure IP Address, DHCP server, DHCP server pool, and DNS details for
SZ1
c. Configure ‘on-demand billing plans’ under on-demand user server
d. Configure ‘custom login pages’
e. Configure PLM charge login page
f. Configure PLM free login page
g. Configure User Group for SZ1 (bandwidth control)
h. Configure User Policy for SZ1 (user session limit)
Warning:

Please make sure the VLAN tagged number of the service zone and the port location
VLAN room number are unique in the IAC3000 system for the Port Location Mapping
to work properly. They should not share the same VLAN tagged number.
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Navigate to System Configuration > Service Zones > SZ1 to configure SZ1 basic
settings.

The area that requires attention is highlighted by red boxes in the screen shot below.
Please make sure the valid DNS server addresses are used for ‘Prefer DNS server’
and ‘the alternate DNS server’. The detail setting for ‘authentication servers’, ‘custom
pages’, group and policy settings will be described later in this section.

User | [ | Network | | T
\_ Authentication | \__ Configuration | e
[ Service Zone Settinge‘]
Configuration Wizard :
Basic Settings

Spmdel deiees Service Zone Status & Enable O Disable

WAN1 Configuration J [Sewicelonel‘.lame 321 ]

WANZ Configuration | G"'—’“‘NTE'Q 10 " lrange 1~~':-=-¢:]

alalalalas

- Operation Mode @ AT (O Router

e LI _ Hetwork Settings

IP Address: [192.168.31.1

( LAN Port Mapping :
- Subnet Mask: |255.255.255.0
t Service Zones ;]
(O Disable DHCP Server

( Port Mapping ) (& Enahle DHCP Server
StartIP Address © |192.168.31.2 -
EndIP Address - [192.168.31.200 -

[F'referrecl DNS Server: [192 168.31.1 - ]
DHCP Server Settings Alternate DMNS Server:

Domain Mame : |domain

WINE Server IP :

Lease Time:

Reserved IP Address List

() Enable DHCF Relay
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SIP Interface Configuration

Enabled [] VAN Interface

Authentication Settings

(Authentication Status (&) Enable | O Disable

WAN1

Auth Option LT Postfix  Default  Enabled
Database
( Server 1 LOCAL local ® ]
Server 2 FOP3 pop3 O
Authentication Options Sarver 3 RADIUS radius O
Server 4 LDAP Idap [ &)
B | "'
[% OMDEMAND  ondemand ()
siP sIp NI

Login Page
Port Mapping Free Login Page

Port Mapping Charge Login Page

Configure
Configure

Configure

Logout Page
Custom Pages Login Success Page

Login Failed Page

Login Success Page for On-demand User

Logout Success Page

Logout Failed Page

Configure
Configure
Configure
Configure

Configure

DEBHRRERN |-

Configure
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Group Permission for this Service Zone Configure

Default Policy in this Service Zone Policy 1 [+ [ Edit System Palicies |
Email Message for Login Reminding © Enable [ Edit Mail Message ]
() Disable
r -y

Wireless Settings

Set 851D MetComm_IAC3000-1 |-
Open System ™
Authentication T
Access Point Security (1 Enable 802.1% Authentication
Encryption Mone v

Managed AP in this Service Zone

IP Address
AP Type AP Name Status
MAC Address

You should restart the system to activate the changes. Restart

Click the ‘Apply’ button to apply new settings to SZ1. Click on ‘Restart to restart the
system to make new changes to take effect.

Step 5.2

Reboot the system to make SZ1 changes effective. IAC3000 system reboot generally
takes 100sec to complete. Once the system has finished rebooting, you should see
the SZ1 overview page shown as follows.

Re-login to IAC3000 using the new admin password, navigating to System
Configuration > Service Zone, it is expected that SZ1 is now enabled with VLAN
tag number 10.
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f=r _ . Utilities | Status . |

\_Authentication
f) Service Zone Settings
(_ Configuration Wizard _]
Service Zone Settings
System Information _] Service VLAN VILAN Aonli
pplied Default .
rf;'I:Z Tag 53D Encryption Policy Authentication Status Details
(_ WAN1 Configuration _]
MetCom
Default ~ — m_IAC3  MNone  Policy1  Semver1  Enable
(_ WAN2Z Configuration _] oon
MetCom
( wAnTraffic settings | 571 10 | m_IAC3  MNone  Palicy 1 Server1  Enable
000-1
( LAN Port Mapping J MetCom
572 2 m_AC3  MNone  Polig1  Server1  Disable
=) MetCom
: 573 3 m_AC3  None  Policy 1 Server1  Disable
(_ Port Mapping _] 000-2

Step 5.3

Configure on-demand account billing plans. Navigate to System Configuration >
SZ1 and click on ‘On-Demand User’ server, and navigate to ‘Billing Plans’ to
create your desired billing plans; or navigate to User Authentication > Authenti-
cation Configuration > On-demand User >

"~ System ||| hi [ T Hetwork
| Configuration /| '\ /. Configuration |

Utilities | Status

Authentication Server Configuration

Euthentication Conﬂguraticrnj
Authentication Server - On-demand User
( Black List Configuration _] General Settings Caonfigure
( Group Configuration _] Ticket Customization Configure
. = [ Billing Plans Caonfigure ]
( Policy Configuration _]

External Payment Gateway Configure

( Net Retriever :]

( Additional Configuration _]

On-demand Account Creation Create

On-demand Account List View

4
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Note:

IAC3000 Port Location billing is based on the ‘on-demand user server’ billing profiles.
This is also the billing packages that will appear in PLM user login page. In addition, if
the administrator chooses ‘PLM user free’ implementation method when configuring
port location mapping VLANSs in the IAC3000, no billing data will be sent to the PMS
server; if the administrator chooses ‘PLM user charge’ implementation method, the re-
spective billing data will be sent to the PMS server.
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The following billing profiles are used in this white paper

Billing Plans
Euthentication Conﬁgurationj
Billing Plans
( Black List Configuration | Plan Type Quota Price {auD) Enable [] Privilege [] Function
c Group Configuration | 1 Time 1 hr{s) 5 il
( Policy Configuration : 2 Time 24 hris) 18 O
=, 3 Time 48 hr(s) 3z Edit
c Het Retriever _4! ) [ O -
Jﬁ 4 Time 120 hr(s) 80 O
c Additional Configuration |
5  Time 168 hr(s) 74 O
5 Volume 1000 Mbyte(s) &5 O
7 Cutoff  Until22:00 12 O
3 NIA
9 NIA
0 NIA
[/ rooy— X Concei

Step 5.4

Configure Postfix. The postfix for on-demand user server can be modified to reflect
the company or business names. To configure ‘on-demand user server postfix,
navigate to User Authentication > Authentication Configuration > On-demand
User server > General settings > Postfix = Netcomm
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System Vil Hetwork '

| Configuration | /|l Management | | Configuration | e

Authentication Server Configuration

Authentication Configuration
u Authentication Server -ﬁn-demand User]

‘ Het Retriever
On-demand Account Creation Create

( Additional Configuration ]

( Black List Configuration ] [ General Settings Configure I
( Group Configuration ] Ticket Customization Configure

Billing Plans [ Configure |

( Policy Configuration j g

External Payment Gateway

On-demand Account List Wiew

| System | AP I Hetwork | | Status |

[ Utilities

| Configuration | | \_ Management | | Configuration

General Settings

Authentication Configuration
t_j General Settings

( Black List Configuration ] ( Postiix |NetComm |]

( Group Configuration j O None © $usp © £6BP O €EUR

Monetary Unit
@ Ingut other desired monstary unit, 2.g. AU)
( Policy Configuration ] Group Hame

( Het Retriever ] WLAN ESSID |NEtCOmm [AC3000 |

Wireless Key |

( Additional Configuration ]

Remaining Yolume

sync Interval ® 10min(s) O 18minis) O 20min(s)

Terminal Server Configuration

[ ooy X Corco
@0

Click ‘Apply’ to apply the new postfix name.

Step 5.5
Configure SZ1 custom login pages.

Navigate to System Configuration> Service Zones > SZ1 > Custom Pages
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The default login pages are used by default.

A preview some the default login pages used are as follows.

i Login Page Configure

Port Mapping Free Login Page Configure

1

Port Mapping Charge Login Page Configure

Login Page

Welcome to User Login page!

Please enter your user name and password to sign in.

Username:

Password:

[/ _submit_J'7 Ciear _Jll ¥ Remaining }

[ Remember Ne

Port Mapping Free Login Page Preview

Welcome To Broadband Internet Service

Please click the CONFIRM button to accept the terms

and conditions above or click CANCEL to exit

e e

Port Mapping Charge Login Page Preview
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Welcome to Broadband Internet Service

Please choose from the following service selection

Flan Frice

(& 1hris) 5

O 24 hi(s) 18
) 48 hr(s) 32
{3 120 hris) 60
{3 168 hris) 74
O 1000 Mbyte(s) 65
) Until 22:00 12

Service Agreement

Flease kindly note that there will be no refund once connectivity is confirmed.
Flease click COMFIRM 10 acceptthe usage charge or CANCEL to exit.

The selected service charge will be posted directly into your guest falio.

If you already have an user account, please click here to login.

Step 5.6

Configure ‘Group 1’ to map to SZ1 for user bandwidth management.

Group Permission for this Service Zone ( ]

Default Policy in this Service Zone |F'|:|Ii|:ry'1 M[ Edit Systerm Policies ]
Email Message for Login Reminding ©Enable [ Edit Mail Message ]
O Disable

Click on Configure > Group 1 > QoS Profile > and map ‘Group 1’ bandwidth
control to policy 1 and SZ1. The ‘Group 1 — Traffic Configuration’ details are shown
as follows.
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Traffic Configuration

Group 1 - Traffic Configuration

Traffic Class Best Effort v

Group Total Downlink | 54 Mbps |

Individual Maximum

Downlink 1Mbps _ |w

Individual Request

Downlink bps |

n
—
[0
&4

Group Total Uplink 24 Mbps (W

Individual Maximum

Uplink 11bps  [v]
Individual Request can 1
Uplink 512 Kbps |v |

You will then map ‘Group 1°, ‘Policy 1’ and ‘SZ1’ together.

i) Group Configuration

nfiguration - Group 1
{ Select Group:

QoS Profile Setting
Privilege Profile
Remark

&nne Permission Configuration & Policy Assignment - Group 1]

Hame Enabled Policy Edit Group Permission
Service Zone : Default Default
FPalicy 1 vl 521 ]

Q]

(0]

( Service fone: 571

Step 5.7

Configure ‘Policy 1’ for SZ1 for Session Limit Control:

Group Permission for this Service Zone

Cefault Policy in this Service Zone Falicy 1 |» || Edit System Folicies
Email Message for Login Reminding © Enable [ Edit Mail Message ]
O Disable
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Step 5.8

Configure ‘Policy 1’ settings. Click ‘Edit System Policies’ under SZ1 to configure set-
tings. Change the user session limit from 500 to 50 and click ‘Apply’. The default val-
ues are used under ‘Firewall Profile’, ‘Specific Route Profile’ and ‘Schedule Profile’ in
this white paper. ‘Firewall Profile’, ‘Route Profile’, and ‘Schedule Profile’ should be
site specific. For more details, please refer to the IAC3000 User Manual.

Policy Configuration - Policy 1
Select Policy: Palicy 1 :J

Firewall Profile
Specific Route Profile

Schedule Profile Sefting

m
=]

daximum Concurrent v| (Sessi User’
Eoncions ¥ | (Sessions per User)

Step 5.9

There is no Managed Access Point required in this PLM test so we won’'t make
changes to ‘Wireless Settings’ and ‘Managed AP in this Service Zone'.

Wireless Settings

Set 5510 MetComm_IAC3000-1
Open System ™
Authentication T
Access Point Security [1Enable 802.1) Authentication
Encryption Mone v

Managed AP in this Service Zone

IP Address
AP Type AP Name Status

MAC Address

Click ‘Apply’ to apply the new settings to SZ1.
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(For instructions on how to configure IAC3000 to centrally control and manage Net-
Comm NP725 and NP726, please refer to the product user manual and NetComm
support website for more details.)

Reboot the system to make the changes to take effect. Once system finished reboot,
you should see that SZ1 overview page shown as follows.

Service Zone Settings

Service )
Zone WLAN s3I WVWLAN Applied Default

i i P Status Details
Name Tag Encryption Policy  Authentication

MetCom
m_IAC3 Mone Paolicy 1 Server 1 Enable Configure
0oo

f MetCaom
521 10 m_IAC3 Maone Palicy 1 Server 1 Enable Configure
0001

MetCom
m_IAC3 Maone Palicy 1 Server 1 Dizakle | Configure
000-2

MetCom
m_IAC3 Maone Falicy 1 Server 1 Disable | Configure
000-3

MetCom
574 4 m_lAC3 Mone Palicy 1 Server 1 Disable | Configure
000-4

MetCom
m_IAC3 Mone Paolicy 1 Server 1 Disahle | Configure
000-5
MetCom
526 G m_lAC3 Maone Palicy 1 Server 1 Cizahkle | Configure

000-a6

MetCom
SZ7 7 m_IAC3 Maone Palicy 1 Server Dizakle | Configure
000-7

MetCom
SE8 a m_lAC3 Mone Falicy 1 Server 1 Disable | CSonfigure
Qoo-g

Default

[ ]
[~
3]
]

o]
[~
[ 7%
L

[}
1
T

o

Step 6:

Configure Port Location Mapping VLAN table
Navigate to System Configuration > Port Mapping > Port Mapping Quick Setup
(Refer to screen shot below)
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User b [ AP wa Network
. Authentication / '\  Management /| | Configuration |

Utilities | Status

Fort Location Mapping

Configuration Wizard

Port Location Mapping

( Port Mapping Quick Setup ]
Port Location Mapping List

System Information

WAHN1 Configuration

WAHN2 Configuration

VAN Traffic Settings

alalalals

( LAN Port Mapping

( Service Zones
[( Port Mapping

Please note you can ‘single-create’ or ‘batch create’ PLM VLAN entries. The ‘Batch
Create’ method is used in the white paper.

A/ A S A S S i i

The following screen shot illustrates how to batch-create VLAN 101 to VLAN 148
entries in the IAC3000.
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E‘on Mapping Quick Setup]

Configuration Wizard

Port Mapping Quick Setup

r

VLANID Start [101 | -
How many VLAN: (48 | -
Room Number Start [101 | -

System Information

WAN1 Configuration

WAHN2 Configuration
Room Prefic |Room
Create Batch
VAN Traffic Settings Room Postfix I:I

alalalalas

Room Default State: & Charge O Free O Block

( LAN Port Mapging

<]

Senice Zone: | 21

Service Zones

A RS ASA" AT AT A~

t Port Mapping Room State: & Charge O Free O Block

Change All Room State  Zerice Zone:

wani:| -
Room Mumber: |:|

Raoom Default State; & Charge O Free O Black

Add One

Room Description:| |

Senvice Zone:

To view the PLM table, please click on ‘View’ under Port Location Mapping List.

|' User | | AP o Network | |
\. Authentication / | Management . | ~Configuration |

Utilities | Status

Port Location Mapping

Configuration Wizard ]

Port Location Mapping

System Information ] Port Mapping Quick Setup
WANY Configuration ] ( Port Location Mapping List ]

WAN2 Configuration ]

VAN Traffic Settings

alalalala

( LAN Port Mapping

A

( Service Zones

I Port Mapping '
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Port Location Mapping List

VLANID Room Hum State Description 5;;}1'29 Delete All

@ Room101 Charge 521 Delete
@ 2 Room102 Charge 571 Dizlete
" | 103 Room103 Charge S21 Delete
@ 104 Room104 Charge 521 Dielete
@ 105 Room103 Charge =721 Delete
@ 105 Room10a Charge 571 Cielete
@ 107 Room107 Charge 521 Delete
@ 08 Room10a Charge S21 Delete
@ 100 Room108 Charge 521 Delete
@ 110 Room110 Charge 571 Dizlete

(Total:48) JFirst Pr
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Note:

v Mest Last

[1e)

Room description cannot be added via ‘Batch Create’ batch configuration.
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If there are VIP rooms that will not be charge for their Internet access, ‘charge’ mode
can be changed to ‘Free’ mode.

To change VLAN 101 (Room 101) to User-Free mode, click on ‘101’ hyperlink, and
change the ‘Room state’ to Free, add in Room Description such as ‘ VIP Room-
Free of Charge’, then click ‘Apply’ to apply new settings for Room 101.
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Fort Mapping Profile
( wano 101
( Room Number Raom101 ]
( Room State @® Free O Charge O Block ]
( Room Description YIP Room - Free of Charge ]
Service Zone
Room Available @
User Name | Password w32 1 xdvBadig
Plan Type CUTOFF
Plan Quota R
Remaining Quota ntil 2009/09/09-12:30
User Account Status Maormal
Reference roomi-Room101

= Jfx cer

To view PLM table, please click on ‘View’ under Port Location Mapping List.

Fort Location Mapping List
VLANID RoomMNum  State Description S;;';ZE
P 101 Room01 Free VIF Room - Free of 571 Delete
Charge
. 102 Room102 Charge 341 Delete
@ 102 Roomil0z Charge 571 Delete
@ 104  Roomi04 Charge 571 Delete
@ 105 Room10g Charge 521 Delete
@ 105 Roomi08 Charge 521 Delete
@ 107  Roomi07 Charge 571 Delete
@ 102 Room108 Charge 571 Delete
@ 102 Room109 Charge 571 Delete
@ 10 RoomtiD Charge 571 Delete
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Please reboot system to make PLM entries to take effect.

Step 7:

Configure NetRetriever settings for PMS billing integration. This step is only applicable
to scenarios where you need to integrate the billing data from the IAC3000 to PMS
system.
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Note:

IAC3000 supports PMS billing integration via middleware called NetRetriever via IP
connection. Please make sure the NetRetriever parameter settings in the IAC3000
matches the settings in the NetRetriever software. You may need to work with a Ne-
tRetriever engineer to complete the IAC3000 PMS billing integration set up.

Fhkkhkhkhhhhhhhdhhhhhhhhdhhhhhhddhdhdddddhhhhhdhhdhrhhhdhdhdhdddhdrhhrhhdhdhhdhhdhhddddddhdrhrrhrdhrrhhddid
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Note:

IAC3000 keeps a record of the billing data locally. If no PMS integration is required,
you may make use of the local billing data and produce internet usage billing report in
your own format. To see the billing data, please navigate to User Authentication >
Net Retriever > Event Log or navigate to Status > Traffic History > On-demand
User Log.
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To configure NetRetriever parameter settings, navigate to User Authentication > Net
Retriever > Connection Setup and fill in the parameter values required.

The parameter values shown below are only an example. Please make sure the set-
tings in the NetRetriever software.

System
| Configuration |

Utilities Status

Net Retriever Configuration

Euthenti{:ati on Configurati c-rl_]

Net Retriever Configuration

( Black List Configuration _] ( Connection Setup [ Configure ]]
( Group Configuration J Event Log

( Policy Configuration J

(_ Het Retriever ]

( Additional Configuration _]
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Net Retriever Connection Setup

Secret MetlAC123#
Met Retriever Server Port 8324
HR 1D 1 1~ 3333
GSD D 1 1~ 3333
Link Test Interval G0 ~A0~800 =

You should restart to activate this. Click to restart.

Click ‘Apply’ to apply the new settings. Click ‘Restart’ to reboot system.

Do youwant to RESTART the system?

| . -

Sl
s

:{j Are you sure you wankt bo reskart the swskem now?

[ | ok ﬂ[ Cancel

Step 8:
Configure IAC3000 ‘Walled Garden List’ and ‘Walled Garden Ad List’

Navigate to Network Configuration > Walled Garden List >, add
‘www.netcomm.com.au’ as a free access website and click ‘Apply’.
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System

\_ Configuration )

User
\_Authentication /

AP |
\__Management | |

Walled Garden List
Eelwork Address Translatioﬂ
Walled Garden List

( B Eedd J Item Address Item Address
( Monitor IP List J [ 1 |w\-.'\-.'.netc:umm.c:um.au| | ] 2 | |
t Walled Garden List | 3 | | 4 | |
( Walled Garden Ad List J : | | ; | |

7 | | 8 | |
( Proxy Server Properties J

g | | 10 | |
( Dynamic DNS J » | | . | |
( IP Mobility J 13 | | 14 [ |
( VPN Configuration J 15 | | 18 | |

17 | | 18 | |

19 | | 20 | |

e

Navigate to Network Configuration > Walled Garden Ad List > add
‘www.netcomm.com.au’ as a free website to display at the user login page and click
‘Display’ and ‘Apply’. See screen shot below for details.

System User

\_ Authentication / '\

ﬁ_elwork Address Translatioﬂ
Walled Garden Ad List
Privil List URL Topic
L simsls s ) tem - P Edit Display
Description
( Monitor [P List _] http:/fwww.netcomm.com.au MetZomm Limited
i v
Broadband Solutions
( Walled Garden List _]
z 0

i) Walled Garden Ad List ]

[ Walled Garden Ad List J

‘€ NetComm IAC3000 - Microsoft Internet Explorer provided by NetComm |- | [ E

M

E Rkt 192,168, 30, 1MNetworkConfigurationW alled GardenadListEdit, shbmnlFno=0

( Proxy Server Properties _]

C J
L J

(_ VPN Configuration _]

Dynamic DNS

IP Mobility

f:5) Walled Garden Ad List

Walled Garden Ad List Item 1

URL |http:.r‘.-fwm.netcomm.com.au |
Topic |NetComm Lirnited |
Description |Elruadband Solutions |

) e e

You have now completed setting up the IAC3000 for user-free and user-charge
application using Port Location Mapping VLAN tagging. Default SZ and SZ1 are now
both set up and enabled in the IAC3000 system ready for PLM user.
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Part 3: Test and verify the port location mapping
function of the IAC3000 and NCT240 system

Connect the Bridged NB6plus4_R2T8 to the line tails of the NCT240 line port 1;
connect the GE1 of the NCT240 to the IAC3000 LAN port.

Steps and Procedures

Step 1:
Connect the test modems NB6plus4_R2T8 to an ADSL Port of the NCT240 DSLAM

system (The ADSL data point socket in the guest room) and wait for ADSL light on the
test modem turn solid green.

Step 2:

Connect the test PC to the LAN Port of the test modem. (Note: TCP/IP setting of the
PC is to be set to obtain IP Address/ DNS address from DHCP server automatically).

Step 3:

Wait for a valid IP address assigned by the IAC3000 to your subscriber PC/Guest
room PC.

[ 1

i General | Suppart |

Connection status

,rﬂl Addrezs Type: Agzigned by DHCP
=S |P Address: 192168.31.74
Subret Mask: 255.255.255.0
Default Gateway: 192.168.31.1

Windows did not detect problemns with this
connection. [F you cannot connect, click

Repair.
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Once a valid IP address is received by the subscriber/guest room PC, you then open
Internet Explorer. Attempt to access the Internet by browsing a website. If PLM has
been setup correctly, the following page will be presented. You will then need to select
and accept the Internet access conditions and hit ‘Enter’ then ‘OK’ to proceed.

Step 3.1

If you are testing from a free of charge VIP room (for example Room 101), you will
expect to see the following login page

Welcome To Broadband Internet Service

Please click the CONFIRM button to accept the terms

and conditions above or click CANCEL to exit

g Te————

Click on ‘CONFIRM to surf the Internet.

o Hello, you are logged in

-0

To log out, please click the "Logout” button.

Remaining Usage:

Expiration time:
2009-09-09 14:30

Login time: 2009-9-4 12:9:44

Start Browsing

Step 3.2:
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If you are testing from a user-charge room, you will expect to see the following login
page

Welcome to Broadband Internet Service

Please choose from the following service selection

Flan Price

@ 1hrs) 5

O 24 hi(s) 18
{3 48 hr(s) 32
O 120 hris) G0
> 168 hr(s) 74
1000 Mbytels) 65
{3 Unfil 22:00 12

Service Agreement

Flease kindly note that there will be no refund once connectivity is confirmed.
Flease click COMFIRM to acceptthe usage charge or CANMCEL fo exit.

The selected service charge will be posted directly into your guest falic.

oy oy

If you already have an user account, please click here ta login.
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Hello, you are logged in via
zahG@MNetComm

password:mq7oeesd

Tolog out, please click the “Logout” buttan.

Remaining Usage:

59 Min 52 Sec

Login time: 2009-9-4 12:29:23

Start Browsing
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Note:

The user name and password presented in the user login success page (for example
zah6@NetComm/mq78eebd) can be used by the user for account roaming. This
means this user name/ password is mapped to the same Room (VLAN ID) under the
same internet usage account. If the guest user uses this user name and password to
access the Internet through wired or wireless area of the IAC300 system, they will be
billed under the same guest account.

Fhkkhkkhhhhhhhhhhhhhhhhdhhhhhhdhhdhhdhhdhhhhhdhhdhhhdhhdhdhdhdddhdhhhrhhdhddhdhdhhdhhddddddhrrhrrhrdhrhhrdtiid

Once Internet access is confirmed, the billing data will be sent to the PMS system via
the PMS Middleware. It is important to verify the middleware NetRetriever parameter
settings in the IAC3000 matched the settings in the NetRetriever server.

A billing log will then automatically generate and save locally in the IAC3000 system
for system logging and tracking purposes.
Step 4:

To view the PMS log, login to the IAC3000 management interface and navigate to
User Authentication > NetRetriever > Event Log > and click ‘view’
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System

| Configuration

gl Net Retriever Configuration ]

(A_uth entication Config uraiion_]

MNet Retriever Configuration

( Black List Configuration J Connection Setup
(_ Group Configuration J ( Event Log

(_ Policy Configuration _]

m Net Retriever J

(_ Additional Configuration J

NetRetriever Configuration

Net Retriever Event Log
Date Size (Byte)
2009-09-04 127

Double click on the date and open the event log file. You will notice the event log will
keep a record of the VLAN room number, date, time of access, user name, password,
and price. Please note that the Price shown in the log file is in a unit of ‘cents’. That is
500 means $5 dollars or 500cents.

Net Retriever Billing Log 2009-09-04

Room |Cost| Date | Time ‘Durat\om| Description |Name| Bytes Us
Roonl02 (500 (20090904 |122922 000000 |Room numbsr: Rooml02, plan. 1, uscrnanc: zoh6@HctComm, password. mg?78esSd, price: 500 Hea o
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Note:

If the following page is presented in the guest room instead of the login pages above,
then the setup for Port Location Mapping Billing is incorrect in the IAC3000. The
VLAN settings in the device/s might be incorrect.

Please review the configuration in the IAC3000 and the NCT240 VLAN settings.
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Welcome to User Login page!

Please enter your user name and password to sign in.

Username:

Password:

[[JRemember Me

¥ NetComm Limited Eroadband Solutions

Fhkkhkhhhhhhhhdhhhhhhhhdhhhhhhdhdhdhdddddhhrhhdhhdhhhhdhdhdhddddhdrrrrhhdhdddhdhdhdhhdddhdddrrrhrrhrrhrhdrrdtdrdd

Step 5:

Surf the Internet. Test complete!

# NetComm Australia: Broadband Solutions, Products And Services - Microsoft Internet Explorer provided by NetComm

1
ol 2

N ‘ + Eooal
L SAS ) |g, hkkp: s, netcomm, com, auf 'i] | | %] |Google

File Edit “iew Favorites Tools  Help

= — = = »
W I@Netcc.mm Australia: Broadband Solutions, Products A... ] } - B i v mbPage - G Took -

Home : i {=] £ es ol support - L cAbout NetGomm

NEXT g NETWDRK '

Introducing the new
Turbo 7 Wireless Gateway

Register For Warranty

ow to register for
arranty on any NetComm product.

Drivers, Firmware & Troubleshooting

Broadband Solutions For Homes, Businesses And ISP’s

With ever 25 years experience, NetComm Limited = an award winning, publicly listed Australian company dedicated to providing heme,
small office, business, Government and Internet Service Providers (ISP's) with broadband Internet products and services.

NetComm has recently introduced NetAssure, a managed network service designed for small to medium businesses and has also
expanded throughout the commercial and export markets.

With offices in Australia and New Zzaland, NetComm continues to provide the Australian and International market with leading data
communication products, mobile broadband solutions and networking services.

RUNOUT STORE

Specials on products and ories

NetComm provides broadband internet solutions that:

= Enable dial up, ADSL  wir readband connection ®  Provide wir internet sccess for customers
= Reduce telephone costs v = Connect, p and control your computer

network International
Click here to view NetComm's full range of broadband and networking products Inqu"y M
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Appendix A: How to check current user list in the

IAC3000

There are two ways to check the current VLAN user list in the IAC3000 system.

Method 1:

Navigate to System> Configuration > Port Mapping > Port Location Mapping
List > Click ‘View’, then click on ‘102’ to view current status.

' User b [ me Network

Utilities

| Authentication / | AL Configuration |

Port Location Mapping List ]

Configuration Wizard

System Information

WAN1 Configuration

WANZ Configuration

WAN Traffic Settings

alalalals

( LAN Port Mapping

e as AT AT A" LW

( Service Zones

P
! Port Mapping I

| Add Port Mapping

Port Location Mapping List
VLANID RoomHum  State Description S;;'::e
@ 101 Roomi1o Free VIF R?:Uh”a"r'gzree of 571 Delete
@ 102 Room102  Charge 571 Delete
@ 103 Roomi03  Charge 571 Delete
@ 104 Room104 Charge 571 Delets
@ 105 Roomi10s Charge 571 Delets
@ 108 Roomi06  Charge 571 Delete
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Port Mapping Profile

Port Mapping Profile

VLAN ID 102
Room Number Room102
Room State O Free ® Charge O Block

Room Description

Service Zone

Room Available ‘
User Name | Password ( zaht /fmg78eebd ]
Plan Type TIME
Plan Quota ( 1 hris) ]
Remaining Quota 1hris]

User Account Status l Cnline I
Reference roomi-Room 102

/Aoy X Clear ]

You will notice that Room 102 is currently ‘Online’
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Note:

The ‘Remaining Quota’ shown under VLAN rooms will only updated after guest user
has logout or click ‘logout’ button on the ‘success user login page’ window.
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Method 2:

Another way to view the current user list in the IAC3000 is by navigating to Status >
Current Users > Current Users List
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- System b [ User h [ b Network -

| Configuration | '\ Authentication /| | ). | Configuration | =

f2) Current Users

( System Status J [

Current Users List ]

( e _] Username PktsIn  BytesIn Location
[tem Icle
( Routing Table J [2] MAC Pkts Out  Bytes Out Kick Out
E Currentzers J ; zahG@MetComm o a 0 P&
192168.31.74 001EGEACOE24 0 Q Logout

( Traffic History _] L

(Hoﬁﬂ{:ation Configuration _] + Refresh

Appendix B: How to delete a VLAN roaming
account
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When a VLAN ID room is activated, at the same time the mapping On-demand
account is creates in the IAC3000 on-demand user server. In situations where the
administrator needs to delete the user name and password that mapped to the VLAN
ID room 102, here are the steps to follow.

Step 1:

Navigate to User Authentication > Authentication Configuration > On-demand
User server > On-demand account list > click ‘view’

System Us Hetwork Utilities

._Configuration | | Aul -ation  JE™ /1 | Configuration |

fi) Authentication Configuration

iAuthentication Configurationﬂh'l
Authentication Server Configuration

( ———— e Server Hame Auth Method Postfix Group
( Group Configuration : Server 1 LOCAL local Group 1
= = = Senver 2 POP3 pop3 Group 1
( Policy Configuration
_ Server 2 RADIUS radius Group 1
c Het Retriever !
- Server d LDARP Idap Group 1
( i _4: ( On-demand User ] OMNDEMAMD MetComm Group 1
=11 SIP A Mane
Authentication Server - On-demand User
General Settings
Ticket Customization
Billing Plans
External Payment Gateway
On-demand Account Creation
On-demand Account List

Click ‘Delete’ to delete the user name and password that mapped with Room 102.

On-demand Account List

Username Password Remaining Quota Status Reference Delete All
zahf  mg78eesd 16 min(s) Mormal  roomMN-Room102
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When you try to access the internet from room 102 now, you will be re-presented with
the user login page again and if you click ‘confirm’ the Room 102 PMS billing data will
be re-sent with a different set of user name and password

Welcome to Broadband Internet Service

Please choose from the following service selection

Flan Price

& 1hrs) g

O 24 hr(s) 18
48 hr(s) 3z
{3 120 hris) 60
{3 168 hris) 74
O 1000 Mbyte(s) 65
) Until 22:00 12

Service Agreement

Flease kindly note that there will be no refund cnce connedctivity is confirmed.
Flease click COMFIRM to acceptthe usage charge or CANCEL to exit.

The selected service charge will be posted directly into your guest falic.

Ifyou already have an user account, please click here to lagin.
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Hello, you are logged in via
T9ru@MNetComm

password:.g26rwiuk

Tolog out, please click the "Logout” button.
Remaining Usage:

9 |Min 49 | Sec
Login time: 2009-9-4 13:35:9

Start Browsing
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