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Introduction

Congratulations on becoming the owner of the My ADSL Modem. Your LAN (local area
network) will now be able to access the Internet using your high-speed ADSL connection. This
User Guide will show you how to set up the My ADSL Modem, and how to customize its
configuration to get the most out of your new product.

Package Contents

The following items should be contained in your My ADSL Modem Package:

D My ADSL Modem (NB3)

D NetComm Communications CD-ROM and
Documentation (including a Package -

Contents Note and a folded Quick Start VT P—
Guide) My ADSIEModemp)

L s
*" Quick Start Guide

D Power Adaptor ( %Q \\0
\\/

D Telephone line cable (RJ-11) and 605 to ﬁ%
RJ-11 Adaptor >
D Etherent Network Cable (RJ-45) ﬁ@@ﬁ

D 1=l K

USB Connection Cable === =l

Check the contents of your package and, if any parts are missing or damaged, please contact
your Dealer.

Rev. 2 - YML680 www.netcomm.com.au
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Features

B External ADSL modem for high-speed Internet access

B 10/100Base-T Ethernet router to provide Internet connectivity to all computers on your
LAN

B Optional USB port for connecting a USB-enabled PC

B Network address translation (NAT), Firewall, and IP filtering functions to provide security
for your LAN

B Network configuration through DHCP Server and DHCP Relay

B Services including IP route and DNS configuration, RIP, and IP and DSL performance
monitoring

B Configuration program you access via an HTML browser
System Requirements

In order to use the My ADSL Modem, you must have the following:

B ADSL service up and running on your telephone line, with at least one public Internet
address for your LAN

B One or more computers each containing an Ethernet 10/100 Base-T network interface card
(NIC) and/or a single computer with a USB port.

B An Ethernet hub/switch, if you are connecting the device to more than one computer on an
Ethernet network.

B For system configuration using the supplied web-based program: a web browser such as
Internet Explorer V5.0 or later, or Netscape V6.1 or later

Using this Document

Notational conventions
Acronyms are defined the first time they appear in text and in the Glossary.
For brevity, the My ADSL Modem is referred to as the device.

The terms LAN and network are used interchangeably to refer to a group of Ethernet-connected
computers at one site.

Typographical conventions
Italics are used to identify terms that are defined in the Glossary.

Bold text is used for items you select from menus and drop-down lists, and text strings you
type when prompted by the program.

www.netcomm.com.au Rev. 2 - YML680
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Special messages

This document uses the following statement to call your attention to specific instructions or
explanations.

Note : Provides clarifying or non-essential information on the current topic.

Definition : Explains terms or acronyms that may be unfamiliar to many readers. These
terms are also included in the Glossary.

Warning : Provides messages of high importance, including messages relating
to personal safety or system integrity.

NOTE: NetComm Technical Support for this product only covers the basic
installation and features outlined in Option 1 and Option 2 of the
Quick Start Guide.

Rev. 2 - YML680 www.netcomm.com.au
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Getting to Know the My ADSL Modem

Front Panel

The front panel contains lights called LEDs that indicate the status of the unit.

LED COLOR FUNCTION

PW (Power) Green On: Unit is powered on
Off: Unit is powered off

LK (Link) Green Flashes when ADSL data activity occurs. May appear
solid when data traffic is heavy.

www.netcomm.com.au Rev. 2 - YML680
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Rear Panel

The rear panel contains the ports for the unit's data and power connections.

LABEL FUNCTION

DSL Connects the device to a telephone jack for DSL
communication

Ethernet Connects the device to your PC's Ethernet port, or to the
uplink port on your LAN's hub, using the cable provided

Yellow LED: On: 10M LAN link established and active
Off: No 10M LAN link

Green LED: On: 100M LAN link established and active
Off: No 100M LAN link

USB Connects to the USB port on your PC

Reset Resets the device to the factory default configuration

Power Connects to the supplied power converter cable

Rev. 2 - YML680 www.netcomm.com.au
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Do | need a Micro filter?

Micro filters are used to prevent common telephone equipment, such as phones, answering
machines and fax machines, from interfering with your ADSL service. If your ADSL enabled
phone line is being used with any other equipment other than your ADSL Modem then you will
need to use one Micro filter for each phone device.

Splitters may be installed when your ADSL line is installed or when your current phone line is
upgraded to ADSL. If your telephone line is already split you will not need to use a Microfilter
- check with your ADSL service provider if you are unsure.

Each micro filter is connected in-line with your telephone or fax machine so that all signals pass
through it. Telephones and/or facsimiles in other rooms that are using the same extension will
also require Microfilters. The following diagram gives an example of connecting your ADSL
Modem/Router using a Microfilter.

e e e |— - -===-=-- "
o = 'Old Style'
(I & J Adaptor with -
Telephone Line |
Wall Socket Cord Wall Socket

NB3 My ADSL Modem

Microfilter
(required if additional
devices are connected
to an extension)

Computer connected via
Ethernet or USB

Telephone

www.netcomm.com.au Rev. 2 - YML680
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Quick Start

This Quick Start provides basic instructions for connecting the My ADSL Modem to a
computer and to the Internet.

B Step 1 - describes setting up the hardware.
B Step 2 - describes how to configure Internet properties on your computer(s).

B Step 3 - shows you how to configure basic settings on the My ADSL Modem to get your
LAN connected to the Internet.

This Quick Start assumes that you have already established an ADSL service with your Internet
service provider (ISP). These instructions provide a basic configuration that should be
compatible with your home or small office network setup. Refer to the subsequent chapters in
this User Guide for advanced configuration instructions.

NOTE: NetComm Technical Support for this product only covers the basic
installation and features outlined in Option 1 and Option 2 of the
Quick Start Guide.

The NetComm NB3 My ADSL Modem can be connected directly to your computer via a USB
or Ethernet interface.

How do | choose the connection type?

Option 1: PREFERRED If your computer has a network card (NIC) but isn’t
connected to a network hub or switch, or another computer,
then connect the NB3 to your network port of your PC
This is the preferred connection method. Follow the step-
by-step instructions in the ETHERNET INSTALLATION
section.

Option2: If your computer doesn’t have a network card, then connect
the NB3 to a USB port (Windows ® 98/Me/2000/XP only).
Follow the step-by-step instructions in the USB
INSTALLATION section.

Option 3: If your computer has a network card (NIC) and is connected
to a network hub or switch, then connect the NB3 to your
network port of your hub or switch Follow the step-by-
step instructions in the LAN INSTALLATION section.

Warning: Before you begin, turn the power off for all devices. These include
your computer(s) and the My ADSL Modem.

Rev. 2 - YML680 www.netcomm.com.au
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USB Configuration

Step 1 - Hardware Installation - USB

When connecting your My ADSL Modem using a USB cable, please refer to the appropriate
USB diagram and follow the complete driver installation instructions for your operating in Step

2 - Computer Configuration - USB.
1=

Stand-alone computer

'AC Power Adaptor

DSL enabled Wall Jack

Note: When connecting your My ADSL Modem with a USB cable, the USB cable
should not be connected until the driver installation requests it. Refer to the
appropriate operating system instructions for USB Configuration.

www.netcomm.com.au Rev. 2 - YML680
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Step 2 - Computer Configuration - USB

Windows XP - USB

1. Plug in the supplied plug pack and turn
power point on.

2. Connect USB Cable to a USB port on
your PC but do not connect it to the
modem yet.

3. Start PC and log in if not already started.

4. Insert the NetComm NB 3 CD into your
CD drive.

5. The NB3 ADSL Ethernet/USB Modem
autorun screen will appear. Click on
Install NB3 USB Drivers.

6. The DSL Modem Setup Wizard will then
start. Click on Next> to continue .

7. Click on Accept to agree to the License
Agreement and continue the installation.

8. When prompted by the Found New
Hardware Wizard click on Next>.
Windows will locate the USB device
driver and copy the required files to your
PC.

% NetComm NB2 ADSL Ethernet/USE Modem

W 7)) A

NB3 JADSL Ethernet/USB Modem Router
Install NB3 USB Drvers |
ConfguronBs |
Viow User Guide mmnn |

‘ Install Acrobat Reader ’
S

#2 DSL Modem Setup Wizard

Welcome!

Welcome to the DSL Modem Setup Wizard!
This wizard will install the drivers and the
related software for your DSL modem on your
computer.

Prass Mext to move on to the next step!

#1 DSL Modem Setup Wizard

License Agreement

Please review the following license agreemant,
and click Accept to continue.

License Agreement

1

By continuing with this installation

«click Accept> you agree to the fallowing
termns and conditions, If you do not agree
with everything in this agreement, please
cancel this installation <click Decline>
This Driver Software is offered for use with
only NetComm branded products. The
Driver Software is offered to you, the user,
conditioned an your acceptance without
modification to any of the terms, o

< Back Deciine

Rev. 2 - YML680
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9. Click on Continue Anyway.

10. Connect the USB cable to the modem.

11. When prompted by the Found New
Hardware Wizard confirm that “Install
the software automatically
(Recommended)” is selected and click on
Next>.

12. Click on Continue Anyway. Windows
will locate the NetComm USB IAD LAN
Modem driver and copy the required files
to your PC.

www.netcomm.com.au
Page 14

Software Installation

l§ The saftware pou are instaling has not passed Windows Logo
] testing to veriy its compatbity with Windows <P, (Tell me why
this testing is important )

contact the software vendor
passed Windows Logo testing

ftware that has

Continue Argwap | [ STOP Installation

% DSL Modem Setup Wizard @

Installing

—— The DSL Modem Setup YWizard is now
I installing the drivers needed by Windows to
_ operate the moderm

| £ e - |

The DSL Installer is searching for installed hardware. If your modem is
not yet plugged in to your computer, please plug it in now:,

Found New Har dware Wizard

Welcome to the Found New

Hardware Wizard

This wizard helps you install software far
MetCamm LISE 14D LN Modem

(). 1t your hardware came with an installation CD
S or floppy disk. insert it now

What do pou want the wizard to do?

@ iinstall the software automatically (|

© Install from a lst or spesific location [Advanced)

Click Nest to continue.

Hardware Installation

rE The software you are instaling for this hardwae:
.
NelComm USE 14D LAN Modem

has not passed Windows Logo testing to veilly its compatibiity
with Windows %P (Tell me why ihis testing & impoitant )

Continuing your installation of this software may impair
or destabilize the correct operation of your system

contact the hardware vendor for software that has
passed Windows Lago testing.

Continue Anyway | ST

Rev. 2 - YML680
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42 DSL Modem Setup Wizard 3]
Reboot
The DSL Moderm Setup Wizard now reguires
13 When prompted’ SeleCt Yes’ reboot the I that you reboot your computer to complete the
Computer now and CliCk on Close. _ ;zf;?;\almﬂ Would you like to reboot now or
l‘m” * Yes, reboot the computer now.
Modem
" Mo, | will reboot the computer later.
F———————
 S——
Closs
42 DSL Modem Setup Wizard X
Finished
. Congratulations! The DSL Maoderm Setup
14. After rebootlng the DSL Modem Setup EEE— Wizard has completed the installation. Enjoy
. . . . DsL ion!
Wizard will complete the installation. I e senmestion
Click on Finish. oeamy.
Modem
F———————
 S——

Rev. 2 - YML680 www.netcomm.com.au
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Windows 2000 - USB
1. Plug in the supplied plug pack and turn L Hetomn 183 ADSLExhemel/US) Modee
W 77

power point on.

2. Connect USB Cable to a USB port on
your PC, but do not connect it to the

/ADSL Ethemet/USB Modem Router
modem yet.

| Install NB3 USB Drivers |
‘ Configure NB3 ]
‘ View User Guide (requres acrovst) ’

‘Install Acrobat Reader ’

3. Start PC and log in if not already started.

4. Insert the NetComm NB 3 CD into your
CD drive.

5. The NB3 ADSL Ethernet/USB Modem
autorun screen will appear. Click on
“Install NB3 USB Drivers”.

72 DSL Modem Setup Wizard x|

Welcome!

Welcome to the DSL Modem Setup Wizard|

This wizard will install the drivers and the
related software for your DSL modem on your
computer.

6. The DSL Modem Setup Wizard will then
start. Click on Next> to continue.

Press Next ta move on to the next step!

42 DSL Modem Setup Wizard x|

7. Click on Accept to agree to the License License Agreement

Agreement and continue the installation.

Please review the following license agraement,
and click Accept to continue. : :

License Agreement: j
By continuing with this installation
<click Accept> you agree to the following
terms and conditions, If you do not agree
with everything in this agreement, please
cancel this installation <click Decline>.
This Driver Software is offered for use with
only MetComm branded products.The.

| Driver Software is offered to you, the user,
conditioned on your acceptance without

ffication to any of the terms, =it

www.netcomm.com.au Rev. 2 - YML680
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8. Click Yes to continue.

9. Connect the USB cable to the modem.
The driver files required to operate the
ADSL modem will be copied to your
system.

10. Click Yes to continue.

11. When prompted select Yes, reboot the
computer now and click on Close.

12. After rebooting the DSL Modem Setup
Wizard will complete the installation.
Click on Finish.

Digital Signature Not Found 3 x|

The Microsoft digital signature affiims that software has
been tested with Windaws and that the software has not
been altered since it was lestecd

The softuware you are about to install does not contain 2
Miciosolt digital signature. Therefore, there is o
guaranies that this software works correctly vith
Windows

Unknown software package

1f you want to search for Microsoft digially signed
soltware, visit the Windows Lpdate Web site at
hitp windowsupdate microsoft com to see if one is
avalable:

Do yau want to continue the installation?

Mo | Mme\nlnl

44 DSL Modem Setup Wizard

1 x|
Installing

The DSL Modem Setup YWizard is now
installing the drivers needed by Windows to

——
| ——
_ operate the modem
[ o uar -

The DSL Installer is searching for installed hardware. If your modem is
not yet plugged in to your computer, pleage plug it in now.

| Signature Not Found x|

The Microsoft digital signature affirms that software has
been tested with Windows and that the software has nat
been altered since it was tested

The software you are about to install does not contain a
Miciosaft digital signature, Therefore. there is no
guarantee that this software works correctly with
Wwindows,

MetCarm USE 1AD LAN Madem

If pou want to search for Miciosaft digitally signed
software, visit the Windows Update Web site at
http: Adwindowsupdate. microsoft. com to see if one is
awailable

Do pou wank ta continue the installation?

Na | Mare Info |

44 DSL Modem Setup Wizard

Reboot

3 x|

The DSL Modem Setup Wizard now requires
that you reboot your computer to complete the
installation. Would you like to reboot now or
later?

@ Yes, reboot the computer now.

" Mo, | will reboot the computer later.

Rev. 2 - YML680
NB3 My ADSL Modem User Guide
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Windows Me - USB

1. Plug in the supplied plug pack and turn

power point on. £ NelComm NB3 ADSL Ethemet/USB Modem
2. Connect USB Cable to a USB port on W 7%

your PC, but do not connect it to the

Modem yet. NB3 JADSL Ethernet/USB Modem Router
3. Start PC and log in if not already started. ‘ml
4. Insert the NetComm NB 3 CD into your ‘Conﬁgure NB3 ’

CD drive. ‘ View User Guide requies acrobaty ’

5. The NB3 ADSL Ethernet/USB Modem ‘Install Acrobat Reader ’
autorun screen will appear. Click on S
“Install NB3 USB Drivers”.

41 DSL Modem Setup Wizard

Welcome!

6. The DSL Modem Setup Wizard will then HE T e e e

. . This wizard will install the drivers and the
start. Click on Next> to continue. i i e

related software for your DSL modem on your.
computer.

Press Nextto move on to the next stepl

41 DSL Modem Setup Wizard =

License Agreement

7. Click on Accept to agree to the License
Agreement and continue the installation.

Plegse reviewthe following icense
agraement, and click Accept to continue.

License Agreement: jl

By continuing with this installation

<click Accept> vou agree to the following
terms and conditions, If you do not agree.
with evenahing in this agreement. please
cancel this installation <click Decline>. This

ndition ptance without
modiication to any of the terms, conditions, |

Decline I

www.netcomm.com.au Rev. 2 - YML680
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41 DSL Modem Setup Wizard [ x|
Installing
8. Connect the USB cable to the modem. e [ho DSl Mot Salp MVizaid lencw
The driver files required to operate the — R
ADSL modem will be copied to your %

system.

The DSL Installeris searching for installed hardware. fyour modem is
not yet plugged in to your computer, please plug itin now:.

| Ses————
e
42 D5L Modem Setup Wizard 1. x|
Reboot

9. When prompted select Yes, reboot the
computer now and click on Close.

The DSL Modem Setup Wizard now requires
I that you reboot your computer to complete the
installation. Ywould you like to reboot now or
I

& Yes, rebootthe computer now.

" No, | will rebaot the computer |ater

Close

41 DSL Modem Setup Wizard o x|
Finished

10. After rebooting the DSL Modem Setup
Wizard will complete the installation.
Click on Finish.

Congratulstions! The DSL Modem Setup
‘Wizard has completed the installation. Enjoy
wour new DSL connection!

Einish

Rev. 2 - YML680 www.netcomm.com.au
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Windows 98 - USB

1. Plug in the supplied plug pack and turn
power point on. : NeComm NESADSL Eherat/U50 Nodem

2. Connect USB Cable to a USB port on o
your PC, but do not connect it to the ALy .-
Modem yet.

L. JADSL Ethernet/USB Modem Router
3. Start PC and log in if not already started.

| Install NB3 USB Drivers |

4. Insert the NetComm NB 3 CD into your
CD drive.

5. The NB3 ADSL Ethernet/USB Modem
autorun screen will appear. Click on
“Install NB3 USB Drivers”.

| Configure NB3
| View User Guide =

\ Install Acrobat Reader

42 DSL Modem Setup Wizard

Welcome!

6. The DSL Modem Setup Wizard will then
start. Click on Next> to continue.

| S L.

Modem

41 DSL Modem Setup Wizard
License Agreement

7. Click on Accept to agree to the License
Agreement and continue the installation.

| S22

Modem

www.netcomm.com.au Rev. 2 - YML680
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™
41 DSL Modem Setup Wizard

8. Connect the USB cable to the modem.
The driver files required to operate the
ADSL modem will be copied to your
system.

The DSL Modem Setup Wizard is now
installing the drivers needed by Windows to
operate the madem

-
A S
“w
[n g
A
S
Q

Pl e 2

The DSL Installer is searching for installed hardware. Ifyvour modem is
notyet plugged in to your computer, please plug itin now.

[S——
oo v——
—_—
41 DSL Modem Setup Wizard
Reboot
9. When prompted Select Yes’ rebOOt the Ihﬂ DSL Modem Setup Wizard now requires
I atyou reboat your computer to complete the
Computer now and CliCk on Close. r— ;gféerlyatmn. Wiould you like to reboot now or
sy

@ ies, rehootthe computer now:.

Modem

© Nao. | will reboot the computer [ater.

| ev——
—
41 D5SL Modem Setup Wizard
Finished

10. After rebooting the DSL Modem Setup
Wizard will complete the installation.
Click on Finish.

Congratulations! The DSL Modem Setup
Wizard has completed the installation. Enjoy
your riew DSL connection!

Note: USB configuration is
not available for
Macintosh systems.
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Step 3 - Modem Configuration - USB

In Step 3, you log directly into My ADSL Modem and configure basic settings for your Internet
connection. Your ISP should provide you with the necessary information to complete this step.

The settings that you most likely need to change before using the device are grouped onto a
single Quick Configuration page.

Logging in to your My ADSL Modem Quick Configuration Page

1. Insert the NetComm NB 3 CD into your CD drive. The NB3 My ADSL Modem autorun
screen will appear. Click on Configure NB3.

2. The logon page will be displayed. Enter the username and password.
The default username is root
The default password is root.
Click on OK

3. The configuration page will be displayed.

4. Under the PPP heading, enter the username and password that your ISP has provided, scroll
to the bottom of the screen and click on Submit.

5. To save these settings you now need to click on the Admin tab & select Commit & Reboot.
6. Click on Commit to save the settings.

7. You should now be able to access the Internet with a web browser, email client or other
Internet application.

www.netcomm.com.au Rev. 2 - YML680
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Ethernet Configuration

Step 1 - Hardware Installation - Ethernet

If you are connecting your modem using the ethernet cable, follow the step by step instruction.

DSL enabled Wall Jack

L¥
=
B
S E When connecting directly to.a
7 computer use a cross-over cable.

Stand-alone computer

1. Connecting the ADSL cable.

Connect one end of the provided phone cable to the port labeled ADSL on the Rear Panel of the
device. Connect the other end to your wall phone jack.

2. Connecting the Ethernet cable.

Connect one end of the ethernet cable to the network port on your PC and the other end of the
cable to the ethernet port of the My ADSL Modem.

3. Attach the power connector.

Connect the AC power adapter to the Power connector on the back of the device and plug in the
adapter to a wall outlet or power strip.

4. Power up your systems.
Turn on and boot up your computer.

After completing the above, refer to the appropriate operating system section to configure your
computer.
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Step 2 - Computer Configuration - Ethernet

Step 2 of the Quick Start provides instructions for configuring the Internet settings on your
computer to work with the My ADSL Modem.

Windows® XP PCs

1. In the Windows task bar, click the Start B control Panel
button, and then click Control Panel. q connect Ta B
@é Printers and Faxes
@) Help and Suppart

p Search

All Programs D E Run...

2. Click on Network & Internet
Connections icon. (Category mode only).

Accessiilty Options

3. Click the Network Connections icon.

) Newerk Dagnosts

www.netcomm.com.au Rev. 2 - YML680
Page 24 NB3 My ADSL Modem User Guide



Nelbomm

4. Inthe LAN or High-Speed Internet
window, right-click on the icon
corresponding to your network interface
card (NIC) and select Properties. (Often,
this icon is labeled Local Area
Connection).

5. The Local Area Connection dialog box
displays with a list of currently installed
network items. Ensure that the check box
to the left of the item labeled Internet
Protocol (TCP/IP) is checked. Select
Internet Protocol TCP/IP and click on
Properties.

6. In the Internet Protocol (TCP/IP)
Properties dialog box, click the radio
button labeled Obtain an IP address
automatically. Also click the radio button
labeled Obtain DNS server address
automatically.

7. Click OK twice to confirm your changes,
and close the Control Panel.

% Network Connections

Advanced

File Edt Wiew Favorites Tools

Q-0 F /‘.—‘SEar:h [~ Folders  [FE]-

Address | W) Network Connections

Help

“  LAN or High-Speed Internet

Network Tasks o

[8] Create anew
comnection

Disable
Status
Repair

% Setup a Home o small
office network

& Disable this network
device

&, Repair this connection

W Rename this connection

& View skatus of this
connection

Change settings of this
connection

Bridge Connections

Create Sharkcut

Rename

- Local Area Connection Properties

General | Authentication ” Advanced |

Connect using:
| ES 3Com ICI05TH-based Ethemet Adapter [Generic) ‘

Thiz connection uses the following items.
gl:lient for Microsoft Metwarks

gFi\e and Printer Sharing for Microsaft Metworks
421005 Packet Scheduler
=

Install.
Description

Transmizsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

Uninstall

[] Show icon in notifization area when connected

Internet Protocol (TCP/IP) Properties [z”z\

General | Alternate Cunliguraliun‘

“fou can get IP settings assigned automatically if your network supports
thiz capability. Otherwize, you need to ask vour network administrator far
the appropriate |P settings.

@ 1btain an IF address automatically

() Use the follawing IP address:

(%) Obtain DMS server address automatically
(0 Use the following DNS server addresses:
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Windows 2000 PCs

First, check for the IP protocol and, if
necessary, install it:

1. In the Windows task bar, click the Start
button, point to Settings, and then click
Control Panel.

2. Double-click the Network and Dial-up
Connections icon.

3. In the Network and Dial-up
Connections window, right-click the
Local Area Connection icon, and then
select Properties.

, Metwork and Dial-up Connections  »
Printers
a Taskbar & Start Menu. ..

Log OFf dawidF...

Shut Down, ..

start || ] & 5

Windows2000 Advanced

Flle  Edt View Favortes Tools Help ‘
dmbach - = - 5] | @search CyFolders (8|05 B ¥ oy | B
Address |@ Cartrol Pans! j @ao

& § = @

Accessibiity  AddfRemove  Add/Remove Administrative  Automatic

Options Hardware Programs Tools Updates
5 e
Date/Time Display Fax Folder Options Fants

4 9 @ 5 O

Game Internet Kevhoard Licensing Mouse
Cantrollers Options
g P
Phone and  Powsr Options  Printets Regional
Madsrm .., Options
= T
& &
Scanners and  Scheduled  Sounds and System
Cameras Tasks Multimedia
(Connects to other computers, networks, a | 7

1 Network and Dial-up Connections

File Edit Wiew Favorites  Tools  Adv
< Back - = - | Qhsearch [y Fab
Address Metwark and Dialup Connections

-
L&
Make Mew
Connection Disable

Status

Create Shorteut

Delete;
Rename
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4. The Local Area Connection Properties
dialog box displays with a list of currently
installed network components. If the list
includes Internet Protocol (TCP/IP),
then the protocol has already been
enabled. Skip to step 11.

5. If Internet Protocol (TCP/IP) does not
display as an installed component, click
Install.

6. In the Select Network Component
Type dialog box, select Protocol, and then
click Add....

7. Select Internet Protocol (TCP/IP) in the
Network Protocols list, and then click
OK. You may be prompted to install files
from your Windows 2000 installation CD
or other media. Follow the instructions to
install the files.

8. If prompted, click OK to restart your
computer with the new settings.

Local Area Connection Properties ﬂil

General |

Connect uging:

| B3 3Com Etherlink %L 10/100 PC NIC (3C305-T)

Components checked are used by this connection

vl ' File and Printer Sharing for Microzoft Metwarks ﬂ
V1%~ Metwork. Manitor Driver
;
-
1| T
Install.. Uninstall | Properties |
— Diescrphian

Transmission Control Protocal/Intemet Protocol. The default
wide area network pratocol that provides communication
aoiogs diverse interconnected networks.

[~ Show icon if taskbar when cornectad

oK | Cancel |

Select Network Component Type B 21|
Click the type of network component you want to install
Client

Service

— Description

A protocal is & language vour computer uses to
commuricate with other computers.

Add. Cancel |

Select Network Protocol I |

= Click the Metwark Pratocal that pou want ta install, then click OK. If vou have
‘5 an installation disk for this component, click Have Disk,

Metwark, Protocol:

AppleT alk Protocol
DLL Protocol

Inite
NetBEU| Protocal
MNwLink [P%/SPx/MNetBI0S Compatible Transport Pratocal

Have Disk.
Cancel
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Next, configure the PCs to accept IP 2%
information assigned by the My ADSL Generd |
MOdem: “r'ou can get IP settings assigned automatically if vour network supports

this capability. Otherwise, pou need to ask your nebwork administrator for
the appropriate |P settings.

10. Follow steps 1 — 3 above.

11. In the Local Area Connection e

Properties dialog box, select Internet P aldrese (e

Protocol (TCP/IP), and then click St e

Properties Defalt geteway: [
12. In the Internet Protocol (TCP/IP) ' Obtain DNS server address automatically

Properties dialog box, click the radio " Usg the folowing DNS server addiesses:

button labeled Obtain an IP address iz Dl e

automatically. Also click the radio button AlETRE DN seves

labeled Obtain DNS server address

automatically. Aduanced...

13. Click OK twice to confirm and save your _Cancel |
changes, and then close the Control
Panel.
www.netcomm.com.au Rev. 2 - YML680
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Windows ME PCs

1. In the Windows task bar, click the Start
button, point to Settings, and then click
Control Panel.

2. Click on View All Control Panel
Options.

3. Double-click the Network icon.

4. The Network Properties dialog box
displays with a list of currently installed
network components. If the list includes
Internet Protocol (TCP/IP), then the

protocol has already been enabled. Skip to

step 10.

5. If Internet Protocol (TCP/IP) does not
display as an installed component, click
Add...

> Dial-Up Metworking
Printers
JE Taszkbar and Start Menu

Log Off

Shut Down.,..

eS|

Control Panel

Fle Edt View Favaes Tooks Heb

0ok - 3 - (2] | @ Seach Tk Fodes Bty | 0 X 2| -
Aderess [ Contol Panel

Date/Time
‘-j- @ Changes date. time, and ime zone infomation.
Control Panel
ﬁ Intemet Optior

Use the ssttings in Cortrol Panel to ns
Corfigures your Itsmet display and connecions ssttings

personalize your computer.

IF you don't see an aption you are
looking for, view al Control Panel
aptions.

Dial-Up Networking
Connests your camputer to shared information on ather camputers by using a
modem.

e

Windlows Update
Technical Support
Display

Customizes your desklop display and screen saer

Printers
Adds, remaves and configures local and etwork pinters

Add/Remove Programs
Installs and removes pragiams and Windows components.

i v .

e

P
26 object(s) 3] by Computer
£

SE

[ e T |
4 sk - = - (2] | @ Seanh TFoders (BHioy | Bs G X | B
Address [ Conto Panel =] @

i F EEED Z

@ 1

AdiHew, AddRemove Automaic  Date/Tme  Diallp

Control Panel Heduae  Fiogams  Updates Networking
e R S R
personaie you computer

Diply  FolderOptionsFonts Gaming  Intemet
Cisply orly commenly used Contrel Optons pions
Paneloptions. o
Select ke o view s description % ol
iodows Update: Kejbosd  Modems  Mowe  Newok _ODBCData

Soucss (3251)

Technical Suppart

T 2x

Canfiguralion | Idenification | Access Cantiol|

The follawing network components are installed:

=1 Client for Microsoft Networks
ICam EtherLink XL 10/100 PCI NIC [3C905-T)
DiskUp Adapler
TCR/IF > 3Com EtherLink L 10/100 PCI NIC (3C305-TX)
TCP/IP > DiskUp Adapter

Primary Network Logon:
| Sl for Microsoft Networks =l

File and Print Sharing.

Desoription

oK Cancel
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6‘ III the Select Network Component Type Click the type of netwark component you want ta install
dialog box, select Protocol, and then click
Add...

Add.

Cancel

Protocol is a language’ a computer uses, Computers
must use the same protocol to communicate.

o
. . Click the Metwork Pratocal that & tainstal, then click OK. I you b

7. Select Microsoft in the Manufacturers ¥ aninstolation disk fo thi cevioe, ok Have Dok, Sk

box.

Manufacturers: Metwork Protocals:
8. Select Internet Protocol (TCP/IP) in the ATH Call Manager
. . ATM La&MN Emulation Client
Network Protocols list, and then click IFR/SF compatible Frotocal
NetBEUI

OK. You may be prompted to install files
from your Windows ME installation CD

PPP over ATM (protocol)

or other media. Follow the instructions to Have Disk
install the files. If prompted, click OK to

restart your computer with the new Cancel
settings.

Notwork R TR

Configuration | Identification | Access Contol |

NeXt, conﬁgure the PC to aCCept 1P The following netwaork components are installed:

information assigned by the My ADSL Blient for Microsoft Networks

Mod . S5 3Com EtherLink 3L 104100 PCI NIC (3C905-Tx)
odem: B5) Dial-Up Adapter

T TCPAP - n EtherLink |

4 TCPAP -» Dial-Up Adapter

9. Follow steps 1 — 4 above.. ——
10. In the Network Properties dialog box,
select TCP/IP, and then click Properties. Add.. Remove | Fuoperes |
If you have multiple TCP/IP listings, i e e
select the listing associated with your [t tor Microsoft Networks =]

network card or adapter.
File and Print Sharing...

Diescription

TCP#IP is the pratocol you use to connect to the Internet and
wide-area netwarks.

ok | Cancel |
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Il/flﬂ ”

11. In the TCP/IP Settings dialog box, click
the radio button labeled Obtain an IP
address automatically.

12. Click OK twice to confirm and save your
changes, and then close the Control
Panel.
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Windows 95, 98 PCs

First, check for the IP protocol and, if
necessary, install it:

1. In the Windows task bar, click the Start
button, point to Settings, and then click
Control Panel.

2. Double-click the Network icon.

3. The Network dialog box displays with a
list of currently installed network
components. If the list includes TCP/IP,
and then the protocol has already been
enabled. Skip to step 9.

4. If TCP/IP does not display as an installed
component, click Add... The Select
Network Component Type dialog box
displays.

www.netcomm.com.au
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E

Frinters

a Taskbar & Start beru...
@ Folder Optionz...

@ Active Desktop 4
a windows Update...

Log Off

Shut Dowr...
v,
eS|
E3 Control Panel =[O
Ele Edit MWew Go Favoites Help |
- = »
« > | ¥
Back Fanvard! Up Cut Copy Paste
Address [ Corrol Panel |
Z = -
5
Add Mew Add/Remove Date/Time Display Fonts
Hardware Frograms
a9 o oa 8 D
Gaming Intemet Feyboard Modems Mousze
Optians Options
Multimedia ODBCDats  Passwords Pawer L.
Sources [32bit] Management
Drintars [ wobarn Talanhon | |
1 object(s] selected @ My Camputer A
Hetwork K

Configuration | |denli‘ficatinn| Access Enntroll

The follawing network components are installed:
Client far Microzaft Netwarks

=I5 3Com Fast EtherLink XL 10/100Mb T Ethernet NIC (3C305-
"o Fast EtherLink L 10/100Mb Ti Ethernet 1

< | I

Remove | Properties |

Add.. |

Primary Metwork Logon:
I Client for Microsoft Networks j

File and Frint Sharing...

Diescription
TCPAF i the protocol you use to connect to the Intermet and
wide-area networks.

Cancel |
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Select Network Component Type HE

5. Select Protocol, and then click Add... The
Select Network Protocol dialog box
displays.

6. Click on Microsoft in the Manufacturers
list box, and then click TCP/IP in the
Network Protocols list box.

7. Click OK to return to the Network dialog L SR
box, and then click OK again. You may be : it il?‘l o
prompted to install files from your ? btk
Windows 95/98 installation CD. Follow 4 WAN support for ATM

. . . 4 Winsock2 ATH Ser Provids
the instructions to install the files. _— bl

8. Click OK to restart the PC and complete
the TCP/IP installation.

Next, configure the PCs to accept IP Y ——
information assigned by the My ADSL B
Modem:

9. Follow steps 1 — 3 above.

10. Select the network component labeled
TCP/IP, and then click Properties. If
you have multiple TCP/IP listings, select
the listing associated with your network
card or adapter.

11. In the TCP/IP Properties dialog box, click
the IP Address tab.

12. Click the radio button labeled Obtain an
IP address automatically.

13. Click OK twice to confirm and save your
changes. You will be prompted to restart
Windows.

14. Click Yes.
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Windows NT 4.0 workstations

First, check for the IP protocol and, if
necessary, install it:

1. Inthe Windows NT task bar, click the
Start button, point to Settings, and then
click Control Panel.

2. In the Control Panel window, double
click the Network icon.

3. Inthe Network dialog box, click the
Protocols tab.

(<] Printers
L
a Taskbar...

£5 Control Panel M= B3
File Edt Yiew Help

L
B
[
&
X
il

Add/Ramnva; Console DataSowces  Date/Time Devices Di
_ Progams {0DBC] Manitor

]
B
B
£
(3
e

=4
i3
2
o
3
2
=
4
2
J
4
E
&
3
.4

Kepbowd  Licensing

®
<l
e

I
IR

Mail and Fax Modems

=
&
H
&
=
)
o
=
o

Multimedia

=
a
5
g
=

)
®
&
&
i o

il
)
2
A
]

Regional  SCS| Adapters
Seftings

Ty
33
=1
Ea

e
fm
&

Tape Devices  Telsphany

Senices Sounds System UPs
30 object(s] /i
Hetwork H

Identification |Sewices| Protocolsl Adaplelsl Eindingsl

‘windows uses the following information to identify this
camputer on the network. 'You may changs the name for
this computer ar the name of the domain that it manages.

Computer Name: |NT-AU

Domain: [N

oK Cancel I
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4. The Protocols tab displays a list of
currently installed network protocols. If
the list includes TCP/IP, then the protocol
has already been enabled. Skip to step 8.

5. If TCP/IP does not display as an installed
component, click Add...

6. In the Select Network Protocol dialog
box, select TCP/IP, and then click OK.

7. You may be prompted to install files from
your Windows NT installation CD or
other media. Follow the instructions to
install the files.

After all files are installed, a window
displays to inform you that a TCP/IP
service called DHCP can be set up to
dynamically assign IP information.

8. Click Yes to continue, and then click OK
if prompted to restart your computer.
Next, configure the PCs to accept IP
information assigned by the My ADSL
Modem:

9. Follow steps 1 — 3 above.

10. In the Protocols tab, select TCP/IP, and
then click Properties.

11. In the Microsoft TCP/IP Properties
dialog box, click the radio button labeled
Obtain an IP address from a DHCP
server.

12. Click OK twice to confirm and save your
changes, and then close the Control
Panel.
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Identfication | Services Frotocoks | Adapters | Bindings |

Hetwork

Metwork Protocols:

% Point To Paint Tunneling Pratocel

Add... Bemove Properties... pdate,

i~ Description
Transport Contral Protocol/nternet Protocal. The default wide
area network protocol that provides communication across
diverse interconnected netwarks

Cancel I

Select Network Protocol EHE

Click the Network Protocol that you want to instal, then click QK. If
‘T‘ you have an installation disk for this component, click Have Disk.

Metwark Protocol:

W MetBELI Frotocal

=l
T MwLink IP</SP Compatible Transport J
=

% Point To Paint Tunnefing Protocol
U Steams Envirorment

Have Disk.
oK | Cancel

Microsoft TCP/IP Properties HE

IP fictdiess | DNS | wING Address | DHCP Relay | Reuting |

An P addriess can be automatically assigned to this network card
by a DHCP server. |f pour network does not have a DHCP server.
ask your network administrator for an addiess, and then type it in
the space below.

Adapter.

& Obtain an IP address from a DHCP server
" Specify an IP addiess

Wefauli Eatermay

[Plddress

Subret Mask

Advanced...
0k | Cencel | spok |
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Page 35



Nellomm

Mac OS 9.x

1. Click on the Apple in the toolbar, select
Control Panels, and then click on TCP/
IP.

2. Choose Connect: via Ethernet and
Configure: Using DHCP Server.

3. Close the TCP/IP configuration box and
save the changes.

www.nhetcomm.com.au
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"IEN file Edit View Window Special Help

About This Computer

@ Apple System Profiler

"2 Chooser
[, Favorites 4
Key Caps

Network Browser

@ RecentApplications P
[El RecentDocuments P
&5 RecentServers 4
£ff Remote Access Status
Scrapbook

& Sherlock 2

{5, Speakable items 4

< Stickies

TCP/IP

AME Control and Status
Appearance

Apple Menu Options
AppleTalk
ColorSync

Control Strip

Date & Time
DialAssist

Energy Saver
Extensions Manager
File Exchange

File Sharing
General Controls
Internet

Keyboard

Keychain Access
Launcher

Location Manager
Memory

Modem

Monitors

Mouse

Multiple Users
Numbers
QuickTime™ Settings
Remote Access
Software Update
Sound

Speech

startup Disk

Text

Connect wia: | Ethernet

— Setup

Configure: [ Using DHEP Servar

IF Address
Subnet mask

Router address

Name server addr

< will be supplied by server »
< will be supplied by server *

< will be supplied by server *

<will be supplied by server >

Search domains

f Save changes to the current configuration?

¢

[ Don’tsave |

[_cancel | M
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Mac OS X

1. On the Dock, click on System
Preferences.

2. Click on Network.

3. Confirm that Built in Ethernet is
selected. From the TCP/IP tab select
Configure: Using DHCP. Click on
Apply Now to save any changes and exit
from the System Preferences.

‘@860 System Preferences =1
w =A@ 3
Show All  Displays Sound Network Startup Disk
Personal
—- [ H
= B & 4 B
Desktop Dock General International  Login Items My Account  Screen Effects
Hardware
% @ m Y o O 8
& = \ e
CDs&DVDs  ColorSync Displays Energy Keyboard Mouse Sound
Saver
Internet & N
Internet g QuickTime  Sharing
System
— 3 (¢ 3 @
1 9 & @ §
Accounts Classic Date & Time Software Speech Startup Disk Universal
Update
‘80C Network (=}
——— .
e =A@
LSS
Show All Displays Sound Network Startup Disk

Location: | Automatic B
Show: | Built-in Ethernet E
[Frcesie | peeot | AppleTalk | Proxies |

Configure: | Using DHCP )

DNS Servers (Optional)

IP Address:
(Provided by DHCP Server)

Subnet Mask:

e Search Domains (Optional)
DHCP Client ID:
(Optional)
Example: apple.com
Ethernet Address: 00:05:02:09:ef:d2 earthlink.net
(@) Click the lock to prevent further changes. Revert Apply Now
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Step 3 - Modem Configuration - Ethernet

In Step 3, you log into the program on the My ADSL Modem and configure basic settings for
your Internet connection. Your ISP should provide you with the necessary information to
complete this step.

The My ADSL Modem provides a preinstalled software program called Configuration Manager
which enables you to configure the operation of the device via your Web browser. The settings
that you most likely need to change before using the device are grouped onto a single Quick
Configuration page.

Logging in to your My ADSL Modem Quick Configuration Page

1.

Insert the NetComm NB 3 CD into your CD drive. The NB3 My ADSL Modem autorun
screen will appear. Click on Configure NB3.

2. The logon page will be displayed. Enter the username and password.
The default username is root
The default password is root.
Click on OK
3. The configuration page will be displayed.
4. Under the PPP heading, enter the username and password that your ISP has provided, scroll
to the bottom of the screen and click on Submit.
5. To save these settings you now need to click on the Admin tab & select Commit & Reboot.
6. Click on Commit to save the settings.
7. You should now be able to access the Internet with a web browser, email client or other
Internet application.
www.netcomm.com.au Rev. 2 - YML680
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LAN Configuration

Step 1 - Hardware Installation - LAN

If you are connecting your modem using the ethernet cable, follow the step by step instruction.

DSL enabled Wall Jack

{
To a hub: use a cross-over cable {{ Toa Computer: usea
to the uplink port or straight cabl -over cable.

toa standard port.

Hub/switch (for local
area network)

Stand-alone computer

Networked Computers

1. Connecting the ADSL cable.

Connect one end of the provided phone cable to the port labeled ADSL on the Rear Panel of the
device. Connect the other end to your wall phone jack.

2. Connecting the Ethernet cable.

Connect one end of the ethernet cable to the ethernet port of the My ADSL Modem and the
other end to the network port of a Switch or Hub. Connect the required spare ports of your
Switch or Hub to computers with network cards via ethernet cable.

3. Attach the power connector.

Connect the AC power adapter to the Power connector on the back of the device and plug in the
adapter to a wall outlet or power strip.

4. Power up your systems.
Turn on and boot up your computer.

After completing the above, refer to the appropriate operating system section to configure your
computer.
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Step 2 - Computer Configuration - LAN

Step 2 of the Quick Start provides instructions for configuring the Internet settings on your
computer to work with the My ADSL Modem.

Windows® XP PCs

. ) E’ Control Panel
1. In the Windows task bar, click the Start
button, and then click Control Panel. _q e i
E’é Printers and Faxes
@) Help and Suppart

p Search

All Programs D E Run...

2. Click on Network & Internet
Connections icon. (Category mode only).

Accessiilty Options

3. Click the Network Connections icon.

) Newerk Dagnosts
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4. Inthe LAN or High-Speed Internet
window, right-click on the icon
corresponding to your network interface
card (NIC) and select Properties. (Often,
this icon is labeled Local Area
Connection).

5. The Local Area Connection dialog box
displays with a list of currently installed
network items. Ensure that the check box
to the left of the item labeled Internet
Protocol (TCP/IP) is checked. Select
Internet Protocol TCP/IP and click on
Properties.

6. In the Internet Protocol (TCP/IP)
Properties dialog box, click the radio
button labeled Obtain an IP address
automatically. Also click the radio button
labeled Obtain DNS server address
automatically.

7. Click OK twice to confirm your changes,
and close the Control Panel.

% Network Connections

Advanced

File Edt Wiew Favorites Tools

Q-0 F /‘.—‘SEar:h [~ Folders  [FE]-

Address | W) Network Connections

Help

“  LAN or High-Speed Internet

Network Tasks o

[8] Create anew
comnection

Disable
Status
Repair

% Setup a Home o small
office network

& Disable this network
device

&, Repair this connection

W Rename this connection

& View skatus of this
connection

Change settings of this
connection

Bridge Connections

Create Sharkcut

Rename

- Local Area Connection Properties

General | Authentication ” Advanced |

Connect using:
| ES 3Com ICI05TH-based Ethemet Adapter [Generic) ‘

Thiz connection uses the following items.
gl:lient for Microsoft Metwarks

gFi\e and Printer Sharing for Microsaft Metworks
421005 Packet Scheduler
=

Install.
Description

Transmizsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

Uninstall

[] Show icon in notifization area when connected

Internet Protocol (TCP/IP) Properties [z”z\

General | Alternate Cunliguraliun‘

“fou can get IP settings assigned automatically if your network supports
thiz capability. Otherwize, you need to ask vour network administrator far
the appropriate |P settings.

@ 1btain an IF address automatically

() Use the follawing IP address:

(%) Obtain DMS server address automatically
(0 Use the following DNS server addresses:
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Windows 2000 PCs

First, check for the IP protocol and, if
necessary, install it:

1. In the Windows task bar, click the Start
button, point to Settings, and then click
Control Panel.

2. Double-click the Network and Dial-up
Connections icon.

3. In the Network and Dial-up
Connections window, right-click the
Local Area Connection icon, and then
select Properties.

Metwork and Dial-up Connections  *
Printers
iﬂ Taskbar & Start Menu..,

Log OFf dawidf...

Shut Do,

Windows 2000 Advanced

(=]

Fle Edt Wiew Favortes Tools Help |
d=oack - = - 7] | Qoearch [yFoders B |15 03 X & | EE-
Address |@ Control Panel j @G

T € & @ 9

Accesshilty Add/Remove AddfRemove Administrative  Automatic

Options Hardware Programs Tools Updates
B o (4
Drate|Time Display Fax Folder Cptions Fonts

4 9 @ = O

Game Internet Keyboard Licensing Mouse
Controllers Options
3 P
Phoneand Power Options  Printers Regional
Modem ,.., Options
_— - -
& 4 &
Scanners and  Scheduled  Sounds and System
Cameras Tasks Multimedia
(Connects ko other computers, networks, al‘ 4

1l Network and Dial-up Cannections:

File Edt Wiew Fawotites Tools  Adv
daBack ~ = - (1] | @search T Fol
Address |21 Metwork and Disl-up Connections

8,
Lo
Make New
Connectian Disable

Status

Create Shortout
Delete
Rename
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Local Area Connection Properties 2l x|
. . General |
4. The Local Area Connection Properties
dialog box displays with a list of currently Eonnecuusiio;
installed network components. If the list | L I G R 8

includes Internet Protocol (TCP/IP),
then the protocol has already been

Components checked are used by this connection:

enabled. Skip to step 11. 1 42 File and Piirter Sharing for Microsah Netwarks -
[ Netwark Manitor Driver

5. If Internet Protocol (TCP/IP) does not /
display as an installed component, click « [
Install. Install... Urinstall | Pioperties |
— Descrption

Transmission Contral Protocol/Internet Protocol. The default
wide arsa network pratocal that provides communication
acioss diverse interconnected networks.

™ Show icon in taskbar when connected

Ok | Cancel |

6. In the Select Network Component Type

dlalOg bOX’ select Pr0t0C01> and then click Click the type of network component vou want b install

Add.... Tt
Service
— Description
& protoc_ol iEa Ianguage your computer uses to
communicate with other camputers.
Add.. Cancel |
x|
7 Click the Network Protocol that it b Aall, th lick OF. I h.
7. Select Internet Protocol (TCP/IP) in the e e e,
Network Protocols list, and then click
OK. You may be prompted to install files Network Protorol
. . . AppleT alk Protocol
from your Windows 2000 installation CD DR Praocal
or other media. Follow the instructions to
install the fi]es NwiLink IPX/SP</NetBI0S Compatible Transport Protocol

8. If prompted, click OK to restart your T
computer with the new settings.

Canicel
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Next, configure the PCs to accept IP 2l
information assigned by the My ADSL Gieners |
MOdem: ‘You can get IF settings assigned automatically if your netwark supparts
EE: ‘:ap:jhi\riit:teﬂl gn:;vt\nli;eg,syﬂu need to ask your networke administrator for
10. Follow steps 1 — 3 above. e '
11. In the Local Area Connection ;
Properties dialog box, select Internet P acdess: .
Protocol (TCP/IP), and then click Sihret mask:
Properties [Defaultgateway:
12. In the Internet Protocol (TCP/IP) + Dbtain DNS server addiess automatically
Properties dialog box, click the radio " Use the following DNS server addresses:
button labeled Obtain an IP address R PE e
: : : Altemate & I—
automatically. Also click the radio button RETCEONE
labeled Obtain DNS server address
. Advanced,
automatically. ;I
13. Click OK twice to confirm and save your I
changes, and then close the Control
Panel.
www.netcomm.com.au Rev. 2 - YML680
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Windows ME PCs

1. In the Windows task bar, click the Start
button, point to Settings, and then click
Control Panel.

2. Click on View All Control Panel
Options.

3. Double-click the Network icon.

4. The Network Properties dialog box
displays with a list of currently installed
network components. If the list includes
Internet Protocol (TCP/IP), then the
protocol has already been enabled. Skip to
step 10.

5. If Internet Protocol (TCP/IP) does not
display as an installed component, click
Add...

> Dial-lp Netwarking
Printers

Taskbar and Start Menu

Log OFff

Shut Down...

Control Panel

Fie Edt Vew Favies ook Hep

iok - B - (5] | Qseach [yFoders BHisoy | B B X w0 |-
Adiess [ Contol Panel

Control Panel

Internet Options

Uss the settings in Control Panel to
Configures your Iternet display and connections setings.

personalize your computer.
I you don' see an option you are
looking for, view all Control Parel
options,

DialUp Networking
Connects your camputer to shared information or other computers by using &
moden,

v & &

Windows Update
Technical Support

Display
Custorizes pour desktop display and screen saver

Printers

Adds, temoves and configures local and retwork pinters

Add/Remove Prorams
Instals and removes programs and Wirdows companerts;

i @

e SRR

[ My Computer 2

26 object(s) [

3 Contiol Panel =(olx|
e e T e |

s - o - (2| @Seach ChFolders (§Hioy | B O X o | E
Addies [51 Contol Panel HEE

0 [ £ @ B B -

@ddNew  AddRemove Auomalc  DatedTime  Diaklp
Control Panel Hadware  Progiams  Lipdat Netwarking

Use the settings in Cunt[m\ Panel to @ \\ﬁf @ % ﬁ

personalize your compter.
Display  Folder Options  Farts Garing Intemet

Display only commenly used Cantrol Dptions Optiors

bbbt (il D g

windows Update Keboard  Modems Mouse Hetwark

ODECData
Sources (326

Hetwork R IE

Configuiaion | Ideniiication | Access Cariiol|

Technical Suonort

The following netiark companents are installed:
[ Cient for Micrasoft Networks
3Com EtherLink XL 10/100 PCI NI (3030-T%)
Dial-Up Adapter
TCPAP <> 3Com EtherLink %L 10/100 PCI NIC [3C905-Tx)
TEPAP > DiskUp Adapter

Propeties |

Add ] |

Primary Network Logor:
| Client for Microsoft Netwerks =l

File and Pint Sharing,

Description

Ok Cancel
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6. In the Select Network Component Type
dialog box, select Protocol, and then click
Add...

7. Select Microsoft in the Manufacturers
box.

8. Select Internet Protocol (TCP/IP) in the
Network Protocols list, and then click
OK. You may be prompted to install files
from your Windows ME installation CD
or other media. Follow the instructions to
install the files. If prompted, click OK to
restart your computer with the new
settings.

Next, configure the PC to accept IP
information assigned by the My ADSL
Modem:

Select Netwoirk Component Type _"lll

Click the type of netwark, component pau want to instal

Add

Cangel

Protacal is a 'language’ a computer uses. Computers
muzt uze the same protocal to communicate,

Select Metwork Protocol f x|

Click the Network Frotocal that you want to install, then elick OK. If you have
3 an installation disk for this dewvice, click Have Disk.

Manulacturers. Network Protocols

ATH Call Manager

ATH LAN Emulation Client
IP/5P¥-compatible Protacol
NetBELI

PPP over ATM (protocol]

Have Disk...
Cancel

Network R Ik

Configuration | \dantif\cationl Acocess Cnntro||

The following network components are installed:
Client for Microzoft Networks

I3 3Com EtherLink XL 104100 PCI NIC (3C905-T)
33 Dial-Up &dapter
TCP/ g

i TCP/IP -» Dial-Jp Adapter

Add.., Remove | Properties |

Primary Network. Logor:
|C|\ent for Microsaft Metworks LI

File and Print Sharing. . |

Description
TCR/IF is the protocol you use to connect to the Intemet and
wide-area networks.,

oK | Cancel |
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9. Follow steps 1 — 4 above..

10. In the Network Properties dialog box,
select TCP/IP, and then click Properties.
If you have multiple TCP/IP listings,
select the listing associated with your
network card or adapter.

11. In the TCP/IP Settings dialog box, click
the radio button labeled Obtain an IP
address automatically.

12. Click OK twice to confirm and save your
changes, and then close the Control
Panel.

1l

CP/IP Properties i 20|
Bindings | Advanced | NetBlOS |
DNS Configuration I Gateway I WINS Configuration 1P Address

An IP address can be automatically assigned to this computer.
If pour network does not automatically assign IP addresses, ask
pour network. administrator for an address, and then type it in
the space below.

& [Obtain an [P address automaticall

" Specify an P address:

1B Address:

¥ Detect connection to network media

I

Cancel
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Windows 95, 98 PCs

First, check for the IP protocol and, if
necessary, install it:

1. In the Windows task bar, click the Start
button, point to Settings, and then click
Control Panel.

2. Double-click the Network icon.

3. The Network dialog box displays with a
list of currently installed network
components. If the list includes TCP/IP,
and then the protocol has already been
enabled. Skip to step 9.

4. If TCP/IP does not display as an installed
component, click Add... The Select
Network Component Type dialog box
displays.

www.netcomm.com.au
Page 48

Frinters

Taskbar & Start Menu..
Folder Options...

Active Desktop L4

‘windows Update. ..

Log Off

Shut Down....

[
Control Panel _[O] ]
Edt  View ©Go Favortes Help |

« .+ G| & {
Back Farard Up Cut Copy Paste
Address I@ Cantrol Panel j
-
B = o
Add New Add/Remove Date/Time Display Fonts
Hardware Frograms
4 P = N
Garming Internet Keyboard Modems Mause
Options Options
Multimedia Netiork ODBCData  Passwords Power ...
Sources [32bit] Management
Dirinbars Clarionsl Covwnde Custarn T alarbm I |
|1 ob|ect[s] selected ty Camputer A
Metwork 7] x|

Configuration | |dentification I Access Control |

The following network companents are installed:

. Cliert for Microsaft Networks
E-P 3C0m Fast EtherLink »L 101 DDMb T3 Ethernet NIC [3C905

4] | |

Add... | Remove | Froperties |

Primary Metwork Logan:
ICIient for Microsoft Metworks j

File and Print Sharing... |

Description

TCR/IP is the protocol you use to connect to the Intemet and
wide-area networks

Cancel
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Select Network Component Type 7] x|

5. Select Protocol, and then click Add... The
Select Network Protocol dialog box
displays.

6. Click on Microsoft in the Manufacturers
list box, and then click TCP/IP in the
Network Protocols list box.

7. Click OK to return to the Network dialog
box, and then click OK again. You may be

prompted to install files from your ¥ ¥~ Microsaft 32t DLC
L] ¥ Micosoft DLC

Windows 95/98 installation CD. Follow
the instructions to install the files.

8. Click OK to restart the PC and complete
the TCP/IP installation.

Next, configure the PCs to accept IP LCE/IEKivpertics
information assigned by the My ADSL [
Modem:

9. Follow steps 1 — 3 above.

10. Select the network component labeled
TCP/IP, and then click Properties. If
you have multiple TCP/IP listings, select
the listing associated with your network
card or adapter.

11. In the TCP/IP Properties dialog box, click
the IP Address tab.

11. Click the radio button labeled Obtain an
IP address automatically.

13. Click OK twice to confirm and save your
changes. You will be prompted to restart
Windows.

14. Click Yes.
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Windows NT 4.0 workstations

First, check for the IP protocol and, if
necessary, install it:

1. Inthe Windows NT task bar, click the
Start button, point to Settings, and then
click Control Panel.

2. In the Control Panel window, double
click the Network icon.

3. Inthe Network dialog box, click the
Protocols tab.

:
[
=
2
(=}
E
Control Panel M=
Fle Edit Yiew Help
7 =4 [ 1]
e = B = =
BddFemowe; Console ata Souces  Date/Time Devices DialUp
! Programs [0DEC) Moritor
e &
Display Find Fast Fonts Internet Keyboard Licensing
Optians
@ D L
Ry 89
tail and Fax Modems Mouse M3 DTC Multimedia Metwork
* F @ & B
PC Caid Ports Printers Regional ~ SCS| Adapters Server
[PCMCl&) Setfings
@ =% = &%
=)
Services Sounds Gystem  TapeDevices  Telephory UPS
30 abjectls] A
Network [ 2] %]

Identfication | Services | Protocols | Adapters | Bindings |

Windows uges the following information to identify this
computer an the netwark. You may change the name far
this computer or the name of the domain that it manages.

Computer Name:

Domain:

[mT-A0

[DOmaN

oK Cancel
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your Windows NT installation CD or
other media. Follow the instructions to
install the files.

After all files are installed, a window
displays to inform you that a TCP/IP

Nelbomm

Network
Identfication | Sewices Frotocohs | Adapters | Bindings |
4. The Protocols tab displays a list of el el
currently installed network protocols. If e R rekiiioed
the list includes TCP/IP, then the protocol
has already been enabled. Skip to step 8.
5. If TCP/IP does not display as an installed
component, click Add... 2. Bemave || Propatties.. || Unde=
i~ Description
Transpuort Control Protocol/Internet Pratacol. The default wide
area network protocol that provides communication across
diverse interconnected netwarks.
Cancel
6. In the Select Network Protocol dialog
box, select TCP/IP, and then click OK.
7. You may be prompted to install files from — EekSldRILERE 2

Click. the Metwark, Protacol that you want ta install, then click QK. [f
T paou have an installation disk far this component, click Have Disk.

Metwark Protacol:

¥ NetBEUI Frotocal

¥ Point To Paint Tunmeling Protocal

¥ Stieams Environment

service called DHCP can be set up to

=
T MwLink IP</SPY Compatible Transport J
dynamically assign IP information. =

Have Disk.
0K Caneel

8. Click Yes to continue, and then click OK
if prompted to restart your computer.
Next, configure the PCs to accept IP
information assigned by the My ADSL
Modem:

Microsoft TCPZIP Properties

IP Address | DNS | wINS Address | DHCP Relay | Fouting|

An |P address can be automatically assigned to this network card
by & DHCP server. If your network does not have a DHCP server,
ask your network. administrator for an address, and then tppe it in
the space below.

9. Follow steps 1 — 3 above.

10. In the Protocols tab, select TCP/IP, and
then click Properties.

Adapter:

PCI| Fast Ethemet Adapter fag

11. In the Microsoft TCP/IP Properties
dialog box, click the radio button labeled
Obtain an IP address from a DHCP

% Obtain an IP address from a DHCP server
" Specify an P address

server. [P fddtess |—
12. Click OK twice to confirm and save your = —
changes, and then close the Control i
Panel. Advanced.
[ ok | cacel | e |
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Mac OS 9.x "IEN e Edit view window Special Help

. . About This Computer
1. Click on the Apple in the toolbar, select 5 Apple System Profiler

Control Panels, and then click on TCP/

AME Control and Status
Appearance

IP = Chooser Apple Menu Options
. Control Panels » n:pllJlesTalk
i olorSync
'F(a\«'ucrltes g Control Strip
Shons Date & Time

Network Browser Bt

[ RecentApplications M  Energy Saver

[l RecentDocuments B  Extensions Manager
@ Recent Servers b File Exchange

e Remote Access Status File Sharing
Scrapbook General Controls

& Sherlock 2 Internet

Keyboard
@, Speakable Items 4 Keychain Access
@ Stickies

Launcher
Location Manager
Memory

Modem

Monitors

Mouse

Multiple Users
Numbers
QuickTime™ Settings
Remote Access
Software Update

Sound
Speech
Startup Disk
Text
TCP/IP
Connect via: | Ethernet %
— Setup
2. Choose Connect: via Ethernet and Configurs: - (Uzing DHEP Server E
Configure: Using DHCP Server. oorcientt: ]

IP Address: < will be supplied by server >
Subnet mask: < will be supplied by server >

Router sddress: < will be supplied by server »

Search domains

Hame server addr.: < will be supplied by server »

é Save changes to the current configuration?

L3
3. Close the TCP/IP configuration box and
save the changes.
Don’t Save | cancel | |[_save |
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Mac OS X

1. On the Dock, click on System
Preferences.

2. Click on Network.

3. Confirm that Built in Ethernet is
selected. From the TCP/IP tab select
Configure: Using DHCP. Click on
Apply Now to save any changes and exit
from the System Preferences.

N-T-3s! System Preferences [=]

« = S 3

Show All  Displays Sound Network Startup Disk

Personal

2 —

E B @& 4

Desktop Dack General International  Login Items My Account  Screen Effects
Hardware

®© @ = ¢ = O A

& ¢ ., v o O

CDs & DVDs ColorSync Displays Energy Keyboard Mouse Sound
o

Internet & Network

@

Internet Metwork  QuickTime  Sharing
System
BN 2 @
2K @ & @ § .
Accounts Classic Date & Time Software Speech Startup Disk Universal
Update
‘86c Network =1

W =A@ 3

Show All | Displays Sound Network Startup Disk

Location: | Automatic B3]
Show:  Built=in Ethernet E
fcere | peroc | Appletalk | proxies |

Configure: [ Using DHCP )

DNS Servers (Optional)
P Address:
(Provided by DHCP Server)
Subnet Mask:
= Search Domains (Optional)
DHCP Client ID:
(©ptiona)
Example: apple.com
Ethernet Address: 00:05:02:09:ef:d2 canhlinnes
(@) Click the lock to prevent further changes. Revert “Apply Now
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Step 3 - Modem Configuration - LAN

In Step 3, you log into the program on the My ADSL Modem and configure basic settings for
your Internet connection. Your ISP should provide you with the necessary information to
complete this step.

The My ADSL Modem provides a preinstalled software program called Configuration Manager
which enables you to configure the operation of the device via your Web browser. The settings
that you most likely need to change before using the device are grouped onto a single Quick
Configuration page.

Logging in to your My ADSL Modem Quick Configuration Page

1.

Insert the NetComm NB 3 CD into your CD drive. The NB3 My ADSL Modem autorun
screen will appear. Click on Configure NB3.

2. The logon page will be displayed. Enter the username and password.
The default username is root
The default password is root.
Click on OK
3. The configuration page will be displayed.
4. Under the PPP heading, enter the username and password that your ISP has provided, scroll
to the bottom of the screen and click on Submit.
5. To save these settings you now need to click on the Admin tab & select Commit & Reboot.
6. Click on Commit to save the settings.
7. You should now be able to access the Internet with a web browser, email client or other
Internet application.
www.netcomm.com.au Rev. 2 - YML680
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Assigning static Internet Information to your PCs

In some cases, you may want to assign Internet information to some or all of your PCs directly
(often called statically ), rather than allowing the My ADSL Modem to assign it. This option
may be desirable (but not required) if:

B You have obtained one or more public IP addresses that you want to always associate with
specific computers (for example, if you are using a computer as a public web server).

B You maintain different subnets on your LAN (subnets are described in IP Addresses,
Network Masks, and Subnets).

Before you begin, be sure to have the following information on hand, or contact your ISP if you
do not know it:

B The IP address and subnet mask to be assigned to each PC to which you will be assigning
static IP information.

B The IP address of the default gateway for your LAN. In most cases, this is the address
assigned to the LAN port on the My ADSL Modem. By default, the LAN port is assigned
this IP address: 192.168.1.1. (You can change this number, or another number can be
assigned by your ISP. See Configuring the LAN Ports for more information.

B The IP address of your ISP’s Domain Name System (DNS) server.

On each PC to which you want to assign static information, follow the Ethernet
Configuration instructions relating only to checking for and/or installing the IP protocol.
Once it is installed, continue to follow the instructions for displaying each of the Internet
Protocol (TCP/IP) properties. Instead of enabling dynamic assignment of the IP addresses
for the computer, DNS server, and default gateway, click the radio buttons that enable you
to enter the information manually.

Note : Your PCs must have IP addresses that place them in the same subnet as
the My ADSL Modem’s LAN port. If you manually assign IP information to all
your LAN PCs, you can follow the instructions in Configuring the LAN Ports
to change the LAN port IP address accordingly.
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The My ADSL Modem Quick Configuration Page

You log into the program on the My ADSL Modem and configure basic settings for your
Internet connection. Your ISP should provide you with the necessary information to complete
this step.

The My ADSL Modem provides a preinstalled software program called Configuration Manager
which enables you to configure the operation of the device via your Web browser. The settings
that you most likely need to change before using the device are grouped onto a single Quick
Configuration page.

1. Insert the NetComm NB 3 CD into your CD drive. The NB3 My ADSL Modem autorun
screen will appear. Click on Configure NB3.

2. The logon page will be displayed. Enter the username and password.
The default username is root
The default password is root.
Click on OK

3. The configuration page will be displayed.

Home | Quick Configuration

ATM Interface: =l
Operation Mode: [Enabled =]
Encapsulation: |[prreELle B
ver: |[o
ver: |5
Bridge: |[Disabled =]

1GMp:  |[Disabled =]
IP Address: 0 0 0 0
SubnetMask: [0 [0 [0 [0

© Enable
@ Disable

oofault Route: | [Enabled =
Gateway IP Address: ([0 [0 [0 [0

PPP.

Username: | [quest

Password: e

@ Enable
¢ Disable

DNS
Primary DNS Server: |0 o o o
Secondary DNS Server: |0 o o 0

Use DHCP:

tse DNS:

Figure 2. Quick Configuration Page in Configuration Manager

4. Under the PPP heading, enter the username and password that your ISP has provided, scroll
to the bottom of the screen and click on Submit.

5. To save these settings you now need to click on the Admin tab & select Commit & Reboot.
6. Click on Commit to save the settings.

7. You should now be able to access the Internet with a web browser, email client or other
Internet application.
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The fields are described in the following table. Work with your ISP to determine which settings

you need to change.
FIELD
General Settings

ATM Interface

Operation Mode

Encapsulation

VCIand VPI

Bridge

IGMP

IP Address and Subnet Mask

Use DHCP

Default Route

Gateway IP Address

DESCRIPTION

Select the ATM interface you want to use (usually atm-0).
Your system may be configured with more than one ATM
interface if you are using different types of services with
your ISP.

This setting enables or disables the My ADSL Modem.
When set to Disabled, the device cannot be used to provide
Internet connectivity for your network. Set it to Enabled
now, if necessary.

This setting determines the type of data link your ISP uses
to communicate with your My ADSL Modem. Contact them
to determine the appropriate setting.

These values are provided by your ISP and determine the
unique path your connection uses to communicate with your
ISP.

This setting Enabled or Disabled bridging between the My
ADSL Modem and your ISP. Your ISPs may also refer to
this as RFC 1483 or Ethernet over ATM.

This setting Enabled or Disabled the Internet Group
Management Protocol, which some ISPs use to perform
remote configuration of your device.

If your ISP has assigned a public IP address to your LAN,
enter the address and the associated subnet mask in the boxes
provided. (Note: in some configurations, the public IP
address should be entered on your PC rather than on the My
ADSL Modem; check with your ISP.)

To enable or disable DHCP server function.

When enabled, this setting specifies that the IP address
specified above will be used as the default route for your
LAN. Whenever, one of your LAN computers attempts to
access the Internet, the data will be sent via the WAN
interface.

Specify the IP address that identifies the ISP server through
which your Internet connection will be routed.
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Username and Password Enter the Username and Password you use to log in to your
ISP. (Note: this is not the same as the user name and
password you used to log in to Configuration Manager.)

Use DNS Enable this feature if the DNS server addresses that your
LAN will use should be supplied dynamically each time you
connect to the ISP. If you click Disable, you must configure
DNS addresses manually on each PC or on the fields below.

DNS

Primary DNS Server
and Secondary DNS Server Enter the Primary and Secondary Domain Name System
(DNS) server addresses provided by your ISP.

3. When finished customizing these settings, click Submit. The settings are now in effect;
however, if you reboot or if the power is disconnected, your settings will be lost. In step 4,
you save the changes to permanent memory.

4. Click the Admin tab that displays in the upper right of the page, and then click Commit &
Reboot in the task bar.

5. Click Commit.

A page will display briefly to confirm your changes, and then you will be returned to the
Commit & Reboot page.

You can click Delete to remove all existing Quick Configuration settings and return to the
default values.

You are now finished customizing basic settings. Read the following section to determine if you
need to change additional settings.
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Default My ADSL Modem Settings

In addition to handling the DSL connection to your ISP, the My ADSL Modem can provide a
variety of services to your network. The device is preconfigured with default settings for use
with a typical home or small office network.

Below lists some of the most important default settings; these and other features are described
fully in the subsequent chapters. If you are familiar with network configuration, review the
settings below to verify that they meet the needs of your network. Follow the instructions to
change them if necessary. If you are unfamiliar with these settings, try using the device without
modification, or contact your ISP for assistance.

Before you modifying any settings, review Getting Started with the Configuration Manager
using the Configuration Manager program. We strongly recommend that you contact your ISP
prior to changing the default configuration.

DHCP Default : DHCP server enabled with the following pool of
addresses: 192.168.1.3 through 192.168.1.34

The My ADSL Modem maintains a pool of private IP
addresses for dynamic assignment to your LAN computers.
To use this service, you must have set up your computers to
accept IP information dynamically, as described in Quick
Start. See Configuring Dynamic Host Configuration Protocol
for an explanation of the DHCP service.

NAT Default : NAT rule enabled

Your computers’ private IP addresses (see DHCP above) will
be translated to your public IP address whenever they access
the Internet. See Configuring the LAN Ports for a description
of the NAT service.

LAN Port IPAddress Default : Assigned static IP address: 192.168.1.1
Subnet mask: 255.255.255.0

This is the IP address of the LAN port on the device. The
LAN port connects the device to your Ethernet network.
Typically, you will not need to change this address. See
Configuring the LAN Ports for instructions.

USB Port IP Address Default : Assigned static IP address: 192.168.1.2
Subnet mask: 255.255.255.0

This is the IP address assigned to the USB port on the device
(if used). Typically, you will not need to change this address.
See USB Functionality for instructions.

The My ADSL Modem includes a preinstalled program called the Configuration Manager, which
provides an interface to the software installed on the device. It enables you to configure the
device settings to meet the needs of your network. You access it through your web browser from
any PC connected to the My ADSL Modem via the LAN or USB ports.
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Getting Started with the Configuration Manager

This chapter describes how to use the Configuration Manager.
Accessing the Configuration Manager

The Configuration Manager program is preinstalled into memory on the My ADSL Modem. To
access the program, you need the following:

Bl A PC or laptop connected to the LAN port on the device as described in the Quick Start
chapter.

B A web browser installed on the PC. The program is designed to work best with Microsoft
Internet Explorer® version 5.0, Netscape Navigator® version 6.1, or later versions.

You can access the program from any computer connected to the My ADSL Modem via the
LAN or USB ports.

1. From a LAN computer, open your web browser, type the following URL in the web address
(or location) box, and press Enter:http://192.168.1.1 Or, from the USB computer,
type:http://192.168.1.2 These are the predefined IP addresses for the LAN and USB ports
on the My ADSL Modem. A login screen displays, as shown in Figure 3.

Enter Network Password | 7] X]

d Please type your user name and password.

Site: 192.188.1.1
Realm /

User Name ﬂ

Password I

[~ Save this password in your password list

0K Cancel
I | |

Figure 3. Login Screen

2. Enter your User Name and Password, and then click OK. The first time you log into the
program, use these defaults:

Default User Name : root
Default Password : root

Note : You can change the password at any time (See Configuring User Names
and Passwords for instructions).

The System View page on the Home tab displays each time you log into the program (shown in
Figure 4.)
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Functional Layout

Configuration Manager tasks are grouped into categories, which you can access by clicking the
tabs at the top of each page. Each tab displays the available tasks in a horizontal menu at the top
of the page. You can click on these menu items to display the specific configuration options.

WAN Bridging Routing Services Admin

LAN Config | DHCP Mode | DHCP Server | DHCP Relay

LAN Configuration

LAN Configuration
System Mode: |Routing

LAN 1P Address: [13z2 [185 [5t 239
1aN Network Mask: |[pas bes [bes [

A separate page displays for each task in the task bar. The left-most task displays by default
when you click on a new tab. The same task may appear in more than one tab, when
appropriate. For example, the Lan Config task displays in both the LAN tab and the Routing
tab.

Commonly used buttons
The following buttons are used throughout the application.
Button Function

Submit Stores in temporary system memory any changes you have
made on the current page.

Cancel On pages that display accumulated statistics, this button
resets the statistics to their initial values.

Refresh Redisplays the current page with updated statistics or
settings.
Help Launches the online help for the current topic in a separate

browser window. Help is available from any main topic page.
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The Home Page and System View Table

The Home page displays when you first access the program. This page is one of two options
available in the Home tab (the other is the Quick Configuration page).

Device DSL
Model: |Titanium Operational Status: |\ startup Handshake
H/W Version: | G10012 Last State: | 0x0
S/W Version: | VWIK-1,37.020618b/T93.3.13, DSL Version: |T93.3.13
Serial Number: | 123456789abcdx Standard: |Multimode
Mode: |Routing And Bridging up Down
Up Time: |0:2:35 | speed | Latency Speed Latency
Time: | Thulan 01 00:02:35 1970 |0 Kbps 0 Kbps
Time Zone: |GMT |
Daylight Saving Time: | OFF |
Name:
Domain Name: |3
WAN Interfaces
Interface| Encapsulation | 1P Address | Mask Gateway | LowerInterface | VPI/VCI | Status
ppp-0 ‘PPPHE fn.n.a,n [0.0.0.0 |0.000 [aals-u ‘n/ss ‘ =]
LAN Interface
Interface  Mac Address | IP Address Mask Lower Interface Speed Duplex Status
eth-D  |00:85:A0;01:01;00 |192.168,51.239 |255.255.255.0 |- Auto Auto [+ ]
usb-0 |9.25.67.1 :255 255.255.0 |- o
Services Summary
Interface NAT 1P Filter RIP DHCP Relay DHCP Client | DHCP Server | IGMP
ethd |V inside X x x x X X
ppp-0 ~ outside X X x X X X
usb-0 ~ inside X | X X X X X
| Modify [l refresh [ Helo |

Figure 4. System View Table

The System View table provides a snapshot of your system configuration.

Note that some of the settings are links to the software pages that enable you to configure those
settings. The following table describes each section of the System View table.

Table Heading

Device

DSL

Description

Displays basic information about the My ADSL Modem
hardware and software versions, the system uptime (since
the last reboot), and the preconfigured operating mode.

Displays the operational status, version, and performance
statistics for the DSL line. You can check DSL in the table or
display the WAN tab to view additional DSL settings, which
are described in Configuring EOA Interfaces.
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WAN Interfaces Displays the software name(s) and various settings for the
device interface(s) that communicates with your ISP via
DSL. Although you only have one physical DSL port,
multiple software-defined interfaces can be configured to use
it. See the ATM VC, PPP, EOA, and IPoA chapters for more
information about the WAN interfaces defined on your
system.

For each interface, a Lower Interface name, such as aal5-0,
should display. You can click on the Lower Interface name to
view or change the ATM VC settings that this interface uses.

LAN Interface Displays the software names and various settings for the
device interfaces that communicate directly with your
network. These typically include an Ethernet Interface
named eth-0, and may include a USB Interface named usb-0.
For information on modifying properties of these interfaces,
see Configuring the LAN Ports and USB Functionality.

Services Summary Displays the status of various services that the My ADSL
Modem performs to help you manage your network. A green
check mark indicates the service is active and a red X
indicates that it is inactive:

NAT: Translating private IP addresses to your
public IP address (Configuring Network
Address Translation)

IP Filter: Setting up filtering rules that accept or
deny incoming or outgoing data
(Configuring IP Filters and Blocking
Protocols)

RIP: Enabling router-to-router communication
(Configuring the Routing Information
Protocol)

DHCP Relay: Enabling dynamic assignment of IP
information from your ISP to your
computers (Configuring Dynamic Host
Configuration Protocol)

DHCP Client: Enabling dynamic assignment of IP
information from your ISP or another
computer on your network to the
device’s LAN port (Configuring the LAN
Ports)
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DHCP Server: Enabling dynamic assignment of IP
information from the device’s built-in
DHCP server to your LAN computers
(Configuring Dynamic Host
Configuration)

IGMP: Enabling message forwarding from
external sources such as your ISP, based
on Internet Group Management Protocol
(not configurable).

Modifying Basic System Information

You can modify basic system information, which includes the system date and time and the
names assigned to the My ADSL Modem and the network domain in which it exists.

Note : Changing the My ADSL Modem date and time does not affect the date and
time on your PCs.

Follow these instructions to change basic system information:

1. At the bottom of the Home page, click Modify. The System - Modify page displays in a
separate browser window:

System - Modify

System Parameters
Date: [— m [1_3 1970 .l
Time: .J‘:" I-l_:lm 22 &
Time Zone: [GMT +0000 Greenwich Mean

 ON
& OFF

Daylight Saving Time:

Name: IJDesiad

Domain Name: Ijnesdnmain.cnm

Figure 5. System-Modify Page
2. Modify the fields on this page as required. The following table describes each field:
Option Description

Date and Time These fields initially appear dimmed. To modify the date
and time, click the respective check boxes and select the
appropriate values from the drop-down lists. The time
displays in military format.
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Time Zone Daylight Savings Time

You can select your time zone from the drop-down list,
and then click the appropriate radio button to indicate
whether Daylight Savings Time is currently in effect.

After you initially set the time, turning DST On or Off
will adjust the current displayed time by one hour in the
appropriate direction.

You must remember to change the DST option each
spring and fall — it will not change automatically.

Host Name You can use this field to specify an easy-to-remember
name for the My ADSL Modem. The next time you
want to access Configuration Manager, you can type this
name in the location box in your Web browser, instead of
typing the numeric IP address. For example, if you
entered myrouter in this field (and left the Domain Name
field blank), then you could type the following in your
Web browser to access Configuration Manager: http://
myrouter

Note: This will only work if you are using the My ADSL Modem’s DNS relay
feature. This feature is automatically enabled when the DNS server
address configured on your PCs is also the address assigned to the LAN
port on the My ADSL Modem. See Configuring DNS Server Addresses for
more information.

Domain Name You can use this field to specify an Internet domain name
for the My ADSL Modem. The next time you access
Configuration Manager, you can type the domain name
and the device name (see the Name field above) in your
Web browser. For example, if you entered myrouter in
the Name field and mydomain.com in the Domain Name
field, then you would type the following in your Web
browser to access Configuration Manager: http://
myrouter.mydomain.com

3. When you are finished modifying the settings, click Submit. and then click Close to return to
the System View page.

4. To save your changes to permanent memory, click the Admin tab, and then click Commit &
Reboot in the task bar.

5. Click Commit.

Rev. 2 - YML680 www.netcomm.com.au
NB3 My ADSL Modem User Guide Page 65



Nelbomm

Committing Changes and Rebooting

Committing your changes

Whenever you use the Configuration Manager to change system settings, the changes are
initially placed in temporary storage called random access memory or RAM. Your changes are
made effective when you submit them, but will be lost if the device is reset or turned off.

You can commit changes to save them permanently to flash memory.

Note : Submitting changes activates them immediately, but saves them only until
the device is reset or powered down. Committing changes saves them
permanently.

Follow these steps to commit changes.

1. Click the Admin tab, and then click Commit & Reboot in the task bar. The Commit &
Reboot page displays.

Commit & Reboot

Reboot Mode: Reboot From Last Configuration
==y Ceiresn [l et

Figure 6. Commit & Reboot Page

2. Click Commit. (Disregard the selection in the Reboot Mode drop-down list; it does not affect
the commit process.) These changes are saved to permanent storage.

The previous settings are copied to backup storage so that they can be recalled if your new
settings do not work properly (see the rebooting instructions).
Rebooting the device using Configuration Manager

To reboot the device, display the Commit & Reboot page, select the appropriate reboot mode
from the drop-down menu, and then click Reboot.

You can select from the following three options when rebooting:

Option Description

Reboot from Last Configuration Reboot the device using the current settings in
permanent memory, including any changes you just
committed.

Reboot from Backup Configuration ~ Reboot the device using settings stored in backup
memory. These are the settings that were in effect before
you committed new settings in the current session.

Reboot from Default Configuration Reboot the device to default settings provided by your
ISP or the manufacturer. Choosing this option erases any
custom settings.

Warning : Do not reboot the device using the Reset button on the back Panel

of the My ADSL Modem to activate new changes. This button resets
the device settings to the factory default values. Any custom settings
will be lost.
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Configuring the LAN Ports

This chapter describes how to configure IP properties for the interfaces on the My ADSL
Modem that communicate with your LAN computers.

Connecting via Ethernet

If you are using the My ADSL Modem with multiple PCs on your LAN, you must connect the
LAN via an Ethernet hub to the device's LAN port, called eth-0.

If you are using a single PC with the My ADSL Modem, You can connect the PC directly to the
LAN port using a Ethernet cable.

You must assign a unique IP address to each device port that you use.

Configuring the LAN Port IP Address

The LAN IP address identifies the LAN port (eth-0) as a node on your network; that is, its IP
address must be in the same subnet as the PCs on your LAN.

Definition: A network node can be thought of as any interface where a device connects
to the network, such as the My ADSL Modem’s LAN port and the network
interface cards on your PCs. See IP Addresses, Network Masks, and
Subnets for an explanation of subnets.

You can change the default to reflect the set of IP addresses that you want to use with your
network.

If your network uses a DHCP server (other than the My ADSL Modem) to assign IP addresses,
you can configure the device to accept and use a LAN IP address assigned by that server.
Similarly, if your ISP performs DHCP serving for your network, you can configure the device to
accept an IP address assigned from the ISP’s server. In this mode, the My ADSL Modem is
considered a DHCP client of your (or your ISP’s) DHCP server.

Note : The My ADSL Modem itself can function as a DHCP server for your LAN
computers, as described in Configuring Dynamic Host Configuration
Protocol, but not for its own LAN port.

Follow these steps to change the default LAN IP address or to configure the LAN port as a
DHCEP client:

1. Loginto Configuration Manager, and then click the LAN tab. The LAN Configuration page
displays.
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And Bridaing
@ Manual
Get LAN Address: | ( External DHCP Server
€ Internal DHGP Server

LAN 1P Address: imz s i &

LAN Network Mas) iZSS 255 255 |0
_speed: 10087
Duplex: |Full

 Enable

Tanp: | @ Disable

USB Configuration

USB IP Address: ‘m 68 1 [z

USB Network Mask: ‘255 255 [255 [0

€ Enable
@ Disable

IGMe: ‘

Figure 7. LAN Configuration Page

The LAN Configuration table displays the following settings:

Setting

System Mode

Get LAN Address

LAN IP Address and
LAN Network Mask

Description

The preconfigured mode for your device, such as Routing
mode, Bridging mode, or both modes simultaneously.
This setting is not user -configurable.

Provides options for how the device’s LAN port is
assigned an IP address:

Manual indicates that you will be assigning a static IP
address, which you can enter in the fields below.

External DHCP Server indicates that your ISP will be
assigning an [P address from their own DHCP server to
the port, dynamically each time you log on.

Internal DHCP Server indicates that you have a DHCP
server device on your network that will assign an address
to the port. If you choose either the internal or external
server option, the LAN port is called a DHCP client of
the server.

Note that the public IP address assigned to you by your
ISP is not your LAN IP address. The public IP address
identifies the WAN (ADSL) port on your My ADSL
Modem to the Internet.

The IP address and network mask for the port. See IP
Addresses, Network Masks, and Subnets for and
overview of IP addresses and masks.
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Speed Ethernet speed
Duplex Duplex method
IGMP To Enable or Disable IGMP

2. Enter an IP address and mask in the fields provided and choose Disabled in the Use DHCP
field, or enable either a remote or local DHCP server. Keep these points in mind:

Manually specifying an address:  If you are using routing services on your LAN such as
DHCP and NAT, you will want to assign a fixed LAN IP
address and mask. This ensures that your LAN
computers have a fixed address that they use to
communicate with the device.

The IP address you assign must be in the same subnet as
your LAN computers that connect to this port (that is,
the network ID portion of their IP addresses and their
subnet masks must be the same). See IP Addresses,
Network Masks, and Subnets for an explanation of IP
addresses and network masks.

If you change the LAN IP address, you may need to
update the DHCP configuration so that the addresses
that the DHCP server dynamically assigns to your
computers are on the same subnet as the new LAN IP
address. See Configuring Dynamic Host Configuration
Protocol for instructions on changing the pool of
dynamically assigned addresses.

Enabling DHCP: If you choose to have the LAN port be a DHCP client of
an internal or external server, the LAN Network Mask
field will be dimmed and made unavailable for entry. The
LAN IP Address field will remain editable, however. The
address that you specify here will be used as a request to
the DHCP server. This is referred to as a Configured IP
Address in the program. If the configured IP address is
not available from the DHCP server, then system will
accept another assigned address. Even after another
number is assigned, the same configured IP address will
continue to display in this field.

3. Click Submit.

If you changed the LAN IP address while working from a PC that is connected to the device
via Ethernet, then your connection will be terminated.

If you enabled the DHCP service, the My ADSL Modem will initiate a request for an IP
address from your LAN's DHCP server. If a different IP address is assigned than was
previously configured, your current connection will be terminated.
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4. Reconfigure your PCs, if necessary, so that their IP addresses place them in the same subnet
as the new IP address of the LAN port. See the Quick Start Configuring Your Computers for
instructions.

5. Log into Configuration Manager by typing the new IP address in your Web browser’s
address/location box.

6. If the new settings work properly, click the Admin tab, and then click Commit & Reboot in
the task bar.

7. Click Commit to save your changes to permanent memory.

The interfaces on the My ADSL Modem that communicate with other network and Internet
devices are identified by unique Internet protocol (IP) addresses. You can use the
Configuration Manager to view the list of IP addresses that your device uses, and to view
other system and network performance data. See IP Addresses, Network Masks, and
Subnets for a description of IP addresses and masks.

Viewing the My ADSL Modem’s IP Addresses

To view the My ADSL Modem’s IP addresses, click the Routing tab, and then click IP Address
in the task bar. The IP Address Table page displays:

1P Address Table

I255 255.25

127.0.0.1 |255.0.0.0 -0
192.168.51.23% | 255,255,255.0 |eth-0

Figure 8. IP Address Table Page

The table lists the IP address, network masks (Netmask), and interface names (IF Name) for
each of its IP-enabled interfaces. The listed IP addresses may include:

B The IP address of the device’s LAN (Ethernet) port, called eth-0. See Configuring the LAN
Ports for instructions on configuring this address.

B The IP address of the WAN (ADSL line) interface, which your ISP and other external
devices use to identify your network. It may be identified in the Configuration Manager by
the names ppp-0, eoa-0, or ipoa-0, depending on the protocol your device uses to
communicate with your ISP. Your ISP may assign the same address each time, or it may
change each time you reconnect.

B The loopback IP address, named 1o0-0, of 127.0.0.1. This special address enables the device
to keep any data addressed directly to it, rather than route the data through the WAN or
LAN ports.

If your device has additional IP-enabled interfaces, the IP addresses of these will also display.
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Viewing IP Performance Statistics

You can view statistics on the processing of Internet protocol packets (a packet is a collection of
data that has been bundled for transmission). You will not typically need to view this data, but
you may find it helpful when working with your ISP to diagnose network and Internet data

transmission problems.

To view global IP statistics, click Global Stats on the IP Address Table page. Below shows the

IP Global Statistics page:

IP Global Statistics

1P Datagrams Statistic

Values

IP Received:

IP Received w/ Header Error:
IP Received w/ Wrong Address:
i d w/ tink J:

607 Packets
0 Packets
0 Packets
0 Packets

IP Routing Discarded:

0 Packets

1P Datagrams Forwarded

Forwarded Datagrams:

| 106 Packets

Input IP Datagrams

Input IP Discarded:

|0 Packets

Input IP Deli d To User- /

|237 Packets

Qutput IP Datagrams

IP Requests For Transmission w/ User-Protocol:
Ouiput IP Discarded:
Output IP Discarded w/ No Route:

'Iﬁatag rams’ﬁea;emble

1132 Packets
ik

|0 Packets
1106 Packets

Maximum & of Seconds IP Wails For Reassemble:

|60 Second(s)

P d Which ded To Be Re bled:

|0 Packets

w fully Re-assembled

in Packets

IFP Fails To Re-Assembie:

|0 packets

1P Datagrams / Fragment

IP Successfully Fragmented:

[0 packets

IP Faifs To Fragment:

|0 Packets

IP Fragments Created:

|0 Packets

Figure 9. IP Global Statistics Page

To display updated statistics showing any new data since you opened the page, click Refresh.

Rev. 2 - YML680
NB3 My ADSL Modem User Guide

www.netcomm.com.au
Page 71



Nelbomm

Configuring Dynamic Host Configuration Protocol

You can configure your network and My ADSL Modem to use the Dynamic Host Configuration
Protocol (DHCP). This chapter provides an overview of DHCP and instructions for
implementing it on your network.

Overview of DHCP
What is DHCP?

DHCEP is a protocol that enables network administrators to centrally manage the assignment and
distribution of IP information to computers on a network.

When you enable DHCP on a network, you allow a device — such as the My ADSL Modem or
a router located with your ISP — to assign temporary IP addresses to your computers whenever
they connect to your network. The assigning device is called a DHCP server, and the receiving
device is a DHCP client.

Note : If you used the Quick Start instructions, you configured each LAN PC with
an IP address, or you specified that it will receive IP information
dynamically (automatically). If you chose to have the information assigned
dynamically, then you configured your PCs as DHCP clients that will accept
IP addresses assigned from a DCHP server such as the

My ADSL Modem.

The DHCP server draws from a defined pool of IP addresses and leases them for a specified
amount of time to your computers when they request an Internet session. It monitors, collects,
and redistributes the addresses as needed.

On a DHCP-enabled network, the IP information is assigned dynamically rather than statically.
A DHCP client can be assigned a different address from the pool each time it reconnects to the
network.

Why use DHCP?

DHCP allows you to manage and distribute IP addresses throughout your network from a
central computer. Without DHCP, you would have to configure each computer separately with
IP addresses and related information. DHCP is commonly used with large networks and those
that are frequently expanded or otherwise updated.

My ADSL Modem DHCP modes

The device can be configured as a DHCP server, relay agent or client.

If you configure the device as a DHCP server, it will maintain the pool of addresses and
distribute them to your LAN computers. If the pool of addresses includes private IP addresses,
you must also configure the Network Address Translation service, so that the private addresses
can be translated to your public IP address on the Internet.

If your ISP performs the DCHP server function for your network, then you can configure the
device as a DHCP relay agent. When the My ADSL Modem receives a request for Internet
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access from a computer on your network, it contacts your ISP for the necessary IP information,
and then relays the assigned information back to the computer.

If you have another PC or device on your network that is already performing the DHCP server
function, then you can configure the device’s LAN port to be a DHCP client of that server (as
are your PCs). This configuration is described in Configuring the LAN Ports.

Note : You can input settings for both DHCP server and DHCP relay mode, and
then activate either mode at any time. Deactivated settings are retained for
your future use.

Configuring DHCP Server

Note : Before you begin, be sure to configure your PCs to accept DHCP
information assigned by a DHCP server. For detailed instructions, see the
Quick Start, Part 2 — Configuring Your Computers.

To set up DHCP server, you first define the ranges of IP addresses that you want to be
distributed to your PCs, called DHCP server address pools.

Guidelines for creating DHCP server address pools

IP address pools can contain multiple public addresses that you have purchased from your ISP,
but are typically private addresses that you create. LAN administrators often create private IP
addresses for use only on their networks. See the section on Overview of NAT for an
explanation of private IP addresses.

You can create up to two pools. The pools can maintain a combined total of 254 IP addresses.
For example, you could configure only one pool with addresses in the range 192.168.1.2 through
192.168.1.255, or two pools with the following address ranges:

Pool 0: 192.168.1.2 through 192.168.1.128
Pool 1: 192.168.1.129 through 192.168.1.255

The same pool can be used for distributing IP addresses to your LAN PCs (connected via the
Ethernet port), as long as these ports are in the same subnet. You may want to create a second
pool if any of these circumstances apply:

If USB port is provided in the device, it’s Ethernet (eth-0) and USB (usb-0) ports are in
different subnets (note that different subnets are not required). See IP Addresses, Network
Masks, and Subnets for an explanation of subnets.

Your LAN configuration includes two subnets. You have only one subnet, but the addresses
you want to distribute are not in a continuous range. (Alternatively, you can exclude particular
addresses from distribution from a single pool.)

The DHCP server will distribute addresses to computers connected to a given device interface
only when that interface is in the same subnet as the pool addresses. For example, assume that
the Ethernet and USB interfaces are assigned IP addresses that place them in two different
subnets, as shown:

Ethernet interface (eth-0) : IP address 192.168.1.1 mask 255.255.255.0
USB interface (usb-0): IP address 192.168.2.1 mask 255.255.255.0
Rev. 2 - YML680 www.netcomm.com.au
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With this configuration, you could create the following two pools:
Pool 0: 192.168.1.2 through 192.168.1.11
Pool 1: 192.168.2.2 through 192.168.2.2

The DHCP server would automatically distribute the Pool 0 addresses only to computers
connected to the interface in the same subnet as these addresses—the LAN interface, eth-0.
Likewise, the address in Pool 1 would be distributed to the USB-connected computer.

Adding DHCP Server Address Pools

Follow these instructions to create an IP address pool:

1. Log into Configuration Manager, click the LAN tab, and then click DHCP Server in the task
bar.

The Dynamic Host Configuration Protocol (DHCP) Server Configuration page displays.

Dynamic Host Configuration Protocol (DHCP) Server Configuration

|0.0.00 Enabled | 1 £

a0 [ adoress Table ] refresh [ el |

Figure 10. DHCP Server Configuration Page

Depending on your preconfigured settings, the table may display one or more address pools,
each in a row, or may be empty

2. Click Add. The DHCP Server Pool — Add page displays, as shown in Figure 11

DHCP Server Fool - Add
DHCP Pool Infarmation
P [ T | |
End 1P Address: || | | |
#ac address: ([o0 [oo o oo fou oo
P |
Domain Wame: ||
Gateway Adaress: & 16 B
oNS Address: ([0 [0 [0 [0
sows address: ([0 o | [0
surp address: ([0 [0 [ [F
POPI Address: [
| wwreaddess: [fF | B
wWW address: ([0 [0 [0 [0
re address: o o B [0
Wns addeess: ([0 [0 [F [F
swins address: [0 [0 [0 [5

Figure 11. DHCP Server Pool — Add Page
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3. Enter values for the Start IP Address, End IP Address, and Netmask fields, which are
required, and any others as needed:

Field Description
Start IP Address

End IP Address Specifies the lowest and highest addresses in the pool,
up to a maximum range of 254 addresses. For example, if
the LAN port is assigned IP address 192.168.1.1, then
you could create a pool with address range 192.168.1.2 —
192.168.1.254 for distribution to your LAN computers.

Mac Address A MAC address is a manufacturer-assigned hardware ID
that is unique for each device on a network. Use this field
only if you want to assign a specific IP address to the
computer that uses this MAC address. If you type a
MAC address here, you must have specified the same IP
address in both the Start IP Address and End IP Address
fields.

Netmask Specifies which portion of each IP address in this range
refers to the network and which portion refers to the
host (computer). For a description of network masks and
LAN network masks, see IP Addresses, Network
Masks, and Subnets. You can use the network mask to
distinguish which pool of addresses should be distributed
to a particular subnet.

Domain Name A user-friendly name that refers to the subnet that
includes the addresses in this pool. This is used for
reference only.

Gateway Address The address of the default gateway for computers that

receive IP addresses from this pool. If no value is
specified, then the appropriate LAN (eth-0) or USB
(usb-0) port address on the device will be distributed to
each PC as its gateway address, depending on how each
is connected. See Hops and Gateways for an explanation
of gateway addresses.

DNS Address

SDNS Address The IP address of the Domain Name System server and
Secondary Domain Name System server to be used by
computers that receive IP addresses from this pool.
These DNS servers translate common Internet names
that you type into your web browser into their
equivalent numeric IP addresses. Typically, these servers
are located with your ISP.
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SMTP Address, POP3 Address, NNTP Address, WWW Address, IRC Address, WINS

Address, SWINS Address, (optional)

The IP addresses of devices that perform various
services for computers that receive IP addresses from
this pool (such as the SMTP, or Simple Mail Transfer
Protocol, server which handles e-mail traffic). Contact
your ISP for these addresses.

4. When you are done defining the pool, click Submit.

A confirmation page displays briefly to indicate that the pool has been added successfully.
After a few seconds, the DHCP Server Pool — Add page displays with the newly added

pool.

5. Follow the instructions in the section on Setting the DHCP Mode to enable the DHCP

Server.

Viewing, modifying, and deleting address pools

To view, modify, or delete an existing address pool, display the DHCP Server Configuration

page, and click the icons in the corresponding row in the address pool table.

To delete an IP address pool, click , then Submit and Commit your changes.

To view details on an IP address pool, click . A page displays with the same information that
you entered when you added the pool.

To modity the pool, click . The DHCP Server Pool - Modify page displays, as shown in Figure 12.

DHCP Server Pool - Modify

DHCP Pool Information

Start IP Address:

192.168.1.3

End IP Address:

192.168,1.34

Netmask:

255,255,255.0

Domain Name:

—

Status:

(¢ Enable
¢ Disable

|D.ttinn

Excluded IP Address

No Excluded IP!

5z oo || add

Figure 12. DHCP Server Pool-Modify Page

You can change the Domain Name associated with an IP address pool or enable/disable the pool.
By default, a pool is enabled when you create it.

When you are done making modifications, click Submit. Use the Commit function to save your
changes to permanent memory.
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Excluding IP addresses from a pool

If you have IP addresses that are designated for fixed use with specific devices, or for some other
reason you do not want to make them available to your network, you can exclude them from the
pool. Display the DHCP Server Pool — Modify page, as shown in Figure 12. Type each address
to be excluded in the Excluded IP field, and click Add. When you are done specifying excluded
addresses, click Submit, and then use the Commit function to save your changes to permanent
memory

Viewing current DHCP address assignments

When the My ADSL Modem functions as a DHCP server for your LAN, it keeps a record of
any addresses currently leased to your computers. To view a table of all current IP address
assignments, display the DHCP Server Address Table page, and then click Address Table.

DHCP Server Address Table

IP Address Netmask Mac Address  Pool Start Address Type Time Remaining

192.168.51.158 | 255.255.255.0 |DD:5CI:DA:57:F4:F6 ‘D.D.D.D |Static 0 Second(s)

Figure 13. DHCP Server Address Table Page

The DHCP Server Address Table lists any IP addresses that are currently leased to LAN
devices. For each leased address, the table lists the following information:

Field Description
IP Address The address that has been leased from the pool.
Netmask The network mask associated with the leased address. This

identifies the network ID and host ID portions of the
address (see IP Addresses, Network Masks, and Subnets for
an explanation of these terms).

Mac Address The unique hardware ID of the computer to which the IP
address has been assigned.

Pool Start The lower boundary of the address pool (shown here to
identify the pool from which the leased address was
assigned).

Address Type Can be Static or Dynamic. Static indicates that the IP number

has been assigned permanently to the specific hardware
device. Dynamic indicates that the number has been leased
temporarily for a specified length of time.
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Time Remaining The amount of time left for the device to use the assigned
address. The default lease time is 30 days (31536000
seconds).

Configuring DHCP Relay Some ISPs perform the DHCP server function for their

customers’ home/small office networks. In this case, you can
configure the device as a DHCP relay agent. When a
computer on your network requests Internet access, the My
ADSL Modem contacts your ISP to obtain an IP address
(and other information), and then forwards that information
to the computer. Follow these instructions to configure
DHCP relay:

First, you must configure your PCs to accept DHCP information assigned by a DHCP server:

1.

Open the Windows Control Panel and display the computer's Networking properties.
Configure the TCP/IP properties to Obtain an IP address automatically (the actual text may
vary depending on your operating system). For detailed instructions, see the Quick Start
Part2-Configuring Your Computers.

Next, you specify the IP address of the DHCP server and select the interfaces on your
network that will be using the relay service.

2. Log into the Configuration Manager, click the LAN tab, and then click DHCP Relay in the
task bar. The Dynamic HOST Configuration Protocol (DHCP) Relay Configuration page
displays:

Dynamic Host Gonfiguration Protocol (DHGP) Relay Configuration
port is [
once server address: [ N O T
Interfaces Running DHCP Relay  Action

ppp-0 i
[eth-o =1 | add

| cancel [ Refresh [ Help |

Figure 14. DHCP Relay Configuration Page

3. In the DHCP Server Address fields, type the IP address of your ISP’s DHCP server.

If you do not have this number, it is not essential to enter it here. Requests for IP
information from your LAN will be passed to the default gateway, which should route the
request appropriately.

4. Select your WAN interface from the drop-down list and click Add. Your WAN interface
may be named ppp-0, eoa-0, or ipoa-0. Contact your ISP if you are unsure which type of
WAN interface you use.

Note: You can also delete an interface from the table by clicking [f§ in the right

column.
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5. Click Submit.

A page displays to confirm your changes, and then the program returns to the Dynamic Host
Configuration Protocol (DHCP) Relay Configuration page.

6. Follow the instructions in Setting the DHCP Mode to set the DHCP mode to DHCP Relay.
Setting the DHCP Mode

You must enable the appropriate DHCP mode to activate your DHCP relay or DHCP server
settings.

Follow these instructions to set the DHCP mode:

1. Click the LAN tab, and then click DHCP Mode in the task bar. The Dynamic Host
Configuration Protocol (DHCP) Configuration page displays.

Dynamic Host Gonfiguration Protocol (DHCP) Configuration

oHee sode: (TG |
| submit |l cancel | | Help |

Figure 15. DHCP Configuration Page

2. From the DHCP Mode drop-down list, choose DHCP Server, DHCP Relay, or None.If you
choose None, your LAN computers must be configured with static IP addresses.

3. Click Submit.
4. Click the Admin tab, and then click Commit & Reboot in the task bar.

5. Click Commit to save your changes to permanent memory.
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Configuring Network Address Translation

This chapter provides an overview of Network Address Translation (NAT) and instructions for
modifying the default configuration on your device.

Overview of NAT

Network Address Translation is a method for disguising the private IP addresses you use on
your LAN as the public IP address you use on the Internet. You define NAT rules that specify
exactly how and when to translate between public and private IP addresses.

Definitions : A private IP address is created by a network administrator for use only on a
LAN, whereas a public IP address is purchased from the Internet
Corporation for Assigned Names and Numbers (ICANN) for use on the
Internet. Typically, your ISP provides a public IP address for your entire
LAN, and you define the private addresses for computers on your LAN.

In a typical NAT setup, your ISP provides you with a single public IP address to use for your
entire network. Then, you assign each computer on your LAN a unique private IP address. (Or,
you define a pool of private IP addresses for dynamic assignment to your computers, as
described in Configuring Dynamic Host Configuration Protocol). On the My ADSL Modem,
you set up a NAT rule to specify that whenever one of your computers communicates with the
Internet, (that is, it sends and receives IP data packets) its private IP address—which is
referenced in each packet—will be replaced by the LAN’s public IP address.

Definitions :  An IP data packet contains bits of data bundled together in a specific
format for efficient transmission over the Internet. Such packets are the
building blocks of all Internet communication. Each packet contains
header information that identifies the IP address of the computer that
initiates the communication (the source IP address), the port number that
the router associates with that computer (the source port number), the IP
address of the targeted Internet computer (the destination IP address), and
other information.

When this type of NAT rule is applied, because the source IP address is swapped out, it
appears to other Internet computers as if the data packets are actually originating from the
computer assigned your public IP address (in this case, the My ADSL Modem).

The NAT rule could further be defined to disguise the source port in the data packet (i.e., change
it to another number), so that outside computers will not be able to determine the actual port
from which the packet originated. Data packets that arrive in response contain the public IP
address as the destination IP address and the disguised source port number. The My ADSL
Modem changes the IP address and source port number back to the original values (having kept
track of the changes it made earlier), and then routes the packet to the originating computer.

NAT rules such as these provide several benefits:

B They eliminate the need for purchasing multiple public IP addresses for computers on your
LAN. You can make up your own private IP addresses at no cost, and then have them
translated to the public IP address when your computers access the Internet.
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B They provide a measure of security for you LAN by enabling you to assign private IP
addresses and then have these and the source port numbers swapped out before your
computers access the Internet.

B The type of NAT function described above is called network address port translation
(NAPT). You can use other types, called flavors, of NAT for other purposes; for example,
providing outside access to your LAN or translating multiple private addresses to multiple
public addresses.

Viewing NAT Global Settings and Statistics

To view your NAT settings, log into Configuration Manager, click the Services tab. The NAT
Configuration page displays by default.

Network Address Transiation (N

TCP Idle Timesut{sec):

TCP Close Wait{sec):

TCP Def Timeoutfsec):

UDP Timeout(vec):

TemMP Timeout{sec):

GRE Timcout(sec):
ESP Fumeoui(sec):

Default Mat Age(sec):
NAPT Port Start:
NAFT Purt Eund:

Global stats

Figure 16. NAT Configuration Page
The NAT Configuration page contains the following elements:

B The NAT Options drop-down list, which provides access to the NAT Configuration page
and NAT Global Information table (shown by default and in Figure 16), the NAT Rule
Configuration page (see Figure 18), and the NAT Translations page (see Figure 20).

B Enable/Disable radio buttons, which allow you to turn on or off the NAT feature.

B The NAT Global Information table, which displays the following settings that apply to all
NAT rule translations:
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Field

TCP Idle Timeout (sec)
TCP Close Wait (sec)
TCP Def Timeout (sec)

UDP Timeout (sec)

ICMP Timeout (sec)

GRE Timeout (sec)

ESP Timeout (sec)

Default Nat Age (sec)

NAPT Port Start,
NAPT Port End

Description

When two computers communicate via the Internet, a
TCP-based communication session is created between
them to control the exchange of data packets. The TCP
session can be in viewed as being in one of three states,
depending on the types of packets being transferred: the
establishing state, where the connection is being set up,
the active state, where the connection is being used to
transfer data, and the closing state, in which the
connection is being shut down. When a NAT rule is in
effect on a TCP session in the active state, the session
will timeout if no packets are received for the time
specified in TCP Idle Timeout.

When in the closing state, the session will timeout if no
packets are received for the time specified in TCP Close
Wait.

When in the establishing state, the session will timeout if
no packets are received for the time specified in TCP Def
Timeout.

Same as TCP Idle Timeout, but for UDP-based
communication sessions.

Same as TCP Idle Timeout, but for ICMP-based
communication sessions.

Same as TCP Idle Timeout, but for GRE-based
communication sessions.

Same as TCP Idle Timeout, but for ESP-based
communication sessions.

For all other NAT translation sessions, the number of
seconds after which a translation session will no longer
be valid if no packets are received.

When an NAPT rule is defined, the source ports will be
translated to sequential numbers in this range.

If you change any values, click Submit, and then click the Admin tab and Commit your changes

to permanent system memory.

You can click Global Stats to view accumulated data on how many NAT rules have been invoked
and how much data has been translated.
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NAT Rule Global Statistics

Total NAT Sessions
Total Translation Sessions: |0 Sessions
Sessions For FTP ALG: |0 Sessions

Sessions For SNMP ALG: |0 Sessions
Sessions For Real Audio ALG: |0 Sessions

For d- 0 Session:
Number OF L2TP Alg Sessions: |0 Sessions
Number OF MIRC Alg Sessions: |0 Sessions

MNumber OF ICQ Alg Sessions: |0 Sessions
Number OF CUCME Alg Sessions: |0 Sessions
Namber OF H323 Q931 Alg Sessions: |0 Sessians
Number Of H323 RAS Alg Sessions: |0 Sessions
Number OF H323 H245 Alg Sessions: |0 Sessions
Number OF H323 RTP Alg Sessions: |0 Sessions
MNumber Of ICQ TCP Alg Sessions: |0 Sessions

ber Of ¢ vor Alg 0 Sessions
Number OF PPTP Alg Sessions: |0 Sessions
Number OF RTSP Alg Sessions: |0 Sessions
Num.ber OP; Tin;hktu A‘.‘;g Sessions: |0 Sessions
Translation Statistic

Packets wfo Matching Translation Rules: |0 Packets

ber Of I K T iated: 0 Packets
drimnbar NF Mud_ Dacbate Teancladads N Darlrate

Figure 17. NAT Rule Global Statistics Page

The table provides basic information for each NAT rule you have set up. You can click Clear to
restart the accumulation of the statistics at their initial values.

Viewing NAT Rules and Rule Statistics

To view the NAT rules currently defined on your system, select NAT Rule Entry in the NAT
Options drop-down list. The Network Address Translation (NAT) Rule Configuration page
displays, as shown in Figure 18

Network Address Translation (NAT) Rule Configuration

ow in the table lists a rule for translating a & 0 on ¢ ing NAT rules,

NAT Options: LLIEGTER =0 SRS

Figure 18. NAT Rule Configuration Page

The Network Address Translation (NAT) Rule Configuration table displays a row containing
basic information for each rule. For a description of these fields, refer to the instructions for
adding rules.
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From the Network Address Translation (NAT) Rule Configuration page, you can click Add to
add a new rule, or use the icons in the right column to delete|fd or view details on 2 a rule. To
view data on how often a specific NAT rule has been used, click Stats in the Action column. A
page displays similar to the one shown in Figure 19:

NAT Rule Statistics

NAT Rule Statistic

1

Total Number of Transiation w/ This Rule: 0 Sessions

Total Number of Inb d Packetls w/ This Rule: 1]

Total Number of Outh d Pack w/ This Rule: 0
NAT Rule Status

Active Transiation w/ This Rule: ‘B Sessions

Figure 19. NAT Rule Statistics Page

The statistics show how many times this rule has been invoked and how many currently active
sessions are using this rule. You can click Clear to reset the statistics to zeros and Refresh to
display newly accumulated data.

Viewing Current NAT Translations
To view a list of NAT Translations that have recently been performed and which remain in

effect (for any of the defined rules), select NAT Translations from the NAT Options drop-down
list.

NAT Translations

T e L Tl NAT Translations =

Rule ID Interface |Protocol Alg Type NAT Direction
| ppp-0 - | Outside

‘ ppp-0 |- :Outside

i ppp-0 |- Outside

Figure 20. NAT Translations Page

For each current NAT Translation session, the table contains the following fields:
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Field

Trans Index

Rule ID

Interface

Protocol

Alg Type

NAT Direction

Entry Age

Description

The sequential number assigned to the IP session used by
this NAT translation session.

The ID of the NAT rule invoked.

The device interface on which the NAT rule was invoked
(from the rule definition).

The IP protocol used by the data packets that are undergoing
translations (from the rule definition) Example: TCP, UDP,

ICMP.

The Application Level Gateway (ALQG), if any, that was
used to enable this NAT translation (ALGs are special
settings that certain applications require in order to work
while NAT is enabled).

The direction (Inside or Outside) of the translation. A NAT
direction is assigned to each port; the Ethernet and USB
ports are defined as inside ports, and the WAN ports are
defined as outside ports. The NAT direction is determined
by the interface on which the rule is invoked.

The elapsed time, in seconds, of the NAT translation

session.

You can click in the Action column to view additional details about a NAT translation session.

NAT TRANSLATION - Details

Translation Information

Transiation index:
Rule 1D:

16
i}

IF Name:
Protocol:

|PPp-0

upe

ALG Type:
Translation Direction:

Outside

NAT Age:

209

Transiated InAddress:
In Address:

10.0.20.102
192.166.1 4

Out Address:
In Packels:

192.168.1.255
0

Out Packets :
In Ports:

39

137

Out Ports:

137

Translated In Ports:

Figure 21. NAT TRANSLATION - Detail Page
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In addition to the information displayed in the NAT Translations- Detail table, this table
displays the following for the selected current translation sessions:

Field

Translated InAddress

In Address

Out Address
In Packets,

Out Packets
In Ports
Out Ports

Translated In Ports

Description

The public IP address to which the private IP address was
translated.

The private IP address that was translated.
The IP address of the outside destination (web, ftp site, etc.)

The number of incoming and outgoing IP packets that have
been translated in this translation session.

The actual port number corresponding to the LAN computer.
The port number associated with the destination address.

The port number to which the LAN computer’s actual port
number was translated.

Adding NAT Rules This section explains how to create rules for each NAT
flavor.
Note : You cannot edit existing NAT rules. To change a rule setup, delete it and

add a new rule with the modified settings.
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The NAPT rule: Translating between private and public IP
addresses

Follow these instructions to create a rule for translating the private IP addresses on your LAN
to your public IP addresses. This type of rule uses the NAT flavor NAPT, which was used in
your default configuration. The NAPT flavor translates private source IP addresses to a single

public IP addresses. The NAPT rule also translates the source port numbers to port numbers
that are defined on the NAT Global Configuration page.

1. Click the NAT tab, and then select NAT Rule Entry from the NAT Options drop-down list.
The NAT Rule entry page displays a row for each currently configured NAT rule.

2. Click Add to display the NAT Rule — Add page.
3. From the Rule Flavor drop-down list, select NAPT.

The page redisplays with only those fields that are appropriate for the NAPT rule flavor, as
shown in Figure 22

NAT Rule - Add

NAT Rule Information

Rule Flavor: “NRPT -I
Rule ID: “
IF Name: \ [air 5]

Local Address From: !IU IEI IU IU
tocal Address To: “255 [e55  [z55  [ess
Globai address: ([ [0 [0 [0

Figure 22. NAT Rule-Add Page (NAPT Flavor)

4. Enter a Rule ID. The Rule ID determines the order in which rules are invoked (the lowest
numbered rule is invoked first, and so on). If you define two or more rules that act on the
same set of [P addresses, be sure to assign the Rule ID so that the higher priority rules are
invoked first. It is recommended that you specify rule IDs as multiples of 5 or 10 so that, in
the future, you can insert a rule between two existing rules.

Once a data packet matches a rule, the data is acted upon according to that rule and is not
subjected to higher-numbered rules.

5. From the IF Name drop-down list, select the interface on the device to which this rule
applies.

Typically, NAT rules are used for communication between your LAN and the Internet.
Because the device uses the WAN interface (which may be named ppp-0, eoa-0, or ipoa-0)
to connect your LAN to your ISP, it is the usual IF Name selection.
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In the Local Address From field and Local Address To fields, type the starting and ending IP
addresses, respectively, of the range of private address you use on your network that you
want to be translated.

You can specify that data from all LAN addresses should be translated by typing 0 (zero) in
each From field and 255 in each To field. Or, type the same address in both fields if the rule
only applies to one LAN computer.

7. In the Global Address field, type the public IP address assigned to you by your ISP.
8. Click Submit.
9. When a page displays to confirm your change, click Close to return to the NAT
Configuration page. The new rule should display in the NAT Rule Configuration table.
10. Ensure that the Enable radio button is selected, and then click Submit. A page displays to
confirm your changes.
11. Click the Admin tab, and then click Commit and Reboot in the task bar.
12. Click Commit to save your changes to permanent memory.
www.netcomm.com.au Rev. 2 - YML680
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The RDR rule: Allowing external access to a LAN computer

You can create an RDR rule to make a computer on your LAN, such as a Web or FTP server,
available to Internet users without requiring you to obtain a public IP address for that computer.
The computer’s private IP address is translated to your public IP address in all incoming and
outgoing data packets.

Note : Without an RDR rule (or the Bimap rule), the Ethernet / USB ADSL Modem
blocks attempts by external computers to access your LAN computers.

The following example illustrates using the RDR rule to provide external access to your web
server:

Your My ADSL Modem receives a packet containing a request for access to your Web server.
The packet header contains the public address for your LAN as the destination IP address, and a
destination port number of 80. Because you have set up an RDR rule for incoming packets with
destination port 80, the device recognizes the data as a request for Web server access. The device
changes the packet's destination address to the private IP address of your Web server and
forwards the data packet to it.

Your Web server sends data packets in response. Before the My ADSL Modem forwards them
on to the Internet, it changes the source IP address in the data packets from the Web server's
private address to your LAN's public address. To an external Internet user then, it appears as if
your Web server uses your public IP address.

NAT Rule Information
Rule Flavor: RDR =

Rule ID:

IF Name:

Protocol: ||ANY =

tocal Address From: [ [ [ [
tocat address ro: [ [ | [
Global Address from: |8 18[00 |
Global Address To: |ﬂ— ID_ |D_ |n—

Destination Port From: ||Any other port =| |U

Destination Port To: |[Any other port =] [65538

tocal Port: |[Any other port =] [0

Figure 23. NAT Rule-Add Page (RDR Flavor)

Follow these instructions to add an RDR rule (see steps 1-4 under The NAPT Rule for specific
instructions corresponding to steps 1 and 2 below):
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1.

Display the NAT Rule — Add Page, select RDR as the Rule Flavor, if necessary, and enter a
Rule ID.

Select the interface on which this rule will be effective.
Select a Protocol to which this rule applies, or choose ANY .

This selection specifies which type of Internet communication will be subject to this
translation rule. You can select ANY if the rule applies to all data. Or, select TCP, UDP,
ICMP, or a number from 1-255 that represents the Internet Assigned Numbers Authority
(IANA)-specified protocol number.

In the Local Address From and Local Address To fields, type the same private IP address, or
the lowest and highest addresses in a range:

If you type the same IP address in both fields, incoming traffic that matches the criteria you
specify in steps 5 and 6 will be redirected to that IP address.

If you type a range of addresses, incoming traffic will be redirected to any available
computer in that range. This option would typically be used for load balancing, whereby
traffic is distributed among several redundant servers to help ensure efficient network
performance.

These addresses should correspond to private addresses already in use on your network
(either assigned statically to your PCs or assigned dynamically using DHCP, as discussed in
the Quick Start, Part 2).

In the Global Address From and Global Address To fields, type the public IP address
assigned to you by your ISP.“If you have multiple WAN (PPP) interfaces, this rule will not
be enforced for data that arrives on other PPP interfaces. This rule will not be enforced for
data that arrives on WAN interfaces not specified here.“If you have multiple WAN
interfaces and want the rule to be enforced on more than one of them (or all), type the
starting and ending IP addresses of the range.

In the Destination Port From and Destination Port To fields, type the port ID numbers of
the computer you are making publicly available.

You can specify a range using the From/To fields if you want the rule to apply to a range of
port types, or enter the same port number in both fields.

A port ID identifies the specific function of the computer connected to it, and therefore can
limit the types of data that pass to and from the computer.

For example, Web (HTTP) servers are usually identified by port number 80; packets
containing traffic destined for a Web server will contain this port ID. The Internet Assigned
Numbers Authority (IANA) assigns port numbers for common types of servers and
functions.

If the LAN computer that you are making publicly available is configured to use a non-
standard port number for the type of traffic it receives, type the non-standard port number
in the Local Port field.

This option translates the standard port number in packets destined for your LAN computer
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to the non-standard number you specify. For example, if your Web server uses (non-
standard) port 2000, but you expect incoming data packets to refer to (standard) port 80,
you would enter 2000 here (and select HTTP or type 80 in the Destination Port fields). The
headers of incoming packets destined for port 80 will be modified to refer to port 2000. The
packet will then be routed appropriately to the web server.

8. Follow steps 8-12 under The NAPT Rule to submit your changes.
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The Basic rule: Performing 1:1 translations

The Basic flavor translates the private (LAN-side) IP address to a public (WAN-side) address,
like NAPT rules. However, unlike NAPT rules, Basic rules do not also translate the port
numbers in the packet header; they are passed through untranslated. Therefore, the Basic rule
does not provide the same level of security as the NAPT rule.

NAT Rule - Add

NAT Rule Information

Rule Flavor: BASIC -|
Rule ID:
ALL —I

IF Name:

Protocol:

Local Address From:

Local Address To: 255 [255 IZSS |255
Global Address From: 0 [D |D ID
Global Address To: 0 [D |O IlJ

Figure 24. NAT Rule-Add Page (Basic Flavor)

Follow these instructions to add an BASIC rule (see steps 1-4 under The NAPT Rule for
specific instructions corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select BASIC as the Rule Flavor, and enter a Rule ID.
2. Select the interface on which this rule will be effective.
3. Select a Protocol to which this rule applies, or choose ANY.

This selection specifies which type of Internet communication will be subject to this
translation rule. You can select ANY if the rule applies to all data. Or, select TCP, UDP,
ICMP, or a number from 1-255 that represents the Internet Assigned Numbers Authority
(IANA)-specified protocol number.

4. Inthe Local Address From and Local Address To fields, type the starting and ending IP
addresses that identify the range of private address you want to be translated. Or, type the
same address in both fields.

If you specify a range, each address will be translated in sequence to a corresponding address
in a range of Global Addresses (which you specify in step 5).
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You can create a BASIC rule for each specific address translation to occur. The range of
addresses should correspond to private addresses already in use on your network, whether
assigned statically to your PCs, or assigned dynamically using DHCP.

5. In the Global Address From and Global Address To fields, type the starting and ending
address that identify the pool of public IP addresses that the private addresses should be
translated to. Or, type the same address in both fields (if you also specified a single address
in step 4).

6. Follow steps 8-12 under The NAPT Rule to submit your changes.
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The Filter rule: Configuring a BASIC rule with additional criteria

Like the BASIC flavor, the Filter flavor translates public and private IP addresses on a one-to-
one basis. The Filter flavor extends the capability of the BASIC rule. Refer to The BASIC Rule
for a general description.

You can use the Filter rule if you want an address translation to occur only when your LAN
computers initiate access to specific destinations. The destinations can be identified by their IP
addresses, port type (which identifies it as a FTP or Web server, for example), or both.

NAT Rule - Add

NAT Rule Information

Rule Flavor: I FILTER vI

Rule ID:

IF Name:

protocot:  |[any =]
Local Address From: ID_ IB_ II:I_ Iu_
tocal Address To: |[z55 [255 [255 [z55

Gilobal Address From: ID il} a ID

Globatl Address To: ID : ]o 1] IO

Destination Address From: ID_ lﬂ_ ID_ IB_

Destination Address To: IE ]H Iﬁ IE
Destination Port From: |[ny other port =] [0
Destination Port To:  |[any other port 7] [65535

Figure 25. NAT Rule-Add Page (Filter Flavor)

Follow these instructions to add a Filter rule (see steps 1-4 under The NAPT Rule for specific
instructions corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select FILTER as the Rule Flavor, and enter a Rule ID.
2. Select the interface on which this rule will be effective.
3. Select a Protocol to which this rule applies, or choose ANY.

This selection specifies which type of Internet communication will be subject to this
translation rule. You can select ANY if the rule applies to all data. Or, select TCP, UDP,
ICMP, or a number from 1-255 that represents the Internet Assigned Numbers Authority
(IANA)-specified protocol number.

4. Inthe Local Address From and Local Address To fields, type the starting and ending IP
addresses that identify the range of private address you want to be translated. Or, type the
same address in both fields.

If you specify a range, each address will be translated in sequence to a corresponding address
in a range of Global Addresses (which you specify in step 5).
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The address (or range of addresses) should correspond to a private addresses (or addresses)
already in use on your network. These may be assigned statically to your PCs or assigned
dynamically using DHCP, as discussed in the Quick Start.

5. In the Global Address From and Global Address To fields, type the starting and ending
address that identify the range of public IP addresses to translate your private addresses to.
Or, type the same address in both fields (if you also specified a single address in step 4).

6. In the Destination Address From, Destination Address To fields, specify  a destination
address (or range) if you want this rule to apply only to outbound traffic to the address (or
range). If you enter only the network ID portion of the destination address, then the rule
will apply to outbound traffic to all computers on network.

7. In the Destination Port From field, type a port ID number if you want the rule to apply
only to outbound traffic to servers of this type.

8. You can specify a range using the From/To fields if you want the rule to apply to a range of
port types, or enter the same port number in both fields. See step 6 for creating an RDR
Rule for an explanation of port IDs.

9. Follow steps 8-12 under The NAPT Rule to submit your changes.
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The Bimap rule: Performing two-way translations

Unlike the other NAT flavors, the Bimap flavor performs address translations in both the
outgoing and incoming directions.

In the incoming direction, when the specified My ADSL Modem interface receives a packet with
your public IP address as the destination address, this address is translated to the private IP
address of a computer on your LAN. To the external computer, it appears as if the access is
being made to the public IP address, when, in fact, it is communicating with a LAN computer.

In the outgoing direction, the private source IP address in a data packet is translated to the
LAN?’s public IP address. To the rest of the Internet, it appears as if the data packet originated
from the public IP address.

Bimap rules can be used to provide external access to a LAN device. They do not provide the
same level of security as RDR rules, because RDR rules also reroute incoming packets based on
the port ID. Bimap rules do not account for the port number, and therefore allow external access
regardless of the destination port type specified in the incoming packet.

NAT Rule - Add

NAT Rule Information

Rule Flavor: | BIMAP 'I
Rule ID:

IF Name: ALL -

tocal Address: | I
Global Address: ‘ 0 |B i[l 1]

Figure 26. NAT Rule-Add Page (Bimap Flavor)

Follow these instructions to add a Bimap rule (see steps 1-4 under The NAPT Rule for specific
instructions corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select BIMAP as the Rule Flavor, and enter a Rule ID.
2. Select the interface on which this rule will be effective.

3. Inthe Local Address field, type the private IP address of the computer to which you are
granting external access.

4. In the Global Address field, type the address that you want to serve as the publicly known
address for the LAN computer.

5. Follow steps 8-12 under The NAPT Rule to submit your changes.
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The Pass rule: Allowing specific addresses to pass through
untranslated

You can create a Pass rule to allow a range of IP addresses to remain untranslated when another
rule would otherwise do so.

NAT Rule - Add

NAT Rule Information

Rule Flavor: |PASS vl
Rule ID: |

IF Name: b

Ltocal Address From: |O |ﬂ

tocal Address To: ||255 255 [255 |[2ss

Figure 27. NAT Rule-Add Page (Pass Flavor)

The Pass rule must be assigned a rule ID that is a lower number than the ID assigned to the rule
it is intended to pass. If you want a specific IP address or range of addresses to not be subject to
an existing rule, say rule ID #5, then you can create a Pass rule with ID #1 through #4.

Follow these instructions to add a Pass rule (see steps 1-4 under The NAPT Rule for detailed
instructions corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select PASS as the Rule Flavor, and enter a Rule ID.
2. Select the interface on which this rule will be effective.

3. In the Local Address From and Local Address To fields, type the lowest and highest IP
addresses that define the range of private address you want to be passed without translation.

If you want the Pass rule to act on only one address, type that address in both fields.

4. Follow steps 7-12 under The NAPT Rule to submit your changes.
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Configuring DNS Server Addresses

About DNS

Domain Name System (DNS) servers map the user-friendly domain names that users type into
their Web browsers (e.g., "yahoo.com") to the equivalent numerical IP addresses that are used
for Internet routing.

When a PC user types a domain name into a browser, the PC must first send a request to a DNS
server to obtain the equivalent IP addresses. The DNS server will attempt to look up the domain
name in its own database, and will communicate with higher-level DNS servers when the name
cannot be found locally. When the address is found, it is sent back to the requesting PC and is
referenced in IP packets for the remainder of the communication.

Assigning DNS Addresses

Multiple DNS addresses are useful to provide alternatives when one of the servers is down or is
encountering heavy traffic. ISPs typically provide primary and secondary DNS addresses, and
may provide additional addresses. Your LAN PCs learn these DNS addresses in one of the
following ways:

Statically : If your ISP provides you with their DNS server addresses, you can assign them to
each PC by modifying the PCs' IP properties.

Dynamically from a DHCP pool: You can configure the DHCP Server feature on the My ADSL
Modem and create an address pool that specifies the DNS addresses to be distributed to the
PCs. Refer to Configuring Dynamic Host Configuration Protocol for instructions on creating
DHCP address pools.

In either case, you can specify the actual addresses of the ISP's DNS servers (on the PC or in the
DHCEP pool), or you can specify the address of the LAN port on the My ADSL Modem (e.g.,
192.168.1.1). When you specify the LAN port IP addresses, the device performs DNS relay, as
described in the following section.

Note : If you specify the actual DNS addresses on the PCs or in the DHCP pool, the DNS relay
feature is not used.

Configuring DNS Relay

When you specify the My ADSL Modem's LAN port IP addresses as the DNS addresses, then
the device automatically performs DNS relay; i.e., because the device itself is not a DNS server,
it forwards domain name lookup requests it receives from the LAN PCs to a DNS server at the

ISP. It then relays the DNS server’s response to the PC.

When performing DNS relay, the My ADSL Modem must maintain the IP addresses of the DNS
servers it contacts. It can learn these addresses in either or both of the following ways:

Learned through PPP: If the device uses a PPP connection to the ISP, the primary and secondary
DNS addresses can be learned via the PPP protocol. To use this method, the Use DNS checkbox
must be selected in the PPP Interface Properties. (See Configuring PPP Interfaces for
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instructions on configuring your PPP interface. Note that you cannot change this property by
modifying an existing PPP interface; you must delete the interface and recreate it with the new
setting.)

Using this option provides the advantage that you will not need to reconfigure the PCs or the

My ADSL Modem if the ISP changes their DNS addresses.

Configured on the My ADSL Modem: You can use the device's DNS feature to specify the ISP's
DNS addresses. If the device also uses a PPP interface with the Use DNS property enabled,
then these configured addresses will be used in addition to the two addresses learned through
PPP. If Use DNS is not enabled, or if a protocol other than PPP is used (such as EoA), then
these configured addresses will be used as the primary and secondary DNS addresses.

Follow these steps to configure DNS relay:

1. Configure the LAN PCs to use the My ADSL Modem's LAN IP addresses as their DNS
server addresses—by assigning the LAN IP address statically to each PC, or by inputting
the LAN IP address or the address 0.0.0.0 as the DNS address in the DHCP server pool
used by the PCs.

2. Ifusing a PPP connection to the ISP, click the Use DNS check box so that the DNS server
addresses it learns are used for DNS relay.

Or, ...

If not using a PPP connection (or if you want to specify DNS addresses in addition to those
learned through PPP), configure the DNS addresses on the My ADSL Modem as follows:

a. Click the Services tab, and then click DNS in the task bar. The Domain Name Service (DNS)
Configuration page displays.

Domain Name Service (DNS) Configuration

o Enable & Disabie

DNS Server IP Address Action
No DNS Entries!

FF F b |add

Figure 28. DNS Configuration Page

b. Type the IP address of the DNS server in an empty row and click Add. You can enter only
two addresses.

c. Click the Enable radio button, and then click Submit.
3. Click the Admin tab, and then click Commit & Reboot in the task bar.

4. Click Commit to save your changes to permanent memory.
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Note : DNS addresses that are assigned to LAN PCs prior to enabling DNS relay
will remain in effect until the PC is rebooted. DNS relay will only take effect
when a PC's DNS address is the LAN IP address.

Similarly, if after enabling DNS relay, you specify a DNS address (other than the LAN IP
address) in a DHCP pool or statically on a PC, then that address will be used instead of the
DNS relay address.
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Configuring IP Routes

You can use Configuration Manager to define specific routes for your Internet and network data.
This chapter describes basic routing concepts and provides instructions for creating routes.

Note that most users do not need to define IP routes.

Overview of IP Routes

The essential challenge of a router is: when it receives data intended for a particular destination,
which next device should it send that data to? When you define IP routes, you provide the rules
that a computer uses to make these decisions.

IP routing versus telephone switching
IP routing decisions are similar to those made by switchboards that handle telephone calls.

When you dial a long distance telephone number, you are first connected to a switchboard
operated by your local phone service carrier. All calls you initiate go first to this main
switchboard.

If the phone number you dialed is outside your calling area, the switchboard opens a connection
to a higher-level switchboard for long distance calls. That switchboard looks at the area code you
dialed and connects you with another switchboard that serves that area. This new switchboard,
in turn, may look at the prefix in the number you dialed (the middle set of three numbers) and
connect to a more localized switchboard that handles numbers with that prefix. This final
switchboard can then look at the last four digits of the phone number to open a connection with
the person or company you dialed.

In comparison, when your computer initiates communication over the Internet, such as viewing
a web page connecting to a web server, the data it sends out includes the IP address of the
destination computer (the “phone number”). All your outgoing requests first go to the same
router at your ISP (the first “switchboard”). That router looks at the network ID portion of the
destination address (the “area code”) and determines which next router to send the request to.
After several such passes, the request arrives at a router for the destination network, which then
uses the host ID portion of the destination IP address (the local “phone number”) to route the
request to the appropriate computer. (The network ID and host ID portions of IP addresses are
explained in IP Addresses, Network Masks, and Subnets.)

With both the telephone and the computer, all transactions are initially sent to the same
switchboard or router, which serves as a gateway to other higher- or lower-level devices. No
single device knows at the outset the eventual path the data will take, but each uses a specific
part of the destination address/phone number to make a decision about which device to connect
to next.

Hops and gateways

Each time Internet data is passed from one Internet address to another, it is said to take a hop. A
hop can be a handoff to a different port on the same device, to a different device on the same
network, or to a device on an entirely different network.
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When a hop passes data from one type of network to another, it uses a gateway. A gateway is an
IP address that provides initial access to a network, just as a switchboard serves as a gateway to
a specific set of phone numbers. For example, when a computer on your LAN requests access to
a company’s web site, your ISP serves as a gateway to the Internet. As your request reaches its
destination, another gateway provides access to the company’s web servers.

Using IP routes to define default gateways

IP routes are defined on computers, routers, and other IP-enabled devices to instruct them which
hop to take, or which gateway to use, to help forward data along to its specified destination.

If no IP route is defined for a destination, then IP data is passed to a predetermined default
gateway. The default gateway serves like a higher-level telephone switchboard; it may not be
able to connect directly to the destination, but it will know a set of other devices that can help
pass the data intelligently. If it cannot determine which of these devices provides a good next
hop (because no such route has been defined), then that device will forward the data to its
default gateway. Eventually, a high level device, using a predefined IP route, will be able to
forward the data along a path to its destination.

Do | need to define IP routes?

Most users do not need to define IP routes. On a typical small home or office LAN, the existing
routes that set up the default gateways for your LAN computers and for the My ADSL Modem
provide the most appropriate path for all your Internet traffic.

On your LAN computers, a default gateway directs all Internet traffic to the LAN port on the
My ADSL Modem. Your LAN computers know their default gateway either because you
assigned it to them when you modified their TCP/IP properties, or because you configured them
to receive the information dynamically from a server whenever they access the Internet. (Each of
these processes is described in the Quick Start instructions, Part 2.)

On the My ADSL Modem itself, a default gateway is defined to direct all outbound Internet
traffic to a router at your ISP. This default gateway is assigned automatically by your ISP
whenever the device negotiates an Internet connection.

You may need to define routes if your home setup includes two or more networks or subnets, if
you connect to two or more ISP services, or if you connect to a remote corporate LAN.

Viewing the IP Routing Table

All IP-enabled computers and routers maintain a table of IP addresses that are commonly
accessed by their users. For each of these destination IP addresses, the table lists the IP address
of the first hop the data should take. This table is known as the device’s routing table.

To view the My ADSL Modem’s routing table, click the Routing tab. The IP Route Table page
displays by default, as shown in Figure 29:
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IP Route Table

Ao
ntify ti

iIFNama Route Type

255.255.255.0 10.0.20.90 eth-0 Direct Dynamic

255,255.255.255 [127.0.0.1 ALL Direct Dynamic

255.0.0.0

127.0.0.1 ALL Direct Dynamic

Figure 29. IP Route Table Page

The IP Route Table displays a row for each existing route. These include routes that were
predefined on the device, routes you may have added, and routes that the device has identified
automatically through communication with other devices.

The following table defines the fields in the IP Route Table.

Field

Destination

NetMask

NextHop

IFName

Route Type

Description

Specifies the IP address of the destination computer. The
destination can be specified as the IP address of a specific
computer or an entire network. It can also be specified as all
zeros to indicate that this route should be used for all
destinations for which no other route is defined (this is the
route that creates the default gateway).

Indicates which parts of the destination address refer to the
network and which parts refer to a computer on the network.
Refer to IP Addresses, Network Masks, and Subnets, for an
explanation of network masks.

Specifies the next [P address to send data to when its final
destination is that shown in the Destination column.

Displays the name of the interface on the device through
which data is forwarded to the specified next hop.

Displays whether the route is Direct or Indirect.

In a Direct route, the source and destination computers are
on the same network, and the router attempts to directly
deliver the data to the computer.

In an Indirect route, the source and destination computers are
on different networks, and the router forwards data to a
device on another network for further handling.
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Route Origin Displays how the route was defined. Dynamic indicates that
the route was created automatically or predefined by your
ISP or the manufacturer. Routes you create are labeled Local.
Other routes can be created automatically (using RIP, as
described in Configuring the Routing Information Protocol),
or defined remotely through various network management
protocols (LCL or ICMP).

Action Displays an icon fii you can click on to delete a route.

Adding IP Routes

Follow these instructions to add an IP route to the routing table.

1. From the IP Route Table page, click Add. The IP Route — Add page displays, as shown in
Figure 30.

IP Route - Add

IP Route Information

pestination: ([0 o o o

Netmask: |[255 [255 [255 |0

Gateway/NextHop:

Figure 30. IP Route-Add Page
2. Specify the Destination, Netmask, and Gateway / NextHop for this route.

To create a route that defines the default gateway for your LAN, enter 0.0.0.0 in both the
Destination and Netmask fields. Enter your ISP’s IP address in the Gateway/NextHop field.

Note that you cannot specify the interface name, route type or route origin. These
parameters are used only for routes that are identified automatically as the device
communicates with other routing devices. For routes you created, the routing table displays
system default values in these fields.

3. Click Submit.

4. On the Confirmation page, click Close to return to the IP Route Table page.
The IP Routing Table will now display the new route.

5. Click the Admin tab, and then click Commit & Reboot in the task bar.

o

Click Commit to save your changes to permanent memory.
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Configuring Routing Information Protocol

The My ADSL Modem can be configured to communicate with other routing devices to
determine the best path for sending data to its intended destination. Routing devices
communicate this information using a variety of IP protocols. This chapter describes how to
configure the My ADSL Modem to use one of these, called the Routing Information Protocol
(RIP).

RIP Overview

RIP is an Internet protocol you can set up to share routing table information with other routing
devices on your LAN, at your ISP’s location, or on remote networks connected to your network
via the ADSL line. Generally, RIP is used to enable communication on autonomous networks.
An autonomous network is one in which all of the computers are administered by the same
entity. An autonomous network may be a single network, or a grouping of several networks
under the same administration. An example of an autonomous network is a corporate LAN,
including devices that can access it from remote locations, such as the computers telecommuters
use.

Using RIP, each device sends its routing table to its closest neighbor every 30 seconds. The
neighboring device in turn passes the information on to its next neighbor and so on until all
devices in the autonomous network have the same set of routes.

When should you configure RIP?

Most small home or office networks do not need to use RIP; they have only one router, such as
the My ADSL Modem, and one path to an ISP. In these cases, there is no need to share routes,
because all Internet data from the network is sent to the same ISP gateway.

You may want to configure RIP if any of the following circumstances apply to your network:

Your home network setup includes an additional router or RIP-enabled PC (other than the My
ADSL Modem). The My ADSL Modem and the router will need to communicate via RIP to
share their routing tables.

Your network connects via the ADSL line to a remote network, such as a corporate network. In
order for your LAN to learn the routes used within your corporate network, they should both
be configured with RIP.

Your ISP requests that you run RIP for communication with devices on their network.

Configuring the My ADSL Modem’s Interfaces with RIP The following instructions describe
how to enable RIP on the My ADSL Modem

Note : In order for the My ADSL Modem to communicate with other devices using RIP, you
must also enable the other devices to use the protocol. See the product documentation for those
devices.

1. Log into the Configuration Manager, click the Services tab, and then click RIP in the task bar.
The Routing Information Protocol (RIP) Configuration page displays, as shown in Figure 31.
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Routing Information Protocol (RIP) Configuration

® Enable g Disable

Ageiseconds): [ECI
Update Time{seconds): _

Send Mode
RIFL 'RIPL

[ripicomeat = [rier =]

oo [ cancet [l clobo sots [l seirec [ i |

Figure 31. RIP Configuration Page

The page contains radio buttons for Enable or Disable the RIP feature and a table listing
interfaces on which the protocol is currently running. The first time you open this page, the
table may be empty.

2. If necessary, change the Age(seconds) and Update Time(seconds).
These are global settings for all interfaces that use RIP.

Age is the amount of time in seconds that the device’s RIP table will retain each route that it
learns from adjacent computers.

Update Time specifies how frequently the My ADSL Modem will send out its routing table
to its neighbors.

3. Inthe IF Name column, select the name of the interface on which you want to enable RIP.

For communication with RIP-enabled devices on your LAN, select eth-0 or the name of the
appropriate virtual Ethernet interface.

For communication with your ISP or a remote LAN, select the corresponding ppp, eoa, or
other WAN interface.

4. Select a Metric value for the interface.

RIP uses a hop count as a way to determine the best path to a given destination in the
network. The hop count is the sum of the metric values assigned to each port through which
data is passed before reaching the destination. Among several alternative routes, the one with
the lowest hop count is considered the fastest path.

For example, if you assign this port a metric of 1, then RIP will add 1 to the hop count when
calculating a route that passes through this port. If you know that communication via this
interface is slower than through other interfaces on your network, you can assign it a higher
metric value than the others.

You can select any integer from 1 to 15.

5. Selecta Send Mode and a Receive Mode.
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The Send Mode setting indicates the RIP version this interface will use when it sends its
route information to other devices.

The Receive Mode setting indicates the RIP version(s) in which information must be passed
to the My ADSL Modem in order for it to be accepted into its routing table.

RIP version 1 is the original RIP protocol. Select RIP1 if you have devices that communicate
with this interface that understand RIP version 1 only.

RIP version 2 is the preferred selection because it supports classless IP addresses (which are
used to create subnets) and other features. Select RIP2 if all other routing devices on the
autonomous network support this version of the protocol.

6. Click Add. The new RIP entry will display in the table.
7. Click the Enable radio button to enable the RIP feature.

Note : If you disable the RIP feature, the interface settings you have configured
will remain available for future activation.

8. When you are finished defining RIP interfaces, click Submit. A page displays to confirm
your changes.

9. Click the Admin tab, and then click Commit & Reboot in the task bar.
10. Click Commit to save your changes to permanent memory.

Note : You can delete an existing RIP entry by clicking in the Action column.

Viewing RIP Statistics

From the RIP Configuration page, you can click Global Stats to view statistics on attempts to
send and receive route table data over RIP-enabled interfaces on the My ADSL Modem.

RIP Global Statistics

RIP Active Sessions
Request Sent: |0 Packsts
Response Sent: 0 Packets
Request Received: 0 Packets
RIP Packets w/ Error
Packets Received w/ Bad Version: 0 Packets
Packets Received w/ Bad Address Family: 0 Packets
Packets Received w/ Bad Request Format: 0 Packets
Packets Received w/ Bad Metrics: 0 Packets
Packets Received w/ Bad Response Format: 0 Packets
Packets Received wf Invalid Port: 0 Packets
Packets Rejected: 0 Packets
Response Received: 0 Packets
Unknown Packets Received: |0 Packets
d from N hbor Router: |0 Packets
Packets Rejected for Authentication Failure: 0 Packets
Packets w/ Route Changed: |0 Packets

Figure 32. RIP Global Statistics Page
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You can click Clear to reset all statistics to zero and Refresh to display any newly accumulated
data.

As your LAN computers access the Internet via the My ADSL Modem, data is exchanged with
your ISP through a complex network of telephone switches, Internet routers, servers, and other
specialized hardware. These various devices communicate using a common language, or protocol,
called Asynchronous Transfer Mode (ATM). On the Wide Area Network (WAN) that connects
you to your ISP, the ATM protocol performs functions like those that the Ethernet protocol
performs on your LAN.
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Configuring the ATM Virtual Circuit

This chapter describes how to configure the ATM virtual circuit (VC). The VC properties define
the path the My ADSL Modem uses to communicate with your ISP over the ATM network.

Viewing Your ATM VC

To view your current configuration, log into Configuration Manager, click the WAN tab, and
then click ATM VC in the task bar. The ATM VC Configuration page displays, as shown in
Figure 33.

ATM ¥YC Configuration
This pé ed to view and configure ATM VCs

Interface Vpi ¥ci Mux Type Max Proto per AALS Action(s)
sals0 [0 |35 uc |2 | &

Figure 33. ATM VC Configuration Page

The ATM VC Configuration table displays the following fields (contact your ISP to determine
these settings):

Field Description

Interface The name of the lower-level interface on which this VC
operates. The low-level interface names are preconfigured in
the software and identify the type of traffic that can be
supported, such as data or voice. Internet data services
typically use an aal5-type interface.

Vpi, Vci, and Mux Type These settings identify a unique ATM data path for
communication between your My ADSL Modem and your
ISP.

Max Proto per AALS If you are using an AALS5-type of interface, this setting

indicates the number of higher-level interfaces that the VC
can support (the higher level interfaces can be PPP, EoA, or
IPoA interfaces). Contact your ISP to determine which
connection protocol(s) they require.

Action (s) Displays icons you can click on to modify and delete i@ the
associated interface. You cannot delete an ATM interface if
another protocol such as PPP, EoA, or IPoA has been
defined to operate over the ATM interface. Delete the higher-
level interface first, and then delete the ATM interface.
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Adding ATM VCs

You may need to create a VC if none has been predefined on your system or if you use multiple
services with your ISP. Each service may require its own VC. Follow these instructions to add a
VC:

1. From the ATM VC Configuration page, click Add.
The ATM VC — Add page displays, as shown in Figure 34.

ATM VC - Add

Basic Information

V¥C Interface: Iaals-l -]

ver:

I_
vCr: I
Mux Type: I LLC = I

Max Proto per AALS: IZ

Figure 34. ATM VC-Add Page

2. Select an interface name from the VC Interface drop-down list.

3. Enter the VPI and VCI values assigned by your ISP, and select the Mux Type from the drop-
down list.

4. In the Max Proto per AALS text box, enter the number of protocols that the ISP indicated
that you will need to configure (usually only one).

5. Click Submit.

6. When the Confirmation page displays, click Close to return to the ATM VC Configuration
page.
The new interface should now display in the ATM VC Configuration table.

You may need to create a new WAN interface, or modify an existing interface, so that it uses
the new VC. See the instructions for Configuring a PPP, EoA, or IPoA interfaces, depending
on the type you use to communicate with your ISP.

You can verify that the new settings work by attempting to access the Internet from a LAN/
USB computer. Contact your ISP for troubleshooting assistance.

7. When you have verified that the new settings work properly, click the Admin tab, and then
click Commit & Reboot in the task bar.

8. Click Commit to save your changes to permanent memory.
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Modifying ATM VCs

Your device may already be preconfigured with the necessary ATM VC properties, or the table
may contain placeholder values that you must change before using the device. Contact your ISP
to determine your ATM VC values. Follow these instructions to modify a preconfigured VC:

1. From the ATM VC Configuration page, click in the Action(s) column for the interface you
want to modify.

The ATM VC Interface — Modity page displays, as shown in Figure 35.

ATM VC Interface - Modify

Basic Information
VC Interface:  aals-0

ver: I

Mux Type: LLC 5

ver: |[5
[LcE]

Max Proto per AALS: I

0

35

2
Help

Figure 35. ATM VC Interface —Modify Page

2. Enter the new VPI and VCI values, select the MUX Type, or change the maximum number
of protocols that the VC can carry, as directed by your ISP.

You cannot modify the interface type over which an existing VC operates (aal5-0, for
example). If you want to change the interface type, you must delete the existing interface,
create a new one, and select the desired interface type.

3. Click Submit.

4. On the Confirmation page, click Close to return to the ATM VC Configuration page.
5. Click the Admin tab, and then click Commit & Reboot in the task bar.

6. Click Commit to save your changes to permanent memory.

You can verify that the new settings work by attempting to access the Internet from a LAN/
USB computer. Contact your ISP for troubleshooting assistance.

When powered on, the My ADSL Modem initiates a connection through your DSL line to your
ISP.
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Configuring PPP Interfaces

The point-to-point (PPP) protocol is commonly used between ISPs and their customers to
identify and control various communication properties, including:

B Identifying the type of service the ISP provides to a given customer

B Identifying the customer to the ISP through a username and password login
B Enabling the ISP to assign Internet information to the customer’s computers
|

Your ISP may or may not use the PPP protocol. Contact your ISP to determine if you will
need to change the default settings in order to connect to their server.

Viewing Your Current PPP Configuration

To view your current PPP setup, log into Configuration Manager, click the WAN tab, and then
click PPP in the task bar. The Point to Point Protocol (PPP) Configuration page displays, as
shown in Figure 36.

Point to Point Protocol (PPP) Configuration

This page is used to Configure and View PPP inter

Inactivity TimeOut{mins): _

Ignore WAN to LAN traffic while monitoring inactivity: g

e [mum:.-su_ Protocol  WAN Default [ use Use | Oper.

Type i Route DHCP DNS Status

ppp-0 aals-0 Public PPPOA 0.0.0,0 |0.0.0.0 Disable Disable Enable |Link Down ﬁﬁ

Figure 36. Point to Point Protocol (PPP) Configuration Page

PPP is configured as a group of software settings associated with the ADSL port. Although the
device has only one physical ADSL port, the My ADSL Modem can be defined with more than
one group of PPP settings. Each group of settings is called a PPP interface and is given a name,
such as ppp-0, ppp-1, etc.

You can configure the following settings on the Point to Point Protocol (PPP) Configuration
page:

Inactivity TimeOut (mins): The time in minutes that must elapse before a PPP connection
times-out due to inactivity.

Ignore WAN to LAN traffic while monitoring inactivity: enabled, data traffic traveling in the
incoming direction—from the WAN port to the LAN port—will not count as activity on the
WAN port; i.e., the occurrence of WAN to LAN traffic will not prevent the connection from
being terminated due to lack of activity in the WAN to LAN direction.

The PPP Configuration Table displays the following fields:
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Field
Interface

VC

IPF Type (Interface Sec Type)

Protocol

WAN [P

Gateway 1P

Default Route

Use DHCP

Description
The predefined name of the PPP interface.

The virtual circuit over which this PPP data is sent. The VC
identifies the physical path the data takes to reach your ISP.

The type of firewall protections that are in effect on the
interface (Public, Private, or DMZ):

A Public interface connects to the Internet (PPP interfaces
are typically public). Packets received on a public interface
are subject to the most restrictive set of firewall protections
defined in the software.

A Private interface connects to your LAN, such as the
Ethernet interface. Packets received on a private interface are
subject to a less restrictive set of protections, because they
originate within the network.

The term DMZ (de-militarized zone), in Internet networking
terms, refers to computers that are available for both public
and in-network accesses (such as a company's public Web
server). Packets incoming on a DMZ interface -- whether
from a LAN or external source -- are subject to a set of
protections that is in between public and private interfaces in
terms of restrictiveness.

The type of PPP protocol used. Your ISP may use PPP-
over-Ethernet (PPPoE) or PPP-over-ATM (PPPoA).

The IP address currently assigned to your WAN (DSL) port
by your ISP.

The IP address of the server at your ISP that provides you
access to the Internet. See Hops and gateway for a
description of gateway addresses.

Indicates whether the My ADSL Modem should use the IP
address assigned to this connection as its default route. Can
be Enable or Disable. See Quick Start for an explanation of
default routes.

When set to Enable, the device will acquire additional IP
information from the ISP's DHCP server. The PPP
connection itself acquires the device's IP address, mask, DNS
address, and default gateway address. With the DHCP
enabled, the device will acquire IP addresses for other various
server types (WINS, SMTP, POP3, etc. -- these server
types are listed on the DHCP Server Configuration page).
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Use DNS

Oper. Status

Action

Viewing PPP Interface Details

When set to Enable, the DNS address learned through the
PPP connection will be distributed to clients of the device's
DHCP server. This option is useful only when the My
ADSL Modem is configured to act as a DHCP Server for
your LAN. When set to Disable, LAN hosts will use the
DNS address preconfigured in the DHCP pool (see
Configuring DHCP Server) and in the DNS feature.

Indicates whether the link is currently up or down or if a
specific type of data exchange is under way (e.g., password
authorization or DHCP).

You can use these icons to modify|¢* , delete 77 , and view
additional details on|= the PPP interface.

When you click to view additional details, the PPP Interface
- Detail page displays, as shown in Figure 37.

PPP Interface - Detail

Basic Information
PPP Interface: PRpR-0
ATM VC:  aal5-0

Interface Sec Type: Public
ik Start
PPPoE

Service Name: T
Use Dhep: bisable
Use DNS:  Enable
Default Route:  Enable
Oper. Status: Link Down
Last Fail Cause: |NC down
PPP IP Status
WAN IP Address: 0.0.0.0

Gateway IP Address: .0.0.
DNS:
SONS:

Security Information
Security Protocol: | PAP

Login Name: { guest

Figure 37. PPP — Detail Page

In addition to the properties defined previously, the Detail page displays these fields:

Field

Status

Enabled:

Description

Indicates whether the interface has been specified in the
system as:

A connection will be established for use when the device is
turned on or rebooted.
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Disabled:

Start:

Service Name

Last Fail Cause

DNS

SDNS

Security Protocol

The PPP interface cannot currently be used.

The PPP connection will be made only when data is sent to
the interface (e.g., when a LAN user attempts to use the
Internet).

(This feature is available with PPPoE interfaces but not with
PPPoA interfaces.) The name of the ISP service you are
using with this PPP connection. ISPs may offer different
types of services (for example, for online gaming or business
communications), each requiring a different login and other
connection properties.

Indicates the action that ended the previous PPP session:

No Valid PADO Recvd: The unit initiated a PPPoE
handshake but did not receive a packet in
reply from the ISP.

No Valid PADS Recvd: After the initial handshake, the unit
did not receive a confirmation packet
from the ISP.

Stopped by User: The user stopped the connection (for
example, by changing the Configuration
Manager settings for the PPP interface.)

No Activity: The PPP communication timed out, in
accordance with the timeout period
specified on the PPP Configuration page.

Auth Failure: The ISP could not authorize the
connection based on the user name and/or
password provided.

PADT Recvd: The ISP issued a special packet type to
terminate the PPP connection.

VC down : The Virtual Circuit between the unit and
the ISP is down.

Internal failure: A system software failure occurred.

The IP address of the DNS server (located with your ISP)
used on this PPP connection.

The IP address of the secondary DNS server (located with
your ISP) used on this PPP connection.

The type of PPP security your ISP uses: PAP (Password
Authentication Protocol) or CHAP (Challenge Handshake
Authentication Protocol).
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Login Name The name you use to log in to your ISP each time this PPP
connection is established.

Adding a PPP Interface Definition If you intend to use more than one type of service from your
ISP, the device can be configured with multiple PPP
interfaces, each with unique logon and other properties.

Follow this procedure to define properties for a PPP interface:
1. From the Point to Point Protocol (PPP) Configuration Page, click Add.
The PPP Interface — Add page displays, as shown in Figure 38.

PPP Interface - Add

Basic Information
PPP Interface: ppp-1 =

ATM VC: aal5-0 =

Interface Sec Type: Public =

Status: Start - I

 PPPaA
& PPPoE

Protocoi:

Service Name:

 Enable
& Disable

Use Dhop:

 Enable

tre Bl (+ Disable

(+ Enable

Default Route: ¢ Disable

Security Information

= PAP
 CHap

Security Protocol:

Login Name:

Password:

Figure 38. PPP Interface — Add Page

2. Select a PPP interface name from the drop-down list, and then enter or select data for each
field.

Note : You can create multiple PPP interfaces only if you are using the PPPoA
protocol; only one PPP interface can be defined if you are using PPPOE.

Check with your ISP which version of the protocol they require.
Click Submit. A page displays to confirm your changes.
Click Close to return to the PPP page and view the new interface in the table.

Click the Admin tab, and then click Commit & Reboot in the task bar.

oS v kW

Click Commit to save your changes to permanent memory.
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Modifying and Deleting PPP Interfaces

To modify a PPP interface, display the Point to Point Protocol (PPP) Configuration page and
click in the Action(s) column for the interface you want to modify. The PPP Interface — Modify

page displays, as shown in Figure 39.

PPP Interface - Modify

Basic Information

PPP Interface: ]ppp-U

ATM VC: | aals-D

Protocol:

PPPOE

Service Name:

Default Route:

Enabled

Status:

IStar‘t A I

Security Information

Security Protocol:

@ PAP
 CHAP

Login Name:

Iguast

Password:

Figure 39. PPP Interface — Modify page

Illk*‘k)l*

You can change only the status of the PPP connection, the Security Protocol, your Login Name,
and your Password. To modify the other settings, you must delete the interface and create a new

one.

To delete a PPP Interface, display the PPP Configuration page and click in the Action column
for the interface you want to delete. You should not delete a PPP Interface unless you have

received instructions to do so from your ISP. Without an appropriately defined PPP Interface,
you may not be able to connect to your ISP. You can recreate the PPP interface with the same

name at a later time.

After modifying or deleting a PPP Interface, click Submit. Then, click the Admin tab, click
Commit & Reboot in the task bar, and click Commit to save your changes to permanent

memory.
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Configuring Ethernet-over-ATM

This chapter describes how to configure an Ethernet-over-ATM interface on the My ADSL
Modem, if one is needed to communicate with your ISP.

Overview of EOA

The Ethernet-over-ATM (EOA) protocol is often referred to as RFC1483, which is the Internet
specification that defines it. It is commonly used to carry data between local area networks that
use the Ethernet protocol and wide-area networks that use the ATM protocol. Many
telecommunications industry networks use the ATM protocol. ISPs who provide DSL services
often use the EOA protocol for data transfer with their customers’ DSL modems.

EOA can be implemented to provide a bridged connection between a DSL modem and the ISP. In
a bridged connection, data is shared between the ISP’s network and their customer’s as if the
networks were on the same physical LAN. Bridged connections do not use the IP protocol.
EOA can also be configured to provide a routed connection with the ISP, which uses the IP
protocol to exchange data.

Before creating an EOA interface or modifying the default settings, contact your ISP to

determine which type of protocol they use.

Note : PPP vs. EOA : Your ISP may use a protocol other than EOA for
communication with the My ADSL Modem, such as the point-to-point
protocol (PPP). One type of PPP, named PPP over Ethernet (PPPoE),
actually works “on top” of the EOA protocol. The other type, PPP over ATM
(PPPoA), does not. However, if your ISP uses either type of PPP, you do not
need to separately create an EOA interface. See Configuring PPP
Interfaces for instructions on creating or configuring a PPP interface.

Viewing Your EOA Setup

To view your current EOA configuration, log into Configuration Manager, click WAN in the task
bar, and then click EOA. Figure 40 shows the RFC1483/Ethernet over ATM (EOA) Config

page.

RFC1483/Ethernet over ATM(EoA) Config
Add, Modify and

Interface Sec Confg IP

Type Address Address
Public |9.25.67.11 5255.255.255.D|Disab|3 Enable 9.25.67.10

Figure 40. RFC1483/Ethernet over ATM (EOA) Config Page

The EOA table contains a row for each EOA interface currently defined on the device. The table
may contain no entries if your ISP does not use the EOA protocol.
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The following table describes the fields on this page:

Field Description
Interface The name the software uses to identify the EOA interface.
IPF Type (Interface Sec Type)The type of security protections in

effect on the interface (Public, Private, or DMZ):

A Public interface connects to the Internet (IPoA interfaces
are typically public). Packets received on a public interface
are subject to the most restrictive set of firewall protections
defined in the software.

A Private interface connects to your LAN, such as the
Ethernet interface. Packets received on a private interface are
subject to a less restrictive set of protections, because they
originate within the network.

The term DMZ (de-militarized zone), in Internet networking
terms, refers to computers that are available for both public
and in-network accesses (such as a company's public Web
server). Packets incoming on a DMZ interface—whether
from a LAN or external source—are subject to a level of
protection that is in between those for public and private
interfaces.

Lower interface EOA interfaces are defined in software, and then associated
with lower-level software and hardware structures (at the
lowest level, they are associated with a physical port —the
WAN port). This field should reflect an interface name
defined in the next lower level of software over which the
EOA interface will operate. This will be an ATM VC
interface, such as aal5-0, as described in Configuring the
ATM Virtual Circuit.

Config IP Address and Netmask  The IP address and network mask you want to assign to the
interface. If the interface will be used for bridging with your
ISP and you will not be using the My ADSL Modem as a
router on your LAN, then you do not need to specify IP
information. If you enable DHCP for this interface, then the
Configured IP address will serve only as a request to the
DHCP server. The actual address that is assigned by the ISP
may differ if this address is not available.

Use DHCP When Enable, this setting instructs the device to accept IP
information assigned dynamically by your ISP’s DHCP
server. If the interface will be used for bridging with your ISP
and you will not be routing data through it, leave this
checkbox unselected.
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Default Route Indicates whether the My ADSL Modem uses the IP address
assigned to this interface, if any, as its default route for your
LAN. Your system can have only one default route.

Gateway Address The external IP address that the My ADSL Modem
communicates with via the EOA interface to gain access to
the Internet. This is typically an ISP server.

Status A green or red ball will display to indicate that the interface
is currently up or down, respectively. You cannot manually
enable or disable the interface; a red ball may indicate a
problem with the DSL connection.

Action Icons you can click on to edit|# or delete i the associated
EOA interface.

Adding EOA Interfaces

Follow these instructions to add an EOA interface:
1. Click the WAN tab, and then click EOA in the task bar.
2. Click Add.
The EOA Interface — Add page displays, as shown in Figure 41.

EOA Interface - Add

EOA Information

EOA Interface: Im
Interface Sec Type: m
Lower Interface: lm
Conf. IP Address: IU_ [U_ [ﬂ— IU_"

Netmask: IO_ 'D_ ,IJ_ ltl_

" Enable
(v Disable

 Enable
= Disahle

Gateway IP Address: I_ I_ [_ I_

Use Dhep:

Defauilt Route:

Figure 41. EOA Interface — Add Page

3. Select one of the predefined interface names from the EOA Interface drop down list.
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4. From the IPF Type drop-down list, select the level of IP Firewall to be used on this
interface.

5. Inthe Lower Interface field, select the lower-level interface name over which this protocol is
being configured.

If you are using the My ADSL Modem as a bridge only, skip to step 10.

6. If you are using the My ADSL Modem as a router on your LAN, enter the IP address for
the interface in the Conf. IP Address field, and enter the network Netmask.

This address serves as the public IP address for your entire LAN and is usually assigned by
your ISP.

7. If your ISP will assign the IP address from their DHCP server, click the Enable radio button
in the Use DHCP field.

When DHCP is Enabled, the address you entered in the Conf. IP Address field will be
requested from the DHCP server; the server many assign a different address if necessary.

8. If you want the EOA interface to serve as the default route for Internet access for your
LAN, click the Enable radio button in the Default Route field.

9. In the Gateway IP Address field, enter the address of the Internet computer to contact to
gain initial access to the Internet.

10. Click Submit.

A confirmation page display to confirm your changes.
11. Click Close to return to the EOA page and view the new interface in the table.
12. Click the Admin tab, and then click Commit & Reboot in the task bar.

13. Click Commit to save your changes to permanent memory.
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Configuring Internet Protocol-over-ATM

This chapter describes how to configure an IPoA (Internet Protocol-over-ATM) interface on the
My ADSL Modem.

An IPoA interface can be used to exchange IP packets over the ATM network, without using an
underlying Ethernet over ATM (EOA) connection. Typically, this type of interface is used only
in product development and test environments, to eliminate unneeded variables when evaluating
IP layer processing.

Viewing Your IPoA Interface Setup

To configure an IPoA interface, log into Configuration Manager, click the WAN tab, and then
click IPoA in the task bar. The IP over ATM (IPoA) Configuration page displays, as shown in
Figure 42.

No IPoA Interface!

Figure 42. IPoA Configuration Page

The IPoA table contains a row for each EOA interface currently defined on the device. The table
may initially contain no entries.

The following table describes the fields on this page:

Field Description
Interface The name the software uses to identify the IPoA interface
IPoA Type 1577 type: The PPP packets are encapsulated according to

RFC 1577 for transmission over an ATM link.
Non 1577 type: RFC 1577 is not applied under this option.

Lower Interface IPoA interfaces are defined in software, and then associated
with lower-level software and hardware structures (at the
lowest level, they are associated with a physical port — the
WAN port). This field should reflect an interface name
defined in the next lower level of software over which the
IPoA interface will operate. This will be an ATM VC
interface, such as aal5-0.

Peer IP Address The IP address of the remote computer you will be
connecting to via the WAN interface.
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IPF Type ( Interface Sec Type)  The type of security protections in effect on the interface
(Public, Private, or DMZ):

A Public interface connects to the Internet (IPoA interfaces
are typically public). Packets received on a public interface
are subject to the most restrictive set of firewall protections
defined in the software.

A Private interface connects to your LAN, such as the
Ethernet interface. Packets received on a private interface are
subject to a less restrictive set of protections, because they
originate within the network.

The term DMZ (de-militarized zone), in Internet networking
terms, refers to computers that are available for both public
and in-network accesses (such as a company's public Web
server). Packets incoming on a DMZ interface—whether
from a LAN or external source—are subject to a level of
protection that is in between those for public and private
interfaces.

Config IP Address and Netmask

The IP address and network mask you want to assign to the interface. If DHCP is enabled, this
address serves as a request to the remote computer’s DHCP server, which may assign another
address.

Gateway Address

The external IP address that the My ADSL Modem communicates with via the IPoA interface to
gain access to the Internet. This is typically an ISP server.

Field Description

Status A green or red ball will display to indicate that the interface
is currently up or down, respectively. You cannot manually
enable or disable the interface; a down interface may indicate
a problem with the DSL connection.

Action Icons you can click on to edit # or delete fi the associated
IPoA interface.
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Adding IPoA Interfaces

Follow these instructions to add an IPoA interface:

1. Display the IPoA page and click Add. The IPoA Interface — Add page displays, as shown in
Figure 43.

IPoA Interface - Add

IPoA Information

IPoA Interface: |[ipoa-0.=]
Conf. iP Address: o [0 [0 [0

Interface Sec Type: |[Public =]
wetmask: (o [0 [0 [o

Yes
No

Enable
Disable

Enable
Disable

Gateway IP Address: | I l

RFC 1577:

lse DHCP:

Default Route:

Figure 43. IPoA Interface — Add Page
2. Select the next available interface name from the [IPoA Interface drop-down list.

3. In the Conf. IP Address and Netmask fields, type the address and mask that you want to
assign to the IPoA interface.

If you enable the DHCP option, then the IP address you enter here will serve as a requested
address; the remote computer may assign another address if necessary.

4. From the Interface Sec Type drop-down list, select the level of firewall security for the
interface: Public, Private, or DMZ.

5. Inthe RFC 1577 field, click Yes radio button if the interface complies with the IETF
specification RFC 1577, otherwise click No radio button. And click Add.

6. If the remote IPoA computer provides a DHCP server, you can click the Enable radio button
in the Use DHCP field to have the IP address dynamically assigned from the server.

7. If you want the IPoA interface to serve as the default route for your LAN, click the Enable
radio button in the Default Route field.

8. In the Gateway IP Address field, enter the address of the Internet computer to contact to
gain initial access to the Internet.

9. Click Submit. A confirmation page will display to confirm your changes.

www.netcomm.com.au Rev. 2 - YML680
Page 124 NB3 My ADSL Modem User Guide



Nelbomm

10. Click Close to return to the IPoA page and view the new interface in the table.
11. Click the Admin tab, and then click Commit & Reboot in the task bar.

12. Click Commit to save your changes to permanent memory.
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Configuring Bridging

The My ADSL Modem can be configured to act as a bridging device between your LAN and
your ISP. Bridges are devices that enable two or more networks to communicate as if they are
two segments of the same physical LAN. This chapter describes how to configure the My
ADSL Modem to operate as a bridge.

Note : Before changing your bridge configuration, check with your ISP to determine the type of
connection they use to exchange data with their customer’s DSL modems (such as Ethernet
bridging or IP routing).

Overview of Bridges

A bridge is a device used to connect two or more networks so they can exchange data. A bridge
learns the unique manufacturer-assigned hardware IDs of each computer or device on both (or
all) networks it is attached to. It learns that some of the IDs represent computers attached via
one of the device's interfaces and others represent computers connected via other interfaces. For
example, the hardware IDs of your home computers are attached via the Ethernet port, and the
hardware IDs of your ISP's computers are attached via the WAN (DSL) port. It stores the ID
list and the interface associated with each ID in its bridge forwarding table.

When the bridge receives a data packet, it compares its destination hardware ID to the entries in
the bridge forwarding table. When the packet's ID matches one of the entries, it forwards the
packet through the interface that connects to the corresponding network. Note that the bridge
does not send the data directly to the receiving computer, but broadcasts it to the receiving
network, making it available to any node on that network.

On the receiving network, a LAN protocol such as Ethernet takes over, helping the packet
reaches its destination.

When the bridge does not recognize a packet’s destination hardware ID, it broadcasts the packet
through all of its interfaces — to each network it is attached to.

Note : Bridges vs. Routers : The essential difference between a bridge and a
router is that a router uses a higher-level protocol (such as IP) to determine
how to pass data. IP data packets contain IP addresses that specifically
identify the destination computer. Routers can read this information and
pass the data to the destination computer, or determine which next router to
send the data to if the destination is not on a connected network.

Bridges cannot read IP information, but instead refer to the hardware ID of the destination
computer, which is also included in data packets.

Hardware IDs are unique numbers that manufacturers assign to each piece of hardware they sell.
A bridge learns to recognize the hardware IDs accessible through each of its ports. When it
receives a packet, the bridge simply forwards the packet through the port it associates with the
given hardware ID, or through all its ports if it does not recognize the ID. The hardware ID is
often referred to as the Media Access Control (MAC) address.

Routers are considered more intelligent and flexible devices than bridges, and often provide a
variety of security and network administration services based on the IP protocols.
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When to Use the Bridging Feature

Although the My ADSL Modem is preconfigured to serve as a router for providing Internet
connectivity to you LAN, there are several instances in which you may also want to configure

bridging:
Your ISP may use protocols that require bridging with your LAN. The device can be configured

to appear as a bridge when communicating with your ISP, while continuing to provide router
functionality for your LAN.

Your LAN may include computers that communicate using layer-3 protocols other than the
Internet Protocol. These include IPX® and AppleTalk®. In this case, the device can be
configured to act as a bridge for packets that use these protocols while continuing to serve as a
router for IP data.

Defining Bridge Interfaces

To enable bridging, you simply specify the device interfaces on which you want to bridge data,
and then enable bridging mode:

1. Loginto Configuration Manager and click the Bridging tab.
The Bridge Configuration page displays, as shown in Figure 44.

Bridge Configuration
Use this page to Add and Modify Bridging information

Bridging:
WAN to WAN Bridging:
ZIP8:

Interface Name
eth-0

|eth-|:l -I

cancel [l neiroci [ ey

Figure 44. Bridge Configuration page

2. The page displays Bridge Configuration items, and a table for specifying the interfaces on
which bridging will be performed. The table may be empty if bridging has not yet been
configured.

3. Select the Interface Names on which you want to perform bridging and  click Add.

For example, select eth-0 (LAN) and eoa-0 (WAN) interfaces. If you use a USB-connected
computer, you can also select usb-0.
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Note : If you enable bridging on an interface that has already been assigned an IP
address, then it is considered IP-enabled and will route (rather than bridge)
IP packets received on the interface. The interface will bridge non-IP data it
receives, however.

You can determine whether the Ethernet (eth-0) and USB (usb-0) interfaces have been
assigned IP addresses by displaying the IP Address Table (display the Routing tab, and then
click IP Address).

These interfaces will display in the table only if they have been assigned IP addresses.

You can check whether the eoa-0 interface has been assigned an IP address by displaying the
EOA configuration table (click the WAN tab, and then click EOA). If the Config IP Address
field is empty and the Use DHCP field contains the word Disable, then no IP address has
been assigned.

System Mode

This page is d to en isable va s systermn features

Feature
Bridging:
WAN to WAN Bridging:
BRAS:
ZIPB:

sumic [l cancer [ vetp

Figure 44.1. System Mode page
4. Click Bridging Enabled/Disabled to enter System Mode.

5. Click the Bridging Enabled radio button to turn on bridging. Do not click the ZIPB Enabled
button unless you want to configure the mode.

6. Click Submit.

A page will briefly display to confirm your changes, and will return you to the Bridge
Configuration page.

7. Click the Admin tab, and then click Commit & Reboot in the task bar.

8. Click Commit to save your changes to permanent memory.
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Deleting a Bridge Interface

To make an interface non-bridgeable, display the Bridge Configuration page and click next to the
interface you want to delete. Click OK to confirm the deletion. The interface remains defined in
the system, but is no longer capable of performing bridging.

Configuration Manager provides built-in firewall functions, enabling you to protect the system
against denial of service (DoS) attacks and other unwelcome or malicious accesses to your LAN.
You can also specify how to monitor attempted attacks, and who should be automatically
notified.

Configuring Global Firewall Settings

Follow these instructions to configure global firewall settings:

1. Log into Configuration Manager, click the Services tab, and then click Firewall in the task
bar.

The Firewall Configuration page displays, as shown in Figure 45.

Firewall Configuration
to view FireWall Configuration
Firewall Global Configuration

¢ Enable
@ Disable

Blacklist Status:

Blacklist Period(min):

i " Enable
& Disable

i -f" Enable
@ Disable

Attack Protection:

Dos Protection:

Max Half open TCP Conn.:

Max ICMF Conn.:

Max Single Host Conn.:

Log Destination:

E-Mail ID of Admin 1:

E-Mail ID of Admin 2:

E-Mail ID of Admin 3:

Figure 45. Firewall Configuration Page

2. Configure any of the following settings that display in the Firewall Global Information table:
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Field

Blacklist Status

Blacklist Period(min)

Attack Protection

IP Spoofing:

Tear Drop:

Smurfand Fraggle:

Land Attack:

Ping of Death:

Dos Protection

SYN DoS
ICMP DoS

Per-host DoS protection
Max Half open TCP Conn.

Max ICMP Conn.

Description

If you want the device to maintain and use a black list, click
Enable. Click Disable if you do not want to maintain a list.

Specifies the number of minutes that a computer's IP address
will remain on the black list (i.e., all traffic originating from
that computer will be blocked from passing through any
interface on the My ADSL Modem). For more information,
see Managing the Black List.

Click the Enable radio button to use the built-in firewall
protections that prevent the following common types of
attacks:

Sending packets over the WAN interface using an internal
LAN IP address as the source address.

Sending packets that contain overlapping fragments.

Sending packets that use the WAN or LAN IP broadcast
address as the source address.

Sending packets that use the same address as the source and
destination address.

Illegal IP packet length.

Click the Enable radio button to use the following denial of
service protections:

Sets the percentage of concurrent IP sessions that can be in
the half-open state. In ordinary TCP communication,
packets are in the half-open state only briefly as a
connection is being initiated; the state changes to active when
packets are being exchanged, or closed when the exchange is
complete. TCP connections in the half-open state can use up
the available IP sessions.

If the percentage is exceeded, then the half-open sessions will
be closed and replaced with new sessions as they are
initiated.

Sets the percentage of concurrent IP sessions that can be
used for ICMP messages.

If the percentage is exceeded, then older ICMP IP sessions
will be replaced by new sessions as the are initiated.
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Field

Max Single Host Conn.

Log Destination

E-mail ID of Admin 1/2/3

3. Click Submit.

Description

Sets the percentage of concurrent IP session that can
originate from a single computer. This percentage should take
into account the number of hosts on the LAN.

Specifies how attempted violations of the firewall settings
will be tracked. Records of such events can be sent via
Ethernet to be handled by a system utility Ethernet to
(Trace) or be e-mailed to specified administrators.

Specifies the e-mail addresses of the administrators who
should receive notices of any attempted firewall violations.
Type the addresses in standard internet e-mail address
format, e.g., jxsmith@onecompany.com.

The e-mail message will contain the time of the violation, the
source address of the computer responsible for the violation,
the destination IP address, the protocol being used, the
source and destination ports, and the number violations
occurring the previous 30 minutes. If the ICMP protocol
were being used, then instead of the source and destination
ports, the e-mail will report the ICMP code and type.

4. Click the Admin tab, and then click Commit & Reboot in the task bar.

5. Click Commit to save your changes to permanent memory.

Managing the Black List

If data packets are received that violate the firewall settings or any of the IP filter rules, then the
source [P address of the offending packets can be blocked from such accesses for a specified
period of time. You can enable or disable use of the black list using the settings described above.
The source computer remains on the black list for the period of time that you specify.

To view the list of currently blacklisted computers, click Black List at the bottom of the Firewall
Configuration page. The Firewall Blacklisted Hosts page displays, as shown in Figure 46.

Firewall Blacklisted Hosts

Host IP Address Reason IPF Rule ID Action(s)
No Black Listed Host!

[ciose [l netresn [l el

Figure 46. Firewall Blacklisted Hosts Page
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The table displays the following information for each entry:

Field

Host IP Address

Reason

IPF Rule ID

Action(s)

Description

The IP address of the computer that sent the packet(s) that
caused the violation

A short description of the type of violation. If the packet
violated an IP filter rule, the custom text from the Log Tag
field will display. (See Creating IP Filter Rules)

If the packet violated an IP filter rule, this field will display
the ID assigned to the rule.

Displays an icon fij you can click on to delete the entry
from the list, if you want it to be removed prior to its
automatic timed expiration.
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Configuring IP Filters & Blocked Protocols

This chapter describes two Configuration Manager features that enable you to control the data
passing through your network:

The IP filter feature enables you to create rules to block attempts by certain computers on your
LAN to access certain types of data or Internet locations. You can also block incoming access to
computers on your LAN. Although IP filter rules provide a very flexible and powerful tool to
enhance network security and control user activity, they can also be complex and generally
require an advanced understanding of IP protocols.

The blocked protocols feature enables you to simply select from a predefined list the protocol
that you want to block. All data passed to the My ADSL Modem using a blocked protocol will
be discarded, without consideration of the source computer, destination computer, or the device
interface on which it was received.

Configuring IP Filters

When you define an IP filter rule and enable the feature, you instruct the My ADSL Modem to
examine each data packet it receives to determine whether it meets criteria set forth in the rule.
The criteria can include the size of the packet, the network or internet protocol it is carrying, the
direction in which it is traveling (for example, from the LAN to the Internet or vice versa), the IP
address of the sending computer, the destination [P address, and other characteristics of the
packet data.

If the packet matches the criteria established in a rule, the packet can either be accepted
(forwarded towards its destination), or denied (discarded), depending on the action specified in
the rule.

Viewing Your IP Filter Configuration

To view your current IP filter configuration, log into Configuration Manager, click the Services
tab, and then click IP Filter in the task bar. The IP Filter Configuration page displays, as shown
in Figure 47.
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1F Filter Canfiguration

Apply Stateful : Rule Log o | .
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0 |ALL Disabl i o N Disabl ) ;IPE
isable neaming | Deny isable |-
_stats |
] . L Dest [P equal ta s
20 AL Disable Ineaming |Deny NiA Disable:: | e el @ | |
lFom
30 Private |Enable Ineaming [Accept [ NeA Disable - Stats
&AW
40 |Privets [Enable Outgoing |Ascept  [ALL Disable - 9 | o
; L Protcal eq UDP ot
50 |Privats |Enable Outgoing (Acemst  |DMZ  |Dissble | ZETHRESLRd UBR s |
1 Protocol =q|7cw ™ Pz
60 |Private |Enable Oitgoing |Accent  (DMZ  [Disable  2.7CP Flag Al
30est Fort vqual to 53 ‘EI
0P Enabl Sutgoing | & oMz |iable (BTeRTan Al 5 ] LS
myste | Ensble utgoing | Accept isable ag
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Figure 47. IP Filter Configuration Page

The IP Filter Configuration page displays global settings that you can modify, and the IP filter
rule table, which shows all currently established rules. See Creating IP Filter Rules for a
description of the items that make up a rule. When rules are defined, you can use the icons that
display in the Action(s) column to edit & , delete i , and view details on i the corresponding

rule.

Configuring IP Filter Global Settings

The IP Filter Configuration page enables you to configure the following global IP filter settings.

Security Level:

This setting determines which IP filter rules take effect,
based on the security level specified in each rule. For
example, when High is selected, only those rules that are
assigned a security value of High will be in effect. The same
is true for the Medium and Low settings.

When None is selected, IP filtering is disabled.

Private Default Action / Public Default Action / DMZ Default Action:

This setting specifies a default action to be taken (Accept or
Deny) on Private, Public, or DMZ-type device interfaces
when they receive packets that do not match any of the
filtering rules. You can specify a different default action for
each interface type. (You specify an interface's type when
you create the interface; see the PPP configuration page, for
example.)
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A Public interface typically connects to the Internet. PPP,
EoA, and IPoA interfaces are typically public. Packets
received on a public interface are subject to the most
restrictive set of firewall protections defined in the software.
Typically, the global setting for public interfaces is Deny, so
that all accesses to your LAN initiated from external
computers are denied (discarded at the public interface),
except for those allowed by a specific IP filter rule.

A Private interface connects to your LAN, such as the
Ethernet interface.

Packets received on a private interface are subject to a less
restrictive set of protections, because they originate within
the network. Typically, the global setting for private
interfaces is Accept, so that LAN computers have access to
the My ADSL Modems' Internet connection.

The term DMZ (de-militarized zone), in Internet networking
terms, refers to computers that are available for both public
and in-network accesses (such as a company's public Web
server). Packets received on a DMZ interface—a whether
from a LAN or external source—are subject to a set of
protections that is in between Public and Private interfaces in
terms of restrictiveness. The global setting for DMZ-type
interfaces may be set to Deny so that all attempts to access
these servers are denied by default; the administrator may
then configure IP filter rules to allow accesses of certain

types.
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Creating IP Filter Rules

To create an IP filter rule, you set various criteria that must be met in order for the rule to be
invoked. Use these instructions to add a new IP filter rule:

1. On the IP Filter Configuration page, click Add.
The IP Filter Rule - Add page displays, as shown in Figure 48.

1P Filter Rule - Add
@ Enable g Disable

iy I (o A.\cnegt
Rule ID: I £ Deny

5 € Incoming 3
Direction: & Bukairg Interface: (TR

T N  Enable
In Interface: lﬂLL a Log Option: & Disable

[~ High
Security Level: I~ Medium Blacklist Status:
F Low

Log Tag: I
e R | e, EEE

¢ Enable
@ Disable

Src IP Address: mll_ll‘_il‘_h_ ff'_ll\_l-'_fl_
vestipasaresss v @F F F F F F P F

protocol:  |[any =] [Tor &l

Store State: | [ o

Source Port: any = I'.'

pest port:  |[on; I IO

TCP Flag: All -

rempe Type:  ||any B [Echo Renly B

1cmp code: ([ A0

C Tes  Yes
IP Frag Pkt:  No  No
= Tgnore @ Tgnore

Packet Size: |[any &l [l

= Ensble
 Disable

TOD Rule Status :

Figure 48. IP Filter Rule - Add Page

2. Enter or select data for each field that applies to your rule. The following table describes the
fields:
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Field

Rule ID

Action

Direction

Interface

In Interface

Log Option

Security Level

Description

Each rule must be assigned a sequential ID number. Rules are
processed from lowest to highest on each data packet, until a
match is found. It is recommended that you assign rule IDs
in multiples of 5 or 10 (e.g., 10, 20, 30) so that you leave
enough room between them for inserting a new rule if
necessary.

The action that will be taken when a packet matches the rule
criteria. The action can be Accept (forward to destination) or
Deny (discard the packet).

Specifies whether the rule should apply to data packets that
are incoming or outgoing on the selected interface.

Incoming refers to packets coming from the LAN, and
Outgoing refers to packets going to the Internet.

You can use rules that specify the incoming direction to
restrict external computers from accessing your LAN.

The interface on the My ADSL Modem on which the rule
will take effect. See the following examples for suggestions
on choosing the appropriate interface for various rule types.

The interface from which packets must have been forwarded
to the interface specified in the previous selection. This
option is valid only for the outgoing direction.

When Enable is selected, a log entry will be created on the
system each time this rule is invoked. The log entry will
include the time of the violation, the source address of the
computer responsible for the violation, the destination IP
address, the protocol being used, the source and destination
ports, and the number violations occurring in the previous x
minutes. (Logging may be helpful when troubleshooting.)
This information can also be e-mailed to designated
administrators. See Configuring Firewall Settings for
instructions.

The security level that must be enabled globally for this rule
to take affect. A rule will be active only if its security level is
the same as the globally configured setting (shown on the
main P Filter page). For example, if the rule is set to
Medium and the global firewall level is set to Medium, then
the rule will be active; but if the global firewall level is set to
High or Low, then the rule will be inactive.
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Blacklist Status

Log Tag

Start Time, End Time

Src IP Address Dest IP Address

Specifies whether or not a violation of this rule will result in
the offending computer's IP address being added to the Black
List, which blocks the My ADSL Modem from forwarding
packets from that source for a specified period of time. See
Configuring Firewall Settings for instructions.

A description of up to 16 characters to be recorded in the log
in the event that a packet violates this rule. Be sure to set the
Log Option to Enable if you configure a Log Tag.

The time range during which this rule is to be in effect,
specified in military units.

IP address criteria for the source computer(s) (from which
the packet originates) and the destination computer. In the
drop-down list, you can configure the rule to be invoked on
packets containing:

any : any source [P address.

It : any source IP address that is numerically
less than the specified address.

Iteq : any source IP address that is numerically
less than or equal to the specified
address.

gt any source IP address that is numerically

greater than the specified address.

eq : any source IP address that is numerically
equal to the specified address.

neq : any source [P address that is not equal to
the specified address.

range: any source [P address that is within the
specified range, inclusive.

out of range: any source [P address that is outside the
specified range.
self : the IP address of the My ADSL Modem

interface on which this rule takes effect.

beast: (destination address only) Specifies that
the rule will be invoked for any packets
sent to the broadcast address for the
receiving interface. (The broadcast
address is used to send packets to all
hosts on the LAN or subnet connected to
the specified interface.) When you select
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Protocol

Store State

Source Port Dest Port

TCP Flag

this option, you do not need to specify
the address, so the address fields are
dimmed.

The basic IP protocol criteria that must be met for rule to be
invoked. Using the options in the drop-down list, you can
specify that packets must contain the selected protocol (eq),
that they must not contain the specified protocol (neq), or
that the rule can be invoked regardless of the protocol (any).
TCP, UDP, and ICMP are commonly IP protocols; others
can be identified by number from 0-255, as defined by the
Internet Assigned Numbers Authority (IANA).

When this option is enabled, packets are monitored for their
state (i.e., whether they are the initiating packet or a
subsequent packet in an ongoing communication, etc). This
option provides a degree of security by blocking/dropping
packets that are not received in the anticipated state. Such
packets can signify unwelcome attempt to gain access to a
network.

Port number criteria for the source computer(s) (from which
the packet originates) and destination computers.

Port numbers identify the type of traffic that the computer
or server can handle and are specified by the Internet
Assigned Numbers Authority (IANA). For example, port
number 80 indicates a Web server, 21 indicates an FTP
server.

You can choose a port type by name from the drop-down
lists or, if not available in the list, specify the IANA port
number in the text boxes. Select Any other port if the criteria
will not be used.

These fields will be dimmed (unavailable for entry) unless
you have selected TCP or UDP as the protocol.

See the description of Src IP Address for the statement
options (any, eq, gt, etc.)

Specifies whether the rule should apply only to TCP
packets that contain the synchronous (SYN) flag, only to
those that contain the non-synchronous (NOT-SYN) flag, or
to all TCP packets. This field will be dimmed (unavailable
for entry) unless you selected TCP as the protocol.
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ICMP Type

ICMP Code

IP Frag Pkt

IP Option Pkt

Packet Size

TOD Rule Status

Specifies whether the value in the type field in ICMP packet
headers will be used as criteria. The code value can be any
decimal value from 0-255. You can specify that the value
must equal (eq) or not equal (neq) the specified value, or you
can select any to enable the rule to be invoked on all ICMP
packets. This field will be dimmed (unavailable for entry)
unless you specify ICMP as the protocol.

Specifies whether the value in the code field in ICMP packet
headers will be used as criteria. The code value can be any
decimal value from 0-255. You can specify that the value
must equal (eq) or not equal (neq) the specified value, or you
can select any to enable the rule to be invoked on all ICMP
packets. This field will be dimmed (unavailable for entry)
unless you specify ICMP as the protocol.

Determines how the rule applies to IP packets that contain
fragments. You can choose from the following options:

Yes: The rule will be applied only to packets that contain
fragments.

No: The rule will be applied only to packets that do not
contain fragments.

Ignore: (Default) The rule will be applied to packets whether
or not they contain fragments, assuming that they match the
other criteria.

Determines whether the rule should apply to IP packets that
have options specified in their packet headers.

Yes: The rule will be applied only to packets that contain
header options.

No: The rule will be applied only to packets that do not
contain header options.

Ignore: (Default) The rule will be applied to packets whether
or not they contain header options, assuming that they
match the other criteria.

Specifies that the IP filter rule will take affect only on
packets whose size in bytes matches this criterion. (It = less
than, gt = greater than, lteq = less than or equal to, etc.)

The Time of Day Rule Status determines how the Start
Time/End Time settings are used.

Enable: (Default) The rule is in effect for the specified time
period.

www.netcomm.com.au
Page 140

Rev. 2 - YML680
NB3 My ADSL Modem User Guide



Nelbomm

S.
6.

Disable: The rule is not in effect for the specified time
period, but is effective at all other times.

When you are done selecting criteria, ensure that the Enable radio button is selected at the
top of the page, and then click Submit.

After a confirmation page displays, the IP Filter Configuration page will redisplay with the
new rule showing in the table.

If the security level of the rule matches the globally configured setting, a green ball in the
Status column for that rule, indicating that the rule is now in effect. A red ball will display
when the rule is disabled or if its security level is different from the globally configured level.

Ensure that the Security Level and Private Default Action / Public Default Action / DMZ
Default Action settings on the IP Filter Configuration page are configured as needed, then
click Submit

A page displays to confirm your changes.
Click the Admin tab, and then click Commit & Reboot in the task bar.

Click Commit to save your changes to permanent memory.

IP filter rule examples — Example 1

Blocking a specific computer on your LAN from using accessing web servers on the Internet:

1.

8.

Add a new rule for outgoing packets on the ppp-0 interface from any incoming interface
(this would include the eth-0 and usb-0 interfaces, for example).

Specify a source IP address of the computer you want to block.
Specify the Protocol = TCP and enable the Store State setting.

Select the TCP Protocol, and then specify a destination port = 80, which is the well-known
port number for web servers.

Enable the rule by clicking the radio button at the top of the page.
Click Submit to create the rule.

On the IP Filter Configuration page, set the Security Level to the same level you chose for
the rule, and set both the Private Default Action and the Public Default Action to Accept.

Click Submit, and commit your changes.

Figure 48 shows the configuration for this rule. The specified computer will not be able to access
the Web, but will be able to access FTP Internet sites (and any others that use destination port
numbers other than 80).
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IP filter rule examples — Example 2

Blocking Telnet accesses to the My ADSL Modem:
1. Add a new rule for packets incoming on the ppp-0 interface.

2. Specify that the packet must contain the TCP protocol, and must be destined for port 23,
the well-known port number used for the Telnet protocol.

3. Enable the rule by clicking the radio button at the top of the page.
4. Click Submit to create the rule, and commit your changes.

Figure 49 shows how this rule could be configured:

1P Filter Rule - Add

g £nable g Disable

— | £ Accept
* | & Deny

¢ Incaming = |

& Outgoing O

 Enable
(= Disable

In interface: AL = Log Option:

I High
Security Level: - medium Blacklist Status:
@ Low

Log Tag:
(HH mr]sr':}: foa o5~ foa | rﬁnﬁ?ndn%.: EREN

¢ Enable
(v Disable

semasess: =P P [0 [ F [ T [
fw Wb FF F F F F F_

. [[eq =1 [ver '3

r

[any =l [0
[ea ==

All

C Yes € Yes
£ No 1P Option Pkt: |  No
@ Ignore = Ignare

& Enable
~ Disable

Figure 49. IP Filter Rule —Add page.
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Viewing IP Filter Statistics

For each rule, you can view statistics on how many packets were accepted or denied. Display
the IP Filter Configuration page, and then click Stats in the row corresponding to the rule. The
IP Filter Rule — Statistics page displays, as shown in Figure 50.

IP Filter Rule - Statistics

1P Filter Rule Statistic
Rule ID: |10
Number of Packets Maching this Rule: |0 Packets

Figure 50. IP Filter Rule — Statistics Page

You can click Clear to reset the count to zero and Refresh to display newly accumulated data.

Managing Current IP Filter Sessions

When two computers communicate using the IP protocol, an IP session is created for the
duration of the communication. The My ADSL Modem allows a fixed number of concurrent IP
sessions. You can view information about each current IP session and delete sessions (for
security reasons, for example).

To view all current IP sessions, display the IP Filter Configuration page, and then click Session.
The IP Filter Session displays as shown in Figure 51.

IP Filter Session

Session | Time to 2 - In Rule in Out fule  Out Action
Index  ewpire |Protocol| L/ P Address Port oo action | Indew  Action  (s)
ath-
|1010:20.70 9830 |30 Accept |30 Accept
& 252 DR Seif |255:255,255.255 69 |0 Unknown [0 Unknown | B
2 - cn o ligpaeesiagn (177130 Accopt |30 Accost |
self (19216851239 B0 | Unknown |0 Unknown
eth- |
192:168,51:120 (138 |30 accept |30 accent
G s Llela O (19236851285 (138 |0 Unknown |0 unlnown | &
ath-
10216850062 (138 |0 Unknown |0 Unknewn
i = BT S |19236851285 (138 |0 Unknown |0 Unknown | &
oth- | |
192,168,51415 (138 |30 Accept |30 accent
A s B 0 . |19z36851.255 [138 |0 Unknown [0 uninown | B

Figure 51. IP Filter Session Page

The IP Filter Session table displays the following fields for each current IP session:
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Field

Session Index

Time to expire

Protocol

1/F
IP Address

Port

In Rule Index, Out Rule Index

In Action, Out Action

Action(s)

Description

The ID assigned by the system to the IP session (all
sessions, whether or not they are affected by an IP filter rule,
are assigned a session index).

/The number of seconds in which the connection will
automatically expire

The underlying IP protocol used on the connection, such as
TCP, UDP, IGMP, etc.

The interface on which the IP filter rule is effective

The IP addresses involved in the communication. The first
one shown is the initiator of the communication.

The hardware addresses of the ports involved in the
communication

The number of the IP filter rule that is applies to this session
(assigned when the rule was created)

The action (Accept, Deny, or Unknown), being taken on data
coming into or going out on the interface. This action is
specified in the rule definition.

Provides an icon you can click on [fif to delete the IP session.
When you delete a session, the communication between is
discontinued.

You can click Refresh to display newly accumulated data.
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Blocked Protocols

The Blocked Protocols feature enables you to prevent the My ADSL Modem from passing any
data that uses a particular protocol. Unlike the IP filter feature, you cannot specify additional
criteria for blocked protocols, such as particular users or destinations. However, when you are
certain that a particular protocol is not needed or wanted on your network, this feature provides
a convenient way to discard such data before it is passed.

To display the Blocked Protocols page, click the Services tab, and then click Blocked Protocols
in the task bar. The Blocked Protocols page displays, as shown in Figure 52.

Blocked Protocols

lock the pre

Figure 52. Blocked Protocols Page

Warning : Blocking certain protocols may disrupt or disable your network
communication or Internet access. If you are unfamiliar with how
your network or Internet connection uses these protocols, contact
your ISP before disabling.

The following list describes each of the available protocols.
Protocol Description

PPPoE Point-to-Point Protocol over Ethernet. Many DSL modems
use PPPoE to establish and maintain a connection with a
service provider. PPPoE provides a means of logging in to the
ISPs servers so that they can authenticate you as a customer
and provide you access to the Internet. Check with your ISP
before blocking this protocol.
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IP Multicast IP Multicast is an extension to the IP protocol. It enables
individual packets to be sent to multiple hosts on the
Internet, and is often used for handling e-mail mailing lists
and teleconferencing/videoconferencing.

RARP Reverse Address Resolution Protocol. This IP protocol
provides a way for computers to determine their own IP
addresses when they only know their hardware address (i.e.,
MAC addresses). Certain types of computers, such as
diskless workstations, must use RARP to determine their IP
address before communicating with other network devices.

AppleTalk A networking protocol used in for Apple Macintosh®
networks.
NetBEUI NetBIOS Enhanced User Interface. On many LAN operating

systems, the NetBEUI protocol provides the method by
which computers identify themselves to and communicate
with each other.

IPX Internet work Packet Exchange. A networking protocol used
on Novell Netware -based LANs.

BPDU Bridge Protocol Data Unit. BPDUs are data messages that
are exchanged across the switches between LANs that are
connected by a bridge. BPDU packets contain information
on ports, addresses, priorities, and costs, and are exchanged
across bridges to detect and eliminate loops in a network.

Protocol Description

ARP Address Resolution Protocol. Computers on a LAN use
ARP to learn the hardware addresses (i.e., MAC addresses)
of other computers when they know only their IP addresses.

IPV6 Multicast IP Multicasting under IP Protocol version 6. See IP
Multicast above.

802.1.Q This IEEE specification defines a protocol for virtual LANs
on Ethernet networks. A virtual LAN is a group of PCs that
function as a local area network, even though the PCs may
not be physically connected. They are commonly used to
facilitate administration of large networks.

To block a protocol, click the appropriate check box, and click Submit. After you have verified
that the device continues to function as expected, click the Admin tab, click Commit & Reboot in
the task bar, and then click Commit to save your changes to permanent memory.
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Viewing a DSL Line Information

To view configuration parameters and performance statistics for the My ADSL Modem’s DSL
line, log into Configuration Manager, and then click the WAN tab. The DSL Status page displays
by default, as shown in Figure 53.

DSL Status

his page displays & Irformation

Refresh Rate: [FUETTELBEE

Startup Handshake

Loop stup_

Last Failed Status: |0x0
Startup Progress: il]xA[l

| clear i 0stparam [ stats [l Refresh [ Help

Figure 53. DSL Status Page

The DSL Status page displays current information on the DSL line performance. The page
refreshes according to the setting in the Refresh Rate drop-down list, which you can configure.

In the DSL Status table, the Operational Status setting displays a red, orange, or green ball to
indicate that the DSL line is idle, starting up, or up-and-running, respectively. You can click
Loop Stop to end the DSL connection. To restart the connection, you can click Loop Start.

Although you generally will not need to view the remaining data, it may be helpful when
troubleshooting connection or performance problems with your ISP.

You can click Clear to reset all counters to zero, and Refresh to redisplay the page with newly
accumulated values.

You can click DSL Parameter to display data about the configuration of the DSL line, as shown
in Figure 54.
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DSL Parameter

DSL Parameters and Status
Vendor ID: |DDBSGSPN
Revision Number: T93.3.8
Serial Number: |12345678%9sbcdx | Config Data
Local Tx Power: 0.0 dB
Remote Tx Power: 0.0 dB
tocal Line Atten.: 0.5 dB
Remote Line Atten.: 0.5 dB
Local SNR Margin: 0.0 dB
Remote SNR Margin: 0.0 dB
Self Test: |Passed
DSL Standard: T1.413
Trellis Coding: |Disable
Framing Structure: |Framing-0

up
Intrlvd Fast
Aso(kbps): - |
ASI(kbps):
LSO(kbps):
iLS1(kbps):
Rialue:
SWalue:
DValue:

Figure 54. DSL Parameter Page

The DSL Parameters and Status table displays settings preconfigured by the product
manufacturer or your ISP.

The Config Data table lists various types of error and defects measurements found on the DSL

line.
DSL Statistics
You cannot modify this data.
No. of 15 Min. Valid Data Intervals: o
From the DSL Status page, you can click No. of 15 Min. Invalid Data Intervals: 0
Stats to display DSL line performance
statistics, as shown in Figure 55. Current 15-Min Interval Statistics
Elapsed Time(MM:55):
Figure 55. DSL Statistics Page £rrored Seconds:
Severely Errored Seconds:
Unavailable Seconds:
Current Day Statistics
Flapsed Time(HH:MM:55):
Errored Seconds:

Severely Errored Seconds:
Unavailable Seconds:
Previous Day Statistics

Monitored Time(HH:MM:55):

Errored Seconds:

Severely Errored Seconds:
Unavailable Seconds:
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The DSL Statistics page reports error data relating to the last 15-minute interval, the current day,
and the previous day.

At the bottom of the page, the Detailed Interval Statistic (Past 24 hrs) table displays links you
can click on to display detailed data for each 15-minute interval in the past 24 hours. For
example, when you click on 1-4, data displays for the 16 intervals (15-minutes each) that make
up the previous 4 hours. Figure 56 shows an example.

DSL Interval Statistics

15-Min Interval Errored severely Errored Unavailable valid

Mo, Seconds Seconds Seconds Data
1 0 10 0 No
2 0 0 ] No
5 0 o [ No
4 0 lo 0 tio
5 0 o ] No
B o o 0 o
7 0 o (] No
g 0 0 ] No
9 0 lo o No
10 0 0 [ No
11 0 a o Na
12 0 0 ] No
13 0 lo 0 to
14 0 o ] o
18 o 0 o No
16 0 io i No

Detailed Interval Statistic {Past 24 hrs)

1-4 (5-8 9-12 .13—15|17—2I] |21-24

Figure 56. DSL Interval Statistics Page
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Administrative Tasks

This chapter describes the following administrative tasks that you can perform using
Configuration Manager:

B Configuring User Names and Passwords
Viewing System Alarms
Upgrading the Software

Using Diagnostics

Modifying Port Settings

You can access these tasks from the Admin tab task bar. The other Admin tasks listed in the
Admin tab—Configuring User Logon and Committing and Rebooting—are described in Getting
Started with the Configuration Manager

Configuring User Names and Passwords

The My ADSL Modem is configured with a default user name and password combination, or
login, for accessing Configuration Manager.

If you want to allow other users to access the program, you can create additional user logins and
specify their privilege levels. You can also change the password for the default login or for any
logins you create.

Creating and Deleting Logins

The default login allows the user full access to all Configuration Manager features, including
creating up to four additional user logins. You can assign either of two privilege levels to each
additional login:

B Root-level privileges enable the user to modify all the features available in Configuration
Manager. The default login has root-level privileges.

B User-level privileges enable the user to login and view — but not create or modify — system
information. These users can change their own password, however.

To create additional logins or modify them, follow these instructions:

1. Loginto Configuration Manager using the default user name and password, and then click
the Admin tab.

The User Configuration page displays by default, as shown in Figure 57.
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User Configuration

Figure 57. User Configuration Page

2. Click Add to display the User Config-Add page, as shown in Figure 57.1

uUser Config - Add

New User Information
user 1o: ||

| © Root
Privilege:  Intermediate
| & User

Password:

Confirm Password:

Figure 57.1 User Config-Add page

3. Type the User ID and Password in the text boxes provided, and then select  the privilege
level for this user.

The user name can be up to 128 characters, but cannot contain spaces or special characters.

The password can be up to eight characters. Be sure to retype the password in the
Confirm Password text box, exactly as before, including lower and upper case characters.

4. Click Submit.
5. Click the Admin tab, and then click Commit & Reboot in the task bar.
6. Click Commit to save your changes to permanent memory.

You cannot change or delete the default login. To delete a subsequently created login, click in
the corresponding Action(s) column in the table on the User Configuration page.
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Changing Login Passwords

You can change your own log in password and, if you have root privileges, other user’s
passwords. Follow these instructions to change a login password.

Note : This user ID and password is used only for logging into the Configuration

3.
4.
5.

Manager; it is not the same as the login you may use to connect to your ISP,

From the User Configuration page, click next to the login whose password you want to
modify.

The User Config-Modify page displays, as shown in Figure 57.2.

User Config - Modify

User Password Modification
fiser ID: root

0Oid Password:

New Password:

Confirm New:

Figure 57.2 User Config-Modify page
Type the new password in exactly the same way in both text boxes.

The password can be up to eight ASCII characters long. When loggin in, you must type the
New password in the same upper and lower case characters that you use here.

Click Submit.
Click the Admin tab, and then click Commit & Reboot in the task bar.

Click Commit to save your changes to permanent memory.

Viewing System Alarms

You can use the Configuration Manager to view information about alarms that occur in the
system. Alarms, also called traps, are caused by a variety of system events, including connection
attempts, resets, and configuration changes.

Although you will not typically need to view this information, it may be helpful in working
with your ISP to troubleshoot problems you encounter with the device. (Despite their name, not
all alarms indicate problems in the functioning of the system.)
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Viewing the Alarm Table

To display the Alarm page, log into the Configuration Manager, click the Admin tab, and then
click Alarm in the task bar. The Alarm page is shown in Figure 58.

n the table have been recorded in resp

Refresh Rate: LT EHgE]

Alarms/Traps Information
Thu Jan 01 00:00:07 1970 : STATUS ALARM @ System Up

[ cioar [l verrech [l et |

Figure 58. Alarm Page

Each row in the table displays the time and date that an alarm occurred, the type of alarm, and a
brief statement indicating its cause.

You can click on the Refresh Rate drop-down list to select a recurring time interval after which
the page will redisplay with new data.

To remove all entries from the list, click Clear. New entries will begin accumulating and will
display when you click Refresh.

Upgrading the Software

Your ISP may from time to time provide you with an upgrade to the software running on the
My ADSL Modem. All system software is contained in a single file, called an image. The image
is composed of several distinct parts, each of which implements a different set of functions.

Configuration Manager provides an easy way to upload a new software image, or a specific part
of the image, to the memory on the My ADSL Modem. To upgrade the image, follow this
procedure:

Local Image Upgrade

1. Log into Configuration Manager, click the Admin tab, and then click Local Image Upgrade in
the task bar.

The Local Image Upgrade page is shown in Figure 59.
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4.

Local Image Upgrade

Upgrade File: ||

Figure 59. Local Image Upgrade Page

In the Source Filename text box, type the path and file name of the file as provided by your
ISP. You can click Browse... to search for it on your hard drive.

The name of the upgrade file must be one of the following:

- TEImage.bin
- TEDsl.gsz
- TEAppl.gsz
- Filesys.bin
- TEPatch.bin
Click Upload.

The following message box displays at the bottom of the page:
Loading New Software:

Please do not interrupt the upgrade process. A status page will appear automatically when
loading is completed (about 1 minute)

When loading is complete, the following message displays (the file name may differ):
File: TEDsl.gsz successfully saved to flash. Please reboot for the new image to take effect.

Turn power to the unit off, wait a few seconds, and turn it on again.

The new software will now be in effect. If the system fails to boot or is not working properly,
contact your ISP for troubleshooting assistance.
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Remote Image Upgrade

1. Loginto Configuration Manager, click Admin tab, and then click Remote Image Upgrade in
the task bar.

The Remote Image Upgrade page is shown in Figure 59.1.

Remaote Image Upgrade

Figure 59.1. Remote Image Upgrade page

2. In the IP Address text boxes, type the IP address of the server from which the file is to be
downloaded. Contact your ISP if you do not have this information.

3. Inthe Upgrade File text box, type the complete name of the file to be downloaded.
Note : The name of the upgrade file must be one of the following:
-TEImage.bin
-TEPatch.bin

4. In the Username and Password fields, type the information required to log on the ISP’s
server (if needed).

5. Click Upload.
An alert window pops up displaying the following message:
Image upgrade may take a few minutes after which the system will reboot.
Click OK to start the image upgrade.
When image upgrade is complete, the following message displays:
Remote Image Upgrade Successful...

6. The system will proceed to reboot itself automatically. Wait 1 minute to allow the reboot to
complete, then refresh your browser and log in again to the device.
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Using Diagnostics

The diagnostics feature executes a series of test of your system software and hardware
connections. Use this feature when working with your ISP to troubleshoot problems.

Follow these instructions to begin the diagnostics program:

1. Loginto Configuration Manager, click the Admin tab, and then click Diagnostics in the task
bar. Figure 60 shows the Diagnostics page.

Diagnostics

This page is used for p

arvve: [REEE|

Testing Connectivity te madem

Testing Ethernel connection

UNKNOWH | Help

Testing ADSL line for sync.

UNKNOYWHN | Help

Tasting Fthermet connection to ATH

UNKNOYWH | Help

‘Testing Telco Connectivity

Testing ATH OAM segment ping

UNKNOYWH |Hnlp

Testing ATH 0AM end to end ping

UNKHOWH [Help

Testing ISP Conneclivity

Testing PPPAE server connectivity

UNKNOWH | Help

Testing PPPoE server session

UNKNOWN | Help

Testing suthentication with gerver

UNKNOWH [Help

validating assigned [P address 0.0,0.0

UNKNOWH | Help

Testing Internet

Ping default gateway 0.0.0.0

®ing Primary Domain Name Server

UNKNOWH |Help
UNKNOWN | Help

Query DNS for wew.globespanvirata.com

Ping www.globespantirata.com

UNKNOWH | Help
UNKNOWH | Help

Figure 60. Diagnostics Page

2. From the WAN Interface drop-down list, select the name of the WAN interface currently

defined on your system.

3. Click Submit.

The diagnostics utility will run a series of test to check whether the device's connections are up
and working. This takes only a few seconds and the results for each test are displayed on screen.
A test may be skipped if the program determines that no suitable interface is configured on

which to run the test.

You can click Help to display an explanation of each test. Work with your ISP to interpret the
results of the diagnostic tests.
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Modifying Port Settings

Overview of IP port numbers

The header information in an IP data packet specifies a destination port number. Routers use the
port number along with the specified IP addresses to forward the packet to its intended
recipient.

For example, all IP data packets that the My ADSL Modem receives from the Internet specify
the same IP address (your public IP address) as the destination. However, depending on the port
number contained in data packets, the My ADSL Modem may pass the packet on to its
embedded Web or Telnet servers, or to another computer on the network.

The Internet community has developed a list of common server types such as HTTP, Telnet, e-
mail, and many others, and assigned a unique port number to each. These are not mandatory, but
are useful in promoting communication between separately administered LANs.

Modifying the My ADSL Modem’s port numbers

In some cases, you may want to assign non-standard port numbers to the HTTP and Telnet
servers that are embedded on the My ADSL Modem. The following scenario is one example
where changing the HTTP port number may be necessary:

You have an externally visible Web server on your LAN, with a NAT rule (RDR flavor) that
redirects incoming HTTP packets to that Web server. When incoming packets contain a
destination IP address of your public IP address (which is assigned to the My ADSL Modem’s
WAN port) and the standard Web server port number of 80, the NAT rule recognizes the port
number and redirects the packets to your Web server’s local IP address.

Assume in this scenario that you also want to enable external access to the My ADSL Modem’s
Configuration Manager, so that your ISP can log in and manager your system, for example.
Accessing Configuration Manager requires accessing the My ADSL Modem’s own Web server
(also called its HTTP server). In this case, you would want to use the Port Settings feature to
assign a non-standard port number to the My ADSL Modem’s HTTP server. Without a non-
standard port number, the NAT rule would redirect your ISP’s log in attempt to your LAN
HTTP server rather than to the HTTP server on the My ADSL Modem.

Thereafter, when your ISP wants to log on to your Configuration Manager, they would type
your IP address in their browser, followed by a colon and the non-standard port number, as
shown in this example: http://10.0.1.16:61000

Your ISP may also have special circumstances that require changing the port numbers; contact
them before making any changes here.

Follow these steps to modify port settings:

1. Log into Configuration Manager, click the Admin tab, and then click Port Settings in the task
bar. The Port Settings page is shown in Figure 61.
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Port Settings

This page is used to modify various port settings acros

HTTEP Port:
(80, 61000-62000)

Telnet Port:
(23, 61000-62000)

FTP Port:
(21, 61000-62000)

Figure 61. Port Settings Page
2. Type the new port number(s) in the appropriate text box(es) and click Submit.

The default port numbers are shown in Figure 61. You can enter non-standard port numbers
in the range 61000-62000.

3. Click Commit & Reboot in the task bar, and click Commit to save your changes to
permanent memory.

4. On the Commit & Reboot page, click Reboot.

Note that the new settings will not be effective until you reboot the system.

www.netcomm.com.au Rev. 2 - YML680
Page 158 NB3 My ADSL Modem User Guide



Nelbomm

Appendix A: IP Addresses, Network Maskes, and
Subnets

IP Addresses

Note : This section pertains only to IP addresses for IPv4 (version 4 of the Internet
Protocol). IPv6 addresses are not covered.

This section assumes basic knowledge of binary numbers, bits, and bytes. For details on this
subject, see Appendix B.

IP addresses, the Internet's version of telephone numbers, are used to identify individual nodes
(computers or devices) on the Internet. Every IP address contains four numbers, each from 0 to
255 and separated by dots (periods), e.g. 20.56.0.211. These numbers are called, from left to
right, fieldl, field2, field3, and field4.

This style of writing IP addresses as decimal numbers separated by dots is called dotted decimal
notation. The IP address 20.56.0.211 is read "twenty dot fifty-six dot zero dot two-eleven."

Structure of an IP address

IP addresses have a hierarchical design similar to that of telephone numbers. For example, a 7-
digit telephone number starts with a 3-digit prefix that identifies a group of thousands of
telephone lines, and ends with four digits that identify one specific line in that group.

Similarly, IP addresses contain two kinds of information.
B Network ID  Identifies a particular network within the Internet or intranet
B Host ID Identifies a particular computer or device on the network

The first part of every IP address contains the network ID, and the rest of the address contains
the host ID. The length of the network ID depends on the network's class (see following
section). Table 4 shows the structure of an IP address.

Field 1 Field 2 Field 3 Field4
Class A Metwork 1D Haost ID
Class B Metwork 1D Host ID
Class C Metwork 1D Host 1D

IP Address structure
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Here are some examples of valid IP addresses:

Class A: 10.30.6.125 (network = 10, host = 30.6.125)
Class B: 129.88.16.49 (network = 129.88, host = 16.49)
Class C: 192.60.201.11 (network = 192.60.201, host = 11)

Network classes

The three commonly used network classes are A, B, and C. (There is also a class D but it has a
special use beyond the scope of this discussion.) These classes have different uses and
characteristics.

Class A networks are the Internet's largest networks, each with room for over 16 million hosts.
Up to 126 of these huge networks can exist, for a total of over 2 billion hosts. Because of their
huge size, these networks are used for WANs and by organizations at the infrastructure level of
the Internet, such as your ISP.

Class B networks are smaller but still quite large, each able to hold over 65,000 hosts. There can
be up to 16,384 class B networks in existence. A class B network might be appropriate for a
large organization such as a business or government agency.

Class C networks are the smallest, only able to hold 254 hosts at most, but the total possible
number of class C networks exceeds 2 million (2,097,152 to be exact). LANs connected to the
Internet are usually class C networks.

Some important notes regarding IP addresses:

The class can be determined easily from field1:

fieldl =1-126: Class A

fieldl = 128-191: Class B

fieldl = 192-223: Class C

(field1 values not shown are reserved for special uses)

A host ID can have any value except all fields set to 0 or all fields set to 255, as those values are
reserved for special uses.

Subnet masks

Definition : A mask looks like a regular IP address, but contains a pattern of bits that tells what
parts of an IP address are the network ID and what parts are the host ID: bits set to 1 mean
"this bit is part of the network ID" and bits set to 0 mean "this bit is part of the host ID."

Subnet masks are used to define subnets (what you get after dividing a network into smaller
pieces). A subnet's network ID is created by "borrowing" one or more bits from the host ID
portion of the address. The subnet mask identifies these host ID bits.

For example, consider a class C network 192.168.1. To split this into two subnets, you would
use the subnet mask: 255.255.255.128
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It's easier to see what's happening if we write this in binary:
1111111, 11111111, 11111111.10000000

As with any class C address, all of the bits in field1 through field 3 are part of the network ID,
but note how the mask specifies that the first bit in field 4 is also included. Since this extra bit
has only two values (0 and 1), this means there are two subnets. Each subnet uses the remaining
7 bits in field4 for its host IDs, which range from 0 to 127 (instead of the usual 0 to 255 for a
class C address).

Similarly, to split a class C network into four subnets, the mask is:
255.255.255.192 or 11111111.11111111.11111111.11000000

The two extra bits in field4 can have four values (00, 01, 10, 11), so there are four subnets. Each
subnet uses the remaining six bits in field4 for its host IDs, ranging from 0 to 63.

Note : Sometimes a subnet mask does not specify any additional network ID bits, and thus
no subnets. Such a mask is called a default subnet mask. These masks
are:

Class A: 255.0.0.0
Class B: 255.255.0.0
Class C: 255.255.255.0

These are called default because they are used when a network is initially configured, at which
time it has no subnets.

Binary Numbers

In everyday life, we use the decimal system of numbers. In decimal, numbers are written using
the ten digits 0, 1, 2, 3,4, 5, 6, 7, 8, and 9. Computers, however, do not use decimal. Instead,
they use binary.

Definition (binary numbers) : Binary numbers are numbers written using only the two digits 0
and 1,e.g., 110100.

Hint : Does "base ten" sound familiar? (Think grade school.) Base ten is just another name for
decimal. Similarly, base two is binary.

Just as each digit in a decimal number represents a multiple of 10 (1, 10, 100, 1000, 10,000,
etc.), each digit in a binary number represents a multiple of 2 (1, 2, 4, 8, 16, etc.). For example:

Decimal Binary
1,000's  100's 10's I's 8's 4's 2's I's
- - 1 3 = 1 1 0 1

Also, since binary uses only two digits to represent all numbers, a binary number has more
digits than the same number in decimal. In the example above, you can see that the decimal
number 13 is the same as the binary number 1101 (8 +4 + 1 =13).

Rev. 2 - YML680 www.netcomm.com.au
NB3 My ADSL Modem User Guide Page 161



Nelbomm

Bits and bytes

Computers handle binary numbers by grouping them into units of distinct sizes. The smallest
unit is called a bit, and the most commonly used unit is called a byte.

Definition (bit and byte) : A bit is a single binary digit, i.e., 0 or 1.

A byte is a group of eight consecutive bits (the ) number of bits can vary with computers, but is
almost always eight), e.g., 11011001. The value of a byte ranges from 0 (00000000) to 255
(11111111). The following shows the values of the eight digits in a byte along with a sample
value:

128's 64's 32's 16's 8's 4's 2's 1's

1 0 1 0 1 1 0 1

The decimal value of this byte is 173 (128 + 32 + 8 +4 + 1 =173).
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Appendix B: Troubleshooting

This troubleshooting suggests solutions for problems you may encounter in installing or using
the My ADSL Modem, and provides instructions for using several IP utilities to diagnose
problems.

Contact Customer Support if these suggestions do not resolve the problem.

LEDs

Power LED does not illuminate after product is turned on.

Verify that you are using the power cable provided with the device and that it is securely
connected to the My ADSL Modem and a wall socket/power strip.

ACT WAN LED does not illuminate after phone cable is attached.

Verify that a standard telephone cable (called an RJ-11 cable) like the one provided is securely
connected to the ADSL port and your wall phone jack. Allow about 30 seconds for the device to
negotiate a connection with your ISP.

LINK LAN LED does not illuminate after Ethernet cable is attached.

Verify that the Ethernet cable is securely connected to your LAN hub or PC and to the My
ADSL Modem. Make sure the PC and/or hub is turned on.

Verify that you are using a straight-through type Ethernet cable to the uplink port on a hub. If
you connected the device to an ordinary hub port (not Uplink), you must use a straight-through
cable. (To check: hold the connectors at each end of the cable side-by-side with the plastic spring
facing down. Looking at the wires from left to right, if the first, second, third, and sixth wires are
the same color on the two connectors, then it is a straight-through type.)

Verify that your cable is sufficient for your network requirements. A 100 Mbit/sec network
(10BaseTx) should use cables labeled CAT 5. A 10Mbit/sec network may tolerate lower quality
cables.

Internet Access
My PC cannot access Internet

Use the ping utility, discussed in the following section, to check whether your PC can
communicate with the My ADSL Modem ’s LAN IP address (by default 192.168.1.1). If it
cannot, check the Ethernet cabling.

If you statically assigned a private IP address to the computer, (not a registered public address),
verify the following:

B Check that the gateway IP address on the computer is your public IP address (see the Quick
Start chapter, Part 2 for instructions on viewing the IP information.) If it is not, correct the
address or configure the PC to receive IP information automatically.
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B Verify with your ISP that the DNS server specified for the PC is valid. Correct the address
or configure the PC to receive this information automatically.

B Verify that a Network Address Translation rule has been defined on the My ADSL Modem
to translate the private address to your public IP address. The assigned IP address must be
within the range specified in the NAT rules. Or, configure the PC to accept an address
assigned by another device (see the Quick Start, Part 2). The default configuration includes a
NAT rule for all dynamically assigned addresses within a predefined pool (see the
instructions in Chapter to view the address pool)

My LAN PCs cannot display web pages on the Internet.

Verify that the DNS server IP address specified on the PCs is correct for your ISP, as discussed
in the item above. If you specified that the DNS server be assigned dynamically from a server,
then verify with your ISP that the address configured on the My ADSL Modem is correct, then
You can use the ping utility to test connectivity with your ISP’s DNS server.

Configuration Manager Program
1 forgot/lost my Configuration Manager user ID or password.

If you have not changed the password from the default, try using root as both the user ID and
password. Otherwise, you can reset the device to the default configuration by pressing the Reset
button on the back panel of the device three times (using a pointed object such as a pen tip).
Then, type the default User ID and password shown above.

WARNING: Resetting the device removes any custom settings and returns all settings to their
default values.

1 cannot access the configuration Manager program from your browser.

Use the ping utility, discussed in the following section, to check whether your PC can
communicate with the My ADSL Modem’s LAN IP address (by default 192.168.1.1). If it
cannot, check the Ethernet cabling.

Verify that you are using Internet Explorer V5.0 or later, or Netscape Navigator v6.1 or later.
Support for Javascript® must be enabled in your browser. Support for Java® may also be
required.

Verify that the PC’s IP address is defined as being on the same subnet as the IP Address assigned
to the LAN port on the My ADSL Modem

My changes to Configuration Manager are not being retained.

Be sure to use the Commit function after any changes.
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Diagnosing Problem using IP Utilities

ping
Ping is a command you can use to check whether your PC can recognize other computers on
your network and the Internet. A ping command sends a message to the computer you specify.

If the computer receives the message, it sends messages in reply. To use it, you must know the
IP address of the computer with which you are trying to communicate.

On Windows-based computers, you can execute a ping command from the Start menu. Click the
Start button, and then click Run. In the Open text box, type a statement such as the following:

ping 192.168.1.1

Click OK. You can substitute any private IP address on your LAN or a public IP address for an
Internet site, if known.

If the target computer receives the message, a Command Prompt window displays like that
shown in Figure 62

ommand Prompt

ing 192.168.0.1

192.168.8.1 with 32 bytes of data:

: TTL expired in transit.

: ITL expired in t.

= TTL red in

ent
round t
Minimum = Bms, Maximum =

Figure 62. Using the ping Utility
If the target computer cannot be located, you will receive the message Request timed out.

Using the ping command, you can test whether the path to the My ADSL Modem is working
(using the preconfigured default LAN IP address 192.168.1.1) or another address you assigned.

You can also test whether access to the Internet is working by typing an external address, such
as that for www.yahoo.com (216.115.108.243). If you do not know the IP address of a
particular Internet location, you can use the nslookup command, as explained in the following
section.

From most other IP-enabled operating systems, you can execute the same command at a
command prompt or through a system administration utility.
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Nslookup

You can use the nslookup command to determine the IP address associated with an internet site
name. You specify the common name, and the nslookup command looks up the name in on your
DNS server (usually located with your ISP). If that name is not an entry in your ISP’s DNS
table, the request is then referred to another higher-level server, and so on, until the entry is
found. The server then returns the associated IP address.

On Windows-based computers, you can execute the nslookup command from the Start menu.
Click the Start button, and then click Run. In the Open text box, type the following:

nslookup

Click OK. A Command Prompt-nslookup window displays with a bracket prompt (>). At the
prompt, type the name of the internet address your are interested in, such as
www.microsoft.com.

The window will display the associate IP address, if known, as shown in Figure 63

[ |command Prompt - nslookup =

- 287.46.131.91, 2087.46.197.182

Figure 63. Using the nslookup Utility

There may be several addresses associated with an Internet name. This is common for web sites
that receive heavy traffic; they use multiple, redundant servers to carry the same information. To
exit from the nslookup utility, type exit and press Enter at the command prompt.
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Glossary

10BASE-T

100BASE-T

ADSL

analog

ATM

authenticate

binary

bit

bps

A designation for the type of wiring used by Ethernet
networks with a data rate of 10 Mbps. Also known as
Category 3 (CAT 3) wiring. See also data rate, Ethernet.

A designation for the type of wiring used by Ethernet
networks with a data rate of 100 Mbps. Also known as
Category 5 (CAT 5) wiring. See also data rate, Ethernet.

Asymmetric Digital Subscriber Line. The most commonly
deployed flavor of DSL for home users. The term
asymmetrical refers to its unequal data rates for downloading
and uploading (the download rate is higher than the upload
rate). The asymmetrical rates benefit home users because
they typically download much more data from the Internet
than they upload.

Of data, having a form is analogous to the data's original
waveform. The voice component in DSL is an analog signal.
See also digital.

Asynchronous Transfer Mode A standard for high-speed
transmission of data, text, voice, and video, widely used
within the Internet. ATM data rates range from 45 Mbps to
2.5 Gbps. See also data rate.

To verify a user’s identity, such as by prompting for a
password.

The "base two" system of numbers, that uses only two
digits, 0 and 1, to represent all numbers. In binary, the
number 1 is written as 1, 2 as 10, 3 as 11, 4 as 100, etc.
Although expressed as decimal numbers for convenience, [P
addresses in actual use are binary numbers; e.g., the IP
address 209.191.4.240 is
11010001.10111111.00000100.11110000 in binary. See also
bit, IP address, network mask.

Short for "binary digit," a bit is a number that can have two
values, 0 or 1. See also binary.

bits per second
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bridging

broadband

Broadcast

CcO

DHCP

DHCP relay

DHCP server

digital

DNS

Passing data from your network to your ISP and vice versa
using the hardware addresses of the devices at each location.
Bridging contrasts with routing, which can add more
intelligence to data transfers by using network addresses
instead. The My ADSL Modem can perform both routing
and bridging. Typically, when both functions are enabled, the
device routes IP data and bridges all other types of data. See
also routing.

A telecommunications technology that can send different
types of data over the same medium. DSL is a broadband
technology.

To send data to all computers on a network.

Central Office A circuit switch that terminates all the local
access lines in a particular geographic serving area; a physical
building where the local switching equipment is found. xDSL
lines running from a subscriber’s home connect at their
serving central office.

Dynamic Host Configuration Protocol DHCP
automates address assignment and management. When a
computer connects to the LAN, DHCP assigns it an IP
address from a shared pool of IP addresses; after a specified
time limit, DHCP returns the address to the pool.

Dynamic Host Configuration Protocol relay. A DHCP relay
is a computer that forwards DHCP data between computers
that request IP addresses and the DHCP server that assigns
the addresses. Each of the My ADSL Modem's interfaces
can be configured as a DHCP relay. See DHCP.

Dynamic Host Configuration Protocol server. A DHCP
server is a computer that is responsible for assigning IP
addresses to the computers on a LAN. See DHCP.

Of data, having a form based on discrete values expressed as
binary numbers (0's and 1's). The data component in DSL is
adigital signal. See also analog.

Domain Name System. The DNS maps domain names into
IP addresses. DNS information is distributed hierarchically
throughout the Internet among computers called DNS
servers. When you start to access a web site, a DNS server
looks up the requested domain name to find its
corresponding IP address. If the DNS server cannot find the
IP address, it communicates with higher-level DNS servers to
determine the IP address. See also domain name.

www.netcomm.com.au
Page 168

Rev. 2 - YML680
NB3 My ADSL Modem User Guide



Nelbomm

domain name

download

DSL

Ethernet

Filtering

filtering rule

Firewall

FTP

GGP

Gbps

GRE

A domain name is a user-friendly name used in place of its
associated IP address. For example, www.globespan.net is
the domain name associated with IP address 209.191.4.240.
Domain names must be unique; their assignment is controlled
by the Internet Corporation for Assigned Names and
Numbers (ICANN). Domain names are a key element of
URLSs, which identify a specific file at a web site, e.g., http://
www.globespan.net/index.html. See also DNS.

To transfer data in the downstream direction, i.e., from the
Internet to the user.

Digital Subscriber Line A technology that allows both digital
data and analog voice signals to travel over existing copper
telephone lines.

The most commonly installed computer network technology,
usually using twisted pair wiring. Ethernet data rates are 10
Mbps and 100 Mbps. See also BASE-T,100BASE-T,
twisted pair.

To screen out selected types of data, based on filtering rules.
Filtering can be applied in one direction (upstream or
downstream), or in both directions.

A rule that specifies what kinds of data a routing device will
accept and/or reject. Filtering rules are defined to operate on
an interface (or multiple interfaces) and in a particular
direction (upstream, downstream, or both).

Any method of protecting a computer or LAN connected to
the Internet from intrusion or attack from the outside. Some
firewall protection can be provided by packet filtering and
Network Address Translation services.

File Transfer Protocol - A program used to transfer files
between computers connected to the Internet. Common uses
include uploading new or updated files to a web server, and
downloading files from a web server.

Gateway to Gateway Protocol. An Internet protocol that
specifies how gateway routers communicate with each other.

Abbreviation for Gigabits (GIG-uh-bits) per second, or one
billion bits per second. Internet data rates are often expressed
in Gbps.

Generic Routing Encapsulation. TCP/IP protocol suite,
transport layer encapsulation protocol.
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hop count

host
HTTP

ICMP

IGMP

in-line filter

Internet

intranet

1P
IP address

When you send data through the Internet, it is sent first from
your computer to a router, and then from one router to
another until it finally reaches a router that is directly
connected to the recipient. Each individual “leg” of the data’s
journey is called a hop.

The number of hops that data has taken on its route to its
destination. Alternatively, the maximum number of hops that
a packet is allowed to take before being discarded , See also
TTL.

A device (usually a computer) connected to a network.

Hyper-Text Transfer Protocol HTTP is the main protocol
used to transfer data from web sites so that it can be
displayed by web browsers. See also web browser

Internet Control Message Protocol An Internet protocol used
to report errors and other network-related information. The
ping command makes use of ICMP.

Internet Group Management Protocol An Internet protocol
that enables a computer to share information about its
membership in multicast groups with adjacent routers. A
multicast group of computers is one whose members have
designated as interested in receiving specific content from the
others. Multicasting to an IGMP group can be used to
simultaneously update the address books of a group of
mobile computer users or to send company newsletters to a
distribution list.

See Microfilter

The global collection of interconnected networks used for
both private and business communications.

A private, company-internal network that looks like part of
the Internet (users access information using web browsers),
but is accessible only by employees.

See TCP/IP.

Internet Protocol address The address of a host (computer)
on the Internet, consisting of four numbers, each from 0 to
255, separated by periods, e.g., 209.191.4.240. An IP
address consists of a network ID that identifies the particular
network the host belongs to, and a host ID uniquely
identifying the host itself on that network. A network mask
is used to define the network ID and the host ID. Because IP
addresses are difficult to remember, they usually have an
associated domain name that can be specified instead. See
also domain name, network mask.
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ISP

LAN

LED

MAC address

mask

Mbps

Microfilter

NAT

NAT rule

network

network mask

Internet Service Provider A company that provides Internet
access to its customers, usually for a fee.

Local Area Network A network limited to a small geographic
area, such as a home, office, or small building.

Light Emitting Diode An electronic light-emitting device. The
indicator lights on the front of the My ADSL Modem are
LEDs.

Media Access Control address The permanent hardware
address of a device, assigned by its manufacturer. MAC
addresses are expressed as six pairs of characters.

See network mask.

Abbreviation for Megabits per second, or one million bits
per second. Network data rates are often expressed in Mbps.

In splitterless deployments, a microfilter is a device that
removes the data frequencies in the DSL signal, so that
telephone users do not experience interference (noise) from
the data signals. Microfilter types include in-line (installs
between phone and jack) and wall-mount (telephone jack
with built-in microfilter). See also splitterless.

Network Address Translation A service performed by many
routers that translates your network’s publicly known IP
address into a Private IP address for each computer on your
LAN. Only your router and your LAN know these
addresses; the outside world sees only the public IP address
when talking to a computer on your LAN.

A defined method for translating between public and private
IP addresses on your LAN.

A group of computers that are connected together, allowing
them to communicate with each other and share resources,
such as software, files, etc.A network can be small, such as a
LAN, or very large, such as the Internet.

A network mask is a sequence of bits applied to an IP
address to select the network ID while ignoring the host ID.
Bits set to 1 mean "select this bit" while bits set to 0 mean
"ignore this bit." For example, if the network mask
255.255.255.0 is applied to the IP address 100.10.50.1, the
network ID is 100.10.50, and the host ID is 1. See also
binary, IP address, subnet
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packet

ping

port

POTS

POTS splitter :
PPP

PPPoA

PPPoE

protocol

remote

Network Interface Card An adapter card that plugs into your
computer and provides the physical interface to your
network cabling, which for Ethernet NICs is typically an RJ-
45 connector. See Ethernet, RJ-45.

Data transmitted on a network consists of units called
packets. Each packet contains a payload (the data), plus
overhead information such as where it came from (source
address) and where it should go (destination address).

Packet Internet (or Inter-Network) Groper A program used
to verify whether the host associated with an IP address is
online. It can also be used to reveal the IP address for a given
domain name.

A physical access point to a device such as a computer or
router, through which data flows into and out of the device.

Plain Old Telephone Service Traditional analog telephone
service using copper telephone lines. Pronounced pots. See
also PSTN.

See splitter.

Point-to-Point Protocol A protocol for serial data
transmission that is used to carry IP (and other protocol)
data between your ISP and your computer. The WAN
interface on the My ADSL Modem uses two forms of PPP
called PPPoA and PPPoE. See also PPPoA, PPPoE.

Point-to-Point Protocol over ATM One of the two types of
PPP interfaces you can define for a Virtual Circuit (VC), the
other type being PPPoE. You can define only one PPPoA
interface per VC.

Point-to-Point Protocol over Ethernet One of the two types
of PPP interfaces you can define for a Virtual Circuit
(VC),the other type being PPPoA. You can define one or
more PPPoE interfaces per VC.

A set of rules governing the transmission of data. In order for
a data transmission to work, both ends of the connection
have to follow the rules of the protocol.

In a physically separate location. For example, an employee
away on travel who logs in to the company’s intranet is a
remote user.
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RIP

RJ-11

RJ-45

routing

rule

SDNS

SNMP

splitter

splitterless

subnet

Routing Information Protocol The original TCP/IP routing
protocol. There are two versions of RIP: version and version
1L

Registered Jack Standard-11 The standard plug used to
connect telephones, fax machines, modems, etc. to a
telephone jack. It is a 6-pin connector usually containing four
wires.

Registered Jack Standard-45 The 8-pin plug used in
transmitting data over phone lines. Ethernet cabling usually
uses this type of connector.

Forwarding data between your network and the Internet on
the most efficient route, based on the data’s destination IP
address and current network conditions. A device that
performs routing is called a router.

See filtering rule, NAT rule.

Secondary Domain Name System (server) A DNS server that
can be used if the primary DSN server is not available. See
DNS.

Simple Network Management Protocol The TCP/IP protocol
used for network management.

A device that splits off the voice component of the DSL
signal to a separate line, so that data and telephone service
each have their own wiring and jacks. The splitter is installed
by your telephone company where the DSL line enters your
home. The CO also contains splitters that separate the voice
and data signals, sending voice to the PSTN and data on high-
speed lines to the Internet. See also CO, PSTN, splitterless,
microfilter.

A type of DSL installation where no splitter is installed,
saving the cost of a service call by the telephone company.
Instead, each jack in the home carries both voice and data,
requiring a microfilter for each telephone to prevent
interference from the data signal. ADSL is usually
splitterless; if you are unsure if your installation has a
splitter, ask your DSL provider. See also splitter, microfilter.

A subnet is a portion of a network. The subnet is
distinguished from the larger network by a subnet mask
which selects some of the computers of the network and
excludes all others. The subnet's computers remain
physically connected to the rest of the parent network, but
they are treated as though they were on a separate network.
See also network mask.
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subnet mask
TCP
TCP/IP

Telnet

TFTP

TTL

twisted pair

upstream

USB

vC

A mask that defines a subnet. See also network mask.
See TCP/IP.

Transmission Control Protocol/Internet Protocol The basic
protocols used on the Internet. TCP is responsible for
dividing data up into packets for delivery and reassembling
them at the destination, while IP is responsible for delivering
the packets from source to destination. When TCP and IP
are bundled with higher-level applications such as HTTP,
FTP, Telnet, etc., TCP/IP refers to this whole suite of
protocols.

An interactive, character-based program used to access a
remote computer. While HTTP (the web protocol) and FTP
only allow you to download files from a remote computer,
Telnet allows you to log into and use a computer from a
remote location.

Trivial File Transfer Protocol. A protocol for file transfers,
TFTP is easier to use than File Transfer Protocol (FTP) but
not as capable or secure.

Time To Live A field in an IP packet that limits the life span
of that packet. Originally meant as a time duration, the TTL
is usually represented instead as a maximum hop count; each
router that receives a packet decrements this field by one.
When the TTL reaches zero, the packet is discarded.

The ordinary copper telephone wiring long used by
telephone companies. It contains one or more wire pairs
twisted together to reduce inductance and noise. Each
telephone line uses one pair. In homes, it is most often
installed with two pairs. For Ethernet LANs, a higher grade
called Category 3 (CAT 3) is used for I0BASE-T networks,
and an even higher grade called Category 5 (CAT 5) is used
for I00BASE-T networks. See also 10BASE-T, 100BASE-T,
Ethernet.

The direction of data transmission from the user to the
Internet.

Universal Serial Bus A serial interface that lets you connect
devices such as printers, scanners, etc. to your computer by
simply plugging them in. The My ADSL Modem is
equipped with a USB interface for connecting to a stand-
alone PC.

Virtual Circuit A connection from your ADSL router to your
ISP.
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V(I

VPI

WAN

Web browser

Web page

‘Web site

Virtual Circuit Identifier Together with the Virtual Path
Identifier (VPI), the VCI uniquely identifies a VC. Your ISP
will tell you the VCI for each VC they provide. See also VC.

Virtual Path Identifier Together with the Virtual Circuit
Identifier (VCI), the VPI uniquely identifies a VC. Your ISP
will tell you the VPI for each VC they provide. See also VC.

Wide Area Network Any network spread over a large
geographical area, such as a country or continent. With
respect to the My ADSL Modem, WAN refers to the
Internet.

A software program that uses Hyper-Text Transfer Protocol
(HTTP) to download information from (and upload to) web
sites, and displays the information, which may consist of
text, graphic images, audio, or video, to the user. Web
browsers use Hyper-Text Transfer Protocol (HTTP).
Popular web browsers include Netscape Navigator and
Microsoft Internet Explorer. See also HTTP, web site,
WWW.

A web site file typically containing text, graphics and
hyperlinks (cross-references) to the other pages on that web
site, as well as to pages on other web sites. When a user
accesses a web site, the first page that is displayed is called
the Home page. See also hyperlink, web site.

A computer on the Internet that distributes information to
(and gets information from) remote users through web
browsers. A web site typically consists of web pages that
contain text, graphics, and hyperlinks. See also hyperlink,
web page.

World Wide Web Also called (the) Web. Collective term for
all web sites anywhere in the world that can be accessed via
the Internet.
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Registering your NetComm Product

All NetComm Limited (“NetComm”) products have a standard 12 month warranty from date of
purchase against defects in manufacturing and that the products will operate in accordance with
the specifications outlined in the User Guide. However some products have an extended
warranty option (please refer to packaging). To be eligible for the extended warranty you must
supply the requested warranty information to NetComm within 30 days of the original purchase
by registering on-line via the NetComm web site at:

www.netcomm.com.au

Contact Information

If you have any technical difficulties with your product, please do not hesitate to contact
NetComm’s Customer Support Department.

Email: support@netcomm.com.au

Fax: (+612) 9424-2010

Web: www.netcomm.com.au

NOTE: NetComm Technical Support for this product only covers the basic

installation and features outlined in the Quick Start Guide. For
further information regarding the advanced features of this
product, please refer to the configuring sections in this User Guide
or contact a Network Specialist.
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Legal & Regulatory Information

This manual is copyright. Apart from any fair dealing for the purposes of private study,
research, criticism or review, as permitted under the Copyright Act, no part may be reproduced,
stored in a retrieval system or transmitted in any form, by any means, be it electronic,
mechanical, recording or otherwise, without the prior written permission of NetComm Limited.
NetComm Limited accepts no liability or responsibility, for consequences arising from the use of
this product.

NetComm Limited reserves the right to change the specifications and operating details of this
product without notice.

NetComm is a registered trademark of NetComm Limited.
All other trademarks are acknowledged the property of their respective owners.
Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following
information and warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which
neets the requirements of the ACA TS008 Standard.

(2) This equipment has been tested and found to comply with the Standards for C-Tick and or
A-Tick as set by the ACA . These standards are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio noise and, if not installed and used in accordance with the instructions
detailed within this manual, may cause interference to radio communications. However, there
is no guarantee that interference will not occur with the installation of this product in your
home or office. If this equipment does cause some degree of interference to radio or
television reception, which can be determined by turning the equipment off and on, we
encourage the user to try to correct the interference by one or more of the following
measures:

* Change the direction or relocate the receiving antenna.
* Increase the separation between this equipment and the receiver.

» Connect the equipment to an alternate power outlet on a different power circuit from
that to which the receiver/TV is connected.

»  Consult an experienced radio/TV technician for help.

(3) The power supply that is provided with this unit is only intented for use with this product.
Do not use this power supply with any other product or do not use any other power
supply that is not approved for use with this product by NetComm. Failure to do so may
cause damage to this product, fire or result in personal injury.
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Product Warranty

The warranty is granted on the following conditions:
1. This warranty extends to the original purchaser (you) and is not transferable;

2. This warranty shall not apply to software programs, batteries, power supplies, cables or other accessories
supplied in or with the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm and any other
reasonable requirements of NetComm including producing such evidence of purchase as NetComm may
require;

4. The cost of transporting product to and from NetComm's nominated premises is your responsibility; and,

5. NetComm does not have any liability or responsibility under this warranty where any cost, loss, injury or
damage of any kind, whether direct, indirect, consequential, incidental or otherwise arises out of events
beyond NetComm's reasonable control. This includes but is not limited to: acts of God, war, riot,
embargoes, acts of civil or military authorities, fire, floods, electricity outages, lightning, power surges, or
shortages of materials or labour.

6. The customer is responsible for the security of their computer and network at all times. Security features
may be disabled within the factory default settings. NetComm recommends that you enable these
features to enhance your security.

The warranty is automatically voided if:
1. You, or someone else, use the product, or attempts to use it, other than as specified by NetComm;

2. The fault or defect in your product is the result of a voltage surge subjected to the product either by the
way of power supply or communication line, whether caused by thunderstorm activity or any other
cause(s);

3. The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

4. Your product has been used for any purposes other than that for which it is sold, or in any way other than
in strict accordance with the user manual supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other than by a
qualified person at a service centre authorised by NetComm; and,

6. The serial number has been defaced or altered in any way or if the serial number plate has been removed.
Limitations of Warranty

The Trade Practices Act 1974 and corresponding State and Territory Fair Trading Acts or legalisation of another
Government ("the relevant acts") in certain circumstances imply mandatory conditions and warranties which
cannot be excluded. This warranty is in addition to and not in replacement for such conditions and warranties.

To the extent permitted by the Relevant Acts, in relation to your product and any other materials provided with
the product ("the Goods") the liability of NetComm under the Relevant Acts is limited at the option of
NetComm to:

Replacement of the Goods; or

Repair of the Goods; or

Payment of the cost of replacing the Goods; or
Payment of the cost of having the Goods repaired.

All NetComm ACN 002 490 486 products have a standard 12 months warranty from date of purchase.
However some products have an extended warranty option (refer to packaging). To be eligible for the extended
warranty you must supply the requested warranty information to NetComm within 30 days of the original
purchase by registering on-line via the NetComm web site at www.netcomm.com.au.
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|_ PACKAGE CONTENTS \‘

3 YEAR WARRANTY*

NetComm is the name Australians trust for reliable data communications. Only NetComm develops its products
specially for Australian conditions, making NetComm the first choice for quality and reliability. Listed on the
Australian Stock Exchange (ASX: NTC), NetComm is Australia’s own data communications and networking
solutions provider. For more information on this and other NetComm products, please visit www.netcomm.com.au

NetComm Limited, ABN 85 002 490 486 ¢ PO Box 1200, Lane Cove NSW 2066 Australia.
PHONE (02) 9424 2070 * FAX (02) 9424 2010 » EMAIL sales@netcomm.com.au

Trademarks and registered trademarks are the property of NetComm Limited or their respective owners. Specifications are subject to change without notice.
Images shown may vary slightly from the enclosed product. Product Code: NB3




	Contents
	Introduction 
	Package Contents 
	Features 
	System Requirements 
	Using this Document 
	Getting to Know the My ADSL Modem 
	Front Panel 
	Rear Panel 
	Do I need a Micro filter?   
	Quick Start 
	USB Configuration 
	Step 1 - Hardware Installation - USB 
	Step 2 - Computer Configuration - USB 
	Step 3 - Modem Configuration - USB 
	Ethernet Configuration 
	Step 1 - Hardware Installation - Ethernet 
	Step 2 - Computer Configuration - Ethernet 
	Step 3 - Modem Configuration - Ethernet 
	LAN Configuration 
	Step 1 - Hardware Installation - LAN 
	Step 2 - Computer Configuration - LAN 
	Step 3 - Modem Configuration - LAN 
	Assigning static Internet Information to your PCs 
	The My ADSL Modem Quick Configuration Page 
	Default My ADSL Modem Settings 
	Getting Started with the Configuration Manager 
	Accessing the Configuration Manager 
	Functional Layout 
	Configuring the LAN Ports 
	Connecting via Ethernet  
	Configuring the LAN Port IP Address 
	Viewing the My ADSL Modem's IP Addresses 
	Viewing IP Performance Statistics 
	Configuring Dynamic Host Configuration Protocol 
	Overview of DHCP 
	My ADSL Modem DHCP modes 
	Configuring DHCP Server 
	Viewing, modifying, and deleting address pools 
	Configuring Network Address Translation 
	Overview of NAT 
	Viewing NAT Global Settings and Statistics 
	Viewing NAT Rules and Rule Statistics 
	Viewing Current NAT Translations 
	Configuring DNS Server Addresses 
	About DNS  
	Assigning DNS Addresses 
	Configuring DNS Relay 
	Configuring IP Routes 
	Overview of IP Routes 
	Adding IP Routes 
	Configuring Routing Information Protocol 
	RIP Overview 
	When should you configure RIP? 
	Viewing RIP Statistics 
	Configuring the ATM Virtual Circuit 
	Viewing Your ATM VC 
	Adding ATM VCs  
	Modifying ATM VCs  
	Configuring PPP Interfaces 
	Viewing Your Current PPP Configuration 
	Modifying and Deleting PPP Interfaces 
	Configuring Ethernet-over-ATM 
	Overview of EOA 
	Viewing Your EOA Setup 
	Adding EOA Interfaces 
	Configuring Internet Protocol-over-ATM 
	Viewing Your IPoA Interface Setup 
	Config IP Address and Netmask 
	Gateway Address 
	Adding IPoA Interfaces 
	Configuring Bridging 
	Overview of Bridges 
	When to Use the Bridging Feature 
	Defining Bridge Interfaces 
	Deleting a Bridge Interface 
	Configuring Global Firewall Settings 
	Managing the Black List 
	Configuring IP Filters & Blocked Protocols 
	Configuring IP Filters 
	Viewing Your IP Filter Configuration 
	Configuring IP Filter Global Settings 
	Creating IP Filter Rules 
	IP filter rule examples - Example 1 
	IP filter rule examples - Example 2 
	Viewing IP Filter Statistics 
	Managing Current IP Filter Sessions 
	Blocked Protocols 
	Viewing a DSL Line Information 
	Administrative Tasks 
	Configuring User Names and Passwords 
	Creating and Deleting Logins 
	Changing Login Passwords 
	Viewing System Alarms 
	Viewing the Alarm Table 
	Upgrading the Software 
	Local Image Upgrade 
	Remote Image Upgrade 
	Using Diagnostics 
	Modifying Port Settings 
	Appendix A:  IP Addresses, Network Maskes, and Subnets 
	Network classes 
	Subnet masks 
	Binary Numbers 
	Bits and bytes 
	Appendix B:  Troubleshooting 
	LEDs 
	Internet Access 
	Configuration Manager Program 
	Diagnosing Problem using IP Utilities 
	Glossary 
	Registering your NetComm Product 
	Contact Information 
	Legal & Regulatory Information 
	Product Warranty 


