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Safety Notes

Safety Notes

For Installation

B Use only the type of power source indicated on the marking labels.

B Use only the power adapter supplied with the product.

B Do not overload wall outlet or extension cords as this may increase the risk of electric shock or file. If the power
cord is frayed, replace it with a new one.

B Proper ventilation is necessary to prevent the product overheating. Do not block or cover the slots and openings
on the device, which are intended for ventilation and proper operation. It is recommended to mount the product
with a stack.

B Do not place the product near any source of heat or expose it to direct sunshine.

B Do not expose the product to moisture. Never spill any liquid on the product.

B Do not attempt to connect with any computer accessory or electronic product without instructions from
qualified service personnel. This may result in risk of electronic shock or file.

B Do not place this product on an unstable stand or table.

For Using

B Power off and unplug this product from the wall outlet when it is not in use or before cleaning. Pay attention to
the temperature of the power adapter. The temperature might be high.

B After powering off the product, power on the product at least 15 seconds later.

B Do not block the ventilating openings of this product.

B When the product is expected to be not in use for a period of time, unplug the power cord of the product to
prevent it from the damage of storm or sudden increases in rating.

B Please choose a flat place surface to locate this device in level. If you put the device vertically, it might be

unsteady and might fall down. We are not responsible for such happening.

For Service

Do not attempt to disassemble or open covers of this unit by yourself. Nor should you attempt to service the product
yourself, which may void the user’s authority to operate it. Contact qualified service personnel under the following

conditions:

B If the power cord or plug is damaged or frayed.

B [f liquid has been spilled into the product.

B If the product has been exposed to rain or water.

B If the product does not operate normally when the operating instructions are followed.

B [f the product has been dropped or the cabinet has been damaged.

B If the product exhibits a distinct change in performance.

Warning

B This equipment must be installed and operated in accordance with provided instructions and a minimum 20 cm
spacing must be provided between computer mounted antenna and person’s body (excluding extremities of
hands, wrist and feet) during wireless modes of operation.

B This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Caution

B Any changes or modifications not expressly approved by the party responsible for compliance could void the

authority to operate equipment.
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FCC Information

The Federal Communication Commission Radio Frequency Interference Statement includes the following paragraph:

The equipment has been tested and found to comply with the limits for a Class B Digital Device, pursuant to part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instruction, may cause harmful interference to radio communication. However, there
is no grantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.
B Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
[ |

Consult the dealer or an experienced radio/TV technician for help.
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Before You Use

Before you use

The Wireless Broadband Router is a long-range, high performance wireless LAN product, which provides Access
Point services to a 2.4 GHz RF network and bridges to an Ethernet backbone and routes to an Ethernet WAN port.
The Wireless Broadband Router performs all the necessary inter-networking, bridging and routing functions. It
receives data from both networks, stores them locally for further processing, installs and maintains connections, and
transmits the packets to the proper destination.

The Wireless Broadband Router connects computers and laptops to your local network through wireless connection.
The Radio Frequency (RF) waves link the wireless clients to the Access Point, and the Access Point works as a
bridge between the wireless clients and the wired LAN or Ethernet clients.

The Wireless Broadband Router is compliant with the IEEE 802.11 / IEEE 802.11b DSSS specification and is Wi-Fi
certified. Thus all wireless clients, even from different vendors, that meet the 802.11b standard can access your
Ethernet network through this Wireless Access Point. Also, with throughput performance of up to 11 Mbps, the
wireless connection is as efficient as the wired connection. The wireless LAN security is provided through its WEP
(Wireless Equivalent Privacy) support.

Wireless Broadband Router has 4 10/100 Mbps switch ports. This switching automatically detects the speed of the
device that you plug into it and routes it to the appropriate port.

Features

Router Features

€ NAT let multiple users on LAN to access the Internet for the cost of only one IP address and enjoy various
multimedia applications.

4 A;L()Bs(AppIication Level Gateways) support. (NetMeeting, MSN Messenger, MSN Game Zone, Battle.net and
else

€ Trigger port mechanism support that can allow new application through NAT

€ UPnP support (include NAT traversal)

€ DMZ hosting, Multiple Virtual Servers (e.g., Web, FTP, Mail servers) can be setup in local network.

€ Static Route, RIP v1, v2

€ Multiple kind of WAN connection: PPPoE, DHCP Client, Fixed IP, PPTP

€ DHCP Server, DNS Relay, SNTP (Time Zone) setup, DDNS support

€ Mac cloning (for WAN connection is DHCP client)

€ Support VPN PPTP pass through, IPSec Pass through

€ IGMP support Router mode and Proxy mode

Bridging Features
€ Ethernet Switch Supports self-learning bridge specified in IEEE 802.1 D Transparent Bridging

€ Transparent Bridging between 4-port 10/100 MB Ethernet switch and 802.11b Wireless LAN interface.

Security Features
€ PAP(RFC1334), CHAP(RFC1994) for PPPOE session

€ Wireless support WEP (Wired Equivalent Privacy) uses RC4 with 40/64 and 128 bit key length. Passphrase key
generation support.

€ 802.1x support (also include WEP key distribution support)

L 2

Mac address Filter

€ Schedule and Group base content filtering, URL filtering and IP filtering

Vil
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viii

Wireless LAN Features

€ Fully compatible to 802.11b standard, allowing up to 11Mbps wireless rate with distance up to 300 feet/90
meters.

The 2.4 GHz Direct Sequence Spread Spectrum (DSSS) technology is exploited.
Seamless roaming within wireless LAN infrastructure.

Wireless clients association list

Wireless clients Mac address filter

Support disable the broadcast of SSID

L K R N B 2

Configuration and Management
Enable/disable Remote Management (ping and web browse)

Login / Logout of web management
Configurable through Web Browser
HTTP firmware upgrades via Web browser directly

Support DHCP Server function for IP distribution to local network users

L K K JBK R R 4

E-mail Alert and Event Logging. Also provide different level of event alert and log

System Requirements

For using Wireless Broadband Router, you have to make sure you have the following that installed on the clients:

For Wireless Clients
€ Operating System must be Windows98/2000/NT/ME/XP

€ Wireless card installed

€ Wireless card driver

For Ethernet Clients
€ Operating System must be Windows98/2000/NT/ME/XP

4 10/100 Base-T NIC
€ 10/100 Base-T(UTP) network cable
¢ AHub

Note: Be aware that Cable/DSL Modem service registered from your Internet service
provider is required for Internet access.

Unpacking

After unpack the Broadband Cable/DSL Wireless Router package, please check the contents of the package with the
checklist stated below. If you find any item is missing, please contact the dealer directly.

B Broadband Cable/DSL Wireless Router
W Power Adapter

®  Power Cord

B RJ-45 Ethernet Cable

B Quick Start Guide

Driver & Utility Software CD
Subscription for Router Service

To use the Cable/DSL Wireless Router, you have to subscribe for ADSL service from your broadband service
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provider. According to the service type you subscribe, you will get various IP addresses:
If you apply for dial-up connection, you will be given an Internet account with username and
password. You will get a dynamic IP by dialing up to your service provider.

If you apply for full-time connectivity, you may get either one static IP address or a range of IP
addresses from your service provider. The number of IP addresses varies according to different

ADSL service provider.

Dynamic IP:

Static IP address:






Chapter 1: Overview

Chapter 1: Overview

Before installing the Router, please take a look at the front panel and rear panel of the router. Getting acquainted with
both panels will be helpful for installation later.

Physical Outlook

Front Panel

The figure below illustrates the front panel of the Broadband Cable/DSL Wireless Router. It indicates the status of
the router in.

After powering on the router, the PWR LED will be on till powering off. These LEDs will not be on simultaneously.
When this device is transferring data, the LED will be blinking to indicate that which port that you are using.

PWR DIAG LANt1 LAN2 LAN3 LAN4 WLAN WAN
o o o L o [ o o

LED Indicators
The ADSL Router is equipped with eight LEDs on the front panel as described in the table below (from left to right):

LED Color |Status Description

PWR Green | Unlit Power off.
Solid Power on.
DIAG Green | Unlit Power off or initial self-test of the unit is OK.

Blinking When software downloading or updating operation parameters located in
FLASH memory is in progress.

Solid Initial self-test failure or programming FLASH memory failure.
LAN 1- [Green |Unlit Power off or no Ethernet carrier is present.
LAN 4 Blinking Ethernet carrier is present and user data is going through Ethernet port.
Solid Ethernet carrier is present.
WLAN  |Green |Unlit Power off or no radio signal (WLAN card is not present or fails to
function).
Blinking Traffic is going through Wireless LAN interface.
Solid Wireless LAN interface ready to work.
WAN Green | Unlit Power off or line connection is handshaking or training is in progress.

Blinking User data is going through WAN port.

Solid Line connection is OK.
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Rear Panel

Take a look at the rear panel of this wireless router.

12VDC
v wwww , gD
WAN L4 L3 L2 L1 RST (I) e
WAN - It is used to connect to an Ethernet port of Cable/DSL modem broadband device.

L1~L4- LAN port. 10/100 Base-TX

RST - A switch to reset to the default settings.
PWR - Power switch.
12VvDC -  Power connector.



Chapter 3: Concepts for Connection

Chapter 2: Installation

The Broadband Wireless Router incorporates a four-port switch for connection to your local Ethernet network. The
Ethernet ports are capable of operation at either 10Mbps (10Base-T) or 100Mbps (100Base-Tx), depending on the
Ethernet interface of the attached PC, hub or switch. For any connection which will operate at 100 Mbps, you must
use a Category 5 rated cable, such as the Ethernet cable included with the Broadband Wireless Router. Please follow
the steps below to connect the router to your computer.

To configure the device via web browser, at least one properly-configured PC must be connected to the LAN port
(connected directly or through an external hub/switch to the LAN port of the device). The configuration can also be
performed on a wireless client station.

On Ethernet Client

To access the Broadband Wireless Router (AP) via the Ethernet interface, the host computer must install TCP/IP
protocol:

1. Connect the LAN cable to the LAN port of your router. And connect the other end of the cable to the Ethernet
port of your client’s PC. If you want to connect to a hub or switch, then connect the other end of the cable to the
uplink port of the hub.

2. Connect the supplied power adapter to the PWR port on the rear of the router and plug the other end into a
power outlet.

Press the power button on the rear of the routerj to power on the device.

Configure the client PC to get a dynamic IP from the Broadband Wireless Router (AP).
Start up your browser and type 192.168.1.1 as the address to enter the web-based manager.
Enter the default password - admin.

Go to Wizard to finish basic configuration. Select your WAN connection type. Available options include:
Dynamic IP(Cable Modem),Static IP, PPPoE and PPTP. Follow the onscreen instructions to finish the basic
setting procedure. Finally, click Finish to exit basic setting web page.

N o gk~ ow

Note: You should contact your ISP for the correct connection type and its corresponding
configuration information.

8.  When the connection is established, the client PCs can access the Internet or remote network through the
Broadband Wireless Router.
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On Wireless Client

1.

7.

Connect the supplied power adapter to the PWR port on the rear of the router and plug the other end into a
power outlet.

Press the power button on the rear of the routerj to power on the device.

Install the wireless card driver and verify the wireless setting is as below:

The default SSID: IEEE 802.11b LAN

WEP encryption is disabled. Authentication Type is Open Key (or Open System according to your Wireless

LAN Card).
Use Infrastructure connection mode.

Check that the TCP/IP protocol is installed on your wireless client PC. Configure it to get a dynamic IP from the
Broadband Wireless Router.

Enter the default password - admin.

Go to Setup Wizard to finish basic configuration. Select your WAN connection type. Available options include:
Dynamic IP(Cable Modem),Static 1P, PPPoE and PPTP. Follow the onscreen instructions to finish the basic
setting procedure. Finally, click Finish to exit basic setting web page.

Note: You should contact your ISP for the correct connection type and its corresponding
configuration information.

When the connection is established, the client PCs can access the Internet or remote network through the
Broadband Wireless Router.

For the wireless-interfaced station, you need to set its SSID to the Broadband Wireless Router (AP)’s default SSID
value and disable the WEP encryption.

Remote client

| 8

Network 2 Network 1 —

vyvww

2

—
( Internet

-
=

N
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XDSL/ZATU-R Modem Connection

The Broadband Wireless Router provides continuous and high-speed access between your wireless and Ethernet
devices. In addition, it can connect your entire network to the Internet through an external broadband access device.

Note:

The attached xDSL/ATU-R must provide a standard 10/100Base-T Ethernet connection.
Please use the Ethernet cable comes with your broadband device or any other standard
10/100Base-T Ethernet cable.

The Ethernet cable supplied by your ISP for connecting to your xDSL/ATU-R may be an Ethernet crossover cable or
a straight-through cable. It is important to use the cable provided by your ISP to connect the modem to your
Broadband Wireless Router.

Connecting to Your xDSL Modem

If you are going to connect the WAN port to a DSL modem, follow the steps below:

1. Use the Ethernet cable comes with your DSL modem. Plug one end to the 10/100Base-T Ethernet port of the
modem, and the other end to the WAN port on your Broadband Wireless Router.

2. Attach one end of the Ethernet cable with RJ-45 connector to the LAN port of your Broadband Wireless Router,
and the other end to a hub or a client PC.

3. Atthe LAN side, you also can use wireless client at the same time.
4.  Set the xXDSL Modem’s connection mode as bridge mode.

5. Enter the web-based Configuration Manager to configure the WAN setting. Choose the connection type that
you registered from your ISP.

Wireless LAN ‘ Broadband Wireless Router(AP)

Ntwork 1 xDSL Modem
Network 2 o
Ethernet LAN
e -
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Chapter 3: Configuration

Chapter 3: Configuration

In order to access the Internet through the router, each host on your network must install/setup TCP/IP. Please follow
the steps below for select a network adapter.

Setting TCP/IP on Client PC

To access the Router via Ethernet, the host computer must meet the following requirements:

B With Ethernet network interface.

B Must have TCP/IP installed.

B Set client PC with obtain an IP address automatically or set fix IP address.
B With a web browser installed: Internet Explorer 5.x or later.

The Router is configured with the default IP address of 192.168.1.1 and subnet mask of
255.255.255.0. Asthe DHCP server is Enable by default, the DHCP clients should be able to access the
Router. Or you could assign an IP address to the host PC first for initial configuration.

You also can manage the Router through a web browser-based manager. The Router manager uses the HTTP protocol
via a web browser to allow you to set up and manage the device.

To configure the device via web browser, at least one properly-configured PC must be connected to the network
(either connected directly or through an external hub/switch to the LAN port of the device).

If TCP/IP is not already installed, follow the steps below for installation.

For Windows 98

1.  Click on the Start menu, point to Settings and click on Control Panel.

@ ‘Windows |Jpdate
WinZip

Programs 4
Favorites 4
Daocuments 4

B2 Control Panel

Settings

(=] Frinters
Find 4 @ Taszkbar & Start Menu...
Help Folder Options...
= Active Desktop 4
Bun... By ‘windows Update...

Log OFf...

Windows93

El@ (e @&

Shut Down....

2. Double-élic the Network icon.
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B3 Control Panel H=1 3
J File Edit “iew Go Favorites Help |

@-cs.‘é:é FE

Each Frinard Up Cut Copy
J Address I@ Cantral Panel j

& n 4

ODBCData  Passwords Power
Sources [32bit) M anagement

)

Frinters Fegional Sounds System

Settings j
[ My Computer
3. The Network window appears. On the Configuration tab, check out the list of installed network components.
Option 1: If you have no TCP/IP protocol, click Add.
Option 2: If you have TCP/IP protocol, go to Step 6.
Network BE

Configuiation | dentification | Access Control |

T

The following network components are installed:

3 Client for Microsoft Netwarks i
= Micrasoft Family Logon
EB DialUp Adapter Your network
& Intel B2585-Based Ethernet .
B TCP/IP ->Intel 82505 Based Ethemet = interface card.
A R
Check out if TCP/IP

Add. Egl Riemove E Progerties 1 \\fOI' your NIC is

Primary Network Logon: installed or not.

IC].ient for Microsoft Networks L]

Eile and Print Sharing... I

- Description |

[t e

4. Highlight Protocol and click Add.

Select Network Component Type HE

Click the type of network component pou want to install:

Add

Cancel |

Protocal iz & language’ a computer uzes. Computers
must use the same protocol to communicate
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5. On the left side of the windows, highlight Microsoft and then select TCP/IP on the right side. Then click OK.

Click the Metwark Protocal that you want ta install. then click OK. If you have
3 an installation disk for this device, click Have Disk.

Network Protocols:
|F</5F%-compatible Protocol
Microsoft 32-bit DLC
Microsoft DLC

NetBEUI

Manufacturers:

=
[ |
& |

Cancel
6.  When returning to Network window, highlight TCP/IP protocol for your NIC and click Properties.

Network 2] x|

Configuration | Identiication | Access Contral |

The following network components are installed:
Client for Microsoft Networks :j

= Microsoft Family Logon
B8 Dialp Adapter
S Intel 82595-Based Ethemet

bdd .. Remave | Praperties I}I

Prirmary Network Loaan:
|Cl|em for Microsoft Networks _VJ

Eile and Print Sharing... |

Description
TCPAP is the protocol you use to connect to the Intemet and
wide-area networks.

ok | cancel |

7. On IP Address tab:
Enable Specify an IP address option. Enter the IP Address: 192.168.1.x (X is between 2 and 254) and Subnet
Mask: 255.255.255.0 as in figure below. On Gateway tab: Add a gateway IP address: 192.168.1.1. And click
OK.

TCP/IP Properties HE TCP/IP Properties EHE

Bindings I Advanced I MNetBlIOS | Bindings | Advanced I MetBIOS I

8.

DINS Configuration | Gateway | WwANS Configuration  |P Address

A IP address can be automatically azsigned to this computer.
If wour network does nat automatically azsign IP addresses. ask
your network. administrator for an address, and then tupe it in
the space below.

DMS Configuration  Gateway | “WwIMS Configuration I IP &ddress

The first gateway in the Installed G ateway list will be the default.
The addiess order in the list will be the order in which these
machines are used

" Obtain an IP address automatically Mew gateway:

v Specify an IP address: . - - Add |
P Address: 192, 168, 1 . 100 Installed g s
Subnet Mask: 255,255,255 0

o]

When returning to Network window, click OK.

Cancel |

ok I Cancel
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Network [ 2] %]

Configuration | Identiication | Access Contro |

The following network components are installed:

E Client for Micrasoft Networks Hi
E;;Micmmft Family Logon

8 Dial-Up Adapter

8 Intel 62595-Based Ethernet

%~ TCP/IP ->Intel 82595-Based Ethemet -
4] | 3|

Add.. %| Hamove l Pl l

Primary Network Logon:
IC]i.em for Miciosoft Networks L]

File and Print Sharing... I

- Description

0K | Concel |
9.  Wait for Windows copying files.

Source:
Windaws 98 CD-ROM
Deestination:

Sannming. ..
s I
Cancel |

10. When prompted with System Settings Change dialog box, click Yes to restart your computer.

@ “t'ou rust restart your computer befare the new settings will take

effect.

Do you want ta restart your computer now?

; o |

10
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For Windows ME

1. Click on the Start menu, point to Settings and click on Control Panel.
2. Double-click the Network icon.
3. The Network window appears. On the Configuration tab, check out the list of installed network components.

Option 1: If you have no TCP/IP protocol, click Add.
Option 2: If you have TCP/IP protocol, go to Step 6.
4. Highlight Protocol and click Add.

5. On the left side of the windows, highlight Microsoft and then select TCP/IP on the right side. Then click OK.
6.  While returning to Network window, highlight TCP/IP protocol for your NIC and click Properties.
Metwork EHE

Configuration | Identiication | Access Contol |

The following network components are installed:

@ Client for Microsoft Networks _:j
= Microsoft Family Logon

B8 Dial-Up Adapter

S Intel 32595 -Based Ethemet

;.;..... TCP/IP ->Intel B2595-Based Ethemet

4 J
| Add.. I Remave | Properties hl

Primary Network Logon:
|C1ie111 for Microsoft Networks _'j

Eile and Print Sharing..

- Description |
TCP/IP is the protocol you use to connect to the Intermet and }
wide-area networks. |
|

ok | caneel |

7. Onthe IP Address tab, select Specify an IP address. Enter the IP address: 192.168.1.x (x is between 2 and
254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click OK.

TCP/IP Propeities 21xl

Bindngs | Advanced | NeBlos |
DN5 Configuration | Gateway I WINS Configuration P Address

An |P address can be automatically assigned to this computer,
If your network does not automatically assign IP addresses, ask
your network, administrator for an address, and then type it in
the space below.

" Dbtain an IP address automatically

% Specify an IP addiess:
IP Address: 192.166. 1 .100

Subnet Mask: | 266 .265.2586. 0

v Detect connection to netwark medis

oK I Cancel |

8.  While returning to the Network window, click OK.

9.  Wait for Windows copying files.
10. When prompted with the System Settings Change dialog box, click Yes to restart your computer.

For Windows NT

1. Click Start, point to Settings, and then click Control Panel.

11
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g WirZip |

Programs r

LCantral Panel
[&] Printers
@ Taskbar...

Shut Dow...

2. Double-click the Network icon.

B3 Control Panel [_ O] %]
File Edit View Help
£ G
Accessibilty  Add/Remove Consale Date/Time Devices
Options Programs
=3 =
=) =} 2}
DiaHlp Dizplay Fants Intermet Keyboard
tonitor
&Y
Moderns Mouse Mulimedia ODBC
=
|Ennfiguras hetwark hardware and software i

3. The Network window appears. On the Protocols tab, check out the list of installed network components.

Option 1: If you have no TCP/IP Protocol, click Add.
Option 2: If you have TCP/IP Protocol installed, go to Step 7.
Network EHE

\denlificaliunl Services Protocols |Adaplers| Bindingsl

Metwork Protocols:

W NetBEUI Pratocal
%~ WWLink IPX/RPY Compatble Transport
W~ NWLink NetBIOS
Add... I\l Bemove Properties.. Update

— Description:
ADSL Management and Monitar Interface

Cancel
4.  Highlight TCP/IP Protocol and click OK.

Select Network Protocol

Click the Metwark. Protocol that you want to install, then click O, IF
you have an installation disk for this companent, click Have Digk.

~—

Metwark Pratacol:

™ MetBEL Fratocal

- NwiLink IP</SP Compatible Transpart
¥ Paint To Paint Tunneling Protacol

T Streams Environment

Have Digk.. |
Ok l: | Cancel |

12
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5.  Click Yes to use DHCP.
TCPAP Setup B

If there iz a DHCP server on your network, TCP/IP can be
configured to dynamically provide an 1P address. | pou are
naot sure, ask your system administrator. Do you wish to use
DHCP?

6. Insert the Windows NT CD into your CD-ROM drive and type the location of the CD. Then click Continue.

'Windows NT Setup

[# Setup needs to copy some Windows NT files.
Setup will look for the files in the location specified belove. [
If pou want Setup to ook in a different place, type the
new location, YWhen the location is conect, click
Continue:

(ERE]

7. Returning to the Network window, you will find the TCP/IP Protocol among the list. Select TCP/IP Protocol
and click Properties.

Network EHE
\denlificaliunl Services Protocols |Adaplers| Bindingsl

Metwork Protocols:

¥ NeiBEUI Protocol

%~ WWLink IPX/RPY Compatble Transport
T~ NWLink NetBION

. e

Add... Bemove Properties.. I\l Ipdate
4

— Description:

Transpart Contral Protocal/internet Pratocol. The default wide
area netwark protocal that provides communication across
diverse interconnected networks.

[Earice]

13
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8.  Enable Specify an IP address option. Enter the IP Address: 192.168.1.x (X is between 2 and 254) and Subnet

Mask: 255.255.255.0 and Default Gateway: 192.168.1.1 as in figure below.

Miciosoft TCP/IP Propeities HE

IP Adckess | DNS | WING Address | Rlouting |

An P address can be automatically assigned to this network card
by & DHCP server. If your network does not have a DHCP server,
ask your network administrator for an address, and then type it in
the space below.

Adapier:
[1]1ntel 32595 Based Ethernet =l

" Obtamn an [P address from a DHCP ssrver
(v Specify on IP address
1P Address: 192, 163, 1,100
Stk
Default Gateway: | 192, 168, 1 | 1

Aivmuﬂ,‘,l
Ok | Cocel | tmy |

9.  When returning to Network window, click Close.

Metwork HE
Idant\ficatinnl Services Frotocols |Adapters| B\nd\ngsl
Network Protocols:

%~ NetBEUT Protocol
W NWLink IPXAPE Compatible Transport
i NWLink NetBIOS

Add.. Bemove Properties... pdate,

i Diescription:

Tranzport Contral Protocol/Intemet Protacol. The default wide
area network protocol that provides communication across
diverss interconnected netwarks.

S|

10. When prompted with Network Settings Change dialog box, click Yes to restart your computer.

Metwork Settings Change B

You must shut down and restart your computer before the new
zettings will take effect.

Do you want to restart your computer now?
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For Windows 2000

1.  From the Start menu, point to Settings and then click Network and Dial-up Connections.

@ Windows Update

E WinZip

Prograrns

Daocuments

Search

»
@ Printers

a Taskbar & Start Menu. ..

Help

Run...

[flistart | @ 510 ) @& & & Il

2. Right-click the Local Area Connection icon and then click Properties.

{4 Hetwork and Dial-up Connectons  [[=] |E3
J File Edit Wiew Favorites Tools *
J = ok - oy - | 2 search »
J Address I Mebwark and Dial-up Connj {'{;’Go

= =R

= L l

Make Mew 7

Connection  [eplglEa Disable
Statis

Create Shortout
[IE[Efe
Rename

Q Displays the properties of the selected connectic

3. Onthe General tab, check out the list of installed network components.

Option 1: If you have no TCP/IP Protocol, click Install.
Option 2: If you have TCP/IP Protocol, go to Step 6.

Local Area Connection Properties BE
General ;

Connect using:
| B3 Intel 52595 Based Ethemet

Configure
Components checked are used by this connection:
¥ ™ Client for Microsoft Networks

Internet Protocol [TCP/IP)

Instal.. | Uninstall Propetties

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides commurication

r DESCHﬂIﬂn i - B % “
across diverse interconnected networks. }

I™ Show icon in taskbar when connected

0K ; Cancel

4.  Highlight Protocol and then click Add.

15
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Select Network Component Type EHE

Click the type of network component wou want to install:

Client
Service

— Diescription

A protocol iz a language your computer uses to
communicate with ather computers.

fdd.. Cancel |

5. Click Internet Protocol (TCP/IP) and then click OK.

Select Network Protocol

Click the Network Protocal that you want to install, then click OK. IF you have
¥ ah installation disk for this compaonent, click Have Disk,

Manufacturers: Network Protocok:

Micrasaft AppleT alk Pratocal

Network Monitor Driver
NiwLink IF</SF</NetBI0S Compatible Transport Pro
1« ]

Have Disk...
DK, Cancel
o]

6.  When returning to Local Area Connection Properties window, highlight Internet Protocol (TCP/IP) and then
click Properties.

Local Area Connection Properties ﬂ ﬂ

General I

Connect using
|!? Intel 52595-Based Ethernst

Configure

Components checked are used by this connection:

v/ ™ Chent for Microsoft Networks
@ File and Prmter Sharmg for Microsoft Networks

Internet Protocol [TCP/P)

Install . 1 Uninstall i Properties N I

Description
Transmission Control Protocol/internet Protocol. The default
wide area network protocol that provides communication
acioss diverse interconnected networks.

™ Show icon in taskbar when connected

Close Canee|

7. Under the General tab, enable Use the following IP Address. Enter the IP address: 192.168.1.x (x is between
2 and 254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click OK. When prompted
to restart your computer, reboot it to enable the settings.

16
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Internet Protocol {TCP/IP) Properties [ 2] %]
General |
“r'ou can get IP settings assigned automatically if your netwaork supports

thiz capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

" Obtain an IP addess automatically

—@ Use the following IP address

IF address: 192 168 . 1 100
Subnet mask: I 255 .255.255. 0
Default gateway: l . .

£ [Dhtain NS server addiess automaticaly

— Use the following DNS server addresses:

Prefered DNS server. I . .
Altenate DNS server: I

Advanced.
B

For Windows XP

1.  From the Start menu, point to Control Panel and then click Network and Internet Connections.
2. Click Network Connection and then click Properties.
3. Onthe General tab, check out the list of installed network components.

Option 1: If you have no TCP/IP Protocol, click Install.
Option 2: If you have TCP/IP Protocol, go to Step 6.

4. Highlight Protocol and then click Add.
5. Click Internet Protocol(TCP/IP) and then click OK.

6. Onthe Local Area Connection Properties window, highlight Internet Protocol (TCP/IP) and then click
Properties.

- Local Area Connection Properties @@
“General Authentication | Advanced

Connect using:

B8 |ntel 82095-Based Ethernet

This connection uses the following items:
v gtlienl for Microsaft Networks
v BFI\& and Printer Sharing for Microsoft Networks
) 81005 Packet Scheduler

2" Intemnet Protocol (TCPAP)
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[] Show icon in natification area when connected

0K Cancel

7. Under the General tab, enable Use the following IP address. Enter the IP address: 192.168.1.x (X is
between 2 and 254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click Ok

17
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Internet Protocol {TCP/IP) Properties

[ Generdl |
| You can get IP settings assigned automatically if your netwark supports

| this capability. Otherwise, you need to ask pour network. administrator for
the appropriate P settings.

() Obtain an IP address automatically
() Use the following IP address:

P address: 192 168 . 1 100
Subnet mask: 285 .255 .28 0
Diefault gateway: 192 168 1 .1

(%) Use the following DNS server addresses:
Preferred DNS server

Altemnate DNS server.

Configure PC to get IP address from DHCP

If your ADSL Router operates as a DHCP server for the client PCs on the LAN, you should configure the client PCs
to obtain a dynamic IP address. Please follow the previous section to install TCP/IP component. Only that you do not
need to specify an IP address when configuring TCP/IP properties.

The following section describe the procedures for CPEs to get IP address:

For Windows 98
On the IP Address tab, select Obtain an IP address automatically. Then click OK.

TCFP/IP Properties EHE

Bindngs | Advanced | MeBlOs |
DNS Configuration I Gateway | WINS Configuration [P Address

An IP address can be automatically assigned to this computer.
If your network. does not automatically assign [P addresses, ask
your network, administrator for an address, and then type it in
the space below.

& btain an [P address automaticalls

" Specify an IP address:

()8 I Cancel
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For Windows ME

On the IP Address tab, select Obtain an IP address automatically. Then click OK.

TCP/IP Properties HE

Bindings | Advanced | MeiDs |
DNS Configuration I Gateway I WINS Configuration  |P Address

An IP address can be automatically assigned to this computer.
If your netwark. does not automatically assign IP addresses, ask
your network. administrator for an address, and then tppe it in
the space below.

& Dbtain an P address automaticalls

" Specify an IP address:

1P Address

u} I

K Cancel

For Windows NT

On the IP Address tab, click on the drop-down arrow of Adapter to select required adapter. Enable Obtain an IP
address from a DHCP server and then click OK.

Microsoft TCP/IP Properties [ 2] x|

IP Addriess | DNS | WINS Address | Routing |

An IP addiess can be automatically assigned to this network card
by & DHCP server. If your network does not have a DHCP server,
ask your network administrator for an address, and then type itin
the space below.

Adapter:
117 Intel 82595-Based Ethernet a|

(¢ Obtadn an [P address from a DHCP server
€ Specify an IP address

Advenced..,
oK E Cancel | Lpply |

When prompted with the message below, click Yes to continue.

Microzoft TCPAP

DHCP protocol will attempt to automatically configure your
workstation during spstem initialization. Any parameters specified in
these property pages will override any values obtained by DHCP. Da
you want to enable DHCP?

For Windows 2000

Enable Obtain an IP address automatically and then click OK.
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Internet Protocol {TCP/IP) Properties HE

General I

‘r'ou can get IP setings assighed automatically if your network supports
this capability. Othenwize, vou need ta ask your network administrator far
the appropriate [P settings.

¥ Obtain an IP address automatically
—" Use the fallowing P address:

IF address: . . .
Sutinet masks
Default gatewway . . .

% Obtain DNS server address automatically

—{" Use the following DMS server addresses:

Fretermed DNS server . . .
Lltermate DM S server . . .

Advanced... |
Cancel

For Windows XP
On the IP Address tab, select Obtain an IP address automatically. Then click OK.

Internet Protocol (TCP/IP) Properties @@
General | Altemate Configuration

“f'ou can get [P zeltings assigned automatically if pour netwaork supports
this capability. Otherwise, you need to ask vour network administrator For
the appropriate [P settings.

(%) Obtain an |P address automatically
() Use the fallowing IP address:

() Obtain DNS server address automatically
() Use the fallowing DNS server addresses:

Renew IP Address on Client PC

There is a chance that your PC does not renew its IP address after the ADSL Router is on line and the PC can not
access the Internet. Please follow the procedures below to renew PC’s IP address.

For Windows 98

1. Select Run from the Start menu.

Programs 4
Favorites 4
Documents 4
Settings 4
Find 4
Help

Bun..

Log OFf Stella...

Shut Down...

20
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2. Typewi ni pcf g in the dialog box and the click OK.
Run HE

Type the name of a program, folder, document, or Intemet
resource, and Windows will open it for pou.

Dpen: Iwinipcfg ﬂ

Cancel | Browse. .. |

3. When the figure below appears, click Release and then Renew to get an IP address.

r IP Configuration HE E3

- Ethemet Adapter Information

Ilntel 82595-Based Ethernet :J

Adapter Address ’—‘

IPAddess [ 4g2188.1 100

SubnetMask | 252552850
Default Gateway W

Release I Renew ‘

Release Al I Renew Al I Moare Info 3> I

For Windows ME

1.  Select Run from the Start menu.

2. Typew ni pcf g in the dialog box and the click OK.

3. When the figure below appears, click Release and then Renew to get an IP address.
|27 1P Configuration =[] x]

- Ethemet Adapter Information

Ilntel 82595-Based Ethernet :J

Adapter Address ’—‘

IPAddess [ 4g2188.1 100

SubnetMask | 252552850
Default Gateway W

Release I Renew ‘

Release Al I Renew Al I Moare Info 3> I

For Windows NT

1. Select Run from the Start menu.

g WirZip

Programz 4
Documents 4
I% Settings 4
A Find »
& Hen

Shut Down...

2. Type cnd in the dialog box and the click OK.
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Run

Tuvpe the name of a program, falder, or document, and
‘windows will open it far you.

Open: =l

I¥ | Fur i Separate Memnan Space

DK|: I Cancel | Browsze... I

3.  Typei pconfi g at prompt. Then you will see the IP information from DHCP server.

4. If you want to get a new IP address, type i pconfi g /rel ease to release the previous IP address and then
typei pconfi g /renew to getanew one.

For Windows 2000

1.  From the Start menu, point to Programs, Accessories and then click Command Prompt.

% windows Lipdate
§ WinZip

E Programs [ 5 Accesshiliey

4 % Communications
—
g @ Documents nternet Explarer

L4
L4
% Entertainment L3
@ Outlook Express % Games 4

@; Settings 4
2
Search 5

% System Tools
Address Book
Calculatar
@
: Run...
& Lag OFF Stella...

§ Shut Down...
st || @S D Fm |

HELP

£

mmand Prompt
[B] 1maging
£ Motepad
W paint
9 synchranize
15 windows Explorer
[ wordpad

2.  Typei pconfi g at prompt. Then you will see the IP information from DHCP server.

3. Ifyou wantto get a new IP address, type i pconfi g /rel ease to release the previous IP address and then
typei pconfi g /renew to getanew one.

For Windows XP

1.  From the Start menu, point to Programs, Accessories and then click Command Prompt.
2.  Typei pconfi g at prompt. Then you will see the IP information from DHCP server.

3. Ifyou wantto get a new IP address, type i pconfi g /rel ease to release the previous IP address and then

typei pconfi g /renew to getanew one.
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Chapter 4: Web Configuration

Using the Web-Based Manager

Once your host PC is properly configured as described in previous chapters, please proceed as follows:

1.  Start your web browser and type the private IP address of the Wireless Broadband Router in the URL field:
192.168.1.1.

2. After connecting to the device, you will be prompted to enter password. By default, it is admin.

LOGIN PASSWORD

Password: |

Lo CAMCEL

If the login is successfully, the home screen appears. From now on the Router acts as a web server sending HTML

pages/forms on your request. Enter the information requested on these pages to configure the Router for Internet
access.

Status

‘fou can use the Status screen to see the connection status for the router's WAN/LAN interfaces as
well as hardware and firrmware version information.

Internet

WAN 1P 10.3.1.124

Connection Type Dynamic [P
Release Renew

LAN

IP Address 192.168.1.1

Subnet Mask 255.286.255.0

DHCP Server Enabled

System Information

LAN MAC Address  00-90-98-98-99-03

WLAN MAC Address 00-90-26-00-03-01

WAN MAC Address  00-90-96-98-99-04

Up time 0 day(s) 0 hour{s) 22 minute(s) 44 second(s)
Firrmware “ersion *0.50.0001
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Navigation & Data Input

Use the menu bar on the left of the screen, and the “Back” button on your Browser, for navigation.

Changing to another screen without clicking “Save” or “Apply” does NOT save any changes you may have
made. You must “Save” or “Apply” before changing screens or your data will be ignored.

B When finished, you should use the “Logout” button, rather than just close your Browser.

Note: On each screen, clicking the “Help” button will display help for that screen. From any
help screen, you can access the list of all help files (help index.)

LAN Screen

Use the LAN link on the main menu to reach the LAN screen. An example screen is shown below:

LAN Settings

fou can enable DHCP to dynamically allocate IP addresses to your client PCs.

IP Address frsz s f i
Subnet Mask 265.266.266.0

DHCP Server ¥ Enahle

IP Paol Start Address 192, 166 1. 2

IP Paol End Address 192 166 1 [254

Lease Time IOne day 'I

Local Domain Mame | {optional)

IP Address:

Subnet Mask:

DHCP Server:

IP Pool Start Address:

IP Pool End Address:

Lease Time:

Local Domain Name:

Apply:
Cancel:

Help | Apply | Cancel |

IP address for the Router, as seen from the local LAN. Use the default value unless the
address is already in use or your LAN is using a different IP address range. In the latter
case, enter an unused IP Address from within the range used by your LAN.

The default values 255.255.255.0 is standard for small (class “‘C’) networks. For other
networks, use the Subnet Mask for the LAN segment to which the Router is attached (the
same value as the PCs on that LAN segment).

If enabled, the Router will allocated IP Addresses to PCs (DHCP clients) on your LAN
when they start up. The default (and recommended) value is Enabled.

B If you are already using a DHCP Server, this setting must be Disabled, and the
existing DHCP server must be re-configured to treat the Router as the Gateway.
See the following section for further details.

B The Start IP Address and Finish IP Address fields set the values used by the
DHCP server when allocating IP Addresses to DHCP clients. This range also
determines the number of DHCP clients supported.

See the following section for further details on using DHCP.
It decides the start point of an IP range for the DHCP server, usually from 2 to 253.
It decides the end point of an IP range for the DHCP server, usually from 3 to 254.

Specify the time that a network device can lease a private IP address before the router
reassigning the IP address.

This is an optional setting.
Save the data on the screen and apply the data after restarting the router.

The “Cancel” button will discard any data you have entered and reload the file from the
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Router.

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) server allocates a valid IP address to a DHCP client (PC or device)
upon request.

The client request is made when the client device starts up (boots).

B The DHCP Server provides the Gateway and DNS addresses to the client, as well as allocating an IP Address.
[ | The Router can act as a DHCP server.
[ ] Windows 95/98/ME and other non-Server versions of Windows will act as a DHCP client. This is the default

Windows setting for the TCP/IP network protocol. However, Windows uses the term Obtain an IP Address
automatically instead of “DHCP Client”.

B You must NOT have two (2) or more DHCP Servers on the same LAN segment. (If your LAN does not have
other Routers, this means there must only be one (1) DHCP Server on your LAN.)

Using the Router’s DHCP Server

This is the default setting. The DHCP Server settings are on the LAN screen. On this screen, you can Enable or
Disable the Router’s DHCP Server function or set the range of IP Address allocated to PCs by the DHCP Server
function.

Note: You can assign Fixed IP Addresses to some devices while using DHCP, provided that
the Fixed IP Addresses are NOT within the range used by the DHCP Server.

Using another DHCP Server

You can only use one (1) DHCP Server per LAN segment. If you with to use another DHCP Server, rather than the
Router’s, the following procedure is required.

Disable the DHCP Server feature in the Router’s IP Address as the Default Gateway.

To Configure your PCs to use DHCP

This is the default setting for TCP/IP under Windows 95/98/ME. Refer to Client Configuration for the procedure to
check these settings.

Password Screen

The password screen allows you to assign a password to the Router.

Password Settings

Set a password to restrict management access to the router.

Current Password ||—
Mew Password l—
Confirm Mew Password l—
Idle Time Out [0 Minutes (1-99)

Help | Apply Cancel
Current Password: This box allows you to type in current password.
New Password: If you want to change current password into another new one, you have to type a new

password in this box.
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Confirm New Password: Retype the new password that you entered in the New Password box to make a
confirmation.

Idle Time Out: Type the idle minutes that elapse before the device disconnected automatically.

Apply: Save the data on the screen and apply the data after restarting the router.

Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.

Once you have assigned a password to the Router (on the Password screen above) you will be prompted for the pass
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Setup

Now you are getting onto the web page for proceeding setting up for your router. To configure your Wireless
Broadband Router in easy way, please press Setup.

WAN Type

Some types for WAN connection are provided here. Specify a Dynamic IP(Cable Modem), Static IP, PPPoE and
PPTP as the WAN connection type. Next pages will be changed slightly according to the connection type you choose
here. It allows you to specify how the WAN port of the router connects to your service provider’s server. Please
choose your connection mode by clicking on the radio button as required by your service provider.

PPPoOE: PPP over Ethernet is a protocol for connecting remote hosts to the Internet over an

always-on connection by simulating a dial-up connection. With PPPoE the client does not set
a static IP address, instead an IP address is assigned dynamically whenever the client access
to the Internet.

WAN Type

Specify the YWAN connection type required by your Internet Service Provider.

& Dynamic IP{Cable Modem)

c static IP
¢ PPPOE

c PPTP

Help |

For Dynamic IP (Cable Modem), the settings will be:

Dynamic IP {Cable Modem)

Host Marne |
K‘fdfeg';”e [po o -fes - 9 S04 I Enable
Clone MAC Address |
(This copies the IP address of your PC into the MAC address fields.)
< Back Help |  Finish |
Host Name: Type in your host name.
MAC Clone Address: Type in the MAC address.
Enable: Check this box to enable the MAC Clone address for your router.
Clone MAC Address: Copies the MAC address of your PC to this field.
Back: If you don’t want to adapt this setting, please press the Back button to
return to WAN type screen for choosing another setting.

Finish: Click this button to finish the wizard.

For Static IP, the settings will be:
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Static IP

Enter the IP address, subnet mask, and gateway provided to you by your ISP in the appropriate fields.

IP address assigned by your ISP |1D . |3 . |1 . |2

Subnet Mask

ISP Gateway Address

IP address assigned by your ISP:
Subnet Mask:

ISP Gateway Address:
Back:

Finish:

f55 55 5 D

{10 NE A |25

<Back |  Help | Finish |

Type in the fixed IP address if your service provider has assigned a fixed
permanent IP address.

Type in the Subnet Mask address that your service provider assigned for
you.

Type in the gateway address that your service provider assigned for you.

If you don’t want to adapt this setting, please press the Back button to
return to WAN type screen for choosing another setting.

Click this button to finish the wizard.

For PPPOE, the settings will be:

PPPOE

Enter the User Mame and Password required by your ISP in the appropriate fields. If your ISP has
provided you with & Serice Marme, enter it in the Serice Mame field, otherwise, leave it blank.

User Marne
Password
Canfirm password
Service Mame
MATU (1400-1492)

Dial on Demand

User Name:

Password:

Please retype your password:
Service Name:

MTU (1400-1492):

Dial on Demand:

Maximum Idle Time:

Back:

Finish:

28

|pppoe

|1482

" Enabled ID minutes (Maximum ldle Time)

<Back |  Help |  Finish |

Type in the user name to access the remote server or your service
provider.

Type in the password to access the remote server or your service provider.
Type your password again for confirmation.
Enter the name of your PPPOE service.

Enter the maximum transmission rate for the data transferring. The
default setting is 1492.

Check on this item to make the system reconnect automatically after
disconnected by unknown reason.

This value specifies the idle minutes that elapse before the Home Route
automatically disconnects the PPP session. If no traffic is passing through
during the span of time your specified, the PPP session is terminated.

If you don’t want to adapt this setting, please press the Back button to
return to WAN type screen for choosing another setting.

Click this button to finish the wizard.
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For PPTP, the settings will be:

PPTP

Enter the Account Mame, Account Password, Host Marme, Remote [P Address, Youor IP Address, Your
Subnet hMask reguired by your ISP in the appropriate fields. If your ISP has provided you with a
connection 1D, enter it in the Connection 1D field, otherwise, leave it as zero.

PPTP Account
PFTP Password
Confirm password
Hast Mame
Remote IP Address
My IP Address

Wy Subnet Mask
Gateway
Connection 1D

WTU (1400-1460)

Maximum Idle Time

PPTP Account:

PPTP Password:
Confirm password:
Host Name:
Remote IP Address:

My IP Address:
My Subnet Mask:

Gateway:

Connection ID:

MTU (1400-1460):

Maximum Idle Time:

Auto-reconnect:

Back:

Finish:

[T

I

I

[10.3.1.253

j10.3.1.2

[255.255.255.0

[10.3.1.254 (Optional)

ID [(Optional)
I'I-'lED
ID minutes [T Auto-reconnect

<Back |  Help |  Finish

Type in the user name to access the remote server or your service
provider.

Type in the password to access the remote server or your service provider.
Type your password again for confirmation.
Enter the name of your host.

You can assign a remote computer to access into this router for
controlling. Please type in the remote IP address in this field.

Type in your IP address that you get from ISP for connection.

You have to specify the subnet mask for the router in order to let remote
user access into the router that your computer connected.

This is an optional setting. Please enter the Gateway if necessary.

This is an optional setting. Please enter the connection ID that your ISP
provided you if necessary. If not, leave this box as zero.

Enter the maximum transmission rate for the data transferring. The
default setting is 1460.

This value specifies the idle minutes that elapse before the Home Route
automatically disconnects the PPTP session. If no traffic is passing
through during the span of time your specified, the PPTP session is
terminated.

Check this box if you want the router to be connecting Internet
automatically after the Idle time that you set here.

If you don’t want to adapt this setting, please press the Back button to
return to WAN type screen for choosing another setting.

Click this button to finish the wizard.
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Wireless

The Wireless setting must match the other Wireless stations. To change the DSL/Cable router’s default settings for
the Wireless feature, use the Wireless link on the main menu to reach the Wireless LAN Settings screen.

Wireless LAN

Status
SSID RTWI26
Channel Channel 11 [2464 MHZ]
WEP Encryption Disable
WWER Authentication Open Key
Settings
Wireless S5ID |
Channel | Channel 11 [2464 MHZ] =] Configure WEP |
Advanced Wireless Settings | Advanced Wireless Security |
Help | Apply | Cancel |
Wireless SSID: If using an ESS (Extended Service Set, with multiple access points) this ID is called an

ESSID (Extended Service Set Identifier).

To communicate, all Wireless stations should use the same SSID/ESSID.

Channel: Select the Channel you wish to use on your Wireless LAN.

If you experience interface (shown by lost connections and/or slow data transfers) you
may need to experiment with different channels to see which is the best.

If using multiple Access Points, adjacent Access Points should us different Channels to
reduce interference.

Configure WEP: Click this button will use the passcode for generating WEP keys.

Advanced Wireless Settings: Click this button will pop up another dialog for you to set more detailed settings for
the wireless setting.

Advanced Wireless Security: Click this button will pop up another dialog for you to set more detailed settings for
the security of the wireless connection.

Apply: Save the data on the screen and apply the data after restarting the router.
Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.
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Configure WEP

802.1x:

Wireless WEP Configuration

802.1x
8021

WEP Key Distribution & Disable  Enable

WEP
WEP Mode " Disable & B4 hits 128 bits
Authentication Made & Both © Open ¢ Shared

Wep Key Type

Passphrase l—

@1 |

c2 |
WEP Keys ;

3|

Ca |
RADIUS

Enable IP Address Fort Shared Secret Tirme-out
RADIUS Servers 1 W [192.168.1.10 [ig12  |0D 5
2 I Jpooo 112 f I5

]

Mot Used & Used

]

ASCI & Hexadecimal

Help | Apply | Close |

| <|

WEP Key Distribution:

WEP Mode:

IEEE 802.1x is a port based authentication protocol. It can be used in *any* scenario
where one can abstract out the notion of a port. It requires entitie(s) to play three roles in
the authentication process: that of an supplicant, an authenticator and an authentication
server. The diagram below shows the basic scenario.

Choose Used to indicate that the system will use this function.
Choose Not Used if this function has not been opened.

Choose Enable to activate the WEP key’s function.

Disable

If choose Disable, data is NOT encrypted before being transmitted.
64 Bit Encryption

If selected, data is encrypted, using the default key, before being transmitted. The
receiving station must be set to use 64 Bit Encryption, and have the same Key value in
the same position in its key table. Otherwise, it will not be able to decrypt the data.

Default key — select the key you wish to be the default.
Transmitted data is ALWAYS encrypted using the Default Key; the other keys are for
decryption only.

Key Table:

This table is used when Encrypting and Decrypting data. All stations, including this
Access Point, always transmit data encrypted using their default key. The key number
(1,2,3,4) is also transmitted. The receiving station will use the key number (1,2,3,4) to
determine which key value to use for decryption. If the key value does not match the
transmitting station, decryption will fail.

The easiest way to ensure there are no problems is to have every Station, including the
Access Point, use the same key table (all entries identical)
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Authentication Mode:

WEP Key Type:

Passphrase:

WEP Key #1 - #4:

Radius Server:

Generate Key:

Advance Setting:

Apply:
Cancel:

128 Bit Encryption

If selected, data is encrypted using the key before being transmitted. The receiving station
must be set to use 128 Bit Encryption, and have the same Key value. Otherwise, it will
not be able to decrypt the data.

Keys — Enter the key values you wish to use. Other stations must have the same key
values.

Select the appropriate value: “Open System” or “Shared Key”. Check your Wireless
card’s documentation to see what method to use. Some Wireless Cards do not support
both methods.

Select ASCII or HEX as the WEP Key display method.
To generate a set of keys from a word or phrase:

1.  Select the type of key required (64-Bit or 128-Bit)
2. Enter the word or phrase in the “Passphrase” field.
3. Click the “Generate Keys” button.

4. The screen will refresh with the key values inserted.

Please select encryption key length and fill out WEP keys. The system allows you to type
in 4 kinds of the WEP key.

It is a protocol for carrying authentication, authorization, and configuration information
between a Network Access Server which desires to authenticate its links and a shared
Authentication Server.

Choose Enable to activate this function. Type in the necessary settings on to the lines of
IP Address, Port, Shared Secret, and Time-out.

Click this button will use the passcode for generating WEP keys.

Click this button will pop up another dialog for you to set more detailed settings for the
wireless setting.

Save the data on the screen and apply the data after restarting the router.

The “Cancel” button will discard any data you have entered and reload the file from the
Router.
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Advance Wireless Settings

2R WLAN |44

Wireless Advance Settings

3310 Broadcast [T Disable

Transfer Rate |11 1l vl

Beacon Interval IZU— (20 - 1000y
RTS/CTS Threshold  [2345 (266 - 2345)
Fragmentation Threshald IW (256 - 2348)

DTIM Interval

Preamble Type ILong vl

osoft Internet Explorer

fi (1-16384)

Help Apply Close

|

SSID Broadcast:

Transfer Rate:

Beacon Interval:

RTS/CTS Threshold:

Check this box will disable the function of SSID broadcast. The default setting is
unchecked.

It decides the transmission speed for data. Select Auto, the system will choose the proper
rate for your data transmission. Otherwise, choose the other specific one such as 1, 2, 5.5,
11Mbps as you desired.

Set the period of beacon transmissions to allow mobile stations to locate and identify a
BSS. The measure unit is “time units”(TU) of 1024 microseconds.

Set the value for sending a request to the destination. All the frames of a length greater
than the threshold that you set here will be sent with the four-way frame exchange. And, a
length less than or equal to the value that you set will not be preceded by RTS and CTS.

Fragmentation Threshold:Set the number of the fragmenting frames to make the data be delivered without errors

DTIM Interval:

Preamble Type:

Apply:
Close:

induced by the interference.

Frames longer than the value you set here are fragmented prior to the initial transmission
into fragments no longer than the value of the threshold.

The value you set here is used to inform mobile stations when multicast frames that have
been buffered at the router will be delivered and how often that delivery will happen.

This allows you to set the beginning length of a frame. Please set it by choosing Long or
Short.

Save the data on the screen and apply the data after restarting the router.

The “Close” button will discard any data you have entered and reload the file from the
Router.

Advanced Wireless Security

This feature filters Internet access for local clients based on IP addresses, application types, (i.e., HTTP port), and

time of day.

33



Wireless Broadband Router User’s Manual

34

Wireless Association Control

Yireless Association Control " Enable

Unspecified Wireless MAC address I Allow

Wi

& Allaw © Deny I <= Add |

Help | Apply | Close |

#

Wireless Association Control: Click Enable to invoke the wireless association control.

Unspecified Wireless MAC address: Click Allow to make any wireless MAC address can be linked to.
Add: It allows you to add in a new MAC address for your router.

Save the data on the screen and apply the data after restarting the router.

The “Close” button will discard any data you have entered and reload the file from the
Router.

Apply:
Close:
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For some users might want to set advanced settings for the router, please continue to see the followings sections for
more detailed information.

Advanced

Click on Advanced Setup link in the menu to get Advanced configuration options such as: Security, Access Security

Security

Intrusion Detection ¥ Enahble

Discard ¥WAN Ping I~ Enable

Remote Management [~ Enable ID ) ID ) |D ) |D

Remote Management Part IBEIBEI (1 - B5535)

MAC Address Filtering [~ Enable Configuration |

Help | Apply Cancel

Intrusion Detect: It can detect any attacks that penetrate and destroy the firewall & standard detection
systems.

Enable this item to enable the function.
Disable this item to disable the function.

Discard WAN Ping: Enable this item will block other computers try to ping your router. Disable this item will
allows other computers ping your router.

Remote Management:  Enable this item to activate the remote control from other computers. You have to type in
the IP address of the remote computer in this field. If you check this item and do not type
any IP address in this field, then all the other computers have the opportunity to control
your router.

Disable this item to close the remote management by other computers.

Remote Management PortType in the port for the remote control.

MAC Control: Enable this item to enable the MAC control configuration.
Disable this item to close the setting.
Configuration: Allow you to add a new MAC address. See below for more detailed information.
Apply: Save the data on the screen and apply the data after restarting the router.
Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.

To have MAC control enable and adding a new one, click MAC Address Filtering check box and press Configuration
button. It allows user can access to Internet from LAN to WAN.
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MAC Control

Unspecified MAC address ¥ Al

MAC Address Control List

r I == Add |

Help | Apply | Closge |

j |

Unspecified MAC address: Check Allow box means the one that did not list below can access Internet as well.

Allow Connect to Internet: Check this button to allow connecting to Internet.

MAC Address:

Add:

Apply:
Close:

Display the MAC Address that you allow it to connect to Internet or not by adding from
clicking Add button.

Use this button to new MAC address
Save the data on the screen and apply the data after restarting the router.

The “Close” button will discard any data you have entered and reload the file from the
Router.
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Access Control

The Access Control allows you to restrict Internet Access by individual PCs. With the default settings, everyone has
unrestricted Internet access.

To use this feature:
1.  Setthe desired restrictions on the other groups (“Group 17, “Group 2”, “Group 3” and “Group 4™) as needed.

2. Assign PCs to the groups are required.

Restrictions are imposed by blocking “Services”, or types of connections. All common
services are predefined. If required, you can also define your own services.

To view the Access Control screen, please select Access Control link on the Advanced menu.

Access Control

Group Select Group: |Group 1 x| = Members
Access Rights Internet Access for this Group:

& hlo Restrictions
© Always Block
© Block by Schedule : Date Time

Services to Block  Defined Senices
A TCP5150 ) ﬁl
BGP{ TCP:179)

BOOTP_CLIENT; UDP:6S ) Senizes |

BOOTP_SERVER( TCRE7. 68)
CI-SEEME! TCP.7648 )
CI-SEEME] UDP.7648) =l

Hold CTRL key (on MAG, SHIFT) to select multiple items

Selected Services are blocked!

URL Filter E—T YT

Current URL Filters

Delete
Content Filter l— o Add |
Current Content Filters
Delete
Help Apply Cancel
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Group:

Access Rights:

Services for Block:

URL Filter:

Content Filter:

Apply:
Cancel:

Select Group:
Select the desired Group. The screen will update to display the settings for the selected

Group. Groups are named “Group 1”7, “Group 2”, “Group 3” and “Group 4”, and cannot
be renamed.

“Members” Button:
Click this button to add or remove members from the current Group. See the following
section for details of the Group Members screen.

Internet Access for this Group:
Select the desired options for the current group, as detailed below.

No Restriction:
Nothing is blocked. Use this to create the least restrictive group.

Always Block:
All traffic via the WAN port is blocked. Use this to create the most restrictive group.

Block by Schedule: Block current group during the time that you set here.

Define Services:
Select the applications you wish to block.

Multiple Services can be selected by holding the CTRL key (on the Macintosh, the
SHIFT key) while selecting.

Services button:

Click this button to open the Service window, which allows you to define your own
Services.

Current URL Filter:
Defined URLSs lists any existing entries. If you have not entered any values, this list will
be empty.

Current Content Filter:
Defined Contents lists any existing contents. If you have not entered any values, this list
will be empty.

Save the data on the screen and apply the data after restarting the router.

The “Cancel” button will discard any data you have entered and reload the file from the
Router.
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Group Members Screen

This screen is displayed when the Members button on the Access Control screen is clicked.

Group 1 Members

tembers (PCs)
@ Host " Subnet
<<hdd | | Name: r—
IP Address: I . I . | . |
MetMask: [255  [ss [ [
Delete |
Close |

|

Use this screen to add or remove members (PCs) from the current group.
B The Delete button will remove the selected PC in the Members (PCs) list from the current group.

B The <<Add button will add the new PC that you enter on the box to the right to the current group.

Member (PCs): List the total members (PCs) that you have set. You can add up to 32 members for a
group.

Host: For single host setting, choose this radio button and type in the specific IP address on the
box below.

Subnet: Allow you to define an IP range for this group.

IP Address: Type in the IP address that you need it to be included in this group.

Net Mask: By choosing Subnet radio button, you can enter the value here.

Delete: Delete the selected member (PC).

Close: Close this window.

Services

This page allows you to define your own service.
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Services

Available Serices Add Mew Service
AlM{ TCP:E190 - Mame: I—
EGP( TCP:179 ame.
BOOTP_CLIENT{ UDP:G3 Type: TCP =

CU-SEEME( UDP:7648 ) .
DNS( TCP:53 ) End Port:

DNS{ UDP:53 ) .
FINGER{ TCP:79 ) =] IoMP Type: 02 (o.255)

Delete |

BOOTR_SERVER( TCP:67..68) | |
CU-SEEME( TGP:7645 ) L’wl Start Port: |

Clase |

el

Available Services: This lists all the available services.

Name: Type the name that you want to add for a new service.

Type: Choose the type for the new service.

Start Port: For TCP and UDP Services, enter the beginning of the range of port numbers used by the
service. If the service uses a single port number, enter it in both the “Start” and “Finish”
fields.

End Port: For TCP an UDP Services, enter the end of the range of port numbers used by the service.
If the service uses a single port number, enter it in both the “Start” and “Finish” fields.

ICMP Type: For ICMP Services, enter the type number of the required service.

Delete: Use this to delete any Service you have added.

Close: Close this window.

Type in the necessary information and click Add. A new one will be displayed on the box of Available Services.
Then, click Close to return to the previous web page.

URL Filter
The URL Filter allows you to block access to undesirable Web Sites.

To use this feature, you must define “filter strings”. If the “filter strings” appears in a requested URL, the request is
blocked.

Content Filter
The Content Filter allows you to block the receiving undesirable web pages with text you type in this field.

To use this feature, you must define the “content”.  If the content appears in a web page, that page is not allowed to
display on your computer.

NAT

NAT (Network Address Translation) allows multiple users at your local site to access the Internet through a single
public IP address or multiple public IP addresses. NAT can also prevent hacker attacks by mapping local addresses to
public addresses for key services such as the Web or FTP.



Chapter 4: Web Configuration

NAT Settings

Click the Help button for in-depth descriptions and directions for use of each feature below.

Games
& Litilities
MAT
LUFnP
Dz

Select an Application: Half life, CounterStrike LI

Send incoming calls to: 192 168, 1. I

¥ Enable (Netwark Address Translatian)
¥ Enable {Universal Plug and Play)

[T Enable on 192, 163 l.l

Special Application Canfiguration |

Applications such as Internet garming, video conferencing, and Internet telephony
reguire multiple connections. The Special Application feature allows these
applications to work properly.

Yirtual Server Canfiguration |

Games & Utilities:

NAT:
UPnNP:

DMZ:

Special Application:

Virtual Server:

Configuration:

Apply:
Cancel:

UPnP

The "Virtual Servers” feature allows Internet Users to access services such as
the WWeb ar FTP on your LAN via public [P address.

Helg | Apply | Cancel |

Choose the games that you want to run for specific computer which is specified on the
line of “Send incoming calls to”.

Check Enable to activate NAT function.

UPnP allows automatic discovery and configuration of equipment attached to your LAN.
UPnNP is by supported by Windows ME, XP or later.

If Enabled, this router will be visible via UPnP.
If Disabled, the router will not be visible via UPnP.

If Enabled, it allows one (1) computer on your LAN to be exposed to all users on the
Internet, allowing unrestricted 2-way communication between the DMZ PC and other
Internet users or Servers.

Set for special applications to let them work properly. Click Configuration to get into
another window.

Allow users to access services ex. Web on their LAN via public IP address. Click
Configuration to get into another window.

Click this button to open another window for configuring special application and virtual
server.

Save the data on the screen and apply the data after restarting the router.

The “Cancel” button will discard any data you have entered and reload the file from the
Router.

Only Windows XP supports UPnP function. Before checking this function for proper using, you have to install UPnP
component to your computer first. Otherwise, the function will not take effect even click on “Enable (Universal Plug

and Play)” check box.

Please follow the steps below for installing UPnP components.

1. Click on the Start menu, point to Control Panel and click it.

2. Select Add or Remove Programs > Add/Remove Windows Components to open Windows Components

Wizard dialog box.
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Windows Components Wizard

Windows Components
'ou can add or remaove components of wWindows xP. [

To add or remove a component, click the checkbox. A shaded box means that only
part of the companent will be installed. To zee what's included in a component, click
Details.

LComponents:
[ = Meszage Queuing
‘1‘ MSM Explarer
[ 23 Metwarking 5
O gglﬂtha Network File and Print Services
W1 [E= Indate Ront Certificates

Description:  Contains a variety of specialized, network-related services and protocols.

Total dizk space required: 0.2 e ;
Details...
Space available on digk: 1034.2 MB

[ < Back ]L_ Mest » J[ Cancel ]

3. Select Network Services and click Details. Click the Universal Plug and Play check box.

Mebworking Services

To add ar remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Nebwaorking Services:

==

[ = Sirnple: TCPAP Services
Universal Plug and Play

Dezcription:  Listens for route updates sent by routers that use the Fouting Infarmation
Praotocol wersion 1 [RIPw1],

Total digk space required; 0.2 MB
Space available on dizk: 1452 6 MB

Dratails.

L Ok J[ Cancel ]

4. Click Ok. The system will install UPnP components automatically.

5. After finishing the installation, go to My Network Places. You will find an icon (ex: IEEE802.11b LAN) for
UPnP function.

ack - g l"l_llf . Search || Folders  |i4f|~

‘ﬂ My Metwork Places

i Local Metwork
work Tasks

N

\ I,’ backup on

o N

K. / SETUP Files an Adsli
_—

IEEE802.11b LAN

Add a network place
‘Wiew netwark connections

Zet up a home or small
office network

‘Wiew workgroup computers

1er Places

Deskiop
My Cornpuker

My Pincoments

6. Double click the icon, the ADSL router will open another web page for UPnP function. The IE address will be
changed as shown as the following graphic.

42



Chapter 4: Web Configuration

3 LOGIN - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

\_J Back s D @ N'Searu:h

Address |@http://192.168.1.1/|ogin.htm

7. Now, the NAT traversal function will be provided. The ADSL router will create virtual server automatically for
mapping while the router detecting the computer running some Internet applications.

DMZ

This feature, if enabled, allow one computer on your LAN to be exposed to all users on the Internet, allowing
unrestricted 2-way communication between the specified IP address and other Internet users or Servers.

B Thisallows almost any application to be used on the specified IP address.

B The specified IP address will receive all “Unknown” connections and data.

B [f the DMZ feature is enabled, you must type in numbers to specify an IP address.

B The DMZ feature can be Enabled and Disabled on the NAT setting screen.

Special Application Configuration

If you use Internet applications which use non-standard connections or port numbers, you may find that they do not
function correctly because they are blocked by router’s firewall. In this case, you can define the application as a
“Special Application”.

This screen can be reached by clicking the Configuration button on the Special Application item from NAT web
page.

You can define your special applications. Before doing this, you will need some information about the application;
this is normally available from the supplier of the application.

Also, please note that the terms “Trigger Port” and “Public Port” on this screen by referring to the traffic from client
viewpoint.

cial Lpplication - Micromit Internet Explorer

Special Application
IS 2 )
[Mech Commande  [2234 [1024-55535
2. Jcan [019 [2000-2038, 2050-2051, 2068, 2085, | W
3. |Quick Time 554 [pa70-5999 ¥
] | | r
5 | | | r
6 | | | r
7 f | r
B f | r
o | f | r
o f f r
Helo | Apply Close o
||
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Name: Type the description for the application.

Trigger Port: It defines the channel that is used to input data from applications. Enter the port number
that is used by the application server for the data that you receive from.

Public Port: It defines the channel that is used to output data to the applications. Enter the port number
that is used by the application server for the data that you want to send to it.

Enabled: Use this check box to enable or disable this Special Application as required.

Apply: Save the data on the screen and apply the data after restarting the router.

Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.

Using A Special Application

Please configure the Special Application screen as required.

On your PC, use the application normally. Remember that only one PC can use each Special Application at any time.
Also, when one PC is finished using a particular Special Application, it might be need a “Time-Out” before another
PC can use the same Special Application. The “Time Out” period may be up to 3 minutes.

Note: If any application still cannot function correctly, try to use the DMZ feature.
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Virtual Server Configuration

The Router implements NAT to let your entire local network appear as a single machine to the Internet. The typical
situation is that you have local servers for different services and you want to make them publicly accessible. With
NAT applied, it will translate the internal IP addresses of these servers to a single IP address that is unique on the
Internet. NAT function not only eliminates the need for multiple public IP addresses but also provides a measure of
security for your LAN.

When the router receives an incoming IP packet requesting for access to your local server, the router will recognize
the service type according to the port number in this packet (e.g., port 80 indicates HTTP service and port 21
indicates FTP service). By specifying the port number, you tell the router which service should be forwarded to the
local IP address you specify.

After you setting the virtual server you should modify the filter rule whichever port and service you set on virtual
server. Because the firewall has protected the route by filter rule so that you should update the filter rule after you set
up virtual server.

Virtual Server allows you to make servers on your LAN accessible to Internet users. Normally, Internet users would
not be able to access a server on your LAN because:

B You server does not have a valid external IP Address.
B Attempts to connect to devices on your LAN are blocked by the firewall in this device.

The Virtual Server feature solves these problems and allows Internet users to connect to your servers, as illustrated
below:

(192.168.1.254)
LAN IP Address

Web Server [Frpmm—s FTP Server
(192.168.1.10) (192.168.1.20)
(203.70.212.52)
WAN IP Address
——  Internet
Remote PC Remote PC
Using Web Server Using FTP Server
(Http://203.70.212.52) (Http://203.70.212.52)

IP Address seen by Internet Users

Please note that, in the above picture, both Internet users are connecting to the same IP address, but using different
protocols.

To Internet users, all virtual servers on your LAN have the same IP Address. This IP Address is allocated by your ISP.
This address should be static, rather then dynamic, to make it easier for Internet users to connect to your Servers.
However, you can use Dynamic DNS feature to allow users to connect to your virtual servers by using a URL,

instead of an IP address.
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Virtual Server Screen
This screen can be reached by clicking the Configuration button on the Virtual Server item from NAT web page.

it Intemet Explorer
Virtual Server
1. | 192.168.1.] r
2. [ 192.168.1.] r
3. | 192.168.1.] r
3. | 192.168.1. r
5. [ 192.168.1. r
6. | 192.168.1. r
7. | 192.168.1. r
B. | 192.168.1. r
9. | 192.168.1. r
10. | 192.168.1. r
Help | Apply |  Close | -
Mapping Port: Enter the port number which the server software is configured to use.
Server IP: Enter the IP address for the server.
Enabled: Use this check box to enable or disable this Virtual Server as required.
Apply: Save the data on the screen and apply the data after restarting the router.
Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.

Note:For each entry, the computer must be running the appropriate server software.

Defining your own Virtual Servers

If the type of server that you wish to use is not listed on the Virtual Server screen, you can define and manage your
own servers:

1. Type in the required data as described above.

2. Click Apply.

3. The new server will now appear on the list.

IP addresses can be automatically redirected to local servers configured with private IP addresses. In other words,
depending on the requested service (TCP/UDP port number), the router redirects the external service request to the
appropriate server (located at another internal IP address).

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use the Internet IP Address
(the IP Address allocated to you by your ISP.) For example,

Http://203.70.212.52

Ftp://203.70.212.52
It is more convenient if you are using a Static IP Address from your ISP, rather than Dynamic. However, you can use
the Dynamic DNS feature to allow users to connect to your Virtual Server through a URL, rather than an IP Address.
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Routing

Overview

If you don’t have other routers or gateways on your LAN, you can ignore this Routing page.
If the Router is the only acting as a Gateway for the local LAN segment, ignore this Routing page.

If your LAN has a standard router on your LAN, and the Router is to act as a gateway for all LAN segments,
enable RIP (Routing Information Protocol) and ignore the Static Routing table.

B [f your LAN has other gateways and routers, and you wish to control which LAN segments use each Gateway,
do not enable RIP (Routing Information Protocol). Configure the Static Routing table instead. (You also need
to configure the other Routers)

B [f you want to use Windows 2000 Data center server as a software Router, enable RIP on the Router, and
ensure the following Windows 2000 settings are correct:

€ Open Routing and Remote Access
€ Inthe console tree, select Routing and Remote Access, IP Routing, RIP

€ Inthe “Detail” pane, right-click the interface you want to configure for RIP version 2, and then click
“Properties”.

€ Onthe “General” tab, set Outgoing packet protocol to “RIP version 2 broadcast”, and Incoming packet
protocol to “RIP version 1 and 2”.

Routing Screen

This screen is accessed by using Routing link from the Advanced menu. Generally you will use either RIP or the
Static Route as explained above. It is impossible to use both methods simultaneously.

For multiple routers that installed on your network, please configure each unit's routing functions for proper using.
This setting allows different IP domain users to access the Internet through this device.

Static Route

If RIP is not used, you have to type entries in the Static Route field for each LAN segment on your network, other
than the segment to which this device is attached.

The other Routers must also be configured. Refer to Configuring other Routers on your LAN later in this section for
further details and an example.

Routing

Routing Infomation Protocol (RIF)

Recaive Mode IDisabIed 'I
Transmit Mode IDisabIed 'I

Default Gateway
Gateway |D . |D . |D . |D

Static Routing
Destination : I . I . I . I

Subnet Magk : | . | . | . |

Gateway I ) I ) I _ | =< Add |

“iew Routing Table | Helg | Apply | Cancel

Routing Information Protocol (RIP)
Receive Mode:
It incorporates the RIP information when receiving the RIP packets. From the drop-down
list select which RIP version should be accepted, Disable, RIP1, RIP2 and both.
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RIP2 supports broadcasting and multi-cast function.

Transmit Mode:
It broadcasts the routing table. From the drop-down list select which RIP version should
be broadcasted, Disabled, RIP1, RIP2 and both.

RIP2 supports broadcasting and multi-cast function.

Default Gateway: Gateway:
Type in the value as a default gateway.

Keep it in blank as a default gateway if you don’t want to change it.

Static Route: Destination:
The destination address of the remote LAN segment. For standard class C LANS, the
destination address is the first 3 fields. The 4™ field can be left at 0.
Subnet Mask:
The subnet mask for the remote LAN segment. For class C networks, the default mask is
255.255.255.0.
Gateway:
The IP address of the Gateway or Router which the Router must use to communicate with
the destination above (NOT the router attached to the remote segment).

Add: Click this button to add in a new static route to your router. The information you created
here will be shown on the Routing Table.

View Routing Table: Click this button to view the routing table.

Apply: Save the data on the screen and apply the data after restarting the router.

Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.

Viewing Routing Table

This screen shows a table about routing information, such as Destination LAN IP, Subnet Mask, Gateway, Metric,
Interface and so on. The router provides several default routing information. And the one that you added will be
added in a proper place.

3 Routing | Ron ahle - b it Internet Explorer

Routing Table

The Routing table allows you to see how many static routes you have configed, any dynamic routes
currently in place, and interface information for each.

Refresh |

192.1668.1.0 2562552850 192.168.1.1 a0 LA
224.0.0.1 255205 256,255 192.168.1.1 0 LA
238,255,255 250 255255 255 255 192.168.1.1 1] LAN

Cloge |

j |

Destination: Display the IP address of the destination that you set on Routing screen.
Subnet Mask: Display the Subnet Mask.
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Gateway: Display the IP address of gateway.

Metric: The number of hops (routers) to pass through to reach the remote LAN segment. The
shortest path will be used. The default value is 0.

Interface: Displays the interface that your router is using for network connection.

Refresh Click this button to display the table again.

Close Click this button to return to main web page.

Configuring Other Routers on Your LAN

It is essential that all IP packets for devices that are not on the local LAN can be passed to the Router, so that they
can be forwarded to the external LAN, WAN, or Internet. To achieve this, the local LAN must be configured to use
the Router as the default route or default gateway.

Local Router

The local router is the Router installed on the same LAN segment as the Router. This router requires that the default
route is the Router itself. Typically, routers have a special entry for the default route. It should be configured as
follows.

Destination--> Normally 0.0.0.0 but check your router documentation.
Subnet Mask--> Normally 0.0.0.0 but check your router documentation.
Gateway--> The IP Address of the Router.

Other Routers on the Local LAN

Other routers on the local LAN must use the Router’s Local Router as the Default Route. The entries will be the
same as the Router’s local router, with the exception of the Gateway IP Address.

For a router with a direct connection to the Router’s local Router, the Gateway IP Address is the address of the
Router’s local router.

For routers which must forward packets to another router before reaching the Router’s local router, the Gateway IP
Address is the address of the intermediate router.

Example — Static Route

Here provides you an example of Static Route.

@ D Router A m @
= :\M”m“ 5 =

192.168.1.xx
192.168.1.xx Segment 0
Segment 1
192.168.1.90
Router B
]
192.168.2.70

192.168.2.xx
Segment 2

For the Router’s Routing Table
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For the LAN shown above, with 2 routers and 3 LAN segments, the Router requires to add 2 static route as follows:

For segment 1

Destination 192.168.1.0

Subnet Mask 255.255.255.0 (Standard Class C)
Gateway 192.168.1.1 (Router’s local router)
For segment 2

Destination 192.168.2.0

Subnet Mask 255.255.255.0 (Standard Class C)
Gateway 192.168.1.1 (Router’s local router)

Default Route for Router A

Destination 0.0.0.0
Subnet Mask 0.0.0.0
Gateway 192.168.1.254 (Router’s IP Address)

Default Route for Router B

Destination 0.0.0.0

Subnet Mask 0.0.0.0

Gateway 192.168.1.1 (Router’s local router)
IGMP

The Internet Group Management Protocol (IGMP) is an Internet protocol that provides a way for an Internet
computer to report its multicast group membership to adjacent routers.

IGMP Settings
IGMWP [T Enahle

 Router Maode(DWIRF)

% Proxy Made

Help Anply Cancel
Enable: Check Enable to invoke the IGMP settings.
Choose Router Mode or Proxy Mode as the routing method.
Apply: Save the data on the screen and apply the data after restarting the router.
Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.
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Time Zone

The router’s clock must synchronize with global Internet’s time. The time you set in the screen will be adapted to

system log.

Set Time Zone:

Daylight Saving:

Start from:
End by:

Apply:
Cancel:

System Time

Connecting to a Simple Metwark Time Protocal (SMNTP) server allows the router to synchronize the
system clock to the global Internet. The synchronized clock in the router is used to recored the
security log and contral client filtering.

Set Time Zone | (GMT-0B:00) Central Time (US & Canada) =]
Daylight Saving

=
Start from I v” vI
End by wz I vI

FEB
MAR Help |
APR
A
JUM

JuL
AUG —
SEF
OCcT =

Apply Cancel

Choose the time zone of your country where you are going to use the router.
Check this button to invoke the daylight saving function.
Set the start time by choosing the month and date to help the router perform tasks.

Set the end time by choosing the month and date to let the router know when to stop the
task performing.

Save the data on the screen and apply the data after restarting the router.

The “Cancel” button will discard any data you have entered and reload the file from the
Router.

51



Wireless Broadband Router User’s Manual

52

DNS

On this page you can choose to disable or enable DNS function. To enable DNS, simply enter the value for Primary
and Secondary DNS address and click Apply.

A Domain Name system (DNS) server is like an index of IP addresses and Web addresses. If you type a Web address
into you browser, a DNS server will find that name in its index and find the matching IP address.

Most ISPs provide a DNS server for speed and convenience. Since your Service Provider may connect to the Internet
with dynamic IP settings, it is likely that the DNS server IP addresses are also provided dynamically. However, if
there is a DNS server that you would rather use, you need to specify the IP address below.

DNS Settings
Dynamic DNS

Dynarnic DNS allows you to provide Internet users with a domain name (instead of an 1P Address) to
access your Virtual Servers. Register for this FREE service at http: v dyndns.org

Dynamic DNS " Enahble

User Mame |

Password I"""‘"""’""""‘”

Darnain Marme |YDurDNS.dyndns.nrg
DNS Relay

DMS Relay will relay the DNS request to the server. Please input the DNS server provided by your ISP,

Prirmary DNS Server | . | . | . |

Secondary ONE Server I . I . I . |

Help | Apply Cancel

Dynamic DNS: Dynamic DNS:
Click Enable to initiate this setting.

User Name:
Enter the User Name specified at the www.dyndns.org Web site when you registered.

Password:
Enter your current password for www.dyndns.org

Domain Name:
Enter your domain name, as allocated at www.dyndns.org

The name should consist only of letters and the hyphen (dash). Using any other characters
may cause problems.

DNS Relay: Primary DNS Server:
Type in the DNS address that you get from your service provider.

Secondary DNS Server:
Type in the secondary DNS address that you get from your service provider.

Apply: Save the data on the screen and apply the data after restarting the router.

Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.
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Dynamic DNS
This feature is very useful when combined with the Virtual Server feature. It allows Internet users to connect to your
Virtual Servers by using a URL, rather than an IP address.

It also solves the problem of having a dynamic IP address. With a dynamic IP address, your IP address may change
whenever you connect, which makes it difficult to connect to you.

The service works as follows:

1. You must register for the service at http://www.dyndns.org(Registration is free). Your password will be sent to
you by e-mail.

2. After registration, use the “Create New Host” option (at www.dyndns.org) to request your desired Domain
name.

3. Enter your data from www.dyndns.org in the Router’s Dynamic DNS screen.
4.  The Router will then automatically ensure that your current IP Address is recorded at http:// www.dyndns.org.

5. From the Internet, users will be able to connect to your Virtual Server (or DMZ PC) using your domain name,
as shown in the screen.

Note: For Dynamic DNS free servcie, please note of the following:

1. You must sign up first to create a new account before using the service. The service is
free.

2. Click the link www.dyndns.org for connecting to this web site.
3. Your initial password will be sent to you by e-mail. You can change it later if you wish.

4. After registration, use the “Create New Host” link (on the www.dyndns.org Web site) to
request a domain name.

Network Clients

DHCP Client List shows the IP address, host name and MAC address of the clients which connected to the router.

DHCP Client List

The DHCF client list allows you to see which clients are connected to the router via IP address, host
name, and MAC address.

CARRIEMI 192.168.1.2 00-C1-26-04-69-26 r

Help Apply Cancel
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Upgrade

The firmware (software) in the Router can be upgraded using your Web Browser.
You must first download the upgrade file, then select Upgrade on the Advanced menu. You will see a screen like this:

Firmware Upgrade

Enter the path and name of the upgrade file then click the APPLY button below. You will be
prompted to confirm the upgrade.

Current Firmware Version: Vv 0.80.0001

Firmware Date: 2003.03.25
Browse, |

Apply |

To perform the firmware upgrade:
1.  Click the Browse button and navigate to the location of the upgrade file.
2. Select the upgrade file. Its name will appear on the box in the center of the web page.

3. Click on the Apply button to commence the firmware upgrade.

Note: Do not interrupt the upgrade process otherwise it might cause damage to your Router.
The Router is unavailabled during the upgrade process, and must restart when the upgrade
is completed. Any connections to or through the Router will be lost.

Backup/Restore
To restore factory settings or backup customers settings, select Config Tool from the Advanced menu.

Backup/Restore

You can backup the router's current configuration to a file on your PC and restore it to the router
as needed.

You can also reset the router to the original factory default configuration or just reset the router
without erasing the configration.

© Backup Settings / Restore settings
& Restore Factory Default Configuration

©  Reset Router

Help | Anply | Cancel |

Backup Settings/Restore settings: Allows you to backup settings or restored saved settings.

Restore Factory Default Configuration: Force the router performing reset and restore the original factory settings.

Reset Router: Reset your router onscreen.

Apply: Save the data on the screen and apply the data after restarting the router.

Cancel: The “Cancel” button will discard any data you have entered and reload the file from the
Router.
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Statistics

This screen displays the statistic for your router.

Statistics

TH Tatal Packets 459 a7
R¥ Total Packets 385 141
T Total Bytes 229239 6455
R Total Bytes 15894 E57E

- LAN1 LAN2Z LAN3 LAN4 m WLAN
0 0 a 426 1] 266

TX Packets

R¥ Packets 0 0 ]
TA Bytes ] 0 0
R Bytes 0 ] 0
Caollisions ] ] 1]
Speed (bits) 10M 100 100
Duplex HALF HALF HALF
MTU 1500 1500 1500

System Log

805

271073

56014

1]

100m

FULL

1500

] ]

1] 37614

] 1]

] ]
10m
HALF

1500 1500

To view the events or send warning e-mail to somebody while certain events occur, you have to open System Log
from Advanced menu and type in all the necessary information.

Log Status:

Log Server:

System Log

“iew the events that have been recorded by the router. If enabled, events will be logged to Flash
memory and Log Server. Wou may also choose to have e-mail alerts generated when certain types of

events are detected by the router.

E-Mail Alert |

Wiew Logs

(IP Address or Domain Mame]

Log Status ¥ Enahle
Log Server |
Event Level IInfDrmatiun "I
Interested Events F System ¥ HTTP ¥ DNEZ
¥ Firewsall ¥ NAT ¥ UPrP
Select All |
W PPPoE W PPTP ¥ Routing
Help |

If Enabled, the function will be activated.

W DHCP
P SNTP
W WLAN

Apply | Cancel

If not Enabled, no one will receive any message about the router.

Type in the IP address or Domain Name for your system

Event Level:
Interested Event:
E-Mail Alert:
View Logs:
Select All:

Choose the essence of the event.

Check the ones that you need.

Click this button to get into E-Mail Alert window for setting e-mail configuration.

Click this button to view system logs.

Click this button to check all the events listed on the Interested Events.
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Apply:
Cancel:

E-Mail Alert

Save the data on the screen and apply the data after restarting the router.

The “Cancel” button will discard any data you have entered and reload the file from the
Router.

This mechanism will send e-mails to specific users automatically according to the settings that you configure in the

following window.

Alert Status:

From:
To:

Copy to:

Subject:
SMTP Server:
Mail Priority:
Event Level:

Interval:

Interested Events:

Select All

Apply
Close
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i | Alert - Microsoft Internet Explorer

E-Mail Alert

Set what types of events you want to be notified of wia e-mail and specify the e-mail addresses to
which the alers should be send.

Alert Status " Enable
From I
To I (Separate by " " ar ™"
Copy to I (Separate by ""or ")
Subject I
SMTP Server | Part; |25 (0 - 65535)
tail Priority IHigh -
Event Level IWarning -
Interval I1D Seconds (1 - BE400)

(Alert interval used when events occurs frequently or repeatedly.)
Interested Events [T gyetem 7 HTTP ™ DNS ™ DHCP

¥ Firewall ™ MAT I~ UPnP [~ SNTP

Select All |
[ PPFoE [T PPTP [ Routing ™ wwLan
Help | Apply Cloze b

If Enabled, the function will be activated.
If not Enabled, no one will receive any message about the router.

Type in the name of the mail sender, such as string, host name, or a pronoun.

Type in the e-mail address that you want to send to. Usually, the ones put here is the most

important persons that you want to inform.

Type in the e-mail address that you want to send to. Usually, the ones put here is less
important then “To” entry.

Type in the subject of the mail that you want to let the receiver know.
Type in IP address or Domain Name
Decide the importance of the mail.

Choose the essence of the event.

Tell the system the time to wait to send e-mail while events listed on the Interested Events

occur.

Check the ones that you need.

Click this button to check all the events listed on the Interested Events.
Save the data on the screen and apply the data after restarting the router.

The “Close” button will discard any data you have entered and reload the file from the
Router.
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Viewing System Log

System Log your service provider lays a running record of your router, including information, warning and error log.
The information provided here is useful in working with your service provider or system administrators when

troubleshooting.

Download:
Clear:
Refresh:

Close:

't Internet Explorer

System Log

@ Information Aiarming € Eror

Level Time

(@) Thudan 106:00:27 1970 [SYSTEM]:User logined from 182.168.254.1 Ho
(@) Thulan106:00:04 1970 [DHCP]:Lease 102 1682541 to 00:¢1:26:02:60 2b Ho
(@) Thudan 106:00:00 1970 [DHCPL:The WaN Intertace sent out a DHCP Discover packet Ho
() Thudan 106:00:00 1970 [DHCPL:The WAN Intertace sent out a DHCF Disoover packet Yes

Download the log file information.
Erase current log files information.
Renew current log files information.

The “Close” button will discard any data you have entered and reload the file from the
Router.
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Status

This page shows the basic information of your Router including the software version, WAN MAC address, LAN
MAC address, etc. It provides a general overview of your Router. According to the WAN type that you choose, the
status will differ slightly.

Dynamic IP (Cable Modem)
If your access method is Dynamic IP, the Status page will be shown as follows:

Status

You can use the Status screen to see the connection status for the router's WANLAMN interfaces as
wall as hardware and firrmware varsion infarmation.

Internet tlore Details |

WA 1P 0.0.0.0
gction Type

Release |

LAN

IP Addra 92 1658.1.1
Subnet Mask 255.265.255.0
DHCZF Server Enabled

System Information

LAN MAC Address  00-80-96-55-65-15

WLAN MAC Address 00-90-95-00-03-00

WAN MAC Address  00-90-95-93-65-16

Up time 0 day(s) 0 hour(s) O minote(s) 31 second(s)
Firrnware “ersion 0.80.0001

More Details Click this button to see more detailed information.

Release If an IP address has been allocated to the Router (by ISP’s DHCP Server), click on this
button. It will break the connection and release the IP address.

Renew This button is only useful if the IP address shown above is allocated automatically on
connection. Otherwise, it has no effect.

If ISP’s DHCP Server has not allocated an IP Address for the Router, click on this button. It will attempt to
re-establish the connection and obtain an IP Address from the ISP’s DHCP Server.

ft Internst Exploer =1ol=l
=]
Internet Status Reftesh |

WA 1P 10.3.1.124

Subnet Mask 2552662550

Gateway 10.3.1.234

DNS Server 1 1921681 .1 (Static)

DNS Server 2 0.0.0.0 (Static)

DNS Server 3 10.1.1.12 (Dynamic)

OMS Server 4 165.95.1.1 (Dynamic)

Connection Type  Dynarmic [P

Lease Obtained  Thu Mar 20 00:43:09 2003

Lease Expires Fri tlar 258 00:43:09 2003

Close |

=
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PPPOE

If your access method is PPPOE, the Status page will be shown as follows:

More Details:

Disconnect:

Connect:

Status

You can use the Status screen to see the connection status for the router's WARN/LAMN interfaces as
well as hardware and firmware wersion information.

Internet Mare Details

WYAN [P 10.2.5.111

Connection Status

[ Disconnect ] ’Connect

IP Address 168.1.1
Subnet Mask 255266526560
DHCF Server Enabled

System Information

LAN MAC Address  00-00-00-00-00-00
WLAN MAC Address 00-00-00-00-00-01
WWAN MAC Address  00-00-00-00-00-02

Up time 1 days 2 hours 3 minutes 4 seconds

Click this button to see more detailed information.

If you find the connection is not established, please click this button to establish a
connection to your ISP.

If the connection is OK, you can hang up the connection by clicking this button.

oft Internet Explover =101
=]
Internet Status Refresh |

WAN 1P 10.3.79.147

Subnet Mask 25502652240

Gateway 10.3.95.210

DNS Server 1 10.3.1.1 (Static)

OMS Server 2 0.0.0.0 (Static)

DMS Server 3 168.85.1.1 (Dynamic)

DNS Server 4 168.95.192.1 (Dynamic)

Connection Type  PPPoE

Connection Status  CONNECTED

Close |

<
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PPTP

If your access method is PPTP, the Status page will be shown as follows:

Status

You can use the Status screen to see the connection status for the router's WARN/LAMN interfaces as
well as hardware and firmware wersion information.

Internet Mara Details |

WYAN [P 17224114

Connection

Subnet hask 255.266.256.0
DHCF Server Enabled

System Information

LAM MAC Address  00-90-95-98-65-15
YWLAN MAC Address 00-90-95-00-01-A7
YWAN MAC Address  00-90-95-98-65-16

Up time 0 day(s) 0 hour(s) 5 minute(s) 35 second(s)
More Details: Click this button to see more detailed information.
Disconnect: If you find the connection is not established, please click this button to establish a
connection to your ISP.
Connect: If the connection is OK, you can hang up the connection by clicking this button.
oft Intermet Explorer ] ]
=]
Internet Status Refrash |
VAN 1P 100.100.100.200
Subret Mask 256,255 2650
Gateway 100.100.100.1
DNS Server 1 10.3.1.1 (Static)
OMS Server 2 0.0.0.0 (Static)
DMS Server 3 168.85.1.1 (Dynamic)
DNS Server 4 168.95.192.1 (Dynamic)
Connection Type  PFTR
Caonnection Status COMMECTED
Close |
-]
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Static IP

If your access method is Static IP, the Status page will be shown as follows:

More Details

Status

You can use the Status screen to see the connection status for the router's WARNLAN intefaces as

well as hardware and firrmware wersion information.

Internet Mare Details |
WA P 10.3.1.32
Cannection Type Static [P
Caonnection Status COMNMECTED
LAN

IP Address 192.168.1.1
Subnet Mask 255 ARR 25510
DHCP Server Enabled

System Information

LAN MAC Address  00-80-96-95-65-15
WLAN MAC Address 00-90-95-00-01-A7
WAN MAC Address  00-90-96-98-65-16

Up tirne 0 day(s) 0 hour(s) 3 minute(s) 16 second(s)

Click this button to see more detailed information.

vz | Internet Statuz - Microsoft Internet Explorer

Internet Status

WAN P 10.3.1.124

Subnet hask 2552552850

Gateway 10.3.1.234
DMS Server 1 10.3.1.1 (Static)
DNS Server 2 0.0.0.0 (Static)

Connection Type  Static IP

Caonnection Status COMMECTED

Close |

Refresh |
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Chapter 5: Troubleshooting

If the suggested solutions in this section do not resolve your problem, contact your system administrator or Internet
service provider.

Problems with LAN

PCs on the LAN can not get IP addresses from the Wireless Broadband Router.
The chances are that the interface used as DHCP server is modified and the client PCs do not renew IP addresses.

If your DHCP server is enabled on Private IP Address previously and you modify the interface to Public IP Address,
the client PCs should renew IP addresses.

The PC on the LAN cannot access the Web page of the Wireless Broadband Router.
Check that your PC is on the same subnet with the Wireless Broadband Router.

The virtual server can’t be access after setting virtual server.

Check the filter rule of the port that virtual server service setting for example, the virtual server service set FTP 21
you need update the filter rule of the ftp 21 Direction setting: Choose filter the packets that incoming action (In
Bound) are Allow on the interface.

Can’t access the Router’s Web Configuration interface from a PC on your local
network.
Make sure you are using the correct login information, the default password is admin (small letters).

Make sure your PC’s IP address is on the same subnet as the router. If you are using the recommended addressing
scheme, your PC’s address should be in the range of 192.168.1.2 to 192.168.1.254.

Note:

1. If you use DHCP server and your PC’s IP address is shown as 169.254.x.x: please renew
the IP address and check the connection from the PC to the router.

2. If you are using a wireless LAN card equipped PC, check that the SSID and WEP settings
are the same for the router and PC.

3. If your router’s IP address has been changed and you don’t know the current IP address,
clear the router’s configuration to factory defaults. This will set the router’s IP address to
192.168.1.1.

Problems with WAN

If you router can’t access the Internet.

B You should first determine whether the router is able to obtain a WAN IP address from the ISP. Or you have
been assigned a static IP address.

B Check the IP address for the WAN port.

B [f your ISP requires a login program as PPP over Ethernet (PPPOE), ensure the user name and password you
enter are correctable.

B If your Broadband Wireless Router is set to routing mode and you use private IP addresses on the LAN, make
sure Network Address Translation (NAT) is enabled.

B Your PC may not recognize any DNS server address. Check your DNS setting on the Broadband Wireless
Router.

B Check the physical connection between the Wireless Broadband Router and the LAN.
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At the DOS prompt, ping the IP address of the Wireless Broadband Router, e.g, ping 192.168.1.1. If the
following response occurs:

Relay from 192.168.1.1 bytes=32 time=100nms TTL=253
Then the connection between the Wireless Broadband Router and the network is OK.
If you get a failed ping with the response of:
Request tinme out
Then the connection is fail. Check the cable between the Wireless Broadband Router and the network.
B Check the DNS setting of the Wireless Broadband Router.

At the DOS prompt, ping the IP address of the DNS provided by your ISP. For example, if your DNS IP is
168.95.1.1, then ping 168.95.1.1. If the following response occurs:

Relay from 168.95.1.1 bytes=32 time=100ns TTL=253
Then the connection to the DNS is OK.

If you get a failed ping with the response of:

Request time out

Then the DNS is not reachable. Check your DNS setting on the Wireless Broadband Router.

Problems with Upgrading

The following lists the error messages that you may see during upgrading and the action to take.

B Error Message: Upload Data Error | Please make sure your file is correct!
Possible cause: The firmware file format is invalid.

Action: Check the file format is correct, otherwise download a firmware file with correct format.

Microsoft Internet Explorer

! E Upload Diata Error! Flease make sure vour file 15 correct!

B Error: The router shut down for some unknown reason and the web page got problem
Possible cause: The firmware might be damaged.

Action: Execute recovery firmware update. Simply type 192.168.1.1 on URL line to open the page. Choose the
proper file and click Apply to execute the recovery process.

Recovery Firmware Update

The firrmware may be damaged in some condition. Please upgrade the firmware again.
Enter the path and name of the upgrade file then click the APPLY button below. You will be prompted to
confirm the upgrade.

File Path : | Browse |

When the file is copied, a successful web page appears as follows. Now the router’s firmware is upgraded. It
can be used again.
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Upgrade Firmware Successfully

four router has successfully been upgraded.

Please wait until the power light stops blinking.
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Chapter 6: Glossary

Authentication and WEP Encryption

The absence of a physical connection between nodes makes the wireless links vulnerable to
eavesdropping and information theft. To provide a certain level of security , the IEEE 802.11
standard has defined two types of authentication methods, open system and shared key.
With open system authentication a wireless PC can join any network and receive any
messages that are not encrypted. With shared key authentication, only those PCs that
possess the correct authentication key can join the network. By default IEEE 802.11 wireless
devices operate in an Open system network.

DHCP (Dynamic Host Configuration Protocol)

When operates as a DHCP server, the Wireless Broadband Router assign IP addresses to the
client PCs on the LAN. The client PCs “leases” these Private IP addresses for a user-defined
amount of time. After the lease time expires, the private IP address is made available for
assigning to other network devices.

The DHCP IP address can be a single, fixed public IP address, an your service provider
assigned public IP address, or a private IP address.

If you enable DHCP server on a private IP address, a public IP address will have to be
assigned to the NAT IP address, and NAT has to be enabled so that the DHCP IP address can
be translated into a public IP address. By this, the client PCs are able to access the Internet.

Infrastructure mode

A backbone to extend the service provided by network. This mode provides wireless
connectivity to multiple wireless network devices within a fixed range or area of coverage,
interacting with wireless nodes via an antenna.

LAN (Local Area Network) & WAN (Wide Area Network)

A LAN is a computer network limited to the immediate area, usually the same building or
floor of a building. A WAN, on the other hand, is an outside connection to another network
or the Internet.

The Ethernet side of the Wireless Broadband Router is called the LAN port. It is a
twisted-pair Ethernet 10/100Base-T interface. A hub can be connected to the LAN port. More
than one computers, such as server or printer, can be connected through this hub to the
Wireless Broadband Router and composes a LAN.

The WAN port of the Wireless Broadband Router composes the WAN interface, which
supports PPP or RFC 1483 connecting to another remote DSL device or cable modem.

MAC Address

Media Access Code Address. A unique, 48-bit number assigned to every network interface
card by the manufacturer.

NAT (Network Address Translation) IP Address

NAT is an Internet standard that translates a private IP within one network to a public IP
address, either a static or dynamic one. NAT provides a type of firewall by hiding internal IP
addresses. It also enables a company to use more internal IP addresses.

If the IP addresses given by your your service provider are not enough for each PC on the
LAN and the Wireless Broadband Router, you need to use NAT. With NAT, you make up a
private IP network for the LAN and assign an IP address from that network to each PC. One
of some public addresses is configured and mapped to a private workstation address when
accesses are made through the gateway to a public network.

For example, the Wireless Broadband Router is assigned with the public IP address of
168.111.1.1. With NAT enabled, it creates a Virtual LAN. Each PC on the Virtual LAN is
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assigned with a private IP address with default value of 192.168.1.2 to 192.168.1.254.
These PCs are not accessible by the outside word but they can communicate with the
outside world through the public IP 168.111.1.1.

Private IP Address

Private IP addresses are also LAN IP addresses, but are considered “illegal” IP addresses to
the Internet. They are private to an enterprise while still permitting full network layer
connectivity between all hosts inside an enterprise as well as all public hosts of different
enterprises.

The Wireless Broadband Router uses private IP addresses by assigning them to the LAN that
cannot be directly accessed by the Internet or remote server. To access the Internet, private
network should have an agent to translate the private IP address to public IP address.

RIP (Routing Information Protocol)

RIP is a routing protocol that uses the distance-vector routing algorithms to calculate
least-hops routes to a destination. It is used on the Internet and is common in the NetWare
environment. It exchanges routing information with other routers. It includes V1, V2 and
V1&V2, which controls the sending and receiving of RIP packets over Ethernet.

SSID

SSID is a thirty-two character(maximum) alphanumeric key identifying the wireless local
area network.

Service Set Identity. A group name shared by all members of an IEEE 802.11b network.
Only devices with the same SSID are allowed to establish connections. For the wireless
devices in a network to communicate with each other, all device must be configured with the
same SSID.

UDP (User Data gram Protocol)

UDP is a connectionless transport service that does not own the reliability services provided
by TCP. UDP gives applications a direct interface with IP and the ability to address a
particular application process running on a host via a port number without setting up a
connection session.

Virtual Server

You can designate virtual servers, e.g., a FTP, web, telnet or mail server, on your local
network and make them accessible to the outside world. A virtual server means that it is not
a dedicated server -- that is, the entire computer is not dedicated to running on the public
network but in the private network.
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Software

Router Features

NAT let multiple users on LAN to access the Internet for the cost of only one IP address and enjoy various
multimedia applications.

ALGs(Application Level Gateways) support. (NetMeeting, MSN Messenger, MSN Game Zone, Battle.net and
else)

Trigger port mechanism support that can allow new application through NAT

UPnNP support (include NAT traversal)

DMZ hosting, Multiple Virtual Servers (e.g., Web, FTP, Mail servers) can be setup in local network
Static Route, RIP v1, v2

Multiple kind of WAN connection: PPPoE, DHCP Client, Fixed IP, PPTP

DHCP Server, DNS Relay, SNTP (Time Zone) setup, DDNS support

Mac cloning (for WAN connection is DHCP client)

Support VPN PPTP pass through, IPSec Pass through

IGMP support Router mode and Proxy mode

Bridging Features
€ Ethernet Switch Supports self-learning bridge specified in IEEE 802.1 D Transparent Bridging

€ Transparent Bridging between 4-port 10/100 MB Ethernet switch and 802.11b Wireless LAN interface.

Wireless LAN Features

Fully compatible to 802.11b standard, allowing up to 11Mbps wireless rate with distance up to 300 feet/90
meters.

The 2.4 GHz Direct Sequence Spread Spectrum (DSSS) technology is exploited.
Seamless roaming within wireless LAN infrastructure.

Wireless clients association list

Wireless clients Mac address filter

Support disable the broadcast of SSID

Security Features

PAP(RFC1334), CHAP(RFC1994) for PPPOE session

Wireless support WEP (Wired Equivalent Privacy) uses RC4 with 40/64 and 128 bit key length. Passphrase key
generation support.

802.1x support (also include WEP key distribution support)
Mac address Filter

Schedule and Group base content filtering, URL filtering and IP filtering

Configuration and Management

Enable/disable Remote Management (ping and web browse)
Login / Logout of web management

Configurable through Web Browser
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B HTTP firmware upgrades via Web browser directly
B Support DHCP Server function for IP distribution to local network users

B E-mail Alert and Event Logging. Also provide different level of event alert and log

Hardware

Interface
B One 10/100 Base-T RJ-45 port for Broadband connection (Cable/DSL or direct Ethernet)

B Four RJ-45 ports for 10/100Base-TX Ethernet Switch LAN connection.
B Build-in PCMCIA card for 802.11b that include two internal patch antenna

Regulatory Approvals and Compliance

B EML FCC part 15 Class B
B Safety: Dentori, IEC950

B Immunity: VCCI class B

B PTT: JATE

Power Requirement and Operation Environment Requirement
B Power Adaptor: Input 100+10 VAC; Output 12 VDC, 1A

B Power Consumption: less than 10 Walt
B Ambient Temperature: Operating - 0°C to 40°C, Storage - -20°C to 70°C
B Relative Humidity: 5% to 90% (non-condensing)

LED Indicators
m  Power (Green)

B Diagnose (Green)

B 10Mbps/ 100Mbps Ethernet Link (Green)
[

[

WLAN(Green)

WAN(Green)
Physical
B Dimensions: 152 mm (L) x 113 mm (W)
B Weight: less than 700 g

Certification
[ ] Wi-Fi Certified
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