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Preface

This manual provides information related to the installation, operation, and application of this device. The individual reading this manual is
presumed to have a basic understanding of telecommunications terminology and concepts.

If you find the product to be broken or malfunctioning, please contact technical support for immediate service by email at
technicalsupport@netcomm.com.au

For product update, new product release, manual revision, or software upgrades, please visit our website at http://www.Netcomm.com.au

Important Safety Instructions
With reference to unpacking, installation, use and maintenance of your electronic device, the following basic guidelines are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard. For example, near a bathtub, kitchen sink or laundry tub, or
near a swimming pool. Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

¢ Do not connect the power supply cord on elevated surfaces. Allow it to lie freely. There should be no obstructions in its path and no heavy
items should be placed on the cord. In addition, do not walk on, step on or mistreat the cord.

e Use only the power cord and adapter that are shipped with this device.
¢ o safeguard the equipment against overheating, make sure that all openings in the unit that offer exposure to air are not blocked.

e Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a remote risk of electric shock from
lightening. Also, do not use the telephone to report a gas leak in the vicinity of the leak.

e Never install telephone wiring during stormy weather conditions.

A WARNING

e Disconnect the power line from the device before servicing.

Copyright
Copyright©2011 NetComm Limited. All rights reserved. The information contained herein is proprietary to NetComm Limited. No part of this
document may be translated, transcribed, reproduced, in any form, or by any means without prior written consent of NetComm Limited

NOTE:This document is subject to change without notice.
Save Our Environment
When this equipment has reached the end of its useful life, it must be taken to a recycling centre and processed separate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make up this router can be recycled in accordance with regionally
established regulations. Never dispose of this electronic equipment along with your household waste. You may be subject to penalties or
sanctions under the law. Instead, ask for disposal instructions from your municipal government.

Please be responsible and protect our environment.
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

1. Overview

The NetComm 3G18WV integrates a Wireless LAN and 3G WAN into one unit. Connection to the Internet is achieved through either a 3G
service or via a fixed line xDSL/Cable/Satellite connection to the 3G18WV’s WAN port, providing you with the flexibility to choose how you access
the Internet.

The 3G18WV'’s automatic failover ensures you are always connected by activating the xDSL/Cable/Satellite connection should the 3G connection
drop out.

Users are able to share a single 3G connection via both a wired and wireless connection to the 3G18WV. With a built in and external antenna
providing a 2 transmit, 2 receive (2T2R) 802.11n wireless access point, this router provides wireless speeds of up to 300Mbps.

On top of this, the 3G18WV has four LAN ports for wired connections to multiple devices. The 3G18WV allows the user to simply insert a 3G USB
Modem with SIM card and utilise 3G Mobile Broadband for Internet connectivity.

Integrated VolP telephony enables the 3G18WV to offer a highly cost efficient solution for making interstate or overseas calls utilising the mobile
broadband connection, especially in locations that lack fixed line infrastructure or as an alternative to traditional landline based Internet services. All
the user requires is a traditional analogue/cordless phone and an activated account with a VoIP service provider.

The 3G18WV also includes advanced security features such as VPN pass-through, a full complement of wireless security options and a built
in firewall.

1 - Maximum wireless signal rate and coverage values are derived from IEEE Standard 802.11g and 802.11n Draft 2.0 specifications. Actual wireless speed and coverage are
dependent on network and environmental conditions included but not limited to volume of network traffic, building materials and construction/layout.

8(31 8WV Features

Powerful wireless router with support for 3G Mobile Broadband
e Creates instant Wireless hotspots to share the Internet connection of a 3G or DSL/Cable connection
e Supports Wireless N standard with data speeds up to 300Mbps
e One WAN port for alternate wired Internet connection (DSL/Cable/Satellite via Ethernet)
e Four LAN ports to connect wired devices like PCs or gaming consoles
e One RJ-11 port to connect an analogue telephone for use with a VOIP service.
e Ensures connectivity and business continuity with auto Internet failover from 3G Mobile Broadband to the Ethernet based WAN port.
e Easy WiFi Protected Setup (WPS) by the single touch of a button to establish a secure wireless connection
e Full Wireless security - WER, WPA, WPA2
e Browser based interface for configuration and management: OS independent and easy to use

Package Contents

Your 3G18WV router package contains the following items:
e 3G Wireless N300 VolP Router - 3G18WV
e Quick Start Guide
e Power Supply Unit
e FEthernet Cable
If any of the above items are damaged or missing, please contact your dealer immediately.

YMLO-3G18WV 3G18WV User Guide
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Minimum System Requirements

Before continuing with the installation of your 3G18WV router, please confirm that you comply with the minimum system requirements.

- 3G USB modem with SIM card for 3G Broadband access if you want to use a 3G Broadband service.
Note: Subject to terms and conditions from your 3G Broadband Internet Service.

- Computer with Windows, Macintosh, or Linux-based operating systems with a working Ethernet adapter with TCP/IP Protocol installed.
- Internet Explorer version 6.0 and above, Mozilla Firefox version 3.0 and above or Safari 5 and above.

Wireless Computer System Requirements
- Computer with a working 802.11b, 802.11g, 802.11n wireless adapter

VolIP Telephony Requirements
1. Standard analogue PSTN or cordless PSTN phone handset (DECT) with an RJ-11 port. (ISDN phone handsets are not supported)

2. RJ-11to RJ-11 phone connectivity cable
3. Subscription to a VoIP Service by a VoIP Service Provider using SIP version 1.0 or 2.0 (Session Initiation Protocol)

LED indicators

TITLE DESCRIPTION
LAN (1-4) 1 - 4 Device connected to corresponding Ethernet port. The LED flashes when there is activity on the
QE QE port.
WAN P Device connected to the WAN port. The LED flashes when there is activity on the port.
www EE
¢
Power I The 3G18WV is powered on.
3G The 3G18WV is connected via 3G. The LED flashes when there is activity via the 3G connection.
36)
Phone Q The 3G18WV is signed into a valid VOIP account.
WiFi The Wireless network function of the 3G18WV is active. The LED flashes when there is activity on
((I)) the Wireless network.

3G18WV User Guide YMLO-3G18WV
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

Restoring Factory Defaults

This feature will reset the router to its factory default configuration. Occasions may present themselves where you need to restore the factory
default settings on your router.

Typical situations are:
- You have lost your password and unable to login to the router.
- You have purchased the router from someone else and need to reconfigure the device.
- You are asked to perform a factory reset by a member of the NetComm Support Staff.
In order to restore your router to its factory default settings, please follow these steps:
- Ensure that the router is powered on (for at least 20 seconds).
- Use a paper clip or a pencil tip to depress the reset button for ten seconds and release.
At this point, the reset is in progress. Do not power off the unit.
After the router reboots, the default settings are now restored. This entire process takes several minutes to complete.

Once you have reset the router to its default settings you will be able to access the device’s web configuration using the address
http://192.168.20.1 with password “admin”.

Default Settings

LAN (Management)

Static IP Address: 192.168.20.x
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.20.1

WAN (Internet)

WAN mode: DHCP

Wireless

SSID: NetComm Wireless

Security: WPA2-PSK

Wireless Security Key: alb2c3d4e5

Router Access

Password: admin
YMLO-3G18WV 3G18WV User Guide
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

2. Connecting your 3G18WV
Wireless Router

Basic Router Setup

Step 1:  Attach the antenna.
1. Remove the antenna from its plastic wrapper.
2. Screw the antenna in a clockwise direction to the back panel of the unit.
3. Once secured, position the antenna upward at its connecting joint. This will ensure optimal reception.
4. Ensure the Power Switch is off.
DO NOT connect the 3G18WV to power before performing the installation steps below.
Step 2:  Insert a 3G USB modem into the 3G18W\V.
Step 3:  Insert the Ethernet cable into the LAN Port:

Insert the Ethernet cable into a LAN port on the back panel of the 3G18WV, and into an available Ethernet port on the network adapter in the
computer you will use to configure the 3G18WV.

Step 4: Power on the 3G18WV.

1. Connect the power adapter to the DC jack on the back panel of your 3G18WV.
2. Then plug the other end of the power adapter into a wall outlet or power strip.
3. Turn on the Power Switch.

Step 5 Complete the basic setup.

1. All LEDs will flash to indicate power has been applied.

2. The LEDs will flash ON and OFF as the 3G18WV performs its start-up initialisation and Internet connection processes.
This will take a few minutes.

Telephone Setup

Step 1:  Insert the RJ-11-to-RJ-11 cable that comes delivered with your telephone into the FXS Phone Port (RJ-11) of the 3G18WV.
Step 2:  Make sure the other end of the cable is plugged firmly into the RJ-11 port of your telephone.

YMLO-3G18WV 3G18WV User Guide
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Setting up your computer

Having physically connected your 3G18WV, the next step is to configure the router to establish a broadband connection. Depending on your
computers current settings you may first need to reconfigure the TCP/IP (Network Settings) to access your Wireless Router.

Follow the appropriate instructions for your operating system.

For Windows 2000/XP

- Click on “Start” -> “Control Panel” (in Classic View). In the Control Panel; double click on “Network Connections” to continue.

2 EE
telp &
SO B P s |15 5 X 9 [
agress [T Cortrol panel EIBE

&

ty AddHardware  Addor  Admistrative Automatic DateandTme  Display  Folder Options
Re Tl

<

D B 0 X &8 W

s Updates:

= @ 5 Q

(i
Keyboard wal

L
L oa 49 @
Power Options Printersand  QuickTime  ReaktekHD  Regionaland Scannersand  Schedued  Securty ¢
Fa Sound EFf...  Language Cameras Tasks Center  Audio Devic

e |

Taskbar and User Accounts  Windows  Windaws Wiireless
Start Meru Cordopace  Frewal  Network Set

4 =

Game
Controlers

uters, networks, and the Internet,

- Single RIGHT click on “Local Area connection”, then click “Properties”.

- Double click on “Internet Protocol (TCP/IP)”.

" Network Connections

File Edit “ew Favorites Tools Advanc

@Back - @ - @ pSearch t

Address Ié Metworlk Connections

LAN or High-Speed Internet

=]
Disable
Local Area Statgs
Conneckion Repair
Wizard Bridge Connections

Create Shorkout

J Delete

Rename

ew

Zonneckion
Wizatd e —

4 objects

i Local Area Connection Properties. 21x
General | Authentication | Advanced |
Connect using

8 Broadcom Netitieme Gigabit Etherne

This cgnnection uses the folowing iters:

Client for Microsoft Networks
File and Frinter Sharing for Microsoft Netwarks
005 Packet Scheduler

Ietall. | Wrinstal Fropettis |

wide area network protocol that provides communication

Descrip
Transmission Control Protocol/Intemet Pratocol The defaul
acioss diverse interconnested netnorks.

[¥ Show icon in nalification area when connected
[ Notity me when this connsetion has mted of no connectivits

Clase Cancel

- Check “Obtain an IP address automatically” and “Obtain DNS server address automatically” then click on “OK” to continue

- Click “Show icon in notification area when connected” then click on “OK” to complete the setup procedure.

Internet Protocol (TCP,/IP) Propetties zlx|
General | Alternete Corfiguration |
“Youcan getIP settings assigned automaticaly if your network, supparts.
this capabilty. Otherwise, you need to ask pour network administator for

the appropriate [P setings.

0 Usethefdlowing P address ——————————————————
1P addiess: -
Subnet mask:

& Obtain DNS server address automaticaly

Default gateuay

(1" Usg the following DNS server addresses:

Frefered DNS server

—
—
Advanced..
Cancel

Alterrete DS server

$g1 8WV User Guide
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

For Windows Vista-32/64
- Click on “Start” -> “Control Panel” (in Classic View)-> “Network and Sharing Center”.

8 » Controlpanel B B »
e | ey
S emd Q4
ool il Bl vl ol

@ F
o

[ R

DD B R BB =
" o
W@t § &

e e

- Inthe task list on the left hand side of the window, click on “Manage network connections” to continue.
- Single RIGHT click on “Local Area connection”, then click “Properties”.

— | Local Area Connection |
&, Network Disable

@ Marvell Yukon 838072

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

- The screen will display the information “User Account Control”. Click “Continue” to continue.
- Double click on “Internet Protocol Version 4 (TCP/IPv4)”.
T Lo Arn Comeion Pror e e = |

||| Connect using
| W Marvall Yukon 88E8072 PCLE Gigabit Ethemet Controller ‘

I

This connection uses the following tems:

% Cliertt for Microsoft Networks

=100 Packet Scheduler

I 8} Fie and Prrter Shaning for Micrasaft Networks
& Intemet Protocol Version 6 (TCP/IPvE)

B¥ riemet Protocol Version 4 (TCP/IPvd)

<& Link-Layer Topalogy Discovery Mapper /0 Driver

I & Link-Layer Topology Discovery Responder

[ metal. ]| sl | [ Propeties
Description
Transmission Cortrol Protocol/Intemet Protocol. The defauit

wide area network protocol that provides communication
across diverse interconnected networks

- Check “Obtain an IP address automatically” and “Obtain DNS server address automatically” then click on “OK” to continue.

-
Intemet Protacol Version 4 (TCR/IPv4) Properties [ 9 [

General | plternate Configuration

You can get IP settings assigned automatically if your network supports
this capabilty, Otherwise, you need to sk your network administrator
for the appropriate IP settings.

(@ Bbtain an 1P address automatically
() Use the following IP address:

TP address:

subnet mask:

Default gatewiay:

@ Chtain NS server address automatically
() Use the following DNS server addresses:
Preferred DS server:

alternate DNS server:

[]validate settings upon exit

Adyanced
o) Cea |

- Click on “OK” to complete the setup procedure.

YMLO-3G18WV 3G18WV User Guide
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For Windows 7-32/64
- Click on “Start” -> “Control Panel” (in Category View) -> “View network status and tasks”.

(5 » Control Pane » = ) eorch Conta Panet »

Adjust your computer's settings Viewby:

s
speen

Find and fiproblems

Appearance and Personalization
_ Network and Internet w Change the theme
@i Change deskop bckground

=

Adjustscreen resluton
Clock, Language, and Region
./ Hardware and Sound I Crange keybosrds o othernput methods
f© View devices and prnters Change isplay langusge

Add o device
Ease of Access
L

P
Programs ‘@
D i

Uninstall»program

- Inthe Control Panel Home, click on “Change adapter settings” on the left hand side of the window to continue.
- Single RIGHT click on “Local Area Connection”, then click “Properties”.

— II Local Area Connectinn. |
% Identifying... ) Disable

Marvell Yukon 88E] Stat

Diagnose
@ Bridge Connections

Create Shortcut
Delete
@ Rename

I@ Proper‘tisl

- Double click on “Internet Protocol Version 4 (TCP/IPv4)”.

R _
I (| Ers e T ==
! Mietworkng
Connect using

| & Marvel Yukon 88EB058 PCI-E Gigabit Ethemet Cortroller |

This connection uses the following items

% Client for Microsoft Networks

B 105 Packet Scheduler

=l File and Printer Sharing for Microsaft Metworks
- Intemet Protocal Version 6 (TCP/IPVE)

B Int=met Protocal Version 4 (TCP/IPv4)

=& Link-Layer Topology Discovery Mapper |/0 Driver
& Link-Layer Topology Discovery Responder

istall. | [ Uninsial | [ Propeties
Descrption

Transmission Corttrol Protocol/Intemet Protocel. The default
wide area network protocol that provides communication
across diverse interconnected networks

- Check “Obtain an IP address automatically” and “Obtain DNS server address automatically” then click on “OK” to continue.

-
Internet Protocol Version 4 (TCP/IPv4) Properties [ 7 [t

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

©

ol

n IP address ai

& gl
Use the following IP address:

<]

1P address:
Subnet mask:

Default gatewsy:

@ Obtain DNS server address automatially
{©) Use the following DNS server addresses:
Breferred DS server:

Alkerniats DNS server:

[ validate settings upon exit

- Click on “OK” to complete the setup procedure.

3G18WV User Guide YMLO-3G18WV
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

For Mac OSX 10.6
- Click on the Apple menu and click on “System Preferences”.

- Click on the “Network” icon.

800 System Preferences

Personal

[ e -
i & M Q@
Appearance  Desktop & Dock Exposé &  International  Security Spatlight
creen Saver Spaces
Hardware
= ) O =™ 4
3 o
Bluetooth  CDs&DVDs  Displays Energy Keyboard &  Print & Fax Sound
Saver Mouse

Internet & Network

MobileMe Newwork |  QuickTime  Sharing

System

n b & § O @ ©

Accounts Date & Time Parental Software Speech Startup Disk Time Machine Universal
Access

Controls Update

- Set “Location” to Automatic.
- In the “Configure IPv4” section, choose “Using DHCP”.

800

Location: | i [

- Ethernet s
“ Connected Slas Status: Connected

Configure [Pv4: [ Using DHCP H

IP Address:
Subnet Mask:

Router:

DNS Server: | ‘

Search Domains: | ‘

Chavarced..) 3

+ = n]

IIB Click the lock to prevent further changes. (“Assistme... ) ( Revert ) ( Apply )

- Click on “Apply”.

YMLO-3G18WV
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

3. Web Configuration Wizard

Having setup your computer, the next step is to establish a connection to the internet. Please follow the steps below to configure your 3G18WV
Wireless router via the web configuration wizard.
Open your web browser (e.g. Internet Explorer/Firefox/Safari) and type http://192.168.20.1/ into the address bar at the top of the window.

At the login screen, type “admin” (without quotes) in the System Password field. Then click on Login.

L) System Password : (default: admin) | Login

Note: admin is the default login password for the unit.
- Click on “Wizard” and then on “Enter”.
T AT €T AT —
T

& wizard
€ Advanced Setup
€ Volp setup

This page shows you the steps needed to configure your 3G18WV unit.
T T LT T
s ]

» Step 1. Setup Lagin Password
» Step 2. Setup Time Zone

» Step 3. WAN Setun

» Step 4. Wirsless Setup

» Step 5. Voice Setup

» Step 6. Summary.

» Step 7. Finish

ZBackll| [ start > Password > Time > LANWAN > Wireless > VOICE > Summ ary > Finish! ] [IINGxS

- Click “Next” to continue.
- If you want to change the system password, enter the current system password into the “Old Password” field and then enter the new
password into both the “New Password” and “Reconfirm” fields and then click “Next”.

(If you do not wish to change the password, leave the fields blank and click “Next”)

T AT e T ———T

8 et i sewnompossnerd ]
» Ol Password |
— —
- | —
= Back [ Start > Password > Time > LAN/WAN > Wireless > VOICE > Summary > Finish! ] Neyt =
YMLO-3G18WV 3G18WV User Guide
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- The time zone should be set correctly by default, if it is not, please select your Time zone from the pull down menu and click “Next”.
, ] g :

(GMT+08:00) Pertn, Westem Australia =l
Detect Again
ZEackIl| [ start > Password > Time > LANWAN > Wireless > VOICE > Summary > Finisht | [INGXS

- Select whether you would like to automatically detect your primary WAN connection type or set the connection type manually (3G USB
modem or wired WAN) and then click “Next”.

@ auto Detecting WAN Type

© Setup WAN Type Manually

<BagkI| [ Start > Password > Time > LANWAN > Wireless > VOICE > Summary > Finish! | [ING3.

- There are a number of different connection types available. Select the type of connection which is appropriate for your broadband service.
You can choose from the following connection types:

e 3G Connection

e FEthernet WAN
Static IP Address
Dynamic IP Address
PPP over Ethernet
PPTP

o L2TP

The example below shows the 3G connection setup.

o O O O

» country ‘Abaria — =

» Telecom Vodatone =]

» aeN T stonan
» PIN Cote [ optiona)

Dialed Nurmby .
» Account [ optonan
» Password T loptonan
SBREIN] [ Start > Password > Time > LANWAN > Wireloss > VOICE > Sum Finisie ] [ Neds

(Each connection type has different configuration requirements. Some require a server address and username / password account details, while others may only require the correct
APN [in the case of a 3G connection] to be entered)

Please refer to the relevant connection type configuration section in the later chapters of this user manual for more information
about configuring the different connection types offered.

After entering the connection details supplied by your Broadband service provider, click the “Next” button.

- If you want to change the wireless network name or channel settings, you can do so on this page. Change the settings as needed and
click “Next”.

(If you wish to use the default settings, click “Next”)

3G18WV User Guide YMLO-3G18WV
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

T T AT e A
L5 setw W Wielss sevws ]

» Wireless Module @ Enable © Disable

» Network ID(SSID) [NetComm Wireless

» Channel 1~

ZBackl| [ start > Password > Time > LAN/WAN > Wireless > VOICE > Summary > Finish! | Next>

If you want to change the wireless network security settings, you can do so on this page. Change the settings as needed and click “Next”.

(If you wish to use the default settings, click “Next”)
T T AT T e A —_
<11

» Authentication WPA-PSK/WPAZ PSK 7]

» Eneryption TKIPIAES ¥
» Preshare Key [atb2c3d4e5

LANWAN > Wireless > VOICE > Summary > Finish! ] | Neds

ZEaekll [ start > Password > Time

If you would like to setup your VOIP account details, click on the “SIP Setting” checkbox and click “Next”.
T A T e A T —
11

[ SPSetting
i click next o proceed.

ZEEckIl [ start > Password > Time > LAN/WAN > Wireless > VOICE > Summary > Finish | [JJINGES)

- Enter the VOIP service details supplied by your VOIP service provider.
T T AT T e A T
e —

» Display Narme
» UserName

» Register Name

» Repister Password

» Realm
» Domain

» Pro Server
» Registrar

Next>

ZEEkIl | start > Password > Time > LAN/WAN > Wireless > VOICE > Summary > Finish! |

After entering the VOIP service details supplied by your VOIP service provider, click the “Next” button.

3G18WV User Gui?e
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- Confirm the setup information and click “Apply Settings” if everything is correct. You can also click “Back” to go back and change any of

the previously configured settings.

T T T AT €T
[ sew e swnany ]

Please confirm the information below

[WAN Setting |

WaN Type 6

APN 3senices
PIN Code

Dialed Number “99¢
Account

Password =

[ Wireless Setting |

Wicless Enable
ssip NetComm Wireless
Channel [
Athertication WA PEKIWPAZPSK
Encryption THIPIAES
Prestiare Key atbzcagees
T Do you wann t
SBSKI] [ Start > Password > Time > LANWAN > Wireless > VOICE > Summary > Finish | [ ABbly Setings

The router will then apply your configured settings.
T T AT A
(esowwamimmestes

Systeris applying the settings

Please wait 45 seconds.

ZEEERI | Start > Password > Time > LANWAN > Wireless > VOICE > Summary > Finisht | [JIIFifie

Once completed, your router is configured and ready to connect to the internet.

- Click “Finish” to be taken to the Status page to confirm you are connected.
T T AT 7 e e

Configuration is Completed.

Please click"Finish" to restart the device,

ZESEA| | start > Password > Time > LANAWAN > Wireless > VOICE > Summary 1 __ Finish

The “Link Status” field should now show “Connected” as per the screenshot below.

3G18WV User Guide YMLO-3G18WV
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: s s st o
]

Ttem Status Sidenote

IP Address 10175.196.72

Subnet Mask 266.265.255.265

Gateway 10,64 64.64

Domain Mame Server 101766671, 10.188.066.103

Connection Time 00:05:17

Item Status Sidenote

Card Info El80

Link Status Cannected,

Signal Strenath 9%

Netwark Marme 50506

Ttem WLAN Status Sidenote
Wireless mode Enable (BUGI ixed)
88D NetCarm Wireless
Ghannel 1"
Security WIPA-PSK [ WPAZ-PSK (TKIPIAES)
Item ValP Status Sidenote

VoIP Status ‘ Unregistered ‘ Hot Ready

Statistics of WAN Inbound Outbound

Qutets 00 224

Unicast packets 8 8

Multicast packets 0 0

ViewLog... | Glients List.. | NAT Status.. | Refresh
Device Time: Sun, 03 Apr 2011 21:11:59 +1000

=\ Description

IP Address The current WAN IP address of the router

Subnet Mask The current subnet mask in use by the router
Gateway The gateway in use by the router to access the internet

Domain Name Server The Domain name server converts

The time the current connection to the internet has been active
The name of the 3G USB modem connected to the 3G18WV

Connection Time
Card Info
Link Status

The current status of your connection to a 3G Broadband service

Signal Strength The current available 3G signal strength

Network Name The name of the 3G network you are connecting to

Wireless mode The current status of the wireless network (enabled or disabled)

SSID The current wireless network name is use by the router

Channel The current wireless channel in use on your wireless network

Security The currently selected wireless security in use on your wireless network
VolP Status The current status of your connection to a VoIP service

Octets The number of data packets which have passed into and out of the router

Unicast Packets

The number of unicast packets which have passed into and out of the router

Multicast packets

The number of multicast packets which have passed into and out of the router.

YMLO-3G18WV
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NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

4. Advanced Configuration

To access the advanced configuration options of your 3G18WV, you need to login to the web configuration and click on the Advanced menu at
the top of the page.

Open your web browser (e.g. Internet Explorer/Firefox/Safari) and type http://192.168.20.1/ into the address bar at the top of the window.

At the login screen, type “admin” (without quotes) in the System Password field. Then click on Login.

Note: admin is the default login password for the unit.

Click on the “Advanced” link at the top of the page.

i&? BASIC SETTINGS % FORWARDING RULES SECURITY SETTINGS % ADVANCED SETTINGS \Ejlli} TOOLBOX

Basic Settings

The Basic Setting page allows you to configure a number of basic settings on the unit. This section deals with these features. Click on any links on
the menu on the left to configure the respective settings.

i i s

: =
5 'S) I
(W) sAsic sermuics: | <2, FORWARDINIG RULES | SECURITY SETTIIGS ) ADVANCED SETTIIGS | {33 TOOLBOX

 DHCP Server

- Wireless * Hetwork Setup

Y e — - Configure LAN IF, and select WAN type

* DHCP Server
- The settings include Host IP, Subnet Mask, Gateway, DNS, and WINS configurations,

* Wireless
- Wiireless seftings allow you to configure the wireless configuration iterns.

* Change Password

- Allow yau to change system password

YMLO-3G18WV 3G18WV User Guide
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Network Setup

This Page allows you to change the LAN (Local Area Network) settings on your 3G18WV Wireless router and the WAN
(Wide Area Network) connection.

: -
/) BASIC SETTNGS | 3%, FORWARDIIG RULES €S SECURITY SETTIIGS ADVANCED SETTINGS | {713 TOOLBOX
"5l | = ® IR )
« DHCP Server ttem Setting
 Wircless » LAN P Address [192188.201
+ Change Password + Subnet Mask 265 265.265.0
» Auto Failover status Disable _Setting |
‘ » il Interface | 36 connection = |

DESCRIPTION

LAN IP Address: The local IP address of the 3G18W\V.

(The computers on your network must use this IP address as their Default Gateway. You can change it if necessary.)
Subnet Mask: Enter 255.255.255.0 in the subnet field.

Auto Failover status: Enable and configure the WAN failover feature. By default, your primary connection is 3G.

If you wish to set a failover connection, click on the Setting button to display the below screen.
Please select the appropriate secondary connection method from this page.

Note: This setting is optional and is not required if you only wish to use 3G as your connection
method with no failover.

7] .

(-} sasic seTTmes | <2, FORWARDING RULES | SECURITY SETTINGS | ST ADVANCED SETTINGS | {2k TooLBox |

+ DHCP Server ttem Setting
+ Change Password » Remate Hostfor keep alive fowgoogiesom |
Prirnary WaN ELE]
Secondary VAN Dynaric IP Address ¥ New Add
save | Undo | Back

Combo WAN mode: Select “Failover” from the pull down menu to enable the automatic failover

feature.
WAN Interface: Select Ethernet WAN or Wireless WAN.
WAN Type: WAN connection type. Click the WAN Type pull down menu to choose the appropriate connection

type from the following options:

Select a high availability website in order to check if your WAN connection has dropped. For example: www.google.com
Click “Add New” and select the appropriate secondary WAN connection method.

Click “Save” to save your WAN failover settings.

3G18WV User Guide YMLO-3G18WV
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3G

(W) basic seTmics | <2, ForwaRDING RULES  (5) SECURITY seTTInGs | T ApvancenserTmiss | {£d Tootsox

« Hetwork Setup

« DHCP Server Item Setting

* Wireless. [132168.201

255255 255.0

» LAN P Address

* Change Password + Subnet Mask

Disable  Sefting

3G connestion x|
[owes 3]
[otners =]
» APN [ ostonan
[ st
—
[ st

(optional)

» huta Failover status

¥ VIAN Interface

» Cauntry

+ Telesom

» FIN Code

» Dialed Number

» Account

» Password [

© auto © PP O CHaP
[ piona
[ optona
[auowose =]

[t Reconnect taways-om 7]

@ always O By Schedule

» Authentication

» Frimary DNS

» Secondary DS

» Prefer Sevice Mode

» Connection Control

» Allowed Connection Time:

I” Enable

save | Undo

» Roaming

Note: The WAN fields may not be necessary for your 3G connection. The information on this page will only be used when required by your 3G service provider. Please contact your
3G provider to obtain this information if needed.

This is the default operation mode of the router and should be suitable for the majority of users. The Access Point Name (APN) should be set by
default. If it is not, or you require a different APN, please contact NetComm Technical Support to obtain the correct APN to use.

TITLE DESCRIPTION

APN: Enter the APN for your 3G service. This should be automatically filled in after selecting your country and 3G provider
name. If the wrong APN is shown, enter the correct APN for your 3G service

Pin Code: Enter the Pin Code for your SIM card (if required).

Dial-Number: This number is required to connect to your 3G service. (Unless advised otherwise by NetComm Technical Support,
this setting should not be changed)

Account: The username provided by your 3G service provider to enable access to your 3G service.

Password: The password provided by your 3G service provider to enable access to your 3G service.

Authentication: Choose the appropriate authentication type for your 3G service.

Primary DNS: Manually assign a Primary DNS Server.

Secondary DNS: Manually assign a Secondary DNS Server.

Connection Control:

There are 3 modes to select from:-

Connect-on-demand: The 3G18WV will connect to the internet when a client sends outgoing packets.

Auto Reconnect (Always-on): The 3G18WV will automatically reconnect to the internet until the connection is
manually disconnected.

Manually: The 3G18WV will not connect to the internet until someone clicks the connect button in the Status-page.

Roaming:

Enable 3G roaming on the connection.

Half Bridging:

This option enables “Half Bridging” for this connection type. (Half bridging is utilised to enable a single computer
to be ‘Live’ on the internet. This means any services, such as internet gaming, which would usually require port
forwarding for are able to be connected to directly.)

YMLO-3G18WV
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Static IP Address

(W) BASICSETTINGS | <, FORWARDING RULES | ) SECURITY SETTINGS ) ADVANCED SETTIIGS  1Ed, TooLBox

« Network Setup

« DHCP Server ftem Setting
- Wireless » LAN IP Address [1e2188.20.1
* Change Password » Sunetivask [ess 2552550
T —————————— T

» Ao Fallover status Disable | Setting |

» VAN Interface Ethemet VAN <!

» VAN Type Static P Address )

» AN IP Address [

» VAN Subnet Mask [

» VAN Gateway [

» Primary DNS [

» Secondary DNG [

» NAT Disable I Tick box to disable

save | _Undo

This utilises the Ethernet WAN port to provide a connection to the Internet with a static IP address assigned from your Internet
Service Provider (ISP).

Enter the WAN IP Address, Subnet Mask, WAN Gateway and the Primary DNS and Secondary DNS as supplied by your Internet
Service Provider (ISP).

NAT disable:  This option disables “Network Address Translation” for this connection type.
Click Save to complete the connection setup process.

Dynamic IP Address

| (7 asic sermmies | <, FORWARDING RULES | {5) SECURITY sETTHIGS | G ADVANCED SETTINGS | {22 TooLBoX |

Concesever rem Setting
= Wireless b LANIP Address [192.188.20.1
- e + Subnettask [255 2862560

» Auto Failover stalus Disable _Setiing

» VAN Interface Ethemet WAN

» VAN Type Dynamic IP Address =

» Host Name [ (optionaly

» ISP registered MAC Address [ Clane

» Cannection Contral [(acto Recannect (aiways-on) x|

» NAT Disable I Tick boxto disable

8ave | Undo

This utilises the Ethernet WAN port to provide a connection to the Internet with a dynamic IP address assigned from your Internet Service

Provider (ISP).
TITLE DESCRIPTION
Host Name: Set the hostname for your connection (optional - Refer to your ISP for more information).
ISP register MAC address: You can change the WAN port MAC address if needed to clone your 3G modem (optional)
- Refer to your ISP for more information).
Connection Control: There are 3 modes to select from:-
Connect-on-demand: The 3G18WV will connect to the internet when a client sends
outgoing packets.
Auto Reconnect (Always-on): The 3G18WV will automatically reconnect to the internet
until the connection is manually disconnected.
Manually: The 3G18WV will not connect to the internet until someone clicks the connect
button in the Status-page.
NAT disable: This option disables “Network Address Translation” for this connection type.
3G18WV User Guide YMLO-3G18WV
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PPP over Ethernet

— T TR T AT s

(975} BasIC SETTINGS <3, FORWARDING RULES SECURITY SETTINGS | ] ADVANCED SETTINGS | 133 ToOLBOX
| = | | l | |

+ DHCP Server fem Setting
0TI ¥ LAN IP Address [faztes201
O SRR G » Subnet Mask [ss2852850

+ Auto Failover status Disable _Setting

» AN Interface EthemetWaN =

P AN Type PPP aver Ethemst v

» FPPOE Account [

+ PPPOE Password [

+ Primary DNS [

» Secandary DNG [

» Connectian Cantrol [uta Reconnect (atways-omy =]

» Maximum Idle Time 00| seconds

+ PPPOE Service Name [ toptional

» Agsigned IP Address [ toptiona)

» MTU [ @i auto

» NAT Disable T Tick hoxto disable

Save Undo

This utilises the Ethernet WAN port to provide a PPP over Ethernet (PPPOE) connection to the Internet.

TITLE DESCRIPTION

PPPoE Account: The account name given to you by your ISP,

PPPoE Password: The password given to you by your ISP.

(For security, this field appears blank. If you don’t want to change the password, leave it empty)

Primary DNS/Secondary DNS: This feature allows you to manually assign a Primary and Secondary DNS Server (optional -
Refer to your ISP for more information).

Connection Control: There are 3 modes to select from:-

Connect-on-demand: The 3G18WV will connect to the internet when a client sends
outgoing packets.

Auto Reconnect (Always-on): The 3G18WV will automatically reconnect to the internet
until the connection is manually disconnected.

Manually: The 3G18WV will not connect to the internet until someone clicks the connect
button in the Status-page.

Maximum Idle Time: The amount of inactivity on the internet connection before it is disconnected. Set it to zero
or enable “Auto-reconnect” to disable this feature.

PPPoE Service Name: Enter the service name if your ISP requires it (optional - Refer to your ISP for more
information).

Assigned IP address: Enter the IP address assigned to your service. This is usually left blank.

Maximum Transmission Unit (MTU): The default MTU value is O (auto). It is set automatically when you connect.

NAT disable: This option disables “Network Address Translation” for this connection type.

Half Bridging: This option enables “Half Bridging” for this connection type. (Half bridging is utilised to

enable a single computer to be ‘Live’ on the internet. This means any services, such as
internet gaming, which would usually require port forwarding for are able to be connected
to directly.)

YMLO-3G18WV 3G18WV User Guide
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¥

N

is? BASIC SETTINGS 2, FORWARDING RULES SECURITY SETTINGS | ] ADVANCED SETTINGS \_Lujl“-:, TOOLBOX
| L L L I |

= Network Setup
= DHCP Server
 Wireless

+ Change Password

tem

Sefting

b LANMIP Addiress

192 168.20.1

+ Subnet Mask

» Auto Failover status

266 266 2660
Disable _ Setting

F WUAN Interface

Ethemet WAN =

» VAN Type

PPTF -

» IP hiode

Dwnarmic IP Address =

» iy IP Address

» Wy Subnet hask

» Gateway P

» Berver IP Address/iMName

» PPTP Account

¥ PPTP Passward

» Connection ID

(optional)

» Maximum Idle Time

600 seconds

¥ Connection Contral

Auto Resonnect (always-on) =

P WTU

o (s autd)

Save Undo

This utilises the Ethernet WAN port to provide a PPTP Virtual Private Network (VPN) connection to a PPTP server.

Please verify your connection type and select the appropriate IP Mode: Static IP Address or Dynamic IP Address.

Static IP Address:
Enter the IP address information provided to you by your service provider.

My IP Address, My Subnet Mask and WAN Gateway IP: The IP address, subnet mask and Gateway IP address supplied to you by your

PPTP provider.

STATIC IP AND DYNAMIC IP ADDRESS CONNECTION TYPES:

Server IP Address/Name:

The IP address or URL of the PPTP server.

PPTP Account and Password:

The username and password supplied to you by your PPTP provider. (If you don’t want to
change the password, leave it empty)

Connection ID:

Enter your connection ID if required.

Maximum Idle Time:

The amount of inactivity on the internet connection before it is disconnected. Set it to zero
or enable “Auto-reconnect” to disable this feature.

Connection Control:

There are 3 modes to select from:-

Connect-on-demand: The 3G18WV will connect to the internet when a client sends
outgoing packets.

Auto Reconnect (Always-on): The 3G18WV will automatically reconnect to the internet
until the connection is manually disconnected.

Manually: The 3G18WV will not connect to the internet until someone clicks the connect
button in the Status-page.

Maximum Transmission Unit (MTU):

The default MTU value is O(auto). It is set automatically when you connect.

Half Bridging: This option enables “Half Bridging” for this connection type. (Half bridging is utilised to
enable a single computer to be ‘Live’ on the internet. This means any services, such as
internet gaming, which would usually require port forwarding for are able to be connected
to directly.)
3G18WV User Guide YMLO-3G18WV
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L2TP
y'd »
| i.‘;? BASIC SETTINGS | \% FORWARDING RULES | SECURITY SETTINGS | (@ ADVANCED SETTINGS | \_Elb‘:’ TOOLBOX |
« DHCP Server ftem Setting
QRS » LAN IP Address [feziesant |
« Change Password b Subnet Mask lm
Y|
» Auto Failover status Disable  Setting
P WUAN Interface Ethernet WAN ¥
» VUM Type [ =]
b IF Mode Dynamic [P Address ¥
v IP Address
» SuhnetMask l—
¥ WVAN Gateway [P l—
» Server IP AddressiMName l—
» LITP Account
» L2TP Pasgward
» Maximum Idle Time 600 seconds
» Conneetion Control [uto Reconnect aways-on) ]
» MTU [ lmisau
Save Undo

This utilises the Ethernet WAN port to provide a L2TP Virtual Private Network (VPN) connection to a L2TP server.
Please verify your connection type and select the appropriate IP Mode: Static IP Address or Dynamic IP Address.
Static IP Address:

Enter the IP address information provided to you by your service provider.

IP Address, Subnet Mask and WAN Gateway IP: The IP address, subnet mask and Gateway IP address supplied to you by your
L2TP provider.

STATIC IP AND DYNAMIC IP ADDRESS CONNECTION TYPES:

Server IP Address/Name: the IP address or URL of the L2TP server.

L2TP Account and Password: The username and password supplied to you by your L2TP provider. (If you don’t want to
change the password, leave it empty)

Maximum Idle Time: The amount of inactivity on the internet connection before it is disconnected. Set it to zero
or enable “Auto-reconnect” to disable this feature.

Connection Control: There are 3 modes to select from:-

Connect-on-demand: The 3G18WV will connect to the internet when a client sends
outgoing packets.

Auto Reconnect (Always-on): The 3G18WV will automatically reconnect to the internet
until the connection is manually disconnected.

Manually: The 3G18WV will not connect to the internet until someone clicks the connect
button in the Status-page.

Maximum Transmission Unit (MTU): The default MTU value is O(auto). It is set automatically when you connect.

Half Bridging: This option enables “Half Bridging” for this connection type. (Half bridging is utilised to
enable a single computer to be ‘Live’ on the internet. This means any services, such as
internet gaming, which would usually require port forwarding for are able to be connected
to directly.)
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DHCP Server

(W) easic seTTmGs <, FoRWARDING RULES SECURITY SETTINGS ) ADVAIICED SETTINGS | 1¢47 TooLEOX

« DHCP Server tem Setting
 Wireless » DHCF Sewer € Disable © Enable
 Change Password + IP Pool Statting Address 100
» IP Poal Ending Address o0
» Lease Time 86400 | Seconds
» Domain Name
save | Undo | more. | clients List. | Fixed Mapping

This Page allows you to change the Dynamic Host Configuration Protocol (DHCP) server settings on the 3G18WV. The DHCP Server enables
computers or devices connecting to the 3G18WV to automatically obtain their network configuration settings. By default, the DHCP server

is enabled.
TITLE DESCRIPTION

DHCP Server: Enable or disable the DHCP server.
IP Pool Starting/Ending Address:

Whenever there is a request, the DHCP server will automatically allocate an unused IP
address from the IP address pool to the requesting computer. You must specify the starting
/ ending address of the IP address pool

Lease Time: Length of the DHCP lease time

Domain Name:

Optional, this information will be passed to the client

Click “Save” to save these settings or “Undo” to cancel.
You can also check the DHCP client list by clicking the “Client List” button. (See the section “DHCP Client List” below for more information)

The “Fixed Mapping...” button allows you to map a specific IP address to a specific MAC address. (See the section “DHCP Fixed Mapping”
below for more information)

Click the “More...” button for the following extended options:

(I BASICSETTHIGS <22, FORWARDIIG RULES SECURITY SETTMIGS | ) ADVANCED SETTINGS {47, TooLBox

- DHCP Server Hem Setting
* Wireless » DHCP Gerver © Disable © Enable
© Change Password » P Paol Starting Address [ton

» IF Pool Ending Address 200

» Lease Time 56400 Seconds

» Demain Name |

» Primary DNS

» Secondary DNS [

» Primary WING [

» Becondary WINS [

» Gateway [ ontionan

ave | Undo | Glients List.. | | Fixed Mapping... |

TITLE DESCRIPTION

Primary DNS: Optional, this information will be passed to the client
Secondary DNS: Optional, this information will be passed to the client
Primary WINS: Optional, this information will be passed to the client
Secondary WINS: Optional, this information will be passed to the client
Gateway: Optional, this information will be passed to the client

3G18WV User Guide YMLO-3G18WV
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DHCP Clients List

T T AT A —

= =
& (= Ey
(@) BasicseTTnes <2, FoRwARDING RuLES secumiry seTTines | S apvancep seTtnes | 1185 TooLgox

= Hetwork Setup

= DHCP Server Lease
_— 1P Address Host Name WA Address Tvpe Select
« Wireless: Time
» Ch; P d

DR Delete | Back | Refresh | Fired Mapping |

This is the list of currently connected devices utilising DHCP.

If you wish to set a permanent IP address for a particular DHCP client (or device), select the appropriate DHCP client by clicking in the “Select”
box. This will ensure the clients current IP address is always assigned to it.

DHCP Fixed Mapping

T T e — T T T T —

i.%? BASIC SETTINGS I \% FORWARDING RULES | SECURITY SETTINGS | % ADVANCED SETTINGS | ‘El-.} TOOLBOX |
+ DHCP Server DHCP clients[ - selectone - 7] _Copyto |0 [~ =]
oumeEm D MAC Address IP Address Enable
- Change Passward P [— — -
2 — | r
3 — | r
4 — | r
5 — | r
6 — | r
7 [ [ r
8 [ [ r
3 [ [ r
10 [ [ r
<<previous | s> | save | undo | Back |

DHCP Fixed Mapping allows you to reserve a specific IP address for a specific device.
The DHCP Server will reserve a specific IP for a device based on that devices unique MAC address.
You can enter a new Fixed Mapping by entering the MAC address of the device and the IP address you wish to allocate to it.

Click on the “Enable” checkbox to activate the DHCP fixed mapping entry.
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Wireless
L'y »
| ié‘) BASIC SETTINGS | \JJ) FORWARDING RULES | SECURITY SETTINGS | % ADVAHNCED SETTINGS | \Elb:’ TOOLBOX I
+ DHCP Server tem Setting
* Wireless » Wiiteless Madule # Enable © Disable
+ Change Password + Metwork ID(SSID) [NetCommuwireless
» 551D Broadeast # Enable " Disable
» Channel 1 =
» Wireless Mode BIGIN mixed ¥
» Authentication WPA-PSKIWVWPAZ-PSK ¥
+ Preshare Key alh2c3ddes
Save | Undo | WDS Setting...
WPS Setup... | Wireless Client List.. |

The Wireless LAN settings page allows you to configure the wireless network features of the router.

TITLE DESCRIPTION

WLAN Network Name (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client stations can roam freely
over this product and other Access Points that have the same Network ID. (Please refer to
the included Wireless security card insert for your default SSID)

SSID Broadcast: The router will broadcast the SSID so that wireless clients can find the wireless network.

WLAN Channel: The wireless radio channel in use by your network.

Wireless Mode: Choose B/G Mixed, B only, G only, and N only, G/N Mixed or B/G/N mixed.
(The factory default setting is B/G/N mixed)

Authentication: You may select from the following authentication types to secure your wireless network:-
Open

Shared

Auto

WPA

WPA-PSK

WPA2

WPA2-PSK

WPA/WPA2

WPA-PSK/WPA2-PSK.

WPA-PSK/WPA2-PSK is a newer type of security. This type of security gives a more secure network compared to WEP. Use TKIP Encryption Type
for WPA-PSK and AES for WPA2-PSK.

Please enter the key in the “Preshare Key”. The key needs to be more than 8 characters and less than 63 characters. It can be any combination of
letters and numbers.

Note: The configuration for WPA-PSK and WPA2-PSK is identical

After configuring wireless security, you also need to configure your wireless adapter to use the same security settings before you can connect
wirelessly. Not all wireless adapter supports WPA-PSKAWPA2-PSK/WPA/WPA2 security. Please refer to your wireless adapter user guide for

more information.

It is strongly recommended to set up wireless security such as WPA-PSK (when the wireless client supports WPA) in order to secure your network.

Click “Save” to save these settings or click “Undo” to cancel.
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WDS (Wireless Bridging)

i:i? BASIC SETTHIGS &, FoRWARDING RULES | SECURITY SETTHIGS | Q) ADVANCED SETTINGS | \E‘-:, TOOLEOX |

* lletwork Setup

+ DHCP Server tem Setting
* Wireless » ilreless Bridging  Enable ® Disable
* Change Password b Rermate AP MAC 1 l—
Remote AP MAC 2
Remote AF MAC 3
Remate AP MAC 4
» Enctyption type THIP @
» Encryption key
Save | Undo | Back

Wireless Distribution System (WDS) allows you to connect to other wireless access points (Remote APs), and in doing so extend a wired
infrastructure to locations where cabling is not possible or inefficient to implement.

Enter the MAC address of the other wireless access points taking part in the WDS network and then click “Save”.

WPS Setup

i‘é? BASIC SETTINGS | \%} FORWARDING RULES | SECURITY SETTINGS I (@ ADVANCED SETTINGS | ‘E_z‘l-;’ TOOLBOX |
» DHCP Server tem Setting
+ Wireless » WP * Enable © Disable
« Change Password » 8P PIN 143384565 Generate New PIN
» Config Made Registrar >
+ Config Stalus CONFIGURED m
» Config Method Push Button ~
» WPS status NOUSED
Save Trigaer Cancel

WiFi Protected Setup (WPS) offers safe and easy way to connect wirelessly.

Simply push the WPS button on the router and then press the WPS on your wireless device within 2 minutes and the WLAN connection should
be completed automatically.

TITLE DESCRIPTION

AP PIN: The current PIN used to connect. Click “Generate New PIN” to force the router to create a new PIN.
Config Mode: Set the router to be either the Registrar or Enrollee.

Config Status: You can discard the current WPS configuration by clicking “Release”.

Config Method: Set the WPS configuration method to either Push Button or PIN code.

These settings should not need to be changed.
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Wireless Client List

[0 Basic serTmes | 7, FORWARDING RULES | secURTY seTTiGs ) AbvaceD seTTiGs 112, TooLBOX

 Hetwork Setup

= DHCP Server [} MAC Address

Back | Refresh

= Wireless

= Change Password

The list of currently connected wireless devices is shown here.

Change Password
i >

= -
(W2 BasicseTTiGS | <2, FORWARDNIG RULES  ¢5) SECURITY SETTINGS | &) ADVANCED SETTHIGS {{S ToOLBOX
? L L I . 5 .

oncPseer | Hem Setting
+ Wireless » Old Passward
+ Change Password * Mew Password ,—

» Reconfirm

This page allows you to change the 3G18WV web configuration password.
Please type in the old password (the factory default password is admin) and then type in the new password.

Type the same new password in the “Reconfirm field” and click “Save”.

Forwarding Rules
The Forwarding Rules page allows you to configure the port forwarding management on the router. Click on any of the menu items on the left to
access the respective settings page.

X7 >

= - —
<) BASIC SETTINGS Qé FORWARDING RULES =) SECURITY SETTINGS ‘@ ADVANCED SETTIHGS = {{o, TOOLBOX
L > I L . L A5 .

* Virtual Server

= Virtual Server
= Special AP

= Miscellaneous

- Allows athers to access VW, FTP, and other semices an your LAN

* Special Application
- This configuration allows some applications to cannect, and wark with the NAT router.
* Niscellaneous
- IP Address of DMZ Host: Allows & tormputer o be exposed to unrestricted 2-way
communication. Nate that, this feature should be used onfy when needed
- UPNP Setting: Ifyou enabile UPRP function, the router will wark with UPnP

devices/somwares

Note: Forwarding rules are a necessary feature as by default NAT (Network Address Translation) will automatically block incoming traffic from the Internet to the LAN unless a
specific port mapping exists in the NAT translation table. Because of this, NAT provides a level of protection for computers that are connected to your LAN.

However this also creates a connectivity problem when you want to make LAN resources available to Internet clients. For example, to play
network games or host network applications.

There are three ways to work around NAT and to enable certain LAN resources available from the Internet:

- Port Forwarding (available in the Virtual Server page)
- Port Triggering (available in the Special AP page)
- DMZ Host (available in the Miscellaneous page)
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Virtual Server

(I3 sasic seTTiiGs | <2, FORWARDWNGRULES =) SECURITY seTTmcs ) Apvance sermiics {56 TooLsox

« i sorver T

* Special AP Well known senvices [~ selectone -~ =] | Copyta |i0[~ =]

siasecolncove) D Service Ports Server IP Protocol | Enable Use Rule
1 [ [ [en=] | T [@ Aways =]
2 [ [ o=l | © | [@awass]
3 I I [eon =] | ™ [@aways =]
4 [ [ [en=l | © | [@awsss]
5 I I [eon] | ™ [@ Aways =]
6 I [ [l | T [ awars =1
7 [ [ [eon=l | | [@awas=]
3 [ [ [ootn =] | T [@amways =]
9 I I [eotn =] | T [© Aways =]
10 T T [eons] | ™ [@Aways =]
1" [ [ [t =] | T [@aways =]
12 [ [ [Bon =] | ™ [@ Aways 7]
13 I I [eons] | ™ [© Aways =]
W | T I [eons] | T [ awars =]
15 [ [ [ootn =] | T [@amways =]
16 [ [ [ean=] | T [@ Aways =]
17 I I [eotn =] | T [©Aways =]
18 [ [ [eon =] | ™ [@aways =]
19 [ [ [t =] | T [@amways =]
20 [ [ [Bon =] | ™ [@ Aways =]

Lsave | _undo |

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the computer specified by the Server IP.
Virtual Servers can also work with Scheduling Rules, and give you more flexibility on Access control.
(For further instructions on scheduling rules, please refer to the “Scheduling” section later in this guide)

For example, if you have an FTP server (the default port is 21) at 192.168.20.10, a Web server (the default port is 80) at 192.168.20.40, and a
VPN server (the default port is 1723) at 192.168.20.60, then you would need to specify the following virtual server mappings:

Note: At any given time, only one IP address can bind to a particular Service Port.
Service Port Server IP Enable Use Rule#
21 192.168.20.10 (Insert tick symbol) (0) Always
80 192.168.20.40 (Insert tick symbol) (0) Always
1723 192.168.20.60 (Insert tick symbol) (0) Always

Click “Save” to save the settings or “Undo” to cancel.

Special Applications
2 ADHINISTRATOR'S AIN RN a status N Wizard :ﬁﬂﬁﬂiﬁ ‘WE ) Logout

W) sasicserTics | <, rorwaromc RuLes | (S secummy serincs | G apbvanceosetrmes {3y TooLsox

Popular applications [ selectone~ | _Capyto |ID[~ =]

D Trigger Incoming Ports Enable
~

* Miscellaneous

aa|aja|ajanm

save | Undo

Some applications like On-line games, Video conferencing and Internet telephony require multiple connections
to the internet. As such, these applications cannot work with a pure NAT router such as the 3G18WV.

The Special Applications feature allows some of these applications to work with this router.

Note: If this fails to make the application work, try to set up that computer as the DMZ host instead.

(For further instructions on setting up a DMZ host, please refer to the “Miscellaneous” section below)

TITLE DESCRIPTION

Trigger: The outbound port number that will be triggered by the application..

Incoming Ports: When the trigger packet is detected, the inbound packets sent to the specified port
numbers will be allowed to pass through the firewall.

The 3G18WV also provides predefined settings for some popular applications.

To use the predefined settings, select your application from the Popular application list, select an unused ID from the list and then click Copy to.
The predefined settings will then be added to the list.

Click “Save” to save the settings or “Undo” to cancel.
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Miscellaneous

= -1
is BASIC SETTINGS. % FORWARDING RULES =) SECURITY SETTINGS % ADVANCED SETTINGS | {:& TOOLEOX
L > I L . Jo

R T

* Special AP tem Setting Enable
- Ll » IP Address of DMZ Host r
» UPKF setting =4

Save | Undo

A Demilitarized Zone (DMZ) Host is a computer without the protection of firewall. It allows that particular computer to be exposed to unrestricted
2-way communication to the internet. It is mostly used for Internet games, Video conferencing, Internet telephony and other special applications.

To enable DMZ, enter the IP address of the computer you want to be live on the internet and click on “Enable”.
Note: This feature should be used only when necessary.

UPnP Setting: The device also supports uPnP. If the DMZ host operating system supports this function enable it to automatically configure the
required network settings.

Click “Save” to save the settings or “Undo” to cancel.

Security Setting

The Security Setting page allows you to configure the security management on the router such as Packet filters and MAC Control. Click on any of
the menu items on the left to access the respective setting page.

W) masicserTnes | <O porwaromoRuLEs | §5p secuRiTy serTies | Q) Apuancen seTTmGs | ey TooLeox

o ]

* Packet Filters.

« Domain Filters * PacketFifters
« URL Blocking - Allows you to control access to & nebwork by anahzing the incoming and outgoing

patkets and Iefting them pass of halting them based on the IP address ofthe saurce
= MAC Control
and destination,
 Miscellaneous
* Domain Fiters

- Letyou prevent users under this device from accessing specific URLS,

* URL Blocking
- URL Blacking wil biock LAN computers to connectt pre-efine o websites.

* MAC Address Control
- MAC Address Control allows you t assign different aceess right fordifierent users and
to assign & specific P address to 3 certain MAC address

* NMiscellaneous
- Rermote Administrator Host In general, anly Infranet user can hrowse the built-in web
pages to perform administration task. Thig feature enahles you to perform administration
task from remote host
- Adrainistrator Time-out The amount of time of inactivity hefore the devicewill
automatically close the Administrator session. Set this to zero to disable it
- Discard PING from WA side: When this feature is enabled, hosts on the WAN cannot
ping the Device.

Status
The Status page lists any currently configured filtering for the Outbound, Inbound and Domain filters.

3 =)
/) BASIC SETTHNGS <%, FORWARDIGRULES €S SECURITY SETTMGS ) ADVANCED SETTINGS {13 TooLBOX
L i? L L . \ u

nan T
+ Packet Filters tem Status

+ Domain Filters Qutbound Filter Disable

+ URL Blocking Local Chent Only Allow Remote Host ‘ Service ‘ ‘Working Time

+ MAC Control

* Miscellaneous

Item Status
Inbound Filter Disahle
Remote Host Deny Remote Host to access ‘ Service ‘ Working Time

Item Status
Darnain Fitter Disable
Domain Access

All other Domains Ves

Refresh
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Packet Filters

The Packet Filter enables you to control what packets are allowed to pass through the router. There are two types of packet filter, Outbound
Packet Filter which applies to all outbound packets and the Inbound Packet Filter which only applies to packets that are destined for a Virtual
Server or DMZ host only.

(For further instructions on setting up MAC Level Filtering, please refer to the “MAC Control” section below)

— T —

() sasic sevmes | <, rorwaRomGRULES | =) ScuRmy serTmGs | ) ADvANceD seTmes | {£ey TooLsox

- status

« Packet Fitters Hem Setting

+ Domain Fiters » Outhound Packet Fiter | T enane

* URL Blocking @ Allow all data through the router except data that matches the specified rules.

-~
) Deny alldata through the router except data that matches the specified rules,

D Source IP Destination IP : Ports. Enable Use rule#

| [@aways =]
[ Aways =]
[ Aways =]
[ Aways =]
[ Aways =]
[ Aways =]
[ Aways =]
[ Aways =]

T

[ [
[ [ —
[ [ [
[ [ —
[ [ (.
[ [ —
[ [ [
[ [ —

ajaaaaial,a

itter | MAC Level

Outbound Filter:
To enable an Outbound Filter, tick the “Enable” tick box at the top of the page.
There are two types of filtering policies:
1. Allow all data traffic to pass except those that match the specified rules.
2. Deny all data traffic to pass except those that match the specified rules.
You can specify up to 48 filtering rules for each direction (Inbound or Outbound). For each rule you will need to define the following:
- Source IP address
- Source port
- Destination IP address
- Destination port
- Protocol: TCP or UDP or both.
- Use Schedule Rule#
For source or destination IP address, you can define a single IP address (192.168.20.1) or a range of IP
addresses (192.168.20.100-192.168.20.200). Leaving these fields empty implies all IP addresses are matched.

For source or destination port, you can also define a single port (80) or a range of ports (1000-1999). Use the prefix “T” or “U” to specify either the
TCP or UDP protocol e.g. T80, U53, U2000-2999. No prefix indicates both

TCP and UDP are defined. Leaving this field empty implies all ports are matched.
The Packet Filter also works with Scheduling Rules, and gives you more flexibility on Access control.
(For further instructions on scheduling rules, please refer to the “Scheduling” section later in this guide)

Click “Save” to save the settings or “Undo” to cancel.

Inbound Filter:

To access the Inbound Packet Filter page, click on the “Inbound Filter” button on the bottom of the Outbound Filter page. All the settings on this
page are the same as those for the Outbound Filter.

(W) pasicseTTmis | <32, FoRwARDING RULES SECURITY SETTINGS  (7) ADVANCED SETTIIGS {2 TOOLEOX

« status

* PacketFitters ftem Setting

 Domain iners » Inoound FasketFier | ™ enabie

* URL Blocking @ Allow all data through the router except data that matches the specified rules.

a
. WAC Contral Deny all data through the router except data that ratches the specified rules

D Source IP Destination IP : Ports Enable Use rule
r [omaes

* Miscellaneous

(0) Always

[ Avways =]
[0 aways =]
[0 aways =]

Hmn

=
=
=
0 |[0 Aiways =
=
=
=

Save | Undo | Outbound Fiter | MAC Level |

Click “Save” to save the settings or “Undo” to cancel.
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Domain Filters
Domain Filters enable you to prevent users from accessing specific domain addresses.

e
« Packet Filters ttem Setting
= Domain Filters. » Domain Filter ™ Enable
= URL Blocking » Log DNE Query ™ Enable
+ MAC Control » Privlege IP Addresses Range From[ o]
* Miscellancous D Dormain Stffix Action Enable
1 [ T orep ™ Log r
2 | I rop [ Lag r
3 [ I orop M Log =i
. [ orop M Log =i
5 T orop ™ Log r
6 | T Drop I Log -
7 [ ™ orop I Log r
8 ™ brop I Log r
i [ M orop M Log =i
1 = (all others) ™ brop ™ Log
Save |_undo

To enable the Domain Filter, tick the “Enable” tick box at the top of the page.

TITLE DESCRIPTION

Log DNS Query: Enable this if you want to log when someone accesses filtered URLs.
Privilege Host/Netmask: Set a group of computers that has unrestricted access to the internet
To set a Domain Filter, you need to specify Domain Suffix: Please type the suffix of the URL that needs to be
the following: restricted. For example, “.com”, “xxx. com”.

Action: The router action that you want when someone is accessing a
URL that matches the specified domain suffix. Select Drop to block the
access and/or select Log to log this access.

Enable: Tick to enable the rule.

Click “Save” to save the settings or “Undo” to cancel.

URL Blocking

URL Blocking will block LAN computers from connecting to a pre-defined website. The major difference between the Domain Filter and URL
Blocking is that Domain Filtering require users to input a suffix (e.g. xxx.com, yyy.net) while URL Blocking only requires you to input a keyword.

I i:i_‘} BASIC SETTINGS | % FORWARDING RULES | @ SECURITY SETTINGS | % ADVANCED SETTINGS | \E‘-‘} TOOLBOX |
« Status
* Packet Filters fem Setting
+ Domain Fiters » URL Blocking | ™ Enable
* URL Blocking ] URL Enable
= MAC Control 1 [ r
© Miscellaneous 2 I -
3 [ -
4 [ r
5 [ r
[ [ r
7 [ r
8 [ r
9 [ (=
10 [ (=
Save | Undo

To enable URL Blocking, tick the “Enable” tick box at the top of the page.
To set a URL Blocking rule, you need to specify the following:

- URL: If any part of the Website’s URL matches the pre-defined word then the connection will be blocked. For example, you can use pre-
defined word “sex” to block all websites if their URLs contain the pre-defined word “sex”.
- Enable: Tick to enable the rule.

Click “Save” to save the settings or “Undo” to cancel.
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MAC Control
MAC Control allows you to assign different access rights for different users and to assign a specific IP address to a specific MAC address.

/) BASIC SETTHIGS | <G, FORWARDING RULES | §5) SECURITY SETTHIGS. ADVANCED SETTHIGS | 1} T0OLBOX
" £} " it i L

= T

« Packet Fiters Htem Setting

+ Domain Fiters » MAC Address Control | I Enable

OTREETNY r Wireless and wired clients with C checked can connect to this devics; and

« MAC Control allow 7] unspecified MAC addresses o connect

+ Miscellaneous I Assaciation control | Wireless clients with A checked can associate to the wireless LAN; and [‘allow <]
unspecified MAC addresses to assaciate.

DHCP clients [~ selectone - =] _Copyto [iD [~ ]

MAC Address

alajaiaale
alafajalal=

[
[
[
[
[

“Previous | Nee» | Save | Undo

To enable MAC Address Control, tick the “Enable” tick box at the top of the page.
Two types of MAC Control are available:

- Connection control: Use this to control which clients (wired and wireless) can connect to the unit. If a client is denied access to connect to
this device, it means the client cannot access the Internet either. Choose to allow or deny clients with MAC addresses that are not in the
list to connect to this device.

- Association control: Check Association Control to control which wireless client can associate with the unit. If a client is denied access to
associate with the unit, it means the client cannot send or receive any data via this device. Choose to allow or deny the clients with MAC
addresses that are not in the list to associate to the wireless LAN.

(Click the “Next Page” or the “Previous Page” buttons to see the entire list)

Click “Save” to save the settings or “Undo” to cancel.

Miscellaneous
This page allows you to change various miscellaneous security settings on the unit.

72 )

(W) pasic serTiis | <2, ForwaRDIIG RULES | ¢S SECURMTY SETTmGs {71 apvancen sermmss | {2 TooLsox

+ Status

+ Packet Filters. ttem Setting Enable

+ Domain Filters. » Administrator Time-out 300 seconds (0t disable)

S URLBlocking + Remote Administrator Host : Port [ i r

eacContel » Discard PING from YN side r

* Miscellaneous. » Do Aftack Detection r

save | undo

Administrator Time-out: The period of time with no activity in the web configuration page to logout automatically, set this to zero to disable
this feature.

Remote Administrator Host/Port: Normally only Intranet users can browse the built-in web pages to perform administration tasks. This feature
enables you to perform administration tasks from a remote host. If this feature is enabled, only the specified IP address can perform remote
administration.

Note: If the specified IP address is 0.0.0.0, any host can connect to the router to perform administration tasks. You can also use a subnet mask (/nn) to specify a group of trusted
IP addresses for example, “10.1.2.0/24".

When Remote Administration is enabled, the web server port will be shifted to 80.

You can also change the web server port.

TITLE DESCRIPTION

Discard PING from WAN side: When this feature is enabled, your router will not respond to ping requests from remote hosts.

DoS Attack Detection: When this feature is enabled, the router will detect and log where the DoS attack comes from
on the Internet.

Currently, the router can detect the following (and more) DoS attack types:
- SYN Attack
- WinNuke
- Port Scan
- Ping of Death
- Land Attack
Click “Save” to save the settings or “Undo” to cancel.
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Advanced Setting

The Advanced Setting page allows you to configure the advanced settings on the router such as the System log, Dynamic DNS and SNIMP
options. Click on any of the menu items on the left to configure the access the respective setting page.

z p -
=) &
) sasicsermuss | <, rorwaronio e | = secunysermues | G AovANGEDSETTIGS | (i Tootsox

* systemLog

© Dynamic DN

senice (ODNS)

* QoS Rule

guarartee a certin level o performance.

o s

catting terminal values and monitoring netvork sverts.

* Routing

Iy have more than one routers and subrets, you fay wanitto enable routing table o

with each other,

* System Time

semer

© Schedule Rule.
- ADgly schegule Ules 1 Packel Fillrs ang Viual Server.

Status

The Status page displays the current System time, and lists any configured Dynamic DNS (DDNS) accounts, any Static or Dynamic Routes added
or any Quality of Service (QoS) rules in place.

” e
/2) Basic SETTIIGS | <%, FORWARDNGRULES (=) SECURITYSETTINGS ) ADVANCED SETTINGS | {£d TooLBOX
sl | I I RS J

« status
« SystemLog tem Status
* Dynamic DUS ‘ Systern Time | Sun, 03 Apr 2011 11:51:30 +0000 ‘
SHMP
ttem Status
Routing
DDNS Disable
« System Tim
Provider
* Scheduling

-
Static Routing Disahle

ttem Status

Qog cantral Disable

Local Client Remote Host ‘ Service ‘ Priority ‘ Working Time.
Reffesh

System Log

This enables you to set up the system log features of the router. You can also choose to send the system log to a remote syslog server
(via a UDP connection).

2 2 e @ = ‘

« SystemLog ftem Setting Enable

pr— posteorspogtame || | -

IP Address for remote System Logs (syslog): The IP address of the syslog server where the system log data will be sent.
Click the “Enabled” checkbox to enable this function.

View Log...: View the current system log.
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Dynamic DNS
The Dynamic DNS feature enables users to set a static domain name for their internet connection even when

the ISP only provides a dynamic IP address.

By mapping the host name to the current public IP address of the router, users who want to connect to the router or any services behind the
router from the internet can just use the Dynamic DNS hostname instead of the IP Address which might change every time the router connects to
the Internet.

s Lo s ! stane % s E!EE!EE! !é o Lo

(@) pasicseTinGs | <22, roRwaRDIIGRULES | ¢S sEcumTy seTTincs | Gy Abvaucep seTTmics | {13 TooLsox

S
Cotemios e Settng

« Dynamic DHS » DDNS © Disable © Enable

e ) Frovider DynDINS. ora(Dynanic) =

- SMP » HostName [

« Routing » Usemnarme | E-mail [

o SystemTime » Password | Key [

=T sas | unto

Before you can use Dynamic DNS service, you need to register an account on one of the many supported Dynamic DNS providers such as
DynDNS.org, TZO.com or dhs.org.

After registering the account, the Dynamic DNS provider will provide you with the following details:
- Host Name
- Username/Email
- Password/Key

To enable the Dynamic DNS feature on the unit, click the “Enable” check box, choose the appropriate Dynamic DNS Provider and enter the details
supplied by your Dynamic DNS provider.

Click “Save” to save the settings or “Undo” to cancel.

QoS
Quiality of Service (QoS) provides different priority to different users or data flows. It can also guarantee a certain level of performance.

. T AT AT s

| ié? BASIC SETTINGS . ‘% FORWARDING RULES J SECURITY SETTINGS I (ﬁ] 'ADVANCED SETTINGS J [L{]:} TOOLBOX J
|
* System Log tem Setting
= Dynamic DS, » Qos Gontrol ™ Enable
o TS » Bandwidth of Upstream kbps (Kilohits per second)
* SHMP D Local IP : Ports Remote IP:Ports QoS Priority | Enable Use rulez
« Routing T |7 [ [eh | ([ Awas =]
« System Time | T [T [ [ =] & |[@Awars o
= Scheduling 1 [ I [ [ren =] & |[@awas 7]
e [ [hgn =]| = |[@awars =]
s | I [ TR =] & |[@awas 7]
6 | T |7 [ [Aen | 0 |[Awas =]
T [ [hsh =1| © |[@Amways =]
e | ] [ [hgn =]| © |[@amwars =]
Save Undo
TITLE DESCRIPTION
QoS Control: This Item enables QoS function or not.
Bandwidth of Upstream: Set the limit on the upstream speed.
Local IP:Ports: Define the Local IP address and port to apply QoS to.
Remote IP:Ports: Define the Remote IP address and port to apply QoS to.
QoS Priority: This defines the priority level of the current Policy Configuration. Packets associated with
this policy will be serviced based upon the priority level set. For critical applications High or
Normal levels are recommended. For non-critical applications select a Low level.
User Rule#: The QoS rules can work in conjunction with Scheduling Rules.

(For further instructions on scheduling rules, please refer to the “Scheduling” section later in this guide)

Click on “Save” to store your setting or “Undo” to discard your changes.
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SNMP
SNMP (Simple Network Management Protocol) is a protocol designed to give a user the capability to remotely manage a computer network by
polling and setting terminal values and monitoring network events.

: T T (TP s

| (W) Basic sermmics | &2, FORWARDING RULES | 3 sEcumTySETTIGS | G AbvaNcED SETTHIGS | 1% TooLBOX |

e
« SystemLog ttem Setting
*+ Dynamic DS » Enable SNMP ™ Local I Remate
« QoS » Get Camrmunity
. s » Set Community [
+ Routing FIP1 |
+ System Time » P2 [
+ Seheduling K] |

P e |

» SHMP Version Fv Oy

» Wik Agcess IF Address

Save | Undo

TITLE DESCRIPTION

Enable SNMP: You must check Local, Remote or both to enable SNMP function. If Local is checked, this
device will only respond to requests from LAN connected hosts. If Remote is checked, this
device will respond to requests from the WAN connection.

Get Community: Sets the community string your device will respond to for Read-Only access.

Set Community: Sets the community string your device will respond to for Read/Write access.

IP1,IP2,IP3,IP 4: Input your SNMP Management host IP here. You will need to configure the address where
the device should send SNMP Trap messages to.

SNMP Version: Please select proper SNMP Version that your SNMP Management software supports.

WAN Access IP Address: You can limit remote access to a specific IP address by entering it here.

Note: If “Remote” access is enabled, the default setting of 0.0.0.0 means any IP obtain SNMP protocol Information.

Click on “Save” to store your setting or “Undo” to discard your changes.

Routing

Routing tables allow you to determine which physical interface address to use for outgoing IP data. If you have more than one router and subnet,
you will need to configure the routing table to allow packets to find the proper routing path and allow different subnets to communicate with
each other.

N7 >
| i:%? BASIC SETTINGS | ‘% FORWARDING RULES | SECURITY SETTINGS | ‘ﬁ] ADVANCED SETTINGS I \7:‘4:} TOOLBOX |
e
Cstemioa ttem Sottng
= Dynamic DHS. » Dynamic Routing @ pisavle © RIPY © RIPY2
- 00S » Static Routing @ pisable  Enatle
« SHMP D Destination Subnet Mask Gateway Hop | Enable
* Routing 1 [ [ [ l— [
« System Time 2| I [ | r
« Scheduling 3| | [ | -
o T I I —r
s [ I | r
e I I | r
T I I —|r
o] | [ I | r
save | Undo

These settings are used to setup the static and dynamic routing features of the 3G18WV.

TITLE DESCRIPTION

Dynamic Routing: Routing Information Protocol (RIP) will exchange information about different host destinations for
working out routes throughout the network. Please only select RIPv2 if you have a different subnet in
your network. Otherwise, please select RIPv1.

Static Routing: For static routing, you can specify up to 8 routing rules.

You need to enter the destination IP address, subnet mask, gateway, hop for each routing rule, and then enable the rule by clicking the Enabled
checkbox.

Click on “Save” to store your setting or “Undo” to discard your changes.

3G18WV User Guide YMLO-3G18WV
40 www.netcomm.com.au



NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

System Time
This page allows you to change the System time setting on the 3G18WV.

m =
2 Basic seTTiiGs | <%, FORWARDNG RULES | {5 SECURITY SETTIGS | () ADVANCED SETTIIGS | {14, TooLBoX
W l I I Il l

e T

+ system Log ttem Setting
* Dynamic DS » Time Zone I (GMT+08:00) Perth, Westem Australia j
C o8 , ¥ Enanie
SHMP Time Server (RFC-868)| Auto ~
rm | » Daylight Saving I Enatle
Cssemmme Save. Undo
Syne Resuit
B
1 »

Syne with Time Server | _Syne with my PG (Sun April 03, 2011 21:54:21) |

TITLE DESCRIPTION

Time Zone: Select the time zone where this device is located.

Auto-Synchronization: Select the “Enable” checkbox to enable this function.

Time Server: Select a NTP time server to obtain the current UTC time from.

Sync with Time Server: Select if you want to set Date and Time by NTP Protocol.

Sync with my PC: Select if you want to set Date and Time using your computers Date and Time

Click “Save” to save the settings or “Undo” to cancel.

Scheduling

N7 >
[ asicserrnss | <22, rorwaroms rues SEGURITY SETTIGS () ADVANGED SETTINGS | {33 T00L60X
« status
+ system Log tem Setting
s oo 1™ come
« aos Rule# Rule Name Action
« s 1 NewAdd
+ Routing B Nowrdd ||
© System Time 3 New Add
+ Seheduling B New Add |
5 New Add
5 NewAdd
7 Nowndd | |
8 Newngs | |
B Newadd |
0 New Add
<Previous | Ne=» | Save | Add NewRule.. |

You can use scheduling to enable or disable a service at a specific time or on a specific day.
Select “Enable” and then click the “New Add” button.

« System Log ttem Setting

* Dynamic DIIS » Narme of Rule 1

« 0os » Policy Inactivate ~]xsentihe selected days and hours helow.

« SUMP. D Week Day Start Time {hhzmm) End Time (hhzmm)
« Routing

[~ choose one - ]

* System Time

: r r_
2 [~ choose one— x| [ [
e S Femeeed r |—
& [~ choose one— x| | [
ks [~ choose one~ =] [ [

Save Undo Back

Select a name for the rule and enter the details such as the day, start time or end time and click “Save”
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In the example below, the rule is called “Work Hours” and it is only active between 08:00 and 17:30.

em Setting
» Marne of Rule 1 \riark Hours
» Policy [inactvate =|excenttne selected days and hours below
11} Week Day Start Time (hh:zmm) End Time (hhzmim)
: s om0 [ ]

You are then able to select the scheduling rule name specified from the Packet Filter configuration section to perform the configured filtering at the
scheduled time as per the screenshot below.

tem Setting

» Outbound Packet Filter W Enable

@ pllow all data thraugh the router except data that matches the specified rules.
o Deny all data through the router except data that matches the specified rules

[ Source IP Destination IP : Ports Enable Use rulez

1 [o.0na [se10211108  Joo 2

2 [ [ | r o |[oawas =
3 [ [ ] o ([maways =
4 | | | r ([oawas =
5 [ [ { o ([maways  x
6 [ [ { o ([maways =
7 [ [ | r |[oaways =
8 [ [ | r o |[oawas =

gave | Undo | Inbound Filter | mac Level |

This example would prevent any access to the IP address 66.102.11.104 from any device connected to the router, 7 days a week, only between
the hours of 08:00 and 17:30.

Click “Save” to save the settings or “Undo” to cancel.

Tool Box

The Tool Box page consists of various tools for the unit. Click on any of the menu items on the left to access the respective page.
T T T T AT LT e
) pasic sermuics | <2, FomwaroGRuLes | () secuRmy serTnes | G AbvancenserTiics | 113y TooLsox
e

« Backup Setting

* Reset to Default © Finmware Upgrade

« Reboot
* Backup Setting
- Save the satings of this device to afle

« Miscellieous.

© Resetto Default
- Resetthe setings ofthis deice o the defaultvalues
© Reboot
- Rabaot his derice.
* Miscellaneous
- MAC Adress for Wake-or-LAN: Letyouto power up anather nstwork device remotely
adoress for Ping Test: an'P, and ping the.

dice. You can ping a secifc P to test whether it s alive

System Info
From this page you can view the current System log entries for the router.

RN T T T AT T AT e o

o =N e @ | 1i: Toousox
Hom Seting
v Tyoe 0
, ispiay e Sun, 03 Apr 2011 115816 10000
Time Log

AN3113222 | kemel Wogd stated. BusyBoxvl 3.2 2011-03-21 17,5348 CST)

Ap3119229 | wemel rdm_major= 254
Apr3113224 | kemel swich register base addr to (00180000

API3113225 | Kemel wrie ofset 06500, value 03165

Apr3113226 | vemel wrie ofset 06500, valug 031623

Apr311:3228 | syslog Unableto open Narunadhcpd eases for reading
API3113229 | commander Wit fallovr atered 0

Apr3113230 | 030Hmodem_swich: MODEM_SWITCH (D1 2611 0610031
Apr3113231 | iChecksum: sec_id= 4 Imp_chksum = e155; mo_chksum = o155
Ap3113232|iChecks chksum = 287, img_chksum= 267

Apr3113233|iChecksum: all_chksum = e3dc
ApI3113234 | commander STOP LOCAL WANTYPE_36
Apr3119235 | commant der. StartRestar nfpd

Apr3113240 | 030ololug: 36 modem VendorlD= 1201 ProductiD=1003

Apr 3113244
Page: 13 Log Numbor:35)

<Previous | Net=> | | FirstPage | _LastPage
Reftesh || Downioad | | Clearlogs

You can also select to save a copy of the syslog data to your computer by clicking the “Download” button or clear the current syslog data by
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clicking the “Clear Logs” button.

Restore Settings

This page enables you to restore a previously saved backup of the 3G18W\V’s configuration.

= =
(W) sasic sermmes | <22, rorwarDmGRULES | €S) securmry seTrnes | ST Apvanicen serTiss | 124 TooLsox
s J J J i

+ System Info

+ Restore Setting

Config Filename.

+ Firmware Uparads
« Backup Setting

+ Resetto Defauit

+ Reboat

* Miscellaneous

I Browse.

Notel Do notinterruptthe process o power offthe unitwhen tis being upgraded

Wihen the process is done successiully, the unit will be restarted automatically.

Restore | _Cancel

Click the “Browse” button and navigate to the location you previously saved the configuration file.

Click the “Restore” button once you have selected the appropriate .bin file to use.

Firmware Upgrade

This page enables you to update the firmware on the 3G18WV.

5 =3
/) BASIC SETTIIGS | 2, FORWARDIIGRULES | () SECURITVSETTNGS ST ADVAUCEDSETTINGS | {Ze TOOLBOX
i 2l ) J J Al J

+ System Info

* Restore Setting

Firmware Filename

+ Firmware Upgrade
+ Backup Setting

+ Resetto Default

+ Reboat

* Miscellaneous

[ Browse.

Currentfirnware version is R1.01g0 20110308,

Notel Do not interrupt the process or power off the unit when itis being upgraded

When the process is done successfully, the unitwill be restarted automatically

I Accept unofficial firmware.

Upgrade | _cancel

Click the “Browse” button and navigate to the location you saved the firmware update file.

You can then upgrade the routers firmware by clicking the “Upgrade” button.

Backup Setting

You can backup your current settings by clicking the “Backup Setting” button then and save it as a bin file.

B =
=5 basiC SETTINGS | <P, FORWARDING RULES =) SECURITY SETTINGS |77 ADVANCED SETTHNGS | 4 TOOLBOX
) I I \ At

N7 )

* System Info
« Restore Setting

© Firmware Upgrade
* Backup Setting

* Resetto Default

« Reboot

* Miscellaneous

* View Log
(opening configbin
Viewthe system ogs

Vouhave chosen to open
© Firmware Upgrade.

config.bin

- Promptine agministiator

© Backup Setting
- Bave the settings of this oy

® Resetto Default = {5308 i

ReSEUNg S6UND3 OIS | oty For e e th rom s o

© Reboot

[x]

~Retoatiris deiee.
Concel

- MAC Address for Wake-on-LAN: Letyou to power up another nstwork device remotsly.
- Domain MName or IP address for Ping Test: Allow you to configure an P, and ping the:
device. You can ping a secific IP to test whether tis alive

When you want to restore these settings, click the “Restore Setting” link and use the bin file you saved.
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Reset to Default
You can reset your 3G18WV to the factory default settings by clicking on this link.
o T TS AT T R e

2 =
) pasic seTTiiGs | <2, FoRwARDWGRULES | (S SECURTY sETTIGs| ) AbvauceD seTTiGs | iy TooLsox
&) l l L Js |

* Restore Setting

 ViewLog
- Viswthe system logs.

* Firmware Upgrade

* Miscellaneous

 Reboot
- Rehaot this device.

* Hiscellaneous
- MAC Address for Wake-on-LAN: Letyou o power Up another network device remotely
- Domain Name or [P adttess for Ping Test Allowyou to configure an P, and ping the

device. You can ping 2 secific IP 1o testwhether itis alive.

After clicking “OK”, the router will reset and start up with the default settings loaded.

Reboot
You can reboot your router by clicking on the “Reboot” link. This can be useful to ensure restore settings are loaded.

oV e R R CTre ———

; o
75 pasic serruos | <, rowasoie RuEs (S secumy seTis | ) AbANCeD seros | (4} To0usox_

« Restore Setting

< Fi Upgrade  ViewLog

« Backup Setting ~Viewthe system logs.

CResetto Dt | * Fimware Ungrade

- Prompt the administator for a file and upgrade itto this device.
The page at http://192.168.20.1 sayst b

e Reboot right now?
Cancel

© Reboot
- Reoot his device.

o Hiscellaneous
- MAC Address for Wake-on-LAN: Letyou to power up another network device remotely.
- Domain Name or IP address for Ping Test Allow you to configure an [P, and ping the

device. You can ping a sesifc IP 10 testwhether itis alive

Miscellaneous
You can configure Wake-on-LAN (WOL) from this page.
T T T T T T T e T —

: =
W) sascseries <, ronwarmioRuEs | ) secumyseiss | G Abvancepsermis | (gL Toouaox |

+ Restore Setting ttem Sl

+ Firmware Upgrade » MAC Address for Wake-on-LAN [ _wareup |

© BackupSetting | » Domain Name or P address for Ping Test || _ping |
* Reset to Default save | Undo

« Reboot

* Miscellaneous

Wake-on-LAN enables the router to start-up a computer or device (if the computer supports it) when a WOL packet is detected on the network
going to the client MAC you have entered.
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5. VoIP Telephony - Configuration

To access the VOIP configuration options of your 3G18WV, you need to login to the web configuration and click on the VOIP menu at the top of
the page.

Open your web browser (e.g. Internet Explorer/Firefox/Safari) and type http://192.168.20.1/ into the address bar at the top of the window.

At the login screen, type “admin” (without quotes) in the System Password field. Then click on Login.

Note: admin is the default login password for the unit.

Click on the “VOIP” link at the top of the page.

1__21." Others

% Phone Settings

Phone Book

i—;‘} SIP Settings S AT Trans.

SIP Settings

The SIP Settings page enables you to configure the VOIP Service settings for the 3G18WV. Click on any of the menu items on the left to access
the respective page.

= " ; =
| i;? SIP Settings \@, Phone Settings | ¢S} Phone Book | ) uAT Trans. | 15 others

© Service bomain _

« Port Setting
+ Codec Setting * Service Domain
« DTMIF Setting - ¥ou eould setinformation of service domaing in this page
« Other Settings ® Port Setting

-¥ou could setthe port number in this page.
® Codec Setting

-You could setthe codec seftings in this page.
* DTMF Setting

- You could set the DTMF setting in this page.
*® Other Settings

- ¥ou eould setother settings in this page
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Service Domain

« Service Domain
« Port setting
* Codec Setting » Display Name
+ DTWF Setting » User Name
0 CIEECip » Repister Name [
» Register Password [
» Realm [
» Domain
» Proxy Server
» Repistrar [
» Use Outhound Server © Enable @ Disable
» Qutbound Proxy [
+ Substribe for M) © Enable @ Disable
» Refieshtime for MW 360
» W Serer URI |
» Status ‘ Unregictered
save | Undo

The Service Domain page is where you enter your VOIP service settings as supplied by your VOIP service provider (VSP). If you are unsure about
a specific setting or have not been supplied information for a particular field, please contact your VOIP service provider to verify if this setting is

needed or not.
TITLE DESCRIPTION

Display Name: Enter the display name for your VOIP service.

User Name: Enter the User Name for your VOIP service.

Register Name: Enter the Register Name (May be called the “Auth ID”) for your VOIP service.
Register Password: Enter the Register Password (May be called the “Auth Password”) for your VOIP service.
Realm: Enter the Realm in use for your VOIP service.

Domain: Enter the Domain for your VOIP service.

Proxy Server: Enter the Proxy Server address in use for your VOIP service.

Registrar: Enter the Registrar for your VOIP service.

Use Outbound server: Enable or Disable the use of an Outbound Proxy for VOIP calls.

Outbound Proxy: Enter the Outbound Proxy server address to use.

Subscribe for MWI: Enable or Disable the use of the “Message Waiting Indicator” function.
Refresh time for MWI: Set the time period between MWI checks in seconds.

MWI Server URI: Enter the address for the MWI server.

Status: The current status of your VOIP service.

Click “Save” to save your settings and connect to your VOIP service or “Undo” to discard the settings entered.

Port Setting
ACHINISTRATGR s AN MEN i staws 7 iz Gl avanced o uop 2 Logout

3 . . i
=1} SIP Setti Phone Sett S Phone Book HAT Trans. Ot
.i? ngs <3, Phone ings | =) Phone Book | qm rans. AL Others |

© service Domain _

+ Port Setting ftem Setting
* Codec Setting r SIF Fort 5080 (0-65533) Set 0 will assigned by systemn
* DTN Setting » RTP Port [B000 | 1-65533) St 0 will assignad by system
O CILrEHEITH Save | Undo

The Port Setting page enables you to specify a different SIP or RTP Port number to connect to your VOIP service on.

TITLE DESCRIPTION

SIP Port: Select the port for SIP traffic to use.
RTP Port: Select the port for RTP traffic to use.

This setting should not need to be changed unless directed to do so.

Click “Save” to save your settings or “Undo” to discard the settings entered.
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Codec Setting

(W) 5P settings | <2, Phone Settings Phone Book | ) HAT Trans. | ({35 Others

+ Port Setting fem Setting
+ Codec Setting » Codec Priority 1 o729 =l
+ DTMF Setting » Codec Priorty 2 G711 aelaw ¥
2 CIETHES b Godec Priority 3 GT11 wlaw ¥
» Coget Priority 4 6726-32 =
ftem Setting
b GTI166T29 20ms [
ftem Setting
» Vaice YAD @ Disable © Enable
) The packetlengih for Goror | G5 (150
naise packet me(ii-aims)

The Codec Setting page enables you to select which audio codec to use with your VOIP service. This information will usually be supplied by your
VOIP service provider and should not need to be changed unless you are experiencing issues with VOIP call sound quality.

The following codec are available for use:

e G.729
e G711 alaw
o G.711 u-law
o G.726-32
Codec Priority 1: Set the codec you would like to try first with your VOIP service.
Codec Priority 2: Set the codec you would like to try second with your VOIP service.
Codec Priority 3: Set the codec you would like to try third with your VOIP service.
Codec Priority 4: Set the codec you would like to try fourth with your VOIP service.
G.711 & G.729 Packet Length: Adjust the packet length size. This can reduce or increase the bandwidth required for a VOIP call.
Voice VAD: Adjust the ‘Voice Activity Detection’ interval. This should not be adjusted unless the words in your
conversation are being cut off. (This setting should not need to be changed.)

Click “Save” to save your settings or “Undo” to discard the settings entered.

DTMF Setting

<L ADHINISTRATOF:'s AN MEN i staus 72 wizard :ﬁ Advanced ‘ Vol » Logout

(W) sip settings <2, prone serings Phone Book ) NAT Trans. | (T others

o venvice Roman _

= Port Setting ftem Setting

* Codec Setting @ RFC 2833
» DTWF Sefting € Inband DTMF
€ Send DTWF SIF Info

save | Undo

= DTIF Setting

+ Other Settings

The DTMF Setting page enables you to specify which DTMF standard to use on your VOIP service.
The following DTMF standards are available for use:

e RFC 2833
* Inband DTMF
*  Send DTMF SIP Info

This information will usually be supplied by your VOIP service provider and should not need to be changed unless you are experiencing issues with
DTMF based services

(Automated Telephone services, Answering machines, etc).
DTMF Setting: Select the which DTMF standard you would like to use.

Click “Save” to save your settings or “Undo” to discard the settings entered.
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Other Settings

52 L
) sip settings | %, Phone Settings | §5p Phione ook | 1 AT Trans. | {7k otmers
e l ) L A I

© Senvice emain _

« Port Setting fem Setting
+ Codes Sefting » SIP Expira Time [280 15-86400 se0)

* DTNIF Setting » Use DNS SRV © Enable © Disable
OLEELEILD gave | Unda

The Other Settings page enables you to specify a different SIP expire time and select to enable the DNS SRV function. This information will usually
be supplied by your VOIP service provider and should not need to be changed unless you are experiencing issues with VOIP calls or signing into
your VOIP service.

TITLE DESCRIPTION

SIP Expire Time: Set the length of time between the 3G18WV refreshing its
connection to your VOIP service provider.
Use DNS SRV: Enable or Disable the DNS SRV function on the 3G18WV.

Click “Save” to save your settings or “Undo” to discard the settings entered.

Phone Settings

T T T T A T T e —
T R R
e ws) <P, k=] K& iy |

* Flash Time. - You could setthe forward number ofyour phone in this page.

« Call Waiting © DND Setting

- You could setthe do not disturb period of your phane in this page.
* T30(FAY)

* otine © Caller ID
- You could enablefdisable the caller ID sefting in this page
- CallFeatures
 Flash Time

- You could setthe flash time inthis page.
 Call Waiting

- You could enablefdisable the call waling setting in this page.
© TI8FA)

- You could enablefdisable the FAX function in this page.
© HotLine

- You could setthe hotline inthis page.

 Call Features

- The hot key to enaisleidisable call feature by press the keypad on your phone set

The Phone Settings page enables you to configure settings for features such as call waiting, call forwarding and caller ID. Click on any of the menu
items on the left to access the respective page.

Call Forward

() 57 setings | <2, Phone Setings | §=) Phone fook | G 1AT Trans. | {8 others
« CallForward
« DI Setting tem Setting
« Caller D  Type © aways O Busy C Nosnswer @ Disatie
+ Flash Time » URL T
« Call Waiting save | Undo

* T38(FAX)
« HotLine

« Call Features

The Call Forward page enables you to configure the type of call forwarding you would like to use and the SIP address to forward any such calls to.
You can select from the following call forwarding conditions:

*  Always

* Busy

e No Answer

e Disable

TITLE DESCRIPTION

Type: Select the type of Call Forwarding you would like to use.
URL: Enter the address to forward VOIP calls to.

Click “Save” to save your settings or “Undo” to discard the settings entered.
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DND Setting

: =
@) s settings | <2, Phone Settings | ¢S Phone Book | A7) MAT Trans. | {43 Cthers:
LS 22 = J - |

« Call Forward

= DHD Setting ftem Setting

« Caller ID » DND Always ‘ © Enable ® Disable
* Flash Time save | Undo

* Call Waiting
* T.38(FAX)
* Hot Line

= Call Features:

The DND Setting page enables you to configure Do Not Disturb (DND) mode. This will prevent calls coming through to your phone.
DND Always: Enable or Disable the DND feature.

Click “Save” to save your settings or “Undo” to discard the settings entered.

= . + =
<) SIP settings Phone Settings £ Phone Book AT Trans. | 144, Others
= o) 2 AR =) o e L
* DND Setting ftem Setting
« Caller ID + Caller D Caller ID after 15t Ring (FSK) =
* Flash Time gave | Undo

* Call Waiting
= T.38(FAX)
* HotLine

« Call Features

The Caller ID page enables you to configure whether your Caller ID is sent when receiving an in bound call. (If supported by your VOIP service)
Caller ID: Select to use or Disable Caller ID.
Click “Save” to save your settings or “Undo” to discard the settings entered.

Flash Time

= . ” =
) sIP setiings Phone Settings Phone Book NAT Trane. | {E& Others
Iiﬁ 95 | < 9s 2 | W e |

* DID Setting Rem Setting
« Caller D » F¥5 Flash Signal Detect (4a2) | [1000 s (100-1000)

* Flash Time + FXS Flash Signal Detect (MiIN) | 300 ms (100~300)

« Call Waiting Save | Undo

© T3B(FAX)
* HotLine

= Call Features

The Flash Time page enables you to configure the minimum and maximum time a hook flash signal can occur for the 3G18WV to recognise it.

TITLE DESCRIPTION

FXS Flash Signal Detect (MAX): Enter the maximum time (in milliseconds) to detect a hook flash.

FXS Flash Signal Detect (MIN): Enter the minimum time (in milliseconds) to detect a hook flash.

This setting should not need to be changed unless directed to do so.

Click “Save” to save your settings or “Undo” to discard the settings entered.
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3 " " =
<) SIP Settings Phone Settings £~ Phone Book NAT Trans. & Others
| s s e S LB | Mg omers
« DND Setting ttem Setting
« Caller ID b CallWaiting @ Enaple © Disable
+ Flash Time Save | Undo
+ Call Waiting

* T.38({FAX)
* Hot Line

» Call Features

The Call Waiting page enables you to utilise call waiting with your VOIP service. (If supported by your VOIP service)
Call Waiting:  Select to Enable or Disable the call waiting feature on the 3G18WV.
Click “Save” to save your settings or “Undo” to discard the settings entered.

T.38(FAX)

s " 33
[} SIP Settings Phone Settings £ Phone Book NAT Trans. | {£s, Others
Ii‘) as [ as (2 | S e |

+ DHD Setting ftem Setting
« Caller ID b TIBFAN © Enanle © Disable

* Flash Time Save Undo

+ Call Waiting

+ T.38(FAX)
+ HotLins

 Call Features

The T.38(FAX) page enables you to accept and send faxes from a connected FAX machine.
T.38(FAX): Select to Enable or Disable the T.38(FAX) feature of the 3G18W\V.

Click “Save” to save your settings or “Undo” to discard the settings entered.

| i&? SIP Setiings <2, Phone Settings ‘ Phone Book W1 1AT Trans. | \El_-} Others

« DHID Setting item Setting
+ Caller D » Use Hat Line © Enable # Disable
« Flash Time » HotLine Nurnber
+ Call Waiting » Waiting time before starting Hot o

Line 3 Seconds (1~9)
« T.38(FAY)

save | Undo

* Hot Line
« Call Features

The Hot Line page enables you to configure a telephone number which can be called without dialling any numbers at all (simply pick up the
telephone handset) after the specified waiting time.

TITLE DESCRIPTION

Use Hot Line: Select to Enable or Disable the Hot Line feature of the 3G18W\V.
Hot Line Number: Enter the number to forward Hot Line calls to.
Waiting time before starting Hot Line: Enter the amount of time to wait before forwarding a call to the Hot Line number.

Click “Save” to save your settings or “Undo” to discard the settings entered.

YMLO-3G18WV 3G18WV User Guide
www.netcomm.com.au 51



Nelbomim

Call Features

S - - 1
£ (=) . ¥
W) s settings | &, phone Settings | PhoneBook ) mAT Trans. | {38} others |

+ DND Setting ttem Setting
e calern » Blind Call Transfer

+ Flash Time » Anonymous Call Enable

« Call Waiting 7;

» Anonymous Call Disable

O UL » Anerymous Call Per Call Basis

* Hot Line » DND Enahle

« Call Features

S

» DKD Disable

» Call Forwarding Enable

¥

{10178

» Call Forwarding Disahle

ﬂ

» Call Retum

Save | Undo

The Call Features page enables you to configure the dialling codes used to activate or deactivate features on your VOIP service.
(If supported by your VOIP Provider)
You can change the dial codes on the following VOIP service features:
e Blind Call Transfer
e Anonymous Call Enable
e Anonymous Call Disable
¢ Anonymous Call per Call Basis
e DND Enable
¢ DND Disable
e Call Forwarding Enable
e (Call Forwarding Disable
e CallReturn
Click “Save” to save your settings or “Undo” to discard the settings entered.

Phone Book

‘ i&? SIP Settings | ‘% Phone Settings | Phone Book | % NAT Trans. \Eb Others |

+ Speed Dial

* Phone Book

* Speed Dial

- One-key dial for most frequent dialing numbers.

* Phone Book

-You could addidelete iterns in cutrent phone book.

The Phone Book page enables you to enter speed dial and phone book entries for the 3G18WV. Click on any of the menu items on the left to
access the respective page.
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Speed Dial

= Phone Book Digit URL

Save | Undo

The Speed Dial page enables you to configure 8 “one touch dial” entries. Using these you are able to dial frequently dialled numbers using a single
telephone keypad digit.

The following digits are able to have speed dials assigned to them:
L]
L]

°
~N O Ok W =

L]
e 8
Enter the telephone number you would like dialled when the corresponding digit is pressed.

Click “Save” to save your settings or “Undo” to discard the settings entered.

Phone Book
| [ s setings <24, phone setings | Phone Book | 7) nAT Trans. {1} owers |

+ Phone Book [1) Name Telephone Number Enable

a

a|a|ayaaaiarala

[
I
I
I
I
[
I
I
I
I
e

<<Previous | N |_save | ungo |

The Phone Book page enables you to enter phone book entries. You are able to enter up to 140 entries.
The corresponding name should be displayed when a VOIP call is received from that number.
(If supported by your VOIP service and telephone handset)

Click “Save” to save your settings or “Undo” to discard the settings entered.
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NAT Trans.

The NAT Trans page enables you to configure settings for connecting the 3G18WV to a STUN server. Click on the menu item on the left to access
the configuration page.

o N 5 . e
=5 SIP Settings k% Phone Settings . Phone Book q& NAT Trans. i< Others
| i? | | | - |

* STUHN Setting

® STUN Setting

-fou could setthe IP of STUN server in this page.

STUN Setting

% . - . .
() siP settings | <3, Phone Settings  §57 Phone Book | 7] NAT Trans. | {{47 Others
| ? I | | s

tem Setting
» TUN © Enable ¥ Disable
» STUN Server I
¥ STUN Port I (B0~B5535)
Save I Unido

The STUN Setting page enables you to configure settings related to utilising a STUN server with your VOIP service. This information will usually
be supplied by your VOIP service provider and should not be needed unless you are experiencing issues with VOIP calls or signing into your
VOIP service.

TITLE DESCRIPTION

STUN: Select to Enable or Disable the STUN server functionality of the 3G18W\V.
STUN Server: Enter the STUN Server address to use.
STUN Port: Enter the Port with which to connect to the STUN server on.

Click “Save” to save your settings or “Undo” to discard the settings entered.

Others

N _ . i —i
S SIP Settings <34, Phone Settings  §) Phone Book | T[] NAT Trans. | 124} Others
L i;‘} | | l I

+ Telephony profile

® Telephony profile

-vou could select the Telephony profile of the analag telephone by different country in

this page

The Others page enables you to change your telephony profile settings. Click on the menu item on the left to access the configuration page.

Telephony Profile

B - - " e
=) SIP Settings % Phone Settings . Phone Book qﬁ] HAT Trans. | suy Others
L il) ! | ! I |

ftem Setting

» FX5 Port Australia -I
Save | Undo |

The Telephony Profile page enables you to configure the way the FXS phone port (RJ-11) operates.
This setting should not need to be changed.
Currently, only the Australia Profile is available for use.

Click “Save” to save your settings or “Undo” to discard the settings entered.
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6. Appendix A: WAN Failover

The WAN failover feature of the 3G18WV is designed to provide a backup WAN connection in case your primary connection should fail.

To use this feature, you will require both a regular WAN connection and a 3G WAN connection.
Please follow these steps to set up WAN failover on your 3G18WV:
- Ensure a primary (3G) WAN connection is configured by following the steps outlined in the Network Setup section of the User Guide.
- Set up a secondary (non-3G) WAN connection by following the steps outlined in the Network Setup section of the User Guide.
- Open your web browser (e.g. Internet Explorer/Firefox/Safari) and navigate to http://192.168.20.1/.
- Atthe login screen, type in “admin” (without quotes) in the System Password field. Then click on Login.
- Navigate to the Network Setup page.

- Click the Combo WAN status button and select “Failover” from the pull down menu and enter a public IP address (for example ‘www.
google.com’) into the Remote Host for keep alive box.

The 3G18WV will periodically check that it can connect to this address to determine if the WAN connection is still running.
- You will also need to click “Add New” and select the appropriate secondary WAN type.
You are now ready to use the internet connection as normal.
- When your primary (3G) WAN connection fails, the 3G18WV will automatically failover to the secondary (non-3G) WAN connection.
Please allow up to 2 minutes for this change to occur.
- When your primary (3G) WAN connection reconnects, the 3G18WV will automatically revert to this connection.
Please allow up to 2 minutes for this change to occur.

- To confirm that the process in Step 9 is complete, refresh the status page of the web interface after 1 minute.

3G18WV User Guide YMLO-3G18WV
56 www.netcomm.com.au



NETCOMM LIBERTY™ SERIES - 3G Wireless N300 VolP Router

/. Appendix B: Establishing your

Wireless Connection

Windows XP (Service Pack 2)

1. Open the Network Connections control panel (Start -> Control Panel -> Network Connections):
Right-click on your Wireless Network Connection and select View Available Wireless Networks:
Select the wireless network called “NetComm Wireless” and click Connect.

Enter the network key (a1b2c3d4e5 is the default wireless network key).

o &~ D

The connection will show Connected.

Windows Vista
1. Open the Network and Sharing Center (Start > Control Panel > Network and Sharing center).
Click on “Connect to a network”.
Choose “Connect to the Internet” and click on “Next”.
Select the wireless network called “NetComm Wireless” and click Connect.
Enter the network key (a1b2c3d4e5 is the default wireless network key).
Select the appropriate location. This will affect the firewall settings on the computer.

N oA N

Click on both “Save this network” and “Start this connection automatically” and click “Next”.

Windows 7
1. Open the Network and Sharing Center (Start > Control Panel > Network and Sharing center).
Click on “Change Adapter settings” on the left-hand side.
Right-click on “Wireless Network Connection” and select “Connect / Disconnect”.
Select the wireless network called “NetComm Wireless” and click Connect.
Enter the network key (a1b2c3d4e5 is the default wireless network key).

O L

You may then see a window prompting you to setup a “HomeGroup”. Click “Cancel” on this.
8. You can verify your wireless connection by clicking the “Wireless Signal” indicator in your system tray.
After clicking on this, you should see an entry matching the SSID of your 3G18WV with “Connected” next to it.

Mac 0SX 10.6
1. Click on the Airport icon on the top right menu.
2. Select the wireless network called “NetComm Wireless”.

You may then see a window that asks you to “Select a location for the ‘wireless’ network”. Please select the “Home” location.

3. On the new window, select “Show Password”, type in the network key (a1b2c3d4e5 is the default wireless network key) in the Password

field and then click on OK.

4. To check the connection, click on the Airport icon and there should be a tick on the wireless network name.

Notes: For other operating system (Windows 98SE, Windows ME, Windows 2000 etc) or if you use a wireless adaptor utility to configure your wireless connection, please consult

the wireless adapter documentation for additional information.
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8. Appendix C: Troubleshooting

Using the indicator lights (LEDs) to Diagnose Problems

The LEDs are useful aides for finding possible problem causes.

Power LED
The Power LED does not light up.

STEP CORRECT ACTION

1 Make sure that the 3G18WV power adaptor is connected to the device and plugged in to
an appropriate power source. Use only the supplied power adaptor.

2 Check that the 3G18WV and the power source are both turned on and device is receiving
sufficient power.
Turn the 3G18WV off and on.

If the error persists, you may have a hardware problem. In this case, you should contact
your vendor.

Web Configuration
| cannot access the web configuration.PS CORRECTIVE ACTION

STEP ~ CORRECT ACTION

1 Make sure you are using the correct IP address of the 3G18WV. You can check the IP
address of the device from the Network Setup configuration page.

2 Check that you have enabled remote administration access. If you have configured an
inbound packet filter, ensure your computer’s IP address matches it.

© Your computer’s and the 3G18W\V’s IP addresses must be on the same subnet for LAN
access. You can check the subnet in use by the router on the Network Setup page.

4 If you have changed the devices IP address, then enter the new one as the URL you enter
into the address bar of your web browser.

The web configuration does not display properly.

CORRECT ACTION

1 Delete the temporary web files and log in again. In Internet Explorer, click Tools, Internet
Options and then click the Delete Files button. When a Delete Files window displays, select
Delete all offline content and click OK. (Steps may vary depending on the version of your
Internet browser.)

Login Username and Password
| forgot my login username and/or password.

STEP ~ CORRECT ACTION

1 Press the Reset button for ten seconds, and then release it. When the LINK LED begins to
blink, the defaults have been restored and the 3G18WV restarts. You can now login with the
factory default password “admin” (without the quotes)

2 It is highly recommended to change the default username and password. Make sure you
store the username and password in a safe place.

WLAN Interface
| cannot access the 3G18WV from the WLAN or ping any computer on the WLAN.

STEP  CORRECT ACTION

1 Check the WiFi LEDs on top of the unit and verify the WLAN is enabled as per the LED
Indicator section.
2 If you are using a static IP address for the WLAN connection, make sure that the IP address

and the subnet mask of the 3G18WV and your computer(s) are on the same subnet. You
can check the routers configuration from the Network Setup page.
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Internet Access
| cannot access the Internet.

STEP  CORRECT ACTION

1 Make sure the 3G18WV is turned on and connected to the network. You can verify this by
checking which LEDs are illuminated and then referring to the LED Indicator section to verify the
current connection status.

2 Verify your 3G settings from the Network Setup page. If you are unsure of the required 3G
Settings (APN, Username, Password, etc), please contact NetComm Technical Support.

Internet connection disconnects.
The internet connection drops out periodically.

STEP ~ CORRECT ACTION

1 Check for available 3G coverage

2 Check for appropriate signal strength

3 Check for a schedule rules to prevent internet access from the Scheduling configuration page.
4 Contact your 3G SIM provider to verify your 3G service is active.
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9. Legal and Regulatory
Information

This manual is copyright. Apart from any fair dealing for the purposes of private study, research, criticism or review, as permitted under the
Copyright Act, no part may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical,
recording or otherwise, without the prior written permission of NetComm Limited. NetComm Limited accepts no liability or responsibility, for
consequences arising from the use of this product.

NetComm Limited reserves the right to change the specifications and operating details of this product without notice.
NetComm is a registered trademark of NetComm Limited.

All other trademarks are acknowledged the property of their respective owners.

Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following information and warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the ACA TSOO8
Standard.

(2) This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACA . These standards are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio noise and, if not installed and used in accordance with the instructions detailed within this manual, may cause interference to radio
communications. However, there is no guarantee that interference will not occur with the installation of this product in your home or office. If this
equipment does cause some degree of interference to radio or television reception, which can be determined by turning the equipment off and
on, we encourage the user to try to correct the interference by one or more of the following measures:

e Change the direction or relocate the receiving antenna.

* Increase the separation between this equipment and the receiver.

e Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV is connected.
e Consult an experienced radio/TV technician for help.

(8) The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with any other product
or do not use any other power supply that is not approved for use with this product by NetComm. Failure to do so may cause damage to this
product, fire or result in personal injury.

Federal Communication Commission Interference Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

This device has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates uses and

can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
e Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate the
equipment.
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The antenna(s) used for this transmitter must not be co-located or operating in conjunction with any other antenna or transmitter. This device
complies with FCC radiation exposure limits set forth for an uncontrolled environment. In order to avoid the possibility of exceeding the FCC radio
frequency exposure limits, human proximity to the antenna shall not be less than 20cm (8 inches) during normal operation.

Operation is subject to the following two conditions:
(1) this device may not cause interference, and
(2) this device must accept any interference, including interference that may cause undesired operation of the device.

IC Important Note

|IC Radiation Exposure Statement:

This equipment complies with IC RSS-102 radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed
and operated with minimum distance 20cm between the radiator & your body.

This device and its antenna(s) must not be co-located or operating in conjunction with any other antenna or transmitter. The County Code
Selection feature is disabled for products marketed in the US/Canada.

Operation is subject to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device.
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent isotropically radiated
power (EIRP) is not more than that required for successful communication.

This device has been designed to operate with an antenna having a maximum gain of 4 dBi. Antenna having a higher gain is strictly prohibited per
regulations of Industry Canada. The required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent isotropically radiated
power (e.i.r.p.) is not more than that permitted for successful communication.

Operation is subject to the following two conditions:
(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device.
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This product includes copyrighted third-party software licensed under the terms of the GNU General Public License. Please refer to the GNU
General Public License below to check the detailed terms of this license.

The following parts of this product are subject to the GNU GPL, and those software packages are copyright by their respective authors.
Linux-2.6.21 system kernel
busybox_1_00_rc2

bridge-utils 0.9.5

dhcped-1.3

ISC DHCP V2 P5

syslogd spread from busybox
wireless tools

ntpclient of NTP client implementation
GNU Wget

Availability of source code

Please visit our web site or contact us to obtain more information.
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GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public License
is intended to guarantee your freedom to share and change free software--to make sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation’s software and to any other program whose authors commit to using it. (Some other
Free Software Foundation software is covered by the GNU Library General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that you have the
freedom to distribute copies of free software (and charge for this service if you wish), that you receive source code or can get it if you want it, that
you can change the software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that you have. You
must make sure that they, too, receive or can get the source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to copy, distribute
and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that there is no warranty for this free software.
If the software is modified by someone else and passed on, we want its recipients to know that what they have is not the original, so that any
problems introduced by others will not reflect on the original authors’ reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free program will
individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear that any patent must be
licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be distributed under
the terms of this General Public License. The “Program”, below, refers to any such program or work, and a “work based on the Program”
means either the Program or any derivative work under copyright law: that is to say, a work containing the Program or a portion of it, either
verbatim or with modifications and/or translated into another language. (Hereinafter, translation is included without limitation in the term
“modification”.) Each licensee is addressed as “you”.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of running the
Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the Program (independent of
having been made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this
License and to the absence of any warranty; and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for
afee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy and distribute
such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or any part thereof, to be
licensed as a whole at no charge to all third parties under the terms of this License.

If the modified program normally reads commands interactively when run, you must cause it, when started running for such interactive use in the
most ordinary way, to print or display an announcement including an appropriate copyright notice and a notice that there is no warranty (or else,
saying that you provide a warranty) and that users may redistribute the program under these conditions, and telling the user how to view a copy of
this License. (Exception: if the Program itself is interactive but does not normally print such an announcement, your work based on the Program is
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not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program, and can be
reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to those sections when

you distribute them as separate works. But when you distribute the same sections as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each
and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise the right
to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2
above on a medium customarily used for software interchange; or,

Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of physically performing
source distribution, a complete machine-readable copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2
above on a medium customarily used for software interchange; or,

Accompany it with the information you received as to the offer to distribute corresponding source code. (This alternative is allowed only for
noncommercial distribution and only if you received the program in object code or executable form with such an offer, in accord with Subsection
b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work, complete source code
means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception, the source code distributed need not include anything that is normally distributed
(in either source or binary form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent access to copy
the source code from the same place counts as distribution of the source code, even though third parties are not compelled to copy the source
along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt otherwise to
copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights under this License. However, parties who
have received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain in
full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or distribute
the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from the original
licensor to copy, distribute or modify the Program subject to these terms and conditions. You may not impose any further restrictions on the
recipients’ exercise of the rights granted herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues), conditions are
imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-free
redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to apply and
the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any such claims;
this section has the sole purpose of protecting the integrity of the free software distribution system, which is implemented by public license
practices. Many people have made generous contributions to the wide range of software distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other system and a
licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the original copyright
holder who places the Program under this License may add an explicit geographical distribution limitation excluding those countries, so that
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distribution is permitted only in or among countries not thus excluded. In such case, this License incorporates the limitation as if written in the
body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to it and “any later
version”, you have the option of following the terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to the author to ask
for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of our free software and of
promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE
COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,

INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED
BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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Product Warranty

The warranty is granted on the following conditions:
1. This warranty extends to the original purchaser (you) and is not transferable;
2. This warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of NetComm including producing such evidence
of purchase as NetComm may require;

4. The cost of transporting product to and from NetComm'’s nominated premises is your responsibility; and,

o

NetComm does not have any liability or responsibility under this warranty where any cost, loss, injury or damage of any kind, whether direct, indirect, consequential, incidental
or otherwise arises out of events beyond NetComm'’s reasonable control. This includes but is not limited to: acts of God, war, riot, embargoes, acts of civil or military
authorities, fire, floods, electricity outages, lightning, power surges, or shortages of materials or labour.

6. The customer is responsible for the security of their computer and network at all times. Security features may be disabled within the factory default settings. NetComm
recommends that you enable these features to enhance your security.

The warranty is automatically voided if:

1. You, or someone else, use the product, or attempts to use it, other than as specified by NetComm;

2. The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or communication line, whether caused by
thunderstorm activity or any other cause(s);

The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

3

4. Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance with the user manual supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service centre authorised by NetComm; and,
6

The serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitations of Warranty

The Trade Practices Act 1974 and corresponding State and Territory Fair Trading Acts or legalisation of another Government (“the relevant acts”) in certain circumstances imply
mandatory conditions and warranties which cannot be excluded. This warranty is in addition to and not in replacement for such conditions and warranties.

To the extent permitted by the Relevant Acts, in relation to your product and any other materials provided with the product (“the Goods”) the liability of NetComm under the
Relevant Acts is limited at the option of NetComm to:

o Replacement of the Goods; or

. Repair of the Goods; or

o Payment of the cost of replacing the Goods; or

o Payment of the cost of having the Goods repaired.

All NetComm ACN 002 490 486 products have a standard 12 months warranty from date of purchase. However some products have an extended warranty option (refer to
packaging). To be eligible for the extended warranty you must supply the requested warranty information to NetComm within 30 days of the original purchase by registering on-line
via the NetComm web site at

www.netcomm.com.au
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NETCOMM LIMITED Head Office DYNALINK NZ 12C Tea Kea Place, Albany, Auckland,

PO Box 1200, Lane Cove NSW 2066 Australia New Zealand

P: 02 9424 2070 F: 02 9424 2010 P: 09 448 5548

E: int.sales@netcomm.com.au F: 09 448 5549

W: www.netcommlimited.com. E: sales@dynalink.co.nz

W: www.dynalink.co.nz

Product Warranty
NetComm products have a standard 12 months warranty from date of purchase. However some products have an extended warranty option, via registering
your product online at the NetComm website www.netcommlimited.com.

Technical Support
If you have any technical difficulties with your product, please refer to the support section of our website.

WWW.netcomm.com.au/support

Note: NetComm Technical Support for this product only covers the basic installation and features outlined in the Quick Start Guide. For further information regarding the advanced features of this product, please refer to
the configuring sections in the User Guide or contact a Network Specialist.

Trademarks and registered trademarks are the property of NetComm Limited or their respective owners. Specifications are subject to change without notice. Images shown may
vary slightly from the actual product.



