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Chapter 1. Before You Start

1.1 Purpose

This manual is intended for the system or network administrators with the networking knowledge to complete the
step by step instructions of this manual in order to use the IAC3000 for a better management of their network

system and user data.

1.2 Document Convention

. For any caution or warning that requires special attention of readers, a highlight box with italic font is used as

below:

Warning: For security purposes, you should immediately change the Administrator’s password.

@ Indicates that clicking this button will return to the homepage of this section.

0 Indicates that clicking this button will return to the previous page.

m Indicates that clicking this button will apply all of your settings.

' Indicates that clicking this button will clear what you set before these settings are applied.



IAC3000
User Manual

Chapter 2. System Overview

2.1 Introduction of IAC3000

IAC3000 is an Internet Access Controller, specially designed for wired and wireless data network environments in
small to middle scaled businesses and hotspots. It features integrated management, secured data transmission,
and enhanced accounting and billing. System administrators can effectively monitor wired or wireless users,
including employees and guest users via its user management interface. Moreover, administrators can discover,
configure, monitor, and upgrade all managed Access Points (APs) from a single, centralized AP management
interface, the IAC3000.

2.2 System Concept

IAC3000 is capable of managing user authentication, authorization and accounting. The user account information is
stored in the local database or a specified external database server. Featured with user authentication and
integrated with external payment gateway, IAC3000 allows users to easily pay the fee and enjoy the Internet

service using credit cards through Authorize.net, PayPal & Secure Pay. With centralized AP management feature,
the administrator does not need to worry about how to manage multiple wireless access point devices. Furthermore,
IAC3000 introduces the concept of Service Zones - multiple virtual networks, each with its own definable network
policy. This is very useful for hotspot owners seeking to provide different customers or staff with different levels of
network services. The following diagram is an example of IAC3000 set to manage the Internet and network access

services at a hotspot venue.

£ &)

Mobile Worker
VEN Built-in ===1 Extermal Il Mail
Account — § Authentication Server

Database —— P Server

Modem I~ Web
ISP1 =y v g Server

— = Load Balancing Eirewall _ | —
VPN _ - NG S—T—— Switch g

ISP2 Modem App
’ Server
— —
g (Wireless) (Wired) VPN VPN DS
(¢ ". (c: \ | 5
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\%PN : : / C
@ @ T sr r J PN C ?
{ ~ g ' f Wi-Fi Phone
) A 'qc‘T ) ! J @
J‘ ' FDA Wi-Fi Phone {:' ~ .—‘E}?j“ = FDA
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An example of typical SMB network deployment



2.3 Capacity and Performance

Capacity and Performance IAC3000
Concurrent Users 120
Local Accounts 1000
On-demand user Accounts 2,000
Managed Access Points 12
(NP725)

Monitored 3rd-Party Access Points 40
VPN Termination Tunnels 120
VPN 3DES/DES Throughput 30 Mbps
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Chapter 3. Base Installation

3.1 Hardware Installation

3.1.1 System Requirements

» Standard 10/100BaseT network cables with RJ-45 connectors
» All PCs need to install the TCP/IP network protocol

3.1.2 Package Contents

The standard package of IAC3000 includes:

IAC3000 x 1

CD-ROM (with User Manual) x 1
DC 12V Power Adapter x 1
Ethernet Cable x 1

Console Cable x 1

IAC3000
User Manual

Warning: It is highly recommended to use all the supplies in the package instead of substituting any components

by other suppliers to guarantee best performance.
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3.1.3 Panel Function Descriptions
Front Panel
:| LANG LANG LANT LAN B
& WAN1 WAN2

1 i 2 1 2 &8 4 5§ 8 7 @

STATUS
PD“E‘ WANl tAN LAN1 LAMZ LANS LA

0 LED: There are four kinds of LED, Power, Status, WAN and LAN, to indicate different status of the system.
» Power: LED ON indicates power on.
» Status: While system power is on, status OFF indicates BIOS is running; BLINKING indicates the OS is
running, and ON indicates system is ready.
» WAN: LED ON indicates connection to the WAN port.
» LAN: LED ON indicates connection to the LAN port.
WANI1/WAN2: Two WAN ports (10 Base-T / 100Base-TX RJ-45) are available on the system.
LAN1~LANS: Client machines connect to IAC3000 via LAN ports (10 Base-T / 100Base-TX RJ-45).

Note: By Default, all LAN ports are set with Port-based Default Service Zone; for Service Zone configuration,

please refer to section 4.1.7.

Rear Panel

1 2 3
sk
@]
Reset|[Console DC+12VW

Reset: Press this button to restart the system.

Console: The system can be configured via a serial console port. The administrator can use a terminal
emulation program such as Microsoft's HyperTerminal to login to the configuration console interface to change
admin password or monitor system status, etc.

0 DC+12V: The power adapter attaches here.



3.1.4 Installation Steps

Steps to install IAC3000:

O

Reset Console

i
STATUS

POWER !
WAN LAMN

WARN1

WAMN2
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1

O

DC+12V

LANE

LAs1

LANS LANT LAN B

LA Lika LN

1. Connect the 12V power adapter to the power socket on the rear panel. The Power LED should be on to

indicate a proper connection.

2. Connect an Ethernet cable to the WAN1 Port on the front panel. Connect the other end of the Ethernet cable to

an ADSL modem, a cable modem or a switch/hub of the network. The LED of WAN1 port should be on to

indicate a proper connection.

3. Connect an Ethernet cable to one of the LAN1~LANS Ports on the front panel. Connect the other end of the

Ethernet cable to an administrator’'s PC or a client PC, AP, or switch in managed network. The LED of the

connected port should be on to indicate a proper connection.

Attention:

IAC3000 supports Auto Sensing MDI/MDIX. You may use either straight through or cross-over cable to connect the

Ethernet Port.




3.2 Software Configuration

3.2.1 Quick Configuration

IAC3000 supports web-based configuration. Upon the completion of hardware installation, IAC3000 can be
configured via web browsers with JavaScript enabled such as Internet Explorer version 6.0 and above or Firefox.
There are two ways to configure the IAC3000 system: using the online Configuration Wizard or changing the
settings by commands manually. The Configuration Wizard comprises of six basic steps as follows. Follow the
instructions of Configuration Wizard to enter the required information step by step, save your settings, and restart

IAC3000. The 6 steps of Configuration Wizard are listed below:

Step 1. Change Admin’s Password

Step 2. Choose System’s Time Zone

Step 3. Set System Information

Step 4. Select Connection Type for WAN Port
Step 5. Add Local User Account (Optional)
Step 6. Save and Restart IAC

Please follow the following steps to complete the quick configuration:

1. To access the web management interface, connect a PC to one of the LAN1~8 ports, and then launch a

browse. Make sure you have set DHCP in TCP/IP of your PC to get an IP address dynamically.

Next, enter the gateway IP address of IAC3000 at the address field. The default gateway IP address
is“http://192.168.30.1" (“https” is also supported in IAC3000, it is used for a secured connection).

/= NetComm IAC3000 - Microsoft Internet Explorer provided by NetComm

@k S v &) htpri192.165.30.1f

File Edit Wiew Faworites Tools  Help

W | @ netComm 1AC3000 [

The administrator login page will appear. Enter “admin”, the default username, and “admin”, the default

password, in the User Name and Password fields. Click Enter to log in.
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lgllﬂﬂﬂ . IAC3000 - Internet Access Controller

WWW.AELCaMIT.COM.ElL

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

After a successful login, a “Welcome to System Administration” page will appear on the screen.

If ‘https’ is used instead of ‘http’ for accessing the IAC3000 web management interface, by default, the IAC3000 is
not using a trusted SSL certificate (for more information, please see 4.2.5 Additional Configuration), there will be
a “Certificate Error”, because the browser treats IAC3000 as an illegal website. Please press “ Continue to this

website” to continue. The default user login page will then appear in the browser.

{= Certificate Error: Navigation Blocked - Microsoft Internet Explorer provided by NetComm

@'\T_.) - |g, https:/{192,168.30.1/ "| hed|

File Edit View Favorites Took Help

w ok [fécartlﬂcate Error: Navigation Blocked l l ﬁ Home ~ [3]]

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
& continue to this website (not recommended).

® More information

Caution: If you can't get the login screen, the reasons may be:
(1) The PC is set incorrectly so that the PC can't obtain the IP address automatically from the LAN port;
(2) The IP address and the default gateway are not under the same network segment. Please use default IP

address such as 192.168.30.xx in your network and then try it again. For the configuration on PC, please refer to
Appendix F.




IAC3000 supports three kinds of account interface. You can log in as admin, manager or operator. The default
username and password as follows.

Admin: The administrator can access all area of the IAC3000.
User Name: admin

Password: admin

Iglfﬂm I 0 - Internet Access Controller

W ILCOTIT.COM.al

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

[ 3
¢ User Name: admin

Igllﬂﬂﬁ : IAC3000- Internet Controller

WHW. REECOITLCOM. U

) | User f W Hetwork

Authentication __Configuration | i e

Welcome to System Administration

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to ge user and to itor user status.

Functions are separated into 6 main categories:

System Configuration , User Authentication , AP Management , Network Configuration , Utilities
and Status.

o
IAC3000- Internet Access Controller Mgg

Manager: The manager can access the area under User Authentication to manage the user account, but no

permission to change the settings of the profiles of Firewall, Specific Route and Schedule.
User Name: manager

Password: manager

Il/ﬂlﬂ” : IAC3000 - Internet Access Controller

WA AEECOIMIN. COM. At

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

o
' User Name: manager




Management

Authentication Configuration
' Black List Configuration
B Group Coguraﬁon
' Policy Configuration
Black List
Configuration
Additional Configuration

A
Configuration

Group

Additional
Configuration

 Network
Configuration

utilities L Status

) User Authentication

User Authentication

Each server allows only one type of authentication methed and one
Black List Profile. System suppords the following external
authentication servers: POP3(S), RADIUS, LDAP, WT Domain and
SIF.

System supports 5 Black List profiles for used within the
authentication server. On-demand users are MOT bounded by the
Black List.

8 sets of group profiles can be define and used to enforce the access
control for different groups of users.

A policy can be selected to apply to a group of users within a zone. 12

Policy Configuration  sets of policy profiles including Firewall Profile, Specific Route Profile,

Schedule Profile, and Session Limit Management can be defined.

Additional configurations are in this section. They are User Session
Control, Built-in RADIUS Server Seftings, Customization, Remaining
Time Reminder, and MAC ACL. The administrator can contral user
session such as idle timeout in User Session Control. Three fuctions
are provided in Builtin RADIUS Server Seflings such as session
timeout. In Customization, the administrator can upload cerfificate to
the system. Remaining Time Reminder provides remaining time
information to clients on the screen. The administrator can manage
the access control to the system via clients’ MAC address in the MAC
ACL(Access Control List).

@0
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Operator: The operator can only access the area of Create On-demand User to create and print out the new on-

demand user accounts.
User Name: operator

Password: operator

®
/J'Jm IAC3000 - Internet Access Controller

WWW.AELCOMIN.COM.ay

Welcome To Administrator Login Page

Please Enter Your User Name and Password To Sign In.

!

3 NiA
' Additional Configuration

4 NIA
5 NiA
6 NIA
7 NiA
8 NiA
9 NiA
0 NiA

EEE On-demand Account Creation

Status
On-demand Account Creation
Quota Price {auD ) Status Function
2 hrs 0 mins 20 Enabled
NIA NIA Disabled eats
MNIA MiA Disabled
NIA MNIA Disabled Create
NIA MiA Disabled
NIA MNIA Disabled reate
MNiA NiA Disabled
NiA NA Disabled _reate
NiA MNiA Disabled
NiA NiA Disabled Create
@0

10
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After a successful login to IAC3000, a web management interface with a welcome message will appear.

Note: To logout, simply click the Logout icon on the upper right corner of the interface to return to the login screen.

2. Now you are ready to run the Wizard.
To quickly configure IAC3000 by using the Configuration Wizard, click System Configuration from the top
menu to go to the System Configuration page. Then, click Configuration Wizard on the left.
Click the Run Wizard button to begin the Configuration Wizard. The Configuration Wizard will appear in a

pop-up browser window. Click Next to begin.

Status

Configuration Wizard

Configuration Wizard 3
Configuration Wizard

System Information M IAC3000 is a Metwork Access Controller with access control features ideal for hotspot, small
and medium business networking. The wizard will guide you through the precess of creating a
WAN1 Configuration ; baseline strategy. Please follow the wizard step by step to configure IAC3000.

- =y -
WAN2 Configuration ) @

WAN Traffic Settings

( LAN Port Mapping : @0

( Service Zones

alalalala

3. Running Configuration Wizard

A welcome screen that briefly introduces the 6 steps will appear. Click Next to begin.

£ | htkp:[f192,168,30,1 /Sy skemConfigur ationwizard_1, shtmlinitial=1

IEMJM : IAC3000 - Internet Access Controller

HWWLASLCTITL COTL L

Configuration Wizard

Welcome to the Setup Wizard. The wizard will guide you through these 6 quick
steps. Begin by clicking on Next.

Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Add Local User Account (Optional)

Step 6. Save and Restart IAC3000

Note: During every step of the wizard, if you wish to go back to modify the settings, please click the Back

button to go back to the previous step.

* Step 1. Change Admin’s Password
>»  Enter a New Password for the admin account and retype it in the Verify Password field (20-

character maximum and no spaces).

11
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> Click Next to continue.

Iflé'ﬂ”ﬁ IAC3000 - Internet Access Controller

HWWISLCOTITL COTLEL

Step 1. Change Admin's Password

You may change the Admin's account password by entering a new
password. Click Next to continue.

e e

e Step 2. Choose System’s Time Zone

»  Select a proper time zone from the drop-down list box.

> Click Next to continue.

lﬂ/flﬂﬁ IAC3000 - Internet Access Controller

BWWW.ACLOTNTLCOTL 8L

Step 2. Choose System's Time Zone

Select the appropriate time zone for the system. Click Next to continue,

|(Gru1T+‘lU:UD}Canberra,Merourne,Sydney w

e

12



Step 3. Set System Information

» Home Page: Enter the URL that users should be initially directed to when successfully

authenticated to the network.

IAC3000
User Manual

» NTP Server: Enter the URL of the external time server for IAC3000 time synchronization or use the

default setting.

> Click Next to continue.

IﬂZ’Jﬂﬁ . IAC3000 - Internet Access Controller

HWW.ASComTNTLONTL &Y

Step 3. Set System Information

Enter System Information. Click Next to continue.

Home Page: |htlp:!Mww.netcomm.com.au

{e.g. hitp:/fwerw.google.com/)

NTP Server: |ntpl.cs.mu.OZ.AL -

{e.g. todousno.nawy.mil)

- e (———

Step 4. Select Connection Type for WAN Port

Three are three types of WAN port to be selected from: Static IP Address, Dynamic IP Address and

PPPoE Client. Select a proper Internet connection type and click Next to continue.
» Dynamic IP Address

If this option is selected, an appropriate IP address and related information will automatically be

assigned.

Click Next to continue.

”mﬂﬂ : IAC3000 - Internet Access Controller

W

Step 4. Select the Connection Type for WAN Port

Select the connection type for WARN port. Click Next to continue.

> static IP Address Selectitto set static IP address.

(* Dynamic IP Address Select itto obtain an IP address
autornatically. (For most cable modem
users.)

) PPPGE Client Enterthe PPPoE Clients Username

and Password. (For most DSL users.)

e e e

> Static IP Address: Set WAN Port’s Static IP Address
13
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Enter the “IP Address”, “Subnet Mask” and “ Default Gateway” “DNS Server” provided by your ISP.

Click Next to continue.

If/['l”” IAC3000 - Internet Access Controller

HWHWLASLCOTITLCOTL S

Step 4. Select the Connection Type for WAN Port

Select the connection type for WAN port. Click Next to continue.

(@ Static IP Address Selectitto set static IP address.

O Dynamic IP Address Selectitto obtain an IP address
automatically. (For mast cable modem
users.)

) PPPOE Client Enter the PPPoE Client's Username

and Password. (For most DSL users.)

(Nt et
Ifm”ﬂ IAC3000 - Internet Access Controller

HWWHNE COITL L

Step 4 (Cont). Set WAN Port's Static IP Address

Click Next to continue,

PAddress: | |
SubnetMask:| |
DefaultGateway:| |
DHS Server: l:l .

S S GE—

» PPPoE Client: Set PPPoE Client’s Information
Enter the “Username” and “Password” provided by the ISP.

Click Next to continue.

14
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HWWCIELCOTITL.

Igﬂ'ﬂﬂ” : IAC3000 - Internet Access Controller

Step 4. Select the Connection Type for WAN Port

Select the connection type for WAMN port. Click Next to continue.

() Static IP Address Selectitto set static IP address.

O Dynamic IP Address Selectitto obtain an IP address
automatically. (For most cable modem
Users.)

() PPPOE Client Enter the PPPoE Clients Username

and Password. (For most DSL users.)

e e —

Iilﬁ'ﬂﬂﬂ : IAC3000 - Internet Access Controller

HWHLISECOTNTL OO 8L

Step 4 (Cont). Set PPPoE Client's Information

Enter the PPPoE Client's Username and Password. {For most DSL users.)

Username: |test123@isp.com.a|-

- e ———

Step 5. Add Local User Account (Optional)

>

A new user can be added to the Local User database. To add a user here, enter the Username (e.g.
test), Password (e.g. test), MAC Address (optional, to specify the valid MAC address of this user)
and assign an Applied Group to this particular user (or use the default None).

More users can be added by clicking the Add Now button.

Click Next to continue.

15
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J’J/Z’Jﬂﬂ ) IAC3000 - Internet Access Controller

WY LML

Step 5. Add Local User Account (Optional)

Administrator can choose to add local user accounts for a quick trial.

Username: |test

Applied Group:
Add Now
TS (T

* Step 6. Save and Restart IAC

»  Click Restart to save current settings and restart IAC3000. The Setup Wizard is now complete.

Ii/flﬂﬂ . IAC3000 - Internet Access Controller

HWW.IE WTLCONTL S

Step 6. Save and Restart IAC3000

The Setup Wizard has completed. Click on Back to review or modify
settings. Click Restart to save the settings and restart the system to have
the current settings take effect.

TN TS T

* Restart: When IAC3000 is restarting, a “Restarting now. Please wait for a moment.” message will

appear on the screen.

”ﬂ”ﬁ IAC3000 - Internet Access Controller

HWWASLOSLCOMITL. OO 8L

Setup Wizard

Restarting now. Please wait for a moment..

Please do NOT interrupt IAC3000 restart process until the Configuration Wizard pop-up window has

disappeared—which indicates the restart process has been completed. If all steps are done properly, you can

start working on the system or refer to the User Manual for advanced settings.
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lﬁ/[ﬂ”” : IAC3000- Internet A

WWW.NELEoITNTL.COM. S

Hetwork

Configuration Status

Configuration Wizard

Configuration Wizard
Configuration Wizard

System Information " IAC3000 is a Metwork Access Controller with access control features ideal for hotspot, small
and medium business networking. The wizard will guide you through the process of creating a
WAN1 Configuration ; baseline strategy. Please follow the wizard step by step to configure IAC3000.

[

WANZ Configuration

VAN Traffic Settings

LAN Port Mapping : @ 0

Service Zones

alatalalalalas
J

Note: For an example of user login, please refer to Appendix F. Network Configuration on PC & User Login.
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3.2.2 User Login Portal Page

To login from the login portal page via the controlled port, the user has to be authenticated by the system with

username and password. The administrator also can verify if the configuration of IAC3000 has been done properly.

1. First, provided the steps in 3.1.4 and the quick set up wizard were completed, you may now connect a client’s
device (for example, a PC) to the controlled port of IAC3000, and set the device to obtain an IP address
automatically. After the client obtains the IP address, open an Internet browser. Try to launch any website and
then the default User Login Page will appear. Enter a valid User Name and Password (e.g. test@Ilocal for

the username and test for the password). Click Submit button.

: User Login Page

Welcome To User Login Page.

Please Enter Your User Name and Password To Sign In .

9
@) User Name: tesi@iocal |

Password: |-o.. |

0 st W cloar ' Remaining SN

[[]Remember Me

Click here to purchase by Credit Card Online.

2. Login success page will appear if IAC3000 has been installed and configured successfully. Now, clients can

access the network or surf on the Internet.

18



¥ .
“Hello, you are logged in via
test@local

®

Flease dick this button to

Login ime: 2009-1-22 12:35:16

Start Browsing ]

=Bl

{= NetComm Australia: Broadband Solutions, Products And Services - Microsoft Internet Explorer provided by NetComm

G@r - ‘E hikbp: ffiananar, nekcomm, com,auf hd | |E| |z| ‘Gongle ||EE

Links

File Edit View Favarites Tools  Help

@Home - Feeds (I} @Print - @Paga - @Tnols -
SEARCH i

{\Q’ & [gNetComm Australia: Broadband Solutions, Products A... l l

Nelmmr
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3. When an on-demand user login successfully, the following Login Success page will appear. There is extra

information showing “Remaining usage” and a “Redeem” button on the bottom.

: User Login Page

Welcome To User Login Page.
Please Enter Your User Name and Password To Sign In .

2
@) UserName: |poaag@ondemand |

Password: |.i..i...| |

\ I s €D

[[]Remember Me

Click here to purchase by Credit Card Online.

Hello, you are logged in via
p933@ondemand

e

Tolog out, please click the "Logout” button.

Remaining Usage:

|‘1 |Huur|3 |I"u'1in|13 |Sec
Login time: 2009-1-22 12:51:29

Start Browsing

. Remaining usage: Show the remaining quota that the on-demand user can use to surf Internet.
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: User Login Page

Welcome To User Login Page.
Please Enter Your User Name and Password To Sign In .

L
(7 User Name: |pozz@ondemand
Password:

[/ submit_J'V Ciear Il J Remaining

[] Remember Me

Click here to purchase by Credit Card Online.

r
Username: p933

Remaining Quota: 1 Hour(s) 39 Min(s) and 57
Sec(s)

. s J

Redeem: When the remaining credit is going to use up, the client has to pay for adding credit to the
counter, and then, the client will get a new username and password. After clicking the Redeem button,
a Redeem Page will appear. Please enter the new username and password obtained and click Enter

button. The total available time or data size will be shown up after adding credit.

" Redeem Page |

Welcome To Redeem Page!
Please Enter Your User Name and Password To Sign In .

o ZAi i
@) User Name:
Password: |

L (VENTER By i /
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This chapter will guide you through further detailed settings. The following table is the Ul and functions of the

IAC3000.
System User AP Network A
OPTION Configuration | Authentication Management Configuration Utilities Status
Configuration Authentication . Network Change System
; ; . AP List Address
Wizard Configuration . Password Status
Translation
System Black List . . . Backup/Restore Interface
Information Configuration AP Discovery Privilege List Settings Status
WAN1 Group Manual Monitor 1P List Firmware Routing
Configuration Configuration Configuration Upgrade Table
Walled Garden
WAN2 Policy Template List Restart Current
FUNCTION Configuration Configuration Settings Walled Garden Users
Ad List
WAN Traffic Additional Firmware Proxy Server Network Traffic
Settings Configuration Management Properties Utilities History
LAN Port . Notification
Mapping AP Upgrade Dynamic DNS Configuration
Service Zones WDS IP Mobility
Management
VPN

Configuration

Caution: After finishing the configuration of the settings, please click Apply and pay attention to see if a restart

message appears on the screen. If such message appears, system must be restarted to allow the settings to take

effect. All on-line users will be disconnected during restart.
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This section includes the following functions: Configuration Wizard, System Information, WAN1 Configuration,

WANZ2 Configuration, WAN Traffic Settings, LAN Port Mapping and Service Zones.

Configuration Wizard

{ )
S

System Inf ti |

( ysiem Information )
( WAN1 Configuration :
( WAN2 Configuration :
( WAN Traffic Settings :
( LAN Port Mapping |
J

Service Z "

( vice Lones J

Configuration Wizard

System Information

WAN1 Configuration

WAN2 Configuration

VAN Traffic Settings

LAN Port Mapping

Service Zones

Ex) System Configuration

System Configuration
This wizard will guide you through basic system setup.

Configure system and network related parameters: system name,
administrator information, SMMP, and time zone.

Clients will be redirected to URL entered in the 'Home Page’ field after
successful login.

Administrator may limit remote administration access to a specific IP
address or network segments. When enabled, only devices with such
IP address or from this network segment may enter system’s
administration web interface remotely.

Metwork Time Protocol (NTP) Server setting allows the system to
synchronize its time/date with external time server.

Set up WAN1 interface using the connection types: Static, Dynamic,
PFTF, or PFPOE.

Set up WANZ interface using the connection types: Mone, Static,
Dynamic, or PPPoE.

Owverall ftraffic control features of WAMN interface such as Load
Balancing, WAM auto-failover, bandwidth management, and
connection detection, etc.

A "Service Zone” in the system, by default, contains wired and
wireless coverage areas in the organization. When "For-Based”
mode is enabled, each physical LAN port can be set individually to
map to a specific Sevice Zone for later use. By contrast, under "Tag-
Based” mode, Service Zones will be distinguished by WVLAN tagging,
instead of physical LAM ports.

Atable to display the Service Zones and related settings.

23



IAC3000
User Manual

4.1.1 Configuration Wizard

There are two ways to configure the IAC3000 system: using the online Configuration Wizard or changing the
settings by commands manually. The Configuration Wizard comprises of 6 basic steps, providing a simple and

easy way to go through the basic setups of IAC3000 (Refer to section 3.2).

Iﬁ/[l”” : IAC3000- Internet Access Controller

WHLNELEORITL.EoM. 3L

Hetwork

Configuration Status

Configuration Wizard

Configuration Wizard

Configuration Wizard

System Information IAC3000 i= a Network Access Controller with access control features ideal for hotspot, small
and medium business networking. The wizard will guide you through the process of creating a

WAMN1 Configuration : baseline strategy. Please follow the wizard step by step to configure IAC3000.

S

WAN2 Configuration

WAN Traffic Settings

LAMN Port Mapping 3 @0

Service Zones

alalalalalalas
\J
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4.1.2 System Information

Main information about IAC3000 is shown as follows:

System Information

¥
F )

Configuration Wizard

.

System Information

¥
=

L

System Information SystemName  [NetComm IAC3000

| | [ Use the name on the security
Device Name cerificate

VWAN1 Configuration

¥
=

WANZ Configuration (FQDN for this device)

L

® Enabled O Disabled

¥
)

alalalalas
\.J

VAN Traffic Setti
————— Home Page |http:!Mww.netu:omm.u:om.au

e, {e.g. http://werer. google.com/)

c LAN Port Mapping _J
Access History IP | |:E_g_ 1221882 1)
Service Zones !
c Management IP )
. p o /
Address List Setup Management IP Address List
SNMP () Enabled ® Disabled

User Logon SSL (O Enabled @& Disabled

Device Time : 2009/01/22 13:55:30

Time Zone :
|(GMT+‘IU:DD}Canberra,I‘deIbourne,Sydney w
(& NTP Enable
NTP Server  1: |ntpl.cs.muOZAU  |«z.g. tock usno.navy.mil

Time

MNTP Server 2 |nt|:|1.fau.l:|e |

MNTP Server 3 |cluck.cuhk.edu.hk |

MNTF Server 4 |nt|:|s1.|:|ads.ufrj.t:-r |

NTP Server 5 |ntpl.csmu.0ZAU |

) Set Device Date and Time

@0

* System Name: Set the system’s name or use the default name.

* Device Name: FQDN (Fully-Qualified Domain Name). This is the domain name of the IAC3000 as seen on
client machines connected on LAN ports. A user on client machine can use this domain name to access
IAC3000 instead of its IP address. In addition, when “Use the name on the security certificate” option is
checked, the system will use the CN (Common Name) value of the uploaded SSL certificate as the domain

name.
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* Home Page: Enter the website of a Web Server to be the homepage. When users log in successfully, they will

be directed to the homepage set. Usually, the homepage is set to the company’s website, such as

http://www.netcomm.com.au. If the home page function is disabled, the user will be directed to the URL she/he

tries to visit originally.

* Access History IP: Specify an IP address of the administrator’s computer or a billing system to get billing

history information of IAC3000 with the predefined URLs as the following:
Traffic History : https://192.168.30.1/status/history/2009-01-22

s v S . 5 »
w o (& https:/{192.168.30.1/status history/2009-01-22 g Home + o Print » |2 Page - ) Tacls -
#Date TYPE Hame IF MaC Packetz In Bwtes In Packets Qut Bytes Out
2009-01-22 12:31:38 LOGIN test@local 192, 168. 30. 80 00:0D:60:TT:EC:FE 0 1] 1] 1]
2009-01-22 12:32:18 LOGOUT  test@local 182, 168. 30. 80 00:0D:60:TT:EC:FE 0O a 3 192
2009-01-22 12:36:16 LOGIN tezt@local 182, 168. 30, 80 00:0D:60:TT:EBC:FE O 1] 1] 1]
2009-01-22 12:45:38 LOGIN test@local 192, 168. 30. 80 00:0D:60:TT:EC:FE 0 1] 1] 1]
2009-01-22 12:46:40 LOGOUT  test@local 182, 168. 30. 80 00:0D:60:TT:BC:FE 38 16562 48 11001
On-demand History : https://192.168.30.1/status/ondemand _history/2009-01-22
L = o . § »
98 ke {éhttps:,l',fIQZ.lE;S.SD.1,l'status,l’ondemand_history,l’ZDDQ... 3 Home  ~ = Print ~ b Page - {F Tadls ~
#Date Syztem Name Tvpe Name IF Mac Packetz In Bytez In Packet=z Out Bytes OutExpiretime Valic
2008-01-22 12:47:42 NetComm IL&4C3000  Create_OD_User po33 0.0.0.0 00:00:00:00:00:00 0 0 1} 0 2008-
2008-01-22 12:51:29 NetComm I&C3000  OD_User_Login pY33 192, 168. 30. 80 00:0D:60:TT:BC:FE 0O 1} 1] 1]
2008-01-22 13:11:32 NetComm I&C3000  OD_User_Logout pH33 182, 168. 30. 80 00:0D:60:7T:BC:FE 38 15561 70 12784

* Management IP Address List: In the page of "Management IP Address List", the administrator can grant the

access of the web management interface by specifying a list specific IP addresses or ranges of IP addresses,

no matter the access is from WAN or LAN.

management information base (MIB) of the system.

SNMP: If the function is enabled, the Manager IP and the community can be assigned to access the

User Logon SSL: Enable to activate https (encryption) or disable to activate http (non encryption) login page.

Time: IAC3000 supports NTP (Network Time Protocol) communication protocol to synchronize the network

time. Please specify the IP address of a NTP server to adjust the time automatically (Universal Time is

Greenwich Mean Time, GMT). The time can also be set manually by selecting “ Set Device Date and Time”

and then entering the date and time in these fields.

Time

Device Time : 2009/01/22 14:22:48

Time Zone :

(GMT+10:00)Canberra Melbourne, Sydney w

(® NTP Enable
NTP Server
NTP Server
NTP Server
NTP Server

MNTP Server

4:

5

ntp1.ca2.mu.0Z. AU “la.g. to
ntp1.fau.de

clock.cuhk.edu.hk
ntps1.pads.ufrj.br

ntpl.cz.mu.0Z.AU

(O Set Device Date and Time
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4.1.3 WAN1 Configuration

There are 4 methods of obtaining IP address for the WAN Port: Static IP Address, Dynamic IP Address, PPPoE
and PPTP Client.

WAN1 Configuration

O static IF Address

@ Dynamic IP Address
O PPFOE Client

O PPTP Client

WAN1 Port

» Static IP Address: Manually specifying the IP address of the WAN port. The red asterisks indicate required
fields to be filled in.

WAN2 Configuration

WAN2 Configuration
O None

(® StaticIP Address
IP Address:

Subnet Mask:
WAN2 Port Default Gateway:
Preferred DNS Server:

Alternate DMNS Server:

O Dynamic IP Address
) PPPCE Client

o X Ceor )

IP address: the IP address of the WAN1 port.

Subnet mask: the subnet mask of the network WAN1 port connects to.

Default gateway: a gateway of the network WAN1 port connects to.
Preferred DNS Server: The primary DNS server is used by the system.

Alternate DNS Server: The substitute DNS server is used by the system. This is an optional field.

* Dynamic IP Address: It is only applicable for the network environment where the DHCP server is available on

the network. Click the Renew button to get an IP address automatically.

WAN1 Configuration

O static IP Address

WAN1 Port 1O Dynamic IP Address
O PPPGE Client

O PPTP Client
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PPPoE Client: When selecting PPPOE to connect to the network, please set the “Username”, “Password”,
“MTU” and “CLAMPMSS". There is a Dial on demand function under PPPoE. If this function is enabled, a

Maximum Idle Time can be set. When the idle time is reached, the system will automatically disconnect itself.

WAN1 Configuration

O Static IP Address
O Dynamic IP Address
& PPPOE Client

Username:

Password:
WAN1 Port

1492
bytes “rRange:1000~1422)
CLAMPIMESE: 1400 Intes “(Range:980~1400)

WTLE

Dial on Derand: O Enabled @ Disabled
O PPTP Client

PPTP Client: Select STATIC to specify the IP address of the PPTP Client manually or select DHCP to get the
IP address automatically. The fields with red asterisks are required to be filled in. There is a Dial on demand
function under PPTP. If this function is enabled, a Maximum Idle Time can be set. When the idle time is

reached, the system will automatically disconnect itself.

WAN1 Configuration

O Static IP Address
O Dynamic IP Address
O PPPGE Client
® PPTP Client
Type O static ® DHCP

FFTF Server IP:
WAN1 Port
Username:
Passwiord:

PFTF Connection IDiMame:

Dial on Dermand: O Enabled @ Disahled
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4.1.4 WAN2 Configuration

Select None to disable this WAN2 interface, or there are 3 connection types for the WAN2 port: Static IP Address,
Dynamic IP Address, and PPPoE Client.

WAN2 Configuration

@ Mone

O Static IP Address
O Dynamic IP Address
O FRFOE Client

WAN2 Port

* None: The WAN2 Port is disabled.
» Static IP Address: Manually specifying the IP address of the WAN port. The red asterisks indicate required

fields to be filled in.

WAN2 Configuration
O FHone
{51 Static IP Address
IP Address:

Subnet Mask:
WANZ Port Default Gateway:
Preferred OMES Server:

Alternate DMNE Server:

O Dynamic P Address
O PPPOE Client

IP Address: the IP address of the WAN2 port.
Subnet Mask: the subnet mask of the network WAN2 port connects to.
Default Gateway: a gateway of the network WAN2 port connects to.
Preferred DNS Server: The primary DNS server is used by the system.
Alternate DNS Server: The substitute DNS server is used by the system. This is an optional field.
* Dynamic IP Address: It is only applicable for the network environment where a DHCP server is available.

Click the Renew button to get an IP address.

WAN2 Configuration

O Mone
O sStatic IP Address

WAN2 Port o
{51 Dynamic IP Address

O PPPOE Client
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PPPoE Client: When selecting PPPOE to connect to the network, please set the “UserName” and
“Password”. There is a Dial on demand function under PPPoE. If this function is enabled, Maximum Idle

Time can be set. When the idle time is reached, the system will automatically disconnect itself.

WAN2 Configuration

O Mone

O Static IP Address
) Dynamic IP Address
%1 PPFOE Client

Username: =
WAN2Z Port Password: -
MTL: 1482
bytes =range:1000~14227
Clamp MSE: 1400
bytes =range:980~14007)
Dial on Dernand O Enahled @ Disabled
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4.1.5 WAN Traffic Settings

The section is for administrators to configure the control over the entire system'’s traffic though the WAN interface
(WAN1 and WAN2 ports).

) WAN Traffic Settings

WAN Traffic Settings

Available Bandwidth ~ -Plink: [100000 Kbps “Rangs: 10-100000)

on WAN Interface Downlink: (100000 Kbps «(Range: 10-100000)

Target for detecting Internet connection:

IP/Domain Mame:

Connection Detection |P/Domain Marme:
& . _
WAN Failover IP/Domain Mame:

] Enable Load Balancing
[] Enable WaAN Failover
O Warning of Internet Disconnection

/ooy JlX Concel

Available Bandwidth on WAN Interface:

Uplink: It specifies the maximum uplink bandwidth that can be shared by clients of the system.

Downlink: It specifies the maximum downlink bandwidth that can be shared by clients of the system.

Connection Detection & WAN Failover:

Target for detecting Internet connection: These URLs are used by the system as the targets to detect
Internet connection, for alerting Internet disconnection and WAN Failover. At least one URL is required to
enable WAN Failover.

Enable Load Balancing: Outbound load balancing is supported by the system. When enabled, the system will

allocate traffic between WAN1 and WAN2 dynamically according to designed algorithms based on the weight

ratio.

» WAN1 Weight: The percentage of traffic through WAN1. (Range: 1~99; by default, it is 50)

» Base: The weight ratio between WAN1 and WAN2 can be based on Sessions, Packets or Bytes. Packets
and Bytes are based on historic data. New connection sessions will be distributed between WAN1 and
WAN2 by a weight ratio using random number.

Enable WAN Failover: Normally a Service Zone uses WANL as it primary WAN interface. When enabled and

WANZ2 is available, WANL1's traffic will be routed to WAN2 when WAN1 connection is down. On the other hand,

a Service Zone’s policy could also use WAN2 as its interface; in that case, if WAN2 is down, the WANZ2's traffic

under its policy will also be routed to WANL1.

» Fall back to WAN1 when WANL1 is available again: If WAN Failover is enabled, the traffic will be routed to
WAN2 automatically when WANL1 connection fails. When fall back to WANL is enabled, the routed traffic

will be connected back to WAN1 when WAN1 connection is recovered.
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* Warning of Internet Disconnection: When enabled, there is a text box available for the administrator to enter
a reminding message. This reminding message will appear on clients' screens when Internet connection is

down. An example of the reminding message can be “Sorry! The service is temporarily unavailable.”

Note: SIP authentication is exempt from Load Balancing and WAN Failover. A fixed WAN port is
used for SIP traffic.
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4.1.6 LAN Port Mapping

IAC3000 supports multiple Service Zones in either of the two VLAN modes, Port-Based or Tag-Based, but not
concurrently. In Port-Base mode, each LAN port can only serve traffic from one Service Zone as each Service
Zone is identified by physical LAN ports. In Tag-Based mode, each LAN port can serve traffic from any Service
Zone as each Service Zone is identified by VLAN tags carried within message frames. By default, the system is
in Port-Based mode with Default Service Zone enabled and all LAN ports are mapped to Default Service

Zone. Compare the two figures below to see the differences.

Service Zone Port Role Setting

Select Service Zone Mode () Port Based

() Tag Based
Choice Of Port Role
LAME LAME LAMT LAMNS

I LTI Lt LS 1

Default |« Default |« Default » Default +

Default Default Default v Default +
Hn Iy Iy ISy I

LAN1 LANZ LANZ LAN4

XDSL/Coble sy ISP xDSL/Cable gy ISP1

Modem
WAN1 WAN
loyer2 Switch iy S |oyer2 Switch A AN Swiich

7

¢ 4D g
_ && g

b,
_—

Service 1 VLAN Service 1 VLAN > .
emc?m%r;;ﬂ[ ) EMT;I g::s[ls ) Service lone (VLAN) Service Lone (VLAN)
for Stafi for Guests
[Pori-Based] [Tag-Based]

It is recommended that the administrator decides which mode is better for a multiple-service-zone deployment
before proceeding further with the system configuration. Settings for the two VLAN modes are slightly different, for

example, the VLAN Tag setting is required for Tag-Based mode.
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* Select Service Zone Mode: Select a VLAN mode, either Port-Based or Tag-Based.

Service Zone Port Role Setting

Select Service Zone Mode 5 port Based
O Tag Based

Choice OF Port Role

LAMNS LAME LANT LAME

IS 1S LS LS 1

Default v Default v Default v Default v

Default » Default v Default v Default »

1, -, rn r

LANT LAMNZ LAMN3 LAMN4

Note: The switches deployed under IAC3000 in Port-Based mode must be Layer 2 switches only.

The switch deployed under IAC3000 in Tag-Based mode must be a VLAN switch only.

» Port-Based: When Port-Based mode is selected; traffic from different virtual Service Zones will be
distinguished by physical LAN ports. Each LAN port can be mapped to a Service Zone in the form of a

many-to-one mapping between ports and Service Zones.

0 Specify a desired Service Zone for each LAN Port: For each LAN port, select a Service Zone to
which the LAN port is to be mapped from the drop-down list box.
By factory default, all LAN ports are mapped to Default Service Zone; therefore, the administrator can
enter the web management interface via any LAN port upon the first power up of the system. From the
drop-down list box, all disabled Service Zones are gray-out; to activate any desired Service Zone,
please configure the desired Service Zone under the Service Zone tab and enable its Service Zone

Status (refer to Section 4.1.7. Service Zones).
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Select Service Zone Mode () Port Based
(O Tag Based

Choice Of Port Role

LANS LANG LANT LANS

I 1S LTI 1Lt 1

Default w Default w Default » Default |+

Guest w Emplay » Default » Default »

T v 1y Iy I

LANA LANZ LAMN3 LAMN4

IAC3000
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» Tag-Based: When the Tag-Based mode is selected, traffic from different virtual Service Zones will be
distinguished by VLAN tagging, instead of by physical LAN ports.

Select Tag-Based and then click Apply to activate the Tag-Based VLAN function. When a restart

message screen appears, do NOT restart the system until you have completed the configuration under

the Service Zones tab first.

Service Zone Port Role Setting

Select Service Zone Mode C‘ FPort Based

® Tag Based

In tag based mode, every port maps to every Service Zone.

LAMNS LAMNE LAMNT LAMNE

Ld LS LS 1

I'l..,r1.,,r1.,,r1.,,r

LANT LAMNZ LAMN3 LAMN4

Note: For more information on enabling and configuring Service Zones, please refer to Appendix C. Service Zone

Deployment Example.
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4.1.7 Service Zones

A Service Zone is a logical network area to cover certain wired and wireless networks in an organization such as
SMB or branch offices. Service Zones can be set up as port-based or tag-based. For example, using a tag-based
method to deploy Service Zones, by associating a unique VLAN Tag and SSID with each Service Zone,
administrators can separate one physical network into different logical zones. Users attempting to access the
resources within a particular Service Zone will be controlled based on the group they belong to and the group’s
associated policy profile, such as authentication methods, security features, wireless encryption methods, traffic
control, and etc.

There are up to eight Service Zones plus one default zone to be utilized; by default, they are named as: Default,
SZ1~SZ8 , as shown in the two tables below.

= Port-based Service Zone:

Service Zone Settings

Service "
WLAN  Applied Default "
:;rr:';- Port Map SsiD Encryption Policy Authentication Status Details
Met
Com
Default @@@@ m_| Maone Folicy 1 Server 1 Enable
[21@)[all3] sca
000
Met
Com
sz71 ol | e ;”C—S' MNone Policyl Server1  Disable [ Configure ]
gogg ©
1
Met
Com
572 e ;”(:—3' None Policyl Server1  Disable [ Configure |
gogg
2
Met
Com
573 ol | e ;”(:—3' None Policyl Server1  Disable [ Configure |
gogg o
3
Nt
Com
s74 ol | | | ;”63' Mone Policy!  Server1 Disable
oogg)

4

Met

e

oogg <

I o
oogg) <

548 Mone Policy 1 Server1 Disable Configure

575 ~, None Policyl Server1 Disable [ Configure |
AC3
oogg e
5
Met
Com

SZ6 ﬂﬂﬂﬂ m_| Mone Folicy 1 Server 1 Disahle | Configure
AC3
oogg) e
B
Met
Com

577 ol | Mone Policy1 Server1  Disable [ Configure |

> Service Zone Name: Mnemonic name of the Service Zone.

»  Port Map: Shows which port maps to which Service Zone in port-based mode.
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SSID: The SSID that is associated with the Service Zone.

= Tag-based Service Zone:

VvV V V V V

Service Zone Settings

Senvice ;2 WLAN  Applied  Default
Encryption Policy Authentication

Zone SSID

Name Tag

NetCom

Default - m_|AC3 Mone Policy 1 Server1

ooo
NetCom

321 1 m_|AC3 Mone Policy 1 Server1

0001
MNetCom

522 2 m_|AC3 Mone Policy 1 Server 1

0oo-2
MNetCom

523 3 m_IAC3 Mone Policy 1 Server 1

000-3
MNetCom

524 4 m_IAC3 Mone Policy 1 Server 1

000-4
MNetCom

545 5 m_IAC3 Maone Paolicy 1 Semver 1

000-5
MNetCom

SZ6 6 m_IAC3 MNone Palicy 1 Server 1

000-6
MNetCom

SZ7 7 m_IAC3 MNone Palicy 1 Server 1

0oo-7
MNetCom

SZ8 2 m_IlAC3 Mone Palicy 1 Server 1

000-8

Service Zone Name: Mnemonic name of the Service Zone.

SSID: The SSID that is associated with the Service Zone.
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WLAN Encryption: Data encryption method for wireless networks within the Service Zone.
Applied Policy: The global policy that is applied to the Service Zone. This is for users who are not
assigned to any group such as users who access the network using Walled Garden. Each group can set

its own group policy. Group policy overrides global Service Zone policy.

Status Details

Enahble
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

VLAN Tag: The VLAN tag number that is mapped to the Service Zone in tag-based mode.

WLAN Encryption: Data encryption method for wireless networks within the Service Zone.
Applied Policy: The global policy that is applied to the Service Zone. This is for users who are not
assigned to any group such as users who access the network using Walled Garden. Each group can set

its own group policy. Group policy overrides global Service Zone policy.

Note: For more information about Group, please refer to 4.2.3 Group Configuration section.

>
>

>

Status: Each Service Zone can be enabled or disabled.

Details: Configurable, detailed settings for each Service Zone.

Default Authentication: Default authentication method/server that is used within the Service Zone.

Click Configure button to configure each Service Zone: Basic Settings, SIP Interface Configuration,

Authentication Settings, Wireless Settings, and Managed AP in Each Service Zone.
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1) Service Zone Settings — Basic Settings

Basic Settings
Service fone Status  Enable

Service Zone Name Default
Operation Mode & MAT 0 Router
Hetwork Settings IF Address : [182.168.20.1

Subnet Mask : |255.255.255.0

) Disable DHCP Sernver
(*) Enable DHCP Server

Start IP Address : [192.1658.30.2
EndIP Address : |192.168.30.100
Preferred ONS Server: |192.168.30.1
DHCP Server Settings Alternate DNS Server :
Domain Mame : |domain
WINS Server P -

Lease Time: | 1Day |»

Reserved IP Address List

() Enable DHCP Relay

»  Service Zone Status: Each service zone can be enabled or disabled except for the default service zone.

»  Service Zone Name: The name of service zone could be input here.

»  Network Settings:

0 Operation Mode: Contains NAT mode and Router mode. When NAT mode is chosen, the service

zone runs in NAT mode. When Router mode is chosen this service zone runs in Router mode.

o [P address: The IP Address of this service zone.

0 Subnet Mask: The subnet Mask of this service zone.

»  DHCP Server Settings: Related information needed on setting up the DHCP Server is listed here. Please
note that when “Enable DHCP Relay” is enabled, the IP address of clients will be assigned by an external
DHCP server. The system will only relay DHCP information from the external DHCP server to downstream
clients of this service zone.

0 Start IP Address / End IP Address: Arange of IP addresses that built-in DHCP server will assign
to clients. Note: please change the Management IP Address List accordingly (at System
Configuration >> System Information >> Management IP Address List) to permit the administrator
to access the IAC3000 admin page after the default IP address of the network interface is changed.
Preferred DNS Server: The primary DNS server that is used by this Service Zone.

Alternate DNS Server: The substitute DNS server that is used by this Service Zone.

Domain Name: Enter the domain name for this service zone.

WINS Server IP: The IP address of the WINS (Windows Internet Naming Service) server that if
38
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WINS server is applicable to this service zone.

0 Lease Time: This is the time period that the IP addresses issued from the DHCP server are valid
and available.

0 Reserved IP Address List: Each service zone can reserve up to 40 IP addresses from predefined
DHCP range to prevent the system from issuing these IP addresses to downstream clients. The

administrator can reserve a specific IP address for a special device with certain MAC address.

2) Service Zone Settings — SIP Interface Configuration

SIP Interface Configuration

Enabled [] WAHN Interface WAMNA

The system provides SIP proxy functionality, which allows SIP clients to pass through NAT. When enabled, all
SIP traffic can pass through NAT via a fixed WAN interface. The policy route setting of SIP Authentication must

be configured carefully because it must cooperate with the fixed WAN interface for SIP authentication.

SIP Transparent Proxy can be activated in both NAT and Router mode. SIP Authentication must support in
either mode. For users logging in through SIP authentication, a policy can be chosen to govern SIP traffic. The
policy’s login schedule profile will be ignored for SIP authentication. Specific route and firewall rules of the

chosen policy will be applied to SIP traffic.

3) Service Zone Settings — Authentication Settings
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Authentication Settings

Authentication Status (%) Enable (O Disable

Authoption SN postfix  Default  Enabled

Server 1 LOCAL local @®

Server 2 FOP3 pop3 O

Authentication Options Server 3 RADIUS radius ')

Serverd LDAP Idap O

Ordemandll oNDEMAND  ondemand O

2P SIP INIA
Login Page
Logout Page
Login Success Page
Custom Pages Login Failed Page
Login Success Page for On-demand User
Logout Success Page
Logout Failed Page
Group Permission for this Service Fone
Default Policy in this Service Zone Policy 1w [ Edit Systemn Puolicies ]
Email Message for Login Reminding @Elnable [ Edit Mail Message ]
{0 Disable

Authentication Status: When enabled, users must be authenticated before they get access to the
network within this Service Zone.

Authentication Options: There are total seven types of authentication database (LOCAL, POP3,
RADIUS, LDAP, NTDOMAIN, ONDEMAND, and SIP) that are supported by the entire system. For each
Service Zone, up to six authentication options can be enabled, and one of them can be set as the
default option — so that users do not have to type in the postfix string while entering username during
login.

Custom Pages: Related login and logout pages can be customized by administrators for each service
zone. Please refer to Appendix I. Customizable Pages for more details.

Group Permission for this Service Zone:

For each Service Zone, the administrator can set up multiple groups for that Service Zone. For each
group, an associated policy can be assigned. Therefore, users in the same group follow the same policy
and have the same privileges.

To configure Group permission based on the role of this Service Zone.
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Click Configure to have further configuration or view the details.

Click Enabled of the desired Group option(s) to allow the clients of the selected Group(s) to log into this
Service Zone after a successful authentication. Moreover, a pre-defined Policy can be applied to any
Group in this Service Zone.

Click the hyperlink of the respective Group names in the Edit Group Option column to enter the Group
Configuration tab, where zone permission and policy assignment can be further configured (refer to

Section 4.2.3. Group Configuration).

Group Permission for this Service Zone Configure

Default Policy in this Service Zone Palicy 1 s || Edit System Policies
Email Message for Login Reminding ©Enable  —zar Message || o

(O Disable

Group Permission - Service Zone : Default

Group Option Enabled Policy Edit Group Option
Group 1 Policy 1+ Group 1
Group 2 Policy 2w Group 2
Group 3 Policy 3w Group 3
Group 4 Policy 4 |+ Group 4
Group & Policy 5w Group 5
Group 6 Policy 8w Group 8
Group 7 Policy 7 v Group 7
Group 8 Policy 8+ Group 8

Default Policy in this Service Zone: For each Service Zone, one policy can be applied to enforce the
access control over the users. Please refer to 4.2.4 Policy Configuration for complete description.
Email Message for Login Reminding: When enabled, the system will automatically send an email to
users if they attempt to send/receive their emails using POP3 email program (for example, Microsoft

Outlook) before they are authenticated. Click Edit Mail Message to edit the message in HTML format:

4) Service Zone Settings — Wireless Settings

>
>

Wireless Settings

Set 551D MetComm_IAC3000
Qpen System w
Authentication
Access Point Security []Enable 802.13 Authentication
Encryption Mone

Set SSID: Each service zone can be mapped with its own SSID.
Access Point Security: For each service zone, administrators can set up the wireless security profile,

including Authentication and Encryption.

5) Service Zone Settings — Managed AP in this Service Zone
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All managed APs that belong to this service zone are listed here.

IP Range

AP Type

MPT25

Assigned IP Address for AP Management

Start IP Address @ [192.168.30.101

End IP Address : |192.168.30.112

Managed AP in this Service Zone

AP Name

admin
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IP Address

MAC Address

192.168.30.112
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4.2 User Authentication
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This section includes the following functions: Authentication Configuration, Black List Configuration, Group

Configuration, Policy Configuration and Additional Configuration.

System

Configuration

Euthentication Conﬁguratiorﬂ

( Black List Configuration J

( Group Configuration J

( Policy Configuration J

( Additional Configuration J

Group

Authentication
Configuration

Black List
Configuration

Policy Configuration

Additional
Configuration

Network

Configuration / SHILE

(i) User Authentication

User Authentication

Each server allows only one type of authentication method and one
Black List Profile. System supports the following external
authentication servers: POP3(S), RADIUS, LDAP, NT Domain and
SIP.

System  supports 5 Black List profiles for used within the
authentication server. On-demand users are NOT hounded by the
Black List.

8 sets of group profiles can be define and used to enforce the access
control for different groups of users.

A policy can be selected to apply to a group of users within a zone. 12
sets of policy profiles including Firewall Profile, Specific Route Profile,
Schedule Profile, and Session Limit Management can be defined.

Additional configurations are in this section. They are User Session
Control, Built-in RADIUS Server Settings, Customization, Remaining
Time Reminder, and MAC ACL. The administrator can control user
session such as idle timeout in User Session Control. Three fuctions
are provided in Buil-in RADIUS Server Seftings such as session
timeout. In Customization, the administrator can upload cerificate to
the system. Remaining Time Reminder provides remaining time
information to clients on the screen. The administrator can manage
the access control to the system via clients’ MAC address in the MAC
ACL{Access Control List).

@0
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4.2.1 Authentication Configuration

This section is for administrators to pre-configure authentication servers for the entire system's Service Zones. For
a particular Service Zone, administrators can enable all the authentication servers which will be used and also
specify a default authentication server in the page of Service Zone Settings. Concurrently up to four servers can be
selected and pre-configured here by administrators from the five types of authentication databases (LOCAL,
POP3, RADIUS, LDAP, and NTDOMAIN). In addition, there are two servers (On-demand User and SIP) that are

selected by the system. For the Authentication Settings of each Service Zone, please see 4.1.7 Service Zones.

Authentication Configuration

Authentication Server Configuration

Server Name Auth Method Postiix Group
Senver 1 LOCAL local Group 1
Senver 2 FOP3 pop3 Group 1
Senver 3 RADIUS radius Group 1
Senerd LDAP dap Group 1

On-demand Liser OMDEMAMND ondemand Group 1
SIP 3P MIA Maone

* Server Name: There are several authentication options supported by IAC3000: Server 1 to Server 4, On-
demand User, and SIP. Click the hyperlink of the respective Server Name to configure the authentication server.

* Auth Method: There are different authentication methods in IAC3000: LOCAL, POP3, RADIUS, LDAP,
NTDOMAIN, ONDEMAND and SIP.

* Postfix: A postfix represents the authentication server in a complete username. For example, userli@Ilocal

means that this user (userl) will be authenticated against the LOCAL authentication database.

Note: Concurrently only one server is allowed to be set as LOCAL or NTDOMAIN authentication method.

* Group: An authentication option, such as POP3 or NT Domain, can be set as a Group with the same QoS or
Privilege Profile setting.

For more information on Group, please refer to Section 4.2.3. Group Configuration.

Caution: After clicking Apply, there will be a restart message. You must click Restart to apply the settings.
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* Authentication Server Configuration
IAC3000 provides four authentication servers and one on-demand server that the administrator can apply with
different policy. Click on the server name to set the configuration for that particular server. After completing and
clicking Apply to save the settings, go back to the previous page to select a server to be the default server and
enable or disable any server on the list. Users can log into the default server without the postfix to allow faster
login process.
Server 1~4: There are 5 authentication methods, Local User, POP3, RADIUS, LDAP and NTDomain, to

select from.

Authentication Server - Server 1

Server Name Server1 "tz server name)
Postfix local *(lts postfiz name)
Black List Mone v

Authentication Method

Group POP3 t!

RADIUS
LOAP
[T Domain [

Local User Setting

Server Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A ~2),
dash (-), underline (), space and dot (.) only. The length of this field is up to 40 characters. This name is
used for the administrator to identify the authentication options easily such as HQ-RADIUS.

Postfix: A postfix is used to inform the system which authentication option to be used for authenticating an
account (e.g. bob@MelbourneLdap or tim@SydneyRadius) when multiple options are concurrently in use.
One of authentication option can be assigned as default. For authentication assigned as default, the postfix
can be omitted. For example, if "MelbourneLdap" is the postfix of the default option, Bob can login as "bob"
without having to type in "bob@MelbourneLdap”. Set a postfix that is easy to distinguish (e.g. Local) and
the server numbers (0~9), alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of

40 characters. All other characters are not allowed.

Caution: The Policy Name cannot contain these words: MAC and IP.

Black List: There are 5 sets of black lists provided by the system. A user account listed in the black list is
not allowed to log into the system, the client's access will be denied. The administrator may select one
black list from the drop-down menu and this black list will be applied to this specific authentication option.
Group: Select one Group from the drop-down list box for this specific authentication option.
Authentication Method: Select Local from the drop-down list box and then click Local User Setting

button to enter the Local User Settings. Then, click the hyperlink of Edit Local User List.

Caution: Enabling two or more servers of the same authentication method is NOT allowed.
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4211 Local

Choose “Local User” from the Authentication Method field, the button besides the pull-down menu will become
“Local User Setting”.

Authentication Server - Server 1

Server Name Server 1 [T T —
Postfix local “llts postfix nams
Black List Mone w
Authentication Method Laocal w Laocal User Setting
Group Group 1

Click the button of Local User Setting for further configuration.

Authentication Server - Server 1

Server Name Serer1 s zenver name)
Postfix local (ltz postfis name)
Black List Mane A
Authentication Method Lacal User Setting
Group POP3 a
RADILIS
LDAR

Ap TDomain M Clear i

Edit Local User List: It let the administrator view / add, and delete local user account. The Upload User
button is for importing a list of user account from a text file. The Download User button is for exporting all
local user accounts into a text file. Clicking on each user account leads to a page for configuring the
individual local account. Local user account can be assigned a policy and applied Local VPN individually.
Check the check box of individual local user account in the Enable Local VPN column to enable individually.

MAC address of a networking device can be bound with a local user as well.

Local User Setting

Edit Local User List

O Enabled @ Disabled
RADIUS Roaming Owt  ((Local user database will be used as authentication database for
roaming out users.)

O Enabled @ Disabled
802.1x Authentication |(Local user database will be used as internal RADIUS database for
802 1¥-enabled LAM devices, such as AP and switch.)

o Edit Local User List: It let the administrator view, add, and delete local user account. The Upload

User button is for importing a list of user account from a text file. The Download User button is for
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exporting all local user accounts into a text file. Clicking on each user account leads to a page for
configuring the individual local account. Local user account can be assigned a policy and applied
Local VPN individually. Check the check box of individual local user account in the Enable Local
VPN column to enable individually. MAC address of a networking device can be bound with a local

user as well.

[ Add User ][ Upload User ][ Download User ]

Users List

Applied Group

Username | Password | MAC Address Local VPN Enabled

Remark

Mane

Bric aric 00:200AG:4C:41:05 R[] Delete

0 Add User: Click this button to enter into the Adding User(s) to the List interface. Fill in the
necessary information such as “Username”, “Password”, “MAC”, and “Remark”. Select a
desired Group to classify local users. Check to enable Local VPN in the Enable Local VPN column.

Click Apply to complete adding the user(s).
Note: Local VPN in IAC3000 is an additional secure login VPN feature for IAC3000 local
users/subscribers. The software design for ‘Local VPN in IAC3000’ is tightly coupled with Active X, which

is supported by Windows-platform Internet Explorer where Active X program is supported.

For more information on Group configuration, please refer to Section 4.2.3. Group Configuration.

Add User
[tern Usernalmi% Password: MAC Group Remark Local
(XXX VPN
1 |ftest il Il
) Add User
Uszer 'test’ has been added!
b Add User
. . MAC Local
[tern | Username:* | Password (R MR Group Remark VPN
1 Mone W Il

0 Upload User: Click Upload User to enter the Upload User from File interface. Click the Browse
button to select the text file for uploading user accounts, then click Upload to complete the upload

process.
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Upload User

Mote 1: The format of each line is "ID, Password, MAC, Group, Remark, IPSec” without the
(quotes. There must be no space between the fields and commas. The MAC field could be
omitted but the trailing comma must be retained. When adding user accounts by uploading a

be replaced by the new ones.
Hote 2: Iif you want user Enabled Local VPN, please set IPSec field to 1, or 0 would disable,
Hote 3; Only "0-9","A~-Z", "a~z", ".","-", and " _" are acceptable for password field.

Upload User Account

File Name “ |[ Browse... ]

s

The uploading file must be a text file and each line should contain the following information in this
specific order: Username, Password, MAC Address, Applied Group, Remark, and Enable
Local VPN. No spaces are allowed between fields and commas. The MAC field can be omitted,
but the trailing comma must be retained. When adding user accounts by uploading a file, the

existing accounts in the embedded database will be remained but not replaced by new ones.

Local VPN Enabled
Username Password MAC Address (1: enable, 0: disabled)

@se@,@sér@,@:oo:0&:00:00:@};@@5].13@,é]

Applied Group Remark

Download User: Use this function to create a .txt file with all built-in user account information and

then save it on disk.

Users List
Group
Username Password MAC Local VPN Enabled

Remark

0

test test 0

test
Download

@0

Search: Enter a keyword of a username to be searched in the text filed and click this button to

perform the search. All usernames matching the keyword will be listed.
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Users List
Applied Group
Username Password MAC Address Local VPN Enabled
Remark
Mone
test test Mo Delete
test

(Total:1) First Prev Mext Last

@0

o Del All: Click on this button to delete all the users at once and click on Delete to delete the user

individually.

o Edit User: If editing the content of individual user account is needed, click the username of the
desired user account to enter the User Profile Interface for that particular user, and then modify or
add any desired information such as Username, Password, MAC Address (optional), Group

(optional), Enable Local VPN (optional) and Remark (optional). Click Apply to complete the

modification.
User Profile
Username test
Password test
MAC
Group Mone -
Enable Local VPN O
Remark test

/ooy X ceor ]

Roaming Out & 802.1X Authentication: When Account Roaming Out is enabled; the link of this function will
be available to define the authorized device with IP address, Subnet Mask, and Secret Key. Please see more

explanation above in the section for Roaming Out and the section for 802.1X Authentication.
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Local User Setting

Edit Local User List

{1 Enabled O Disabled
RADIUS Roaming 0wt ((Local user database will be used as authentication database for
roaming outusers.)

O Enabled @ Disabled
802.1x Authentication |(Local user database will be used as internal RADIUS database for
802 1¥-enabled LAM devices, such as AP and switch.)

RADIUS Client List

—+é
Radius Client Configuration
Mo. Tvpe IP Address Segment Secret
1 || Roaming Out |+ 55255255255 (132) (v | | M
2 || 021z v | [1az18a.00 295255255254 (A1) v | | [
3 || Disakle v 255255355252 (1300 (v | | [P

Click the hyperlink RADIUS Client List to enter the Radius Client Configuration interface. Choose the
desired type, Disable, Roaming Out or 802.1X, and key in the 802.1X client’s IP address and network

mask and then click Apply to complete the settings.

» 802.1X Authentication: When 802.1X Authentication is enabled, the Local authentication
database will be used as a RADIUS database for connection with 802.1x enabled devices such as
APs or switches.

» Roaming Out: The system’s local user database can also be an external RADIUS database to
another system. When Account Roaming Out is enabled, local users can login from other domains
with their original local user accounts. The authentication database with their original local user

accounts acts as a RADIUS Server and roaming out local users act as RADIUS clients.
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POP3

The system supports authentication by an external POP3 authentication server. The system is capable
of supporting two POP3 servers, primary and secondary, for fault tolerance. When POP3
Authentication Database is enabled, at least one external POP3 server must be activated. The Local

VPN function can be enabled for the clients authenticated by POP3 authentication method.

Authentication Server - Server 2
Server Name Server 2 *[ltz server name)
Postfix pop3 *[lts postfiz name)
Black List Mone A
Authentication Method FOP3 v
Group Group 1
Enable Local VPN O

. Name: Set a name for the server using numbers (0~9), alphabets (a~z or A ~Z), dash (-),
underline () and dot (.) within a maximum of 40 characters. All other characters are not
allowed.

. Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0~9),
alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters.
All other characters are not allowed.

. Black List: There are five sets of the black lists. Select one of them or choose “None”. For
details, please refer to 4.2.2 Black List Configuration.

. Group: Select one Group from the drop-down list box for this specific authentication option.

. Enable Local VPN: When Local VPN function is enabled for the authentication option, upon
the successful login of a client, a VPN tunnel will be established between a client’s device and
the system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN
supports end-users’ devices under Windows 2000 and Windows XP SP1, SP2.

Note: Local VPN in IAC3000 is an additional secure login VPN feature for IAC3000 local
users/subscribers. The software design for ‘Local VPN in IAC3000’ is tightly coupled with Active X, which

is supported by Windows-platform Internet Explorer where Active X program is supported.

. Authentication Method: Select POP3 from the drop-down list box and then click POP3

Setting button for further configuration.

51



4213

e Server IP: The IP address of the external POP3 Server.

* Port: The authentication port of the external POP3 Server.
e SSL Setting: The system supports POP3S. Check the check box beside to Enable SSL
Connection to POP3S.

RADIUS

IAC3000

User Manual
Primary POP3 Server
Server IP *fDomain MamedP)
Port “fhefault: 1107
SSL Setting [ Enable S5L Connection
Secondary POP3 Server
Server IP
Port
SSL Setting ] Enable S5L Connection

The system supports authentication by an external RADIUS authentication server by functioning as a

RADIUS authenticator for the RADIUS server. The system is capable of supporting two RADIUS

servers, primary and secondary, for fault tolerance.

Authentication Server - Server 3

Server Name Semver 3 *flts zewer name)
Postfix radius “lts postfiz name)
Black List Mone A
Authentication Method RADIUS w ‘Radius Setting:
Group Group 1w
Enable Local VPN O

Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A ~2),

dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other characters are not

allowed.

Postfix: Set a postfix that is easy to distinguish (e.g. Radius) by using numbers (0~9), alphabets

(a~z or A~Z), dash (-), underline () and dot (.) within a maximum of 40 characters. All other

characters are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an

account (e.g. bob@MelbournelLdap or tim@ SydneyRadius) when multiple options are concurrently
in use. One of authentication options can be assigned as default. The postfix can be omitted only
when the default authentication option is used. For example, if "MelbourneLdap" is the postfix of the
default option, Bob can log in with either "bob" or "bob@MelbournelLdap” as his username.

Black List: There are five sets of the black lists. A user account listed in the black list is not allowed
to log into the system. Select one black list from the drop-down list box to be applied to this specific
authentication option.

Group: Select one Group from the drop-down list box for this specific authentication option.

Enable Local VPN: When Local VPN function is enabled for this authentication option, upon a
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successful login of a client, a VPN tunnel will be established between a client’s device and the
system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN supports
client devices under Windows 2000 and Windows XP SP1/SP2.

Note: Local VPN in IAC3000 is an additional secure login VPN feature for IAC3000 local
user/subscribers. The software design for ‘Local VPN in IAC3000’ is tightly coupled with Active X, which

is supported by Windows-platform Internet Explorer where Active X program is supported.

* Authentication Method: Select RADIUS from the drop-down list box and then click Radius Setting
for further configuration as below. Enter the related information for the primary and/or the secondary
RADIUS server (the secondary server is not required). The fields with red asterisk are required. The

settings will take effect immediately after clicking Apply.

RADIUS Configuration

RADIUS Setting
802.1x Authentication (O Enabled (®) Disabled
Trans Full Name O Complete (z.5. user@comoany.com) & Only D (=.g. us=rt)
NASID
NAS Port Type 19 ~(Defsult 19, Range: 0~35)
Class-Group Mapping [ EditClass-Group Mapping |
Primary RADIUS Server
Server [P “{Domain Mame/IF Address)
Authentication Port “{Default: 1812
Accounting Port “(Default: 1813}
Secret Key
Accounting Service ® Enabled O Disabled
Authentication Protocol FAP  »
Secondary RADIUS Server
Server IP (Domain Name/P Address)
Authentication Port
Accounting Port
Secret Key
Accounting Service (* Enabled ' Disabled
Authentication Protocol CHAP |»

ooy X Cear )

802.1X Authentication: The system supports 802.1X. When 802.1X Authentication is enabled, the
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Local Authentication Database will be used as a RADIUS database for connection with 802.1X
enabled devices such as access points or switches.

When the option is enabled, the hyperlink of Radius Client List will appear.

Click the hyperlink of Radius Client List to enter the Radius Client Configuration page. Choose
a desired type from Disable, Roaming Out or 802.1X. Enter the IP Address, Segment (Subnet
Mask), and Secret Key of 802.1X clients. Click Apply to complete the settings.

Radius Client Configuration
Mo. Type IP Address Segment Secret
1 || Roaming Out D55 P55 255 255 (152 W | |
2 || so2ax w || [192165.00 265,285 255 254 (/317 v | | [
3 | Disable v D55 P55 255 252 (f50) W | |

e Trans Full Name: When Complete option is checked, both the username and postfix will be
transferred to the RADIUS server for authentication. On the other hand, when Only ID option is
checked, only the username will be transferred to the external RADIUS server for authentication.

* NASID: The Network Access Server (NAS) Identifier of the system for the external RADIUS
server.

* Class-Group Mapping: This function is to assign a Group to a RADIUS class attribute sent
from the RADIUS server. When the clients classified by RADIUS class attributes log into the

system via the RADIUS server, each client will be mapped to its assigned Group.

RADIUS Group Mapping - Server 3

O Enable @ Disable

Ho. Class Attribute Group Remark
1 1 Groug 1 v
2 2 Group 1 v
3 3| Group 1 W

* Server IP: The IP address of the external RADIUS server.

* Authentication Port: Enter the authentication port of the RADIUS server.

e Accounting Port: The accounting port of the external RADIUS server.

* Secret Key: The Secret Key for RADIUS authentication.

* Accounting Service: The system supports RADIUS accounting that can be enabled or disabled.

* Authentication Protocol: The configuration of the system must match with that of the remote
RADIUS server. PAP (Password Authentication Protocol) transmits passwords in plain text
without encryption. CHAP (Challenge Handshake Authentication Protocol) is a more secure

authentication protocol with hash encryption.

Notice: If the RADIUS Server does not assign idle-timeout value, the IAC3000 will use the local idle-

timeout.

54




IAC3000
User Manual

4214 LDAP

The system supports authentication by an external LDAP authentication server. The system is capable

of supporting two LDAP servers, primary and secondary, for fault tolerance.

Authentication Server - Server 4

Server Name Server 4 *[ltz server name)
Postfix |dap Itz postfix name)
Black List Mone A
Authentication Method LD#P v
Group Graup 1w
Enable Local VPN O

* Server Name: Set a nhame for the authentication option by using numbers (0~9), alphabets (a~z or A
~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other characters are
not allowed.

* Postfix: Set a postfix that is easy to distinguish (e.g. Ldap) by using numbers (0~9), alphabets (a~z
or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other characters
are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@MelbourneLdap or tim@ SydneyRadius) when multiple options are concurrently
in use. One of authentication options can be assigned as default. The postfix can be omitted only
when the default authentication option is used. For example, if "MelbourneLdap" is the postfix of the
default option, Bob can log in with either "bob" or "bob@MelbourneLdap” as his username.

* Black List: There are five sets of the black lists. A user account listed in the black list is not allowed
to log into the system. Select one black list from the drop-down list box to be applied to this specific
authentication option.

e Group: Select one Group from the drop-down list box for this specific authentication option.

* Enable Local VPN: When Local VPN function is enabled for this authentication option, upon a
successful login of a client, a VPN tunnel will be established between a client’s device and the
system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN supports
client devices under Windows 2000 and Windows XP SP1/SP2.

Note: Local VPN in IAC3000 is an additional secure login VPN feature for IAC3000 local
users/subscribers. The software design for ‘Local VPN in IAC3000’ is tightly coupled with Active X, which

is supported by Windows-platform Internet Explorer where Active X program is supported.

* Authentication Method: Select LDAP from the drop-down list box and then click LDAP Setting for
further configuration. Enter the related information for the primary and/or the secondary LDAP server
(the secondary server is not required). The fields with red asterisk are required. The settings will

take effect immediately after clicking Apply.
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Primary LDAP Server

Server IP | |"(Domain HameilF)
Port l:l F(Ex: 3290
Base DN | |"(CN=,d0=,d0=)
Account Attribute | |*tEs uiay

Secondary LDAP Server

Server IP

Port

[ ]

Base DN

Account Attribute

Group Mapping

Attribute-Group
Mapping

fap LOAP Attributes to Group

Server IP: The IP address of the external LDAP server.

Port: The authentication port of the external LDAP server.

Base DN: The Distinguished Name for the navigation path of LDAP account.

Account Attribute: The attribute of LDAP accounts.
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Attribute-Group Mapping: This function is to assign a Group to a LDAP attribute sent from

the LDAP server. When the clients classified by LDAP attributes log into the system via the

LDAP server, each client will be mapped to its assigned Group. To get and show the attribute

name and value from the configured LDAP server, enter Username and Password and click

Show Attribute. Then, the table of attribute will be displayed. Enter the Attribute Name and

Attribute Value chosen from the attribute table, and select a Group from the drop-down list

box.

Attribute Name Attriubute Value
Y LISERO1L
C LISER11

LDAP Group Mapping

LDAP Group Mapping - Server 4

@ Enable O Disable

Ho. LDAP Attribute Name  LDAP Attribute Value Group

| |User01 | |Gr0up1 v| |

[t - —

|| ||Gruup1 v||

|| ||Gruup1 v||

|| ||Gruup1 v||

|| ||Gruup1 v||

|| ||Gruup1 v||

|| ||Gruup1 v||
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42.15 NT Domain

The system supports authentication by an external NT Domain authentication database.

Authentication Server - Server 4
Server Name Server 4 *[ltz server name)
Postfix ntdomain| Itz postfix name)
Black List Mone A
Authentication Method MT Domain
Group Group 1 %
Enable Local VPN O

. Server Name: Set a hame for the authentication option by using numbers (0~9), alphabets
(a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other
characters are not allowed.

. Postfix: Set a postfix that is easy to distinguish (e.g. NT-Domain) by using numbers (0~9),
alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters.
All other characters are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@MelbourneLdap or tim@SydneyRadius) when multiple options are
concurrently in use. One of authentication options can be assigned as default. The postfix can
be omitted only when the default authentication option is used. For example, if
"MelbourneLdap" is the postfix of the default option, Bob can log in with either "bob" or
"bob@MelbournelLdap” as his username.

. Black List: There are five sets of the black lists. A user account listed in the black list is not
allowed to log into the system. Select one black list from the drop-down list box to be applied to
this specific authentication option.

. Group: Select one Group from the drop-down list box for this specific authentication option.

. Enable Local VPN: When Local VPN function is enabled for this authentication option, upon a
successful login of a client, a VPN tunnel will be established between a client’s device and the
system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN
supports client devices under Windows 2000 and Windows XP SP1/SP2.

Note: Local VPN in IAC3000 is an additional secure login VPN feature for IAC3000 local
users/subscribers. The software design for ‘Local VPN in IAC3000’ is tightly coupled with Active X, which

is supported by Windows-platform Internet Explorer where Active X program is supported.
. Authentication Method: Select NT Domain from the drop-down list box and click NT Domain

Setting to enter the Domain Controller page. The settings will take effect immediately after

clicking Apply.
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Domain Controller

Server IP 1P Addrass)

Transparent Login O Enabled @ Disabled (Windows 2000, 2002 or aboeve)

Server IP: The IP address of the external NT Domain Server.
Transparent Login: This function refers to Windows NT Domain single sign on. When
Transparent Login is enabled, clients will log in to the system automatically after they have

logged in to the NT domain, which means that clients only need to log in once.
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ONDEMAND

There are some deployment scenarios (for example, at venues such as coffee shops, hotels, motels,
restaurants, etc.) where retail customers or casual/walk-in visitors want to get wireless Internet access.
To offer the Wi-Fi access (either for commercial use or for free), user accounts should be able to be
created upon request and account tickets/receipts should also be provided. Therefore, On-demand

User is designed as the authentication option for this type of deployment scenarios.

Authentication Server - On-demand User
General Settings
Ticket Customization
Billing Plans
External Payment Gateway
On-demanid Account Creation
On-demand Account List

1) General Settings
This is the common setting for the On-demand User authentication option. The generated on-demand

users and all accounts related information such as postfix and unit will be shown in this list.

General Settings

Postfix ondemand
, ® None © $usp O £cBP O £EUR
Monetary Unit
O {Ingut other desired monstary unit, =.g. AU}

Group Hame Group 1 »

WLAHN ESSID MNetComm [AC3000

Wireless Key
Remaining Volume ® 10mi © 15mi O 20mi

Sync Interval minis) min(s) minis)
Terminal Server Configuration

. Postfix: Postfix is used to inform the system which type of authentication database to be used for
authentication when multiple databases are concurrently in use. Enter the postfix used for on-
demand users.

. Monetary Unit: Select the desired monetary unit or specified the unit by users.

. Group Name: Select the desired group for on-demand user.

. WLAN ESSID: The administrator can enter the defined wireless ESSID in this field and it will be
printed on the receipt for on-demand users’ reference when accessing the Internet via wireless
LAN service. The ESSIDs given here should be those of the Service Zones enabled for On-
demand Users.

. Wireless Key: The administrator can enter the defined wireless key such as WEP or WPA in the
field. The Wireless Key will be printed on the receipt for the on-demand users’ reference when
accessing the Internet via wireless LAN service.

. Remaining Volume Sync Internal: While the on-demand user is still logged in, the system wiill
59



IAC3000
User Manual

update the billing notice of the login successful page by the time interval defined here.
. Number of Tickets: Print one or duplicate receipts, when pressing the print button of the ticket
printer which connected to serial port.
2) Ticket Customization
On-demand account ticket can be customized here and previewed on the screen.

E5) Ticket Customization

Ticket Customization

Receipt Header 1 |We|c0me to NetComm Internet Access!

Receipt Header 2 |

Receipt Header 3 |

Receipt Footer 2 |

ReceiptFooter 3 |

|
|
|
Receipt Footer 1 [Thank You! |
|
|
|

Remark |
O None
Background Image (®) Defaultimage
2 Uploaded Image
Twin Ticket ) Enable & Disable
S o Rl cocs \ 4
Username xxxx@ondemand
Password J00000000C
Plan : Type 1:Time
Quota ® X% hr(s) 3¢ min(s)
Total Price ) 1.99
® b s
— ’ - w
Ih!fE'I!‘—' ot '-\ Customer xo

s e

Maote: To maks a better print-out tideet, you may nead to cofigurs the browser settings (for
axample, Page Setup) as well as the printer settings (for example, Preferences) before printing
aut the page.
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* Receipt Header: There are three receipt headers supported by the system. The entered content will
be printed on the receipt. These headers are optional.

* Receipt Footer: The entered content will be printed on the receipt. This footer is optional.

* Background Image: You can choose to customize the ticket by uploading your own background
image for the ticket, or choose the default image or none. Click Browse to select the image file and
then click upload. The background image file size limit is 100 Kbytes. No limit for the dimensions of
the image is set, but a 460x480 image is recommended.

Flease upload an image file!

Image File: Browse... Upload

Mote: The Background file size limitis 100 Khytes. Ma limit for the dimensions of the image, but a 460x480 image is
recammended.

* Preview: Click Preview button, the ticket will be shown including the information of username and
password with the selected background. Print the ticket here.
3) Billing Plans
Administrators can configure several billing plans. Click Edit button to enter the page of Editing Billing
Plan. Click Apply to save the plan that manually set up by the administrators. Go back to the screen of

Billing Plans, click Enable button, and then the plan is activated.

Billing Plans
Plan Type Quota Price Enable Function
1 Time 2 hrs 0 mins 20
2 i
3 i
4 NiA
5 Mia
§ Mg
7 MiA
8 NIA
9 NIA
0 NIA

. Plan: The number of the specific plan.
. Type: This is the type of the plan, based on which it defines how the account can be used.
o0 Time: Total period of time (xx hrs yy mins), during which On-demand users are

allowed to access the network.
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Editing Billing Plan

Plan 1

Quota 2 hrig) |0 minis)

" Fange of min(z) : 0 ~ 59; they cannot both be zero )

Account Activation Firsttime login must be done within |3 dayis) |0 hour(s)
" Range of hounz) 0 0~ 23; they cannot both be zero )

Valid Period After activation, account will be expired in |9 dayis)
" hfuszt be largerthan )
Price 20

[ Fange : 0~ 100000, including two digits after decimal point; 2.9, 199

0 Volume: Total traffic volume (xx Mbytes), up to which on-demand users are allowed to

transfer data.

Editing Billing Plan

Plan 2

100 | Mbvte(s)
[ Fange : 1~ 2000

Account Activation Firsttime login must be done within |3 day(s) hour(s)
i Range of houns) 0 0 ~ 23; they cannot both be zera )

Cuota

Valid Period After activation, account will be expired in |5 dayis)
" hfuszt be largerthan )
Price EDl

" Fiange : 0~ 100000, including bwo digits after decimal point; =.g. 1893

0 Cut-off: Specify an absolute clock time of a day (HH:MM; range: 00:00 ~ 23:59) when

the account expires.

Editing Billing Plan
Plan 2

Cut-off Time I:II:I HH:MM; range : 00:00 ~ 23:53 )

Grace Period Account remains usable for hour(s) after cut-off.
Unit Price :lpefdaY
“{ Range : 0 ~ 100000, including two digits after decimal point; 2.g. 1.99)

[/ soon Il concet

. Quota: The limit on how On-demand users are allowed to access the network.
. Price: The unit price of the plan.
. Enable: Click the check box to activate the plan.

. Function: Click the button Edit to add and edit a billing plan.

4) External Payment Gateway
This section is for merchants to set up an external payment gateway to accept payments in order to
provide wireless access service to end customers who wish to pay for the service on-line.

The four options are Authorize.Net, PayPal, Secure Pay and Disable.
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External Payment Gateway

External Payment Gateway

() Authorize. Net O PayPal ) SecurePay (* Disable

/ooy Jl X Conco ]

Authorize.Net
Before setting up “Authorize.Net”, it is required that the merchant owners have a valid Authorize.Net

account. Please see Appendix A. Accepting Payments via Authorize.Net for more information
about opening an Authorize.Net account, relevant maintenance functions, and an example for end

users.

External Payment Gateway

(& Authorize. MNet O PayPal O SecurePay ) Disable

Authorize.Net Payment Page Configuration
Merchant Login ID
Merchant Transaction Key
Payment Gateway URL |hitps:/isecure.authaorize netigatewayftransact.dll

Verify S5L Certificate (O Enable ® Disable

Test Mode (O Enable @ Disable | Try Test |-

MD5 Hash () Enable & Disable

» Authorize.Net Payment Page Configuration
Merchant ID: This is the “Login ID” that comes with the Authorize.Net account
Merchant Transaction Key: The merchant transaction key is similar to a password and is used by
Authorize.Net to authenticate transactions.
Payment Gateway URL: This is the default website address to post all transaction data.
Verify SSL Certificate: This is to help protect the system from accessing a website other than
Authorize.Net
MD5 Hash: If transaction responses need to be encrypted by the Payment Gateway, enter and
confirm a MD5 Hash Value and select a reactive mode. The MD5 Hash security feature enables
merchants to verify that the results of a transaction, or transaction response, received by their server
were actually sent from the Authorize.Net.
Test Mode: In this mode, merchants can post test transactions for free to check if the payment
function works properly.
Service Disclaimer Content/ Choose Billing Plan for Authorize.Net Payment Page/Client’s

Purchasing Record
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Service Disclaimer Content

e may collect and store the following personal information: &
email address, physical contact information, credit card
nunbers and transactional information based on your
activities on the Internet service provided by us.

If the information you provide canhot bhe wverified, we may
ask you to send us additional information (such as your

W
Choose Billing Plan for Authorize.Net Payment Page
Plan Enable Disable Cuota Price
1 OEnable  ®@Disable 2 hrs 0 mins 20
2 Enable Disable
3 Enable Dizable
4 Enable Disable
5 Enable Disable
6 Enable Disable
T Enable Disable
g8 Enable Disable
9 Enahble Dizahle
10 Enable Disable

Client’s Purchasing Record

Starting Invoice Number

- [ Change the Mumher

Description {tem Name)

Internet access

3

E-mail Header

Enjay Cnline!

3

» Service Disclaimer Content
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View service agreements and fees for the standard payment gateway services here as well as

adding new or editing services disclaimer.

» Choose Billing Plan for Authorize.Net Payment Page

These 10 plans are the plans configured in Billing Plans page, and all previously enabled plans can

be further enabled or disabled here, as needed.

» Client’s Purchasing Record

Starting Invoice Number: An invoice number may be provided as additional information with a

transaction. The number will be incremented automatically for each following transaction. Click the

“Change the Number” checkbox to change it.

Description (Item Name): This is the item information to describe the product (for example, Internet

Access).

Email Header: Enter the information that should appear in the header of the invoice.
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Authorize.Net Payment Page Fields Configuration/ Authorize.Net Payment Page Remark

Content
Authorize.Net Payment Page Fields Configuration
ftem Displayed Text Required
Credit Card Mumber Credit Card Number
Datgremt Card Expiration \[cragdit card Expiration Date
Card Type
] Card Type Mvisa [¥] arnerican Exprass
Master Card [ Discover

[l card Code Card Code
[ E-mail E-tnail O
O customer D Room Mumber O
First Marne First Name
Last Name LastMame
M company Comparry O
[¥] sddress Address O
ity Gity O
State State O
M zip Zip O
Country Cauntry O
Phane Fhone O
Fax Fax O

Authorizie.Net Payment Page Remark Content

¥ou must £ill in the correct credit card manber and -

expiration date. Card code is the last 3 digits of the

gecurity code located on the hack of your credit card. If

you choose to enter your e-mail address, yvou will receive a .

> Authorize.Net Payment Page Fields Configuration

Item: Check the box to show this item on the customer’s payment interface.

Displayed Text: Enter what needs to be shown for this field.

Required: Check the box to indicate this item as a required field.

Credit Card Number: Credit card number of the customer. The Payment Gateway will only accept
card numbers that correspond to the listed card types.

Credit Card Expiration Date: Month and year expiration date of the credit card. This should be
entered in the format of MMYY. For example, an expiration date of July September 2009 should be
entered as 0709.

Card Type: This value indicates the level of match between the Card Code entered on a transaction
and the value that is on file with a customer’s credit card company. A code and narrative description
are provided indicating the results returned by the processor.

Card Code: The three- or four-digit code assigned to a customer’s credit card number (found either
on the front of the card at the end of the credit card number or on the back of the card).

E-mail: An email address may be provided along with the billing information of a transaction. This is
the customer’s email address and should contain an @ symbol.

Customer ID: This is an internal identifier for a customer that may be associated with the billing
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information of a transaction. This field may contain any format of information.

First Name: The first name of a customer associated with the billing or shipping address of a

transaction. In the case when John Doe places an order, enter John in the First Name field

indicating this customer’s name.

Last Name: The last name of a customer associated with the bhilling or shipping address of a

transaction. In the case when John Doe places an order, enter Doe in the Last Name field indicating

this customer’s name.

Company: The name of the company associated with the billing or shipping information entered on

a given transaction.

Address: The address entered either in the billing or shipping information of a given transaction.

City: The city is associated with either the billing address or shipping address of a transaction.

State: A state is associated with both the billing and shipping address of a transaction. This may be

entered as either a two-character abbreviation or the full text name of the state.

Zip: The ZIP code represents the five or nine digit postal code associated with the billing or shipping

address of a transaction. This may be entered as five digits, nine digits, or five digits and four digits.

Country: The country is associated with both the billing and shipping address of a transaction. This

may be entered as either an abbreviation or full value.

Phone: A phone number is associated with both a billing and shipping address of a transaction.

Phone number information may be entered as all number or it may include parentheses or dashes to

separate the area code and number.

Fax: A fax number may be associated with the billing information of a transaction. This number may

be entered as all number or contain parentheses and dashes to separate the area code and number.
> Authorizie.Net Payment Page Remark Content

Enter additional details for the transaction such as Tax, Freight and Duty Amounts, Tax Exempt

status, and a Purchase Order Number, if applicable.

= PayPal
Before setting up “PayPal’, it is required that the merchant owners have a valid PayPal “Business
Account”. Please see Appendix B. Accepting Payments via PayPal for more information about
setting up a PayPal Business Account, relevant maintenance functions, and an example for end users.
After opening a PayPal Business Account, the merchant should find the “Identity Token” of this

PayPal account to continue “ PayPal Payment Page Configuration”.
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External Payment Gateway

) Authorize Net ® PayPal O SecurePay ) Disable

PayPal Payment Page Configuration

Business Account

Payment Gateway URL hitps:ffwww.paypal.com/cgi-binfwebscr

Identity Token
Verify S5L Certificate (O Enable () Disable
Currency USD (U.S. Dollar) o -

» PayPal Payment Page Configuration
Business Account: This is the “Login ID” (email address) that is associated with the PayPal Business
Account.
Payment Gateway URL: This is the default website address to post all transaction data.
Identity Token: This is the key used by PayPal to validate all the transactions.
Verify SSL Certificate: This is to help protect the system from accessing a website other than PayPal

Currency: It is the currency to be used for the payment transactions.

Service Disclaimer Content /Choose Billing for Payment Page

Service Disclaimer Content

We may collect and store the following personal fad
information:

email address, physical contact information, credit card
numbers and transactional information based on your
activities on the Internet service provided by us.

If the information u provide cannot be wverified, we may | -

Choose Billing Plan for PayPal Payment Page

Plan Enable/Disable Quota Price
1 @eEenable O Disable 1 hr(s) 4
2 @Enable O Disable 4 hr(s) B
3 (* Enable ) Disable 500 Mbyte(s) 5
4 () Enable ) Disable 300 Mbyte(s) 3
5 @Enable O Disable 2 hr(s) 4
6 Enahble Disable
7 Enahble Disable
8 Enable Disable
9 Enahble Disable
10 Enable Disable

» Service Disclaimer Content
View service agreements and fees for the standard payment gateway services here as well as
adding new or editing services disclaimer.

» Choose Billing Plan for PayPal Payment Page
These 10 plans are the plans configured in Billing Plans page, and all previously enabled plans can

be further enabled or disabled here, as needed.
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Enable/Disable: Choose to enable or disable the plan.
Quota: The usage time or condition of each plan.

Price: The price charged for this plan.

Client’s Purchasing Record/ PayPal Payment Page Remark Content

Client's Purchasing Record
Starting Invoice Number - [Jchange the Number
Description (ltem Name) Internet access

Title for Message to Seller |Special Mote to Seller

PayPal Payment Page Remark Content

[ A )Payment iz accepted via PavPal. PavyPal enables you to A

gend payments securely online using PayPal account, a
credit card or bank account. Clicking on "Buy Now™ button, hd

» Client’s Purchasing Record
Starting Invoice Number: An invoice number may be provided as additional information with a
transaction. The number will be incremented automatically for each following transaction. Click the
“Change the Number” checkbox to change it.
Description (Item Name): This is the item information to describe the product (for example, Internet

Access).
Title for Message to Seller: Administrators can edit the header “title” of the message note, used in
the PayPal payment page.
» PayPal Payment Page Remark Content
The message content will be displayed as a special notice to end customers in the page of “Rate

Plan”. For example, it can describe the cautions for making a payment via PayPal.

= Secure Pay
Before setting up “Secure Pay”, it is required that the merchant owners have a valid Secure Pay

“Business Account”.

External Payment Gateway

) Authorize Met ) PayPal (* SecurePay ) Disable

SecurePay Payment Page Configuration
Merchant ID
Merchant Password
Payment Gateway URL hitps /fwww.securepay.com.aufmlapi/payment

Verify 55L Certificate () Enable (® Disahle
Currency AUD {Australian Dallar) R als
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» Secure Pay Payment Page Configuration
Merchant ID: This is the “Login ID” that is associated with the Secure Pay Business Account.
Merchant Password: This is the Merchant Password that is associated with the Secure Pay Business
Account.
Payment Gateway URL: This is the default website address to post all transaction data.
Verify SSL Certificate: This is to help protect the system from accessing a website other than Secure
Pay

Currency: It is the currency to be used for the payment transactions.

Service Disclaimer Content /Choose Billing for Payment Page

Service Disclaimer Content

We may collect and store the following personal ~
information:

physical contact information, credit card numbers and
transactional information based on your activities on the
Internet service provided by us.

b
Choose Billing Plan for SecurePay Payment Page
Plan Enable/Disable Quota Price
1 O Enanle (& Disable 2 hrs 0 mins 20
2 Enable Disable
3 Enable Disable
4 Enable Disable
5 Enahle Disable
] Enable Disable
7 Enable Disable
& Enable Disable
g Enahle Disable
10 Enable Disable

» Service Disclaimer Content
View service agreements and fees for the standard payment gateway services here as well as
adding new or editing services disclaimer.

» Choose Billing Plan for Secure Pay Payment Page
These 10 plans are the plans configured in Billing Plans page, and all previously enabled plans can
be further enabled or disabled here, as needed.
Enable/Disable: Choose to enable or disable the plan.
Quota: The usage time or condition of each plan.

Price: The price charged for this plan.

Secure Pay Payment Page Remark Content
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SecurePay Payment Page Remark Content

¥You must £ill in the correct credit card number and -
expiration date. Card code is the last 3 digits of the
security code located on the back of yvour credit card. iV

» PayPal Payment Page Remark Content
The message content will be displayed as a special notice to end customers in the page of “Rate

Plan”. For example, it can describe the cautions for making a payment via Secure Pay.

5) On-demand Account Creation
On-demand accounts are listed and related. When at least one plan is enabled, the administrator can
generate on-demand user accounts here. Click this to enter the On-demand Account Creation screen.
Click on the Create button of the desired plan and an on-demand user account will be created. Click
Print to print a receipt which will contain the on-demand user’s information, including the username

and password.

Note: If no Billing plan is enabled, accounts cannot be created by clicking Create button. Please goes back to
Billing Plans to active at least one Billing plan by clicking Edit button and Apply the setting to activate the plan.

The printer used by Print is a pre-configured printer connected to the administrator’s computer.

On-demand Account Creation

Plan Type Quota Price ($) Status Function

1 Time 1 hr(s) 2 min(s} 2 Enabled
Time 12 hr(s) 2.99 Enabled
Valume 200 Mbytels) 5 Enabled

=]

[58)

4 MNIA MiA MIA Disabled
5 MIA MIA INIA Disabled
6 MNIA TNIA RIS Disahled
7 A TNiA RIS Disahled
8 A TNiA RIS Disahled
9 IA NIA RIS Disahbled
0 TNIA R RIS Disahbled

* Plan: The number of a specific plan.
* Type: Show one type of the plan in Time, Volume or Cut-off.
* Quota: The Time Volume is how long the on-demand user is allowed to access the Internet.

* Price: The unit price of each plan.
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Status: Show the status in enabled or disabled.
Function: Press Create button for the desired plan. You can add an operator’s remark and press
the Create button again. An On-demand user account will be created, and then click Printout to

print a receipt which will contain this on-demand user’s information.

On-demand Account Creation

Plan Type Quota Price Status Function
1 Time 2 hrs 0 mins 20 Enabled
2 Volume 100 Mbyte(s) 15 Enabled
3 Ni& NiA NiA Disabled Create
4 NI NI NI Disabled Create
5 NI NI NI Disabled Create
5} IA A& A& Disabled Create
7 Ni& NiA NiA Disabled Create
8 NI NI NI Disabled Create
9 NI NI NI Disabled Create
0 IA A& A& Disabled Create

Creating an On-demand Account

Plan: Type 2 Volume
Quota 100 Mbyte(s)

Account Activation Firsttime login must be done within 2 day(s)

Valid Period After activation, the account will be expired in 2 day(s)
Total Price 15
Reference CL Add 3 reference related to this account (for example, the customers name)

Please confirm the information and press Create button to create an account.

Username Tubs@@ondemand

Password Gegu2ar2

Plan : Type 2 Volume
Quota " 100 Mbyte(s)

(o R o)

Mote: To make a better print-out tidket, you may need to cofigure the browser settings {for
example, Page Setup) as well as the printer settings {for example, Preferences) before printing

out the page.
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6) On-demand Account List

All created On-demand accounts are listed and related information on is also provided.

On-demand Account List

Username Password Remaining Quota Status Reference Delete All

59e4 4396e8ra 100 M byte(s) Marmal Room101 Delete
7ubs Gegx2ar2 100 M byte(s) Maormal CL Delete
4mcf eq7ak7iy 2hris) Maormal JohnSmith Delete

. Search: Enter a keyword of a username to be searched in the text filed and click this button to
perform the search. All usernames matching the keyword will be listed.
. Username: The login name of the user.
. Password: The login password of the user.
. Remaining Quota: The remaining time or volume that the user can continue to use to access the
network.
. Status: The status of the account.
» Normal: the account is not currently in use and also does not exceed the quota limit.
»  Online: the account is currently in use.
»  Expired: the account is not valid any more, even there is remaining quota to be used.
»  Out of Quota: the account has exceeded the quota limit
» Redeemed: the account has been applied for account renewal.
. Remark: The remark added by the operator at the time of ticket creation.
. Delete All: This will delete all the users at once.

. Delete: This will delete the users individually.
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SIP

The system provides SIP proxy for SIP clients (devices or soft clients) pass through NAT. After enable
SIP proxy server, all SIP traffic can pass through NAT with a selective but fixed WAN interface.
Administrator will be able to add up to four trusted SIP Registrars. A group can be chosen to govern
SIP traffic.

Authentication Server - SIP

IP Address Remark

Trusted Registrar

W | Group selection applied to elients login with SIP authentication.

Group

* SIP: SIP authentication supports 4 Trusted SIP Registrar.

* IP Address: The IP address of the Trusted SIP Registrar.

* Remark: The administrator can enter extra information in this field for remark.

* Group: A Group option can be applied to the clients who login with SIP Authentication. Be noted
that the specific route of the applied Policy for the selected Group cannot conflict with the

assigned WAN interface for SIP authentication.
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4.2.2 Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include up to 40
users. Users’ accounts that appear in the black list will be denied of network access. The administrator can use the

pull-down menu to select the desired black list.

Black List Configuration

Select Black List: T:Blacklist1 =

Name |Blacklist1

User Remark

* Select Black List: There are 5 lists to select from for the desired black list.
* Name: Set the black list name and it will show on the drop down box above.

* Add User to List: Click the hyperlink to add users to the selected black list.

Add Users to Blacklist Blacklist1

Item Username Remark

1 James Hacker

[

[8%]

After entering the usernames in the “Username” blanks and the related information in the “Remark” blank

(not required), click Apply to add the users.
User 'James' has been added!

(&) Add Users to Blackiist

Add Users to Blacklist Blacklist1

Item Username Remark

P

Black List Configuration

Select Black List: 1:Blacklist1
Name W
User Remark
James Hacker O
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If removing a user from the black list is desired, select the user’s “Delete” check box and then click the Delete

button to remove that user from the black list.

Black List Configuration

Select Black List: T.Blacklist1
Name Blacklist1
User Remark
James Hacker
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4.2.3 Group Configuration

There are 8 groups to choose from. Local users can be classified by applying Group options. A Group which is
allowed to access a Service Zone can be applied with a Policy within this zone. The same Group within different

Service Zones can be applied with different Policies as well as different Authentication Options.

Group Configuration - Group 1

Select Group: Group 1w

QoS Profile
Privilege Profile

Remark

Zone Permission Configuration & Policy Assignment - Group 1

Hame Enabled Policy Edit Group Permission
Service Zone : Default Palicy 1 | » Default
Service fone : Guest Paolicy 1w Guest
Service Zone: Paolicy 1 |s Emplovee
Employee
Service Fone : SZ3 Policy 1+ 5723
Service Fone : 574 Policy 1 574
Service Fone : SZ5 Policy 1 575
Service Fone : SZ6 Policy 1w SZ6
Service Fone : 577 Policy 1 |+ 277
Service Fone : S78 Policy 1 |+ =78
Remote VPN Paolicy 1w Femaote VP

* Group Configuration — Group 1

» QoS Profile: Set parameters for traffic classification.

Group 1 - Traffic Configuration

Traffic Class Best Effart w

Group Total Downlink | Unlimited

Individual Maximum

Downlink Unlimited [
Individual R_eques‘l Mane -
Downlink
Group Total Uplink Unlimited
Individual !‘v‘laxlmum Unlimited
Uplink
Individual Request
Uplink Mang bt

o Traffic Class: A Traffic Class can be chosen for a Group of users. There are four traffic classes:
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Voice, Video, Best-Effort and Background. Voice and Video traffic will be placed in the high priority
gueue. When Best-Effort or Background is selected, more bandwidth management options such as
Downlink and Uplink Bandwidth will appear.

o0 Group Total Downlink: Defines the maximum bandwidth allowed to be shared by clients within this
Group.

0 Individual Maximum Downlink: Defines the maximum downlink bandwidth allowed for an individual
client belonging to this Group. The Individual Maximum Downlink cannot exceed the value of Group
Total Downlink.

o Individual Request Downlink: Defines the guaranteed minimum downlink bandwidth allowed for an
individual client belonging to this Group. The Individual Request Downlink cannot exceed the value
of Group Total Downlink and Individual Maximum Downlink.

o0 Group Total Uplink: Defines the maximum uplink bandwidth allowed to be shared by clients within
this Group.

0 Individual Maximum Uplink: Defines the maximum uplink bandwidth allowed for an individual client
belonging to this Group. The Individual Maximum Uplink cannot exceed the value of Group Total
Uplink.

o0 Individual Request Uplink: Defines the guaranteed minimum bandwidth allowed for an individual
client belonging to this Group. The Individual Request Uplink cannot exceed the value of Group Total
Uplink and Individual Maximum Uplink.

»  Privilege Profile:

Group 1 - Privilege Configuration

Change Password

Privilge O Enable @ Disable

o Change Password Privilege: When Change Password Privilege is enabled, the authenticated local

users within this Group are allowed to change their password via the Login Success Page.
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Zone Permission Configuration & Policy Assignment — Group X
A Group can be assigned to one Service Zone or multiple Service Zones. Moreover, a Group can be applied
with different Policies within different Service Zones. Remote VPN is considered as a zone, where clients log

into the system via remote VPN.

Group Configuration - Group 1

Select Group:

QoS Profile
Privilege Profile

Remark

Zohe Permission Configuration & Policy Assignment - Group 1

Name Enabled Policy Edit Group Permission
Service Zone : Default Palicy 1w Default
Service Zone : SZ1 Policy 1 SZ1
Service Zone : S72 Policy 1 s 572
Service Zone : SZ3 Policy 1w 573
Service Zone : SZ4 Paolicy 1w 574
Service Zone : SZ5 Palicy 1w 525
Service Zone : SZ6 Palicy 1« 576
Service Zone : SZ7 Palicy 1« SZ7
Service Zone : SZ8 Palicy 1 S5Z8
Remote VPN Policy 1 v Remote VPN

» Name: The name of Service Zones and Remote VPN.

»  Enabled: Select Enabled to allow clients of this Group to log into the selected Service Zones. For
example, the above figure shows that users in Group 1 can access network services via every Service
Zone as well as Remote VPN under constraints of Policy 1.

»  Policy: Select a Policy that the Group will be applied with when accessing respective Service Zones.

»  Edit Group Permission: The relation between Group and Service Zone is many to many; every Group
can access network services via more than one Service Zone, and meanwhile, each Service Zone can

serve more than one Group.

Click the hyperlink in the Edit Group Permission column to enter the Group Configuration interface, which

is based on the role of Service Zone, to configure the relation between Group and Zone.
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Group Permission - Service Zone : Default
Group Option Enabled Policy Edit Group Option
Group 1 Policy 1 Group 1
Group 2 Policy 2 % Group 2
Group 3 Policy 3w Group 3
Group 4 Policy 4w Group 4
Group 5 Paolicy & |» Group §
Group 6 Paolicy 6w Group B
Group 7 Palicy 7w Group 7
Group 8 Policy 8« Group 8

Group Option: The name of Group options available for selection.

IAC3000
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Enabled: Select Enabled to allow clients of the enabled Groups to log in to this Service Zone under

constraints of the selected Policies.

Check Enabled of the respected Group to assign it/them to the Service Zone listed. For example, the

above figure shows, clients in Group 1~8 can access Default Service Zone, where they are governed

by Policy 1~8 respectively.

Policy: Select a Policy that the Group will be applied with when accessing this Service Zone.

Edit Group Option: Click the hyperlink in the Edit Group Option column to enter Zone Permission

Configuration & Policy Assignment interface, which is based on the role of Group, to configure the

relation between Group and Zone.
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4.2.4 Policy Configuration

IAC3000 supports multiple Policies, including one Global Policy and 12 individual Policy. Each Policy consists of
access control profiles that can be configured respectively and applied to a certain Group of users. Global Policy
is the system’s universal policy and applied to all clients, while other individual Policy can be selected and defined

to be applied to any Service Zone.

The clients belonging to a Service Zone will be bound by an applied Policy. In addition, a Policy can be applied at a
Group basis; a Group of users can be bound by a Policy. The same Group can be applied with different Policies

within different Service Zones.

When the type of authentication database is RADIUS, the Class-Group Mapping function will be available to allow
the administrator to assign a Group for a RADIUS class attribute; therefore, a Policy applied to this Group will be
mapped to a user Group of a RADIUS class attribute. When the type of authentication database is LDAP, the
Attribute-Group Mapping function will be available to allow administrator to assign a Group for LDAP Attribute;
therefore, a Policy applied to this Group will be mapped to a user Group of a LDAP attribute. When the type of
database is SIP, the Group selection function will be available to allow administrator to assign a Group option for all

SIP clients.

4241 Global Policy

Global is the system’s universal policy including Firewall Rules, Specific Routes Profile and Maximum

Concurrent Session which will be applied to all users unless the user has been regulated and applied to another

policy.

FPolicy Configuration - Global Policy

Select Policy: Global w

Firewall Profile
Specific Route Profile

Maximum Concurrent

. 500 | (3 i )
SesSIoNS (Zessions per User)

* Select Policy: Select Global to set the Firewall Profile, Specific Route Profile and Privilege Profile.

* Firewall Profile: Global policy and each policy have a firewall service list and a set of firewall profile which is
composed of firewall rules.

* Specific Route Profile: The default gateway of WAN1, WAN2, or a desired IP address can be defined in a
policy. When Specific Default Route is enabled, all clients applied this policy will access the Internet through
this default gateway.

¢ Maximum Concurrent Sessions: Set the maximum concurrent sessions for each client.
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» Firewall Profile: Click Setting for Firewall Profile. The Firewall Configuration will appear. Click

Predefined and Custom Service Protocols to edit the protocol list. Click Firewall Rules to edit the rules.

0

0

Global Policy - Firewall Configuration

Predefined and Custom Service Protocols

Eirewall Rules

Predefined and Custom Service Protocols: There are predefined service protocols available for

firewall rules editing. The administrator is able to add new custom service protocols by clicking Add,

and delete the added protocols with Select All and Delete operations.

This link leads to a Service Protocols List where the administrator can defined a list of service by

protocols (TCP/UDP/ICMP/IP).

Global Policy - Service Protocols List

Ho. Name Description

1 ALL ALL

2 ALLTCF TCP; Source Port: 0~65535, Destination Port: 0~65535
3 ALLUDF  UDP; Scurce Port: 0~65535, Destination Port: 0~55535
4  ALLICMP ICMP; Type: Any, Code: Any

5 FTF TCPUDP; Destination Port: 20,21

g HTTF TCP/UDP; Destination Port: 80

7 HTTFZ TCP/UDP; Destination Port: 443

8 POP2 TCP; Destination Port: 110

9 SMTP TCP; Destination Port: 25

10 DHCF UDF; Destination Port: 67,68

Firewall Rules: Click the number of Filter Rule No. to edit individual rules and click Apply to save the

settings. The rule status will show on the list. Check “ Active” box and click Apply to enable that rule.

This link leads to the Firewall Rules page. Rule No.1 has the highest priority; Rule No.2 has the second

priority and so on. Each firewall rule is defined by Source, Destination and Pass/Block action.

Optionally, a Firewall Rule Schedule can be set to specify when the firewall rule is enforced. It can be

set to Always, Recurring or One Time.

Global Policy - Firewall Rules

Source IPSec
. . Encrypted )
No.  Active Action MName Service Schedule
Destination IPSec
Encrypted
ANY
0 Block ALL Always
ANY
ANY
2 O Block ALL Always
ANY

Selecting the Filter Rule Number 1 as an example:
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Global Policy - Edit Filter Rule

Rule Item 1
Rule Name
Source Destination
Interface ALL b Interface ALL w
IP Address w0000 IP &ddress (0000
Subnet Mask 0.0.0.0 (/0) w Subnet Mask 0.0.0.0 (/0) v
Taic O Tratie O
MAC Address
Service ALL hd

Schedule ® Always O Recurring O One Time
Action & Block O Pass

Rule Number: This is the rule selected “1”. Rule No. 1 has the highest priority; rule No. 2 has the
second priority, and so on.

Rule Name: The rule name can be changed here.

Source/Destination — Interface/Zone: There are choices of ALL, WAN1, WAN2, Default, and
the named Service Zones to be applied for the traffic interface.

Source/Destination — IP Address/Domain Name: Enter the source and destination IP
addresses. Domain Host filtering is supported but Domain name filtering is not.
Source/Destination — Subnet Mask: Select the source and destination subnet masks.

Source- MAC Address: The MAC Address of the source IP address. This is for specific MAC
address filter.

Source/Destination — IPSec Encrypted: Check the box for only filtering on the encrypted traffic.
Service Protocol: There are defined protocols in the service protocols list to be selected.
Schedule: When schedule is selected, clients assigned with this policy are applied the firewall
rule only within the time checked. There are three options, Always, Recurring and One Time.
Recurring is set with the hours within a week.

Action for Matched Packets: There are two options, Block and Pass. Block is to prevent

packets from passing and Pass is to permit packets passing.

» Specific Route Profile: Click the button of Setting for Specific Route Profile, the Specific Route Profile

list will appear.

O O O o

Global Policy - Specific Route Profile

Destination Gateway
Route Item
IP Address Subnet Netmask IP Address

%]
%
=
%
©
[
<

Route No.: The number of route.
IP Address (Destination): The destination IP address of the host or the network.
Subnet Netmask: Select a destination subnet netmask of the host or the network.

IP Address (Gateway): The IP address of the next router to the destination.
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» Maximum Concurrent Session for User: Include Maximum Concurrent Session for User, from 10 to

Unlimited. The concurrent sessions for each user, it can be restricted by administrator.

Note: For more information, please refer to Appendix E. Session Limit and Session Log.

4.2.4.2 Policy 1~12

Polices can be defined in the Policy tab. The administrator can select one of the defined policies to apply it to the
specific authentication option. All clients belong to this authentication option will be bound by this policy. A policy
could be applied at zone level, at group level or at user level. User level policy overrides group level policy. Group
level policy overrides zone level policy. Zone level policy overrides the global policy.

When the type of authentication database is “Local”, a policy is applied at per user basis. When the type of
database is NTDOMAIN or ONDEMAND, a policy is applied to the whole user database. When type of database is
RADIUS, a policy is mapped to a user group of a RADIUS class. The Class-Policy Mapping function will be
available to let the administrator assign a policy for a RADIUS Class attribute. When the type of database is LDAP,
a policy is applied to user group defined an attribute-value pair. The Attribute-Policy Mapping function will be
available to let administrator assign a policy for a LDAP Attribute. When the type of database is SIP, the Policy

selection function will be available to let the administrator assign a policy for all SIP users.

Policy Configuration - Policy 1

Select Policy: Paolicy 1w

Firewall Profile
Specific Route Profile
Schedule Profile

Maximum Concurrent
Sessions

A00 % | (Sessions perlsen

* Select Policy: Select a Policy for further configuration. Below depicts an example of selecting Policy 1.

* Firewall Profile: Each Policy has a firewall service list and a set of firewall profile consisting of firewall rules.

* Select Policy: Select Policyl~Policy12 to set the Firewall Profile, Specific Route Profile, Schedule Profile
and Maximum Concurrent Session.

* Firewall Profile: Each Policy has a firewall service list and a set of firewall profile consisting of firewall rules.

* Specific Route Profile: The default gateway of WAN1, WANZ2, or a desired IP address can be defined in a
policy. When Specific Default Route is enabled, all clients applied this policy will access the Internet through
this default gateway.

* Schedule Profile: The Schedule table in a 7X24 format is used to control the clients’ login time. When
Schedule is enabled, clients applied policies are only allowed to login the system at the time which is checked
in the applied policy.

¢ Maximum Concurrent Sessions: Set the maximum concurrent sessions for each client.
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» Firewall Profile: Click Setting for Firewall Profile. The Firewall Configuration will appear. Click

Predefined and Custom Service Protocols to edit the protocol list. Click Firewall Rules to edit the rules.

Policy 1 - Firewall Configuration

Eredefined and Custom Service Protocols

Firewall Rules

o Predefined and Custom Service Protocols: This link leads to a Service Protocols List where the

administrator can defined a list of service by protocols (TCP/UDP/ICMP/IP). There are predefined

service protocols available for firewall rules editing. The administrator is able to add new customized

service protocols by clicking Add, and delete the added protocols by clicking Delete.

Policy 1 - Service Protocols List

No. Name Description
1 ALL ALL
2 ALL TCP TCP; Source Port: 0~85535, Destination Port: 0~-85535
3 ALL UDP UDP; Source Paort: 0~65535, Destination Port: 0~65535
4 ALL ICMP ICMP; Type: Any, Code: Any
5 FTRP TCP/UDP; Destinatien Port: 20,21
g HTTF TCRMUDF; Destination Port: 80
7 HTTPS TCPIUDP; Destination Port: 443
g FOP3 TCP; Destination Port: 110
g SMTF TCP; Destination Port: 25
10 DHCP UDP; Destination Port: 67,68

Select All

o Firewall Rules: Click on the hyperlink in the No. column to edit individual rules and then click Apply to

save the settings. The rule status will show on the list. Check the Active check box and click Apply to

enable that rule. This link leads to the Firewall Rules page. Rule No.1 has the highest priority; Rule

No.2 has the second priority and so on. Each firewall rule is defined by Source, Destination and

Pass/Block action. Optionally, a Firewall Rule Schedule can be set to specify when the firewall rule is

enforced. It can be set to Always, Recurring or One Time.

Policy 1 - Firewall Rules

Source IPSec
i . Encrypted i
No.  Active  Action  Name Service
Destination IPSec
Encrypted
ANY
[0  Block ALL
ANY
ANY
2 O Block ALL
ANY

Below depicts an example of selecting Filter Rule Number 1:
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Policy 1 - Edit Filter Rule

Rule Item 1
Rule Name
Source Destination
Interface ALL A4 Interface ALL A
IP Address (0000 IP &ddress  (10.0.00
Subnet Mask 0.0.0.0 (/07 b Subnet Mask 0.0.0.0 (0} w
Trathe O Tatie O
MAC Address
Service ALL R
Schedule ® always O Recurring O One Time
Action @ Block O Pass

Rule Item: This rule number of the selected rule. Rule No. 1 has the highest priority; Rule No. 2
has the second priority, and so on.

Rule Name: The rule name can be changed here.

Source / Destination — Interface/Zone: There are choices of ALL, WAN1, WAN2, Default and the
Service Zones to be applied to the traffic interface.

Source / Destination — IP Address/Domain Name: Enter the source and destination IP
addresses.

Source / Destination — Subnet Mask: Enter the source and destination subnet masks.

Source / MAC Address: The MAC Address of the source IP address. This is for specific MAC
address filter.

Source / Destination — IPSec Traffic: Check the box to filter the encrypted traffic only.

Service Protocol: Select a defined protocol from the drop-down list box.

Schedule: Defines the time when this firewall rule will be activated. When a schedule is selected,
the clients assigned to this Policy are applied with the firewall rule only within the time selected.
There are three options, Always, Recurring and One Time.

Action for Matched Packets: There are two options, Block and Pass. Block is to prevent packets

from passing, while Pass is to permit packets passing.

Specific Route Profile: The default gateway of WAN1, WAN2, or a desired IP address can be defined in a

Policy. When Specific Default Route is enabled, all clients applied with this Policy will access the Internet

through this default gateway.

Policy 1 - Specific Default Route

Enable []  Default Gateway: |IF Address N
Policy 1 - Specific Route Profile
Destination Gateway
Route Item
IP Address Subnet Netmask IP Address
1 255 255 255 255 (/32) |
2 255 255 255 255 (/32) |8

Click Setting of Specific Route Profile to enter the Specific Route page for further configuration.
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0 Enable: Check Enable box to activate this function or uncheck to inactivate it.

o Destination / IP Address: The destination network address or IP address of the destination host.
Please note that, if applicable, the system will calculate and display the appropriate value based on the
combination of Network/IP Address and Subnet Mask that are just entered and applied.

o Destination / Subnet Netmask: The subnet mask of the destination network. Select
255.255.255.255(/32) if the destination is a single host.

o0 Gateway /IP Address: The IP address of the gateway or next router to the destination.

» Schedule Profile: Click Setting of Schedule Profile to enter the configuration page. Select Enable to show
the Permitted Login Hours list. This function is used to limit the time when clients can log in. Check the
desired time slots and click Apply to save the settings. These settings will become effective immediately
after clicking Apply.

& Enabled O Disabled

Policy 1 - Login Schedule Profile

HOUR SUN  MON  TUE  WED  THU FRI SAT
00:00~00:59
01:00~01:59
02:00~02:59
03:00~03:58

» Maximum Concurrent Session for User: Include Maximum Concurrent Session for User, from 10 to

Unlimited. The concurrent sessions for each user, it can be restricted by administrator.

Note: For more information, please refer to Appendix E. Session Limit and Session Log.

86




IAC3000
User's Manual

4.2.5 Additional Configuration

Additional Configuration

Idle Tirmer: |10 “(Range: 1-1430]

User Control ) in [ o
multiple Login (On-demand and RADIUS authentication do HOT suppart

multipla lagin.)

Session Timeout: 120 “Range: 5-1440)
Roaming Owut : i . _
Timer ldle Timeout: 10 (Range: 1-120%
Interim Update: 5 *Range: 1-120]

Upload File Ceificate

] ) Volurne O Enable @ Disable
Credit Reminder

Time O Enable & Disanle

Enhance User |Permit MAC Address ListCantral listto manage which client devices are allowed to
Authentication |accessthe login page)

* User Control: Functions under this section apply to all general users.
Idle Timer: If a user has idled with no network activities, the system will automatically kick out the user. The
logout timer can be set between 1~1440 minutes, and the default logout time is 10 minutes.
Multiple Login: When enabled, a user can log in from different computers with the same account. (This

function doesn’t support On-demand users and RADIUS authentication.)

* Roaming Out Timer:
Session Timeout: The time that the user can access the network while roaming. When the time is up, the user
will be kicked out automatically.
Idle Timeout: If a user has idled with no network activities, the system will automatically kick out the user.

Interim Update: The system will update the users’ current status and usage according to this time period.

* Upload File
SSL Certificate
A data record used for authenticating network entities such as a server or a client. A certificate contains X.509
information pieces about its owner (called the subject) and the signing Certificate Authority (called the issuer),
plus the owner's public key and the signature made by the CA. Network entities verify these signatures using

CA certificates. You can apply for a SSL certificate at CAs such as VeriSign.

If you already have an SSL Certificate, please Click Browse to select the file and upload it. Click Apply to

complete the upload process.
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Upload Private Key

File Hame | | (Brows=__|

Upload Customer Certificate

File Hame | |[(Browse... |

[ UseDefault Certificate |

Without a valid certificate, users may encounter the following problem in IE7 when they try to open the
login page.

/= Certificate Error: Navigation Blocked - Windows Internet Explorer

Lo o | hitp: owow. google. com]

File Edit View Favorites Tools Help

e 4 [CEmﬁcate Error: Mavigation Blocked ] \

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
& Continue to this website (not recommended).

@ More information

Click “Continue to this website” to access the user login page.

To Use Default Certificate: Click Use Default Certificate to use the default certificate and key. Click restart to
validate the changes.

You just overwrote the setting with default KEY & default CAfile
You should restart the system to activate this. Clickto restan.

Credit Reminder: The administrator can enable this function to remind the on-demand users before their credit

run out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for Volume is
1Mbyte and the level for Time is 5 minutes.

Vaolume ® Enable O Disable
Mbyte  -Rangs: 1-10; Default: 1

Credit Reminder
Time ® Enable O Disable

minutes  -(Rsngs: 1-20; Defeult £
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* Enhance User Authentication: With this function, only the users with their MAC addresses in this list can log
into IAC3000. There are 40 users maximum allowed in this MAC address list. User authentication is still
required for these users. Please enter the Permit MAC Address List to fill in these MAC addresses, select

Enable, and then click Apply.

MAC Address Control
& Enabled O Disabled

Item MAC Address Item MAC Address

(3%}
=

n
[=y

7 ]
] 10
11 12
12 14
15 16
17 18
18 20

Caution: The format of the MAC address is: XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-XX-XX.
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IAC3000 supports to manage up to 12 NP725 access points (AP), and they can be configured in this section. This

section includes the following functions: AP List, AP Discovery, Manual Configuration, Template Settings,

Firmware Management, AP Upgrade and WSD Management.

c AP List

>

AP Di M

C iscovery i
( Manual Configuration :
c Template Settings !
N

C Firmware Management |
AP Upgrad M
e
( WDS Management :

AP Management

AP List

AP Discovery

Manual Configuration

Template Settings

Firmware Management

AP Upgrade

WDS Management

AP Management

The list shows the current AP summary including type, name, IP, MAC
and online status. It also provides the operations for each AP on
reboot, enable, disable, delete, apply a new template, and to do
further examination or detailed configuration.

This discovery function is to detect the unmanaged APs within LANS
and assign the desired IPs for the future management. With the AP
access information, administrator is able to manually or automatically
discover AP on the selected LAN(S).

Administrators who are familiar with the new AP can set it up
manually by filling in the necessary information. There are three
templates from the drop-down box that can be chosen.

Administrators can edit template settings here. These templates are
saved and can be used in "Manual Configuration™ and "AF Discaovery”
sections.

This page lets administrators manage firmwares and shows each
firmware’s information with operations of download and delete.

This page shows each AP on name, firmware version and the time
previously being upgraded. Administrators can choose a firmware
version from the drop-down box to upgrade APs. Several AP upgrades
can be processed simultaneously by checking the upgrade boxes.

WDS (Wireless Distribution System) is a function to interconnect all
the managed APs (access points) wirelessly to form a "Tree”
cannection with the structure of Parents and Children.

The WDS Management provides the WDS tree status and enable the
administrator to add, move and delete the WDS connections among
the "Tree”.
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4.3.1 AP List

All of the APs under the management of IAC3000 will be shown in the list. The AP can be edited by clicking the

hyperlink of AP Name and the AP status can be got by clicking the hyperlink of Status.

AP List

IP Address
| 4l AP Type AP Name Service Zone Status
MAC Address

192.168.30.100 ;
¥ MP725 Office AP Default Offline
00:60:64:27:10:10

[ Reboot ” Enable || Disable ][ Delete H Apply Template H Apply Service Zone

After adding an AP:

Check any AP and click the button below to Reboot, Enable, Disable, Delete, Apply Template and Apply

Service Zone to the checked AP.

AP Name

The AP name will be shown as hyperlink. Click the hyperlink of each managed AP can have for configurations
about the specific AP. Click the hyperlink of the AP Name to have more configurations. There are four kinds of
settings available: General, LAN, Wireless LAN and Access Control. Click the hyperlink of each individual
setting to have further configurations.

Service Zone

After the AP is added into AP List, the managed AP can be assigned to one or multiple service zone.

Status:

Each AP’s status will be shown in this column. Click the hyperlink of the shown status of each managed AP to
see detailed status information about the specific AP, such as System Status, Service Zone Status, Wireless
Status, Access Control Status and Associated Client Status. The status includes:

(1) Online: The hyperlink of Online (Enabled) indicates that the AP is currently online and in service; Online

(Disabled) indicates that the AP is currently online but not ready in service.

(2) Offline: The AP is currently offline; for example: it is displayed as Offline when the power of the AP is off
or the network connection between the AP and the system is down.

(3) Configuring: Itis displayed as Configuring when the newly discovered AP is being added to the list (and
being configured) or new setting is being applied to the AP.

(4) Upgrading: The AP is undergoing firmware upgrade.

(5) Lost/Unknown: After the system’s rebooting and before it tries to probe the AP and determine the exact

status, the status will be displayed as Lost or Unknown temporarily.

Check any AP and then click the button below to Reboot, Enable, Disable and Delete the checked AP if desired.
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AP List

IP Address
F AP Type AP Name Service Zone Status
MAC Address

192.168.30.100 .
¥ NP725 OfficeAP Default Offline
00:60:64:27:10:10

| Reboot || Enable || Disable || Delete || Apply Template || Apply Senvice Zone |

Click Apply Template to select one template to apply to the AP.

Template

[TEMPLATE1 +| [Apply ] [ Cancel ]

Template: TEMPLATE1

Band 802.11b+802.11g
Subnet Mask 255.255.255.0
Gateway 192.168.301

Mote: Ifthe Band of the template cannot match current Channel,
the Channel will be changed to "Auto.

Click Apply Service Zone to setup one Service Zone to the AP.

) Service Zone

Service Zone
[] /ID| Hame SSID WLAN Encryption
0 | Default | NetComm_lAC3000 Mone
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Click AP Name and enter the interface about related settings. There are four kinds of settings, General
Settings, LAN Interface Setting, Wireless Interface Setting and Access Control Setting. Click the
hyperlink to go on the configuration.

AP Configuration

General Settings

Name OfficeAP
General
Firmware Unknown
LAN Interface Settings
IP 192.168.30.101
LAN
Gateway 192168.301
Wireless Interface Settings
Channel i
Wireless LAN
Data Rate Auto

Access Control Settings

Status Disahled
Access Control Number of MAC .
Addresses

» General Setting: Click Setting to enter the General Setting interface. Firmware information can be
observed here.

General Settings

Name OfficeAP
Admin I
Password
Time Zone
(GMT+10:00)Canherra,Melbourne Sydney -
NTP NTP Server 1: ntp.cs.mu.OZ.AU
MTP Server 2: ntp.cs.mu.QZAL
SNIMP Disabled »
SYSLOG Disabled
Remark
Firmware
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» LAN Setting: Click LAN to enter the LAN Setting interface. Input the data of LAN including IP address,
Subnet Mask and Default Gateway of AP.

LAN Settings
IP Address 1192.168.30.101 k
SubnetMask ~ |255.255255.0 8

Default Gateway | 192.162.30.1 8

PrimaryDNS ~ |192.168.30.1 -

Secondary DNS | |

[/ Rooy X" Clear

» Wireless LAN: Click Wireless LAN to enter the Wireless interface. The data of Properties and Security

need to be filled.

Wireless
$SID Broadcast
Channel
Band |802.11b+802.11g v

Data Rate

Fragment Threshold |234E |
{Default: 2348; Rangs: from 258 to 2348)

RTS Threshold |2345 |

(Default: 2248; Range: from 1 to 2348)

[100 |
{Default:100 ; Rangs: from 100 to 500)

Beacon Interval (ms)

Preamble Long Cnly
Transmit Power Auto W
Wireless QoS WHMM Enabled

Wireless Client Isolation | Enabled

I

IAPP Disabled

[V Rooly __J{ X Cear ]

Properties

e SSID Broadcast: Select this option to enable the SSID to broadcast in the network. When configuring
the network, it's suggested to enable this function but also make sure to disable it when finished. With
this enabled, someone could easily obtain the SSID information with the site survey software and get
unauthorized access to an individual’s network. With this disabled to increase network security and
prevent the SSID from being seen on networked.

e Channel: Select the appropriate channel from the list to correspond with the network settings

* Wireless b/g Mode: There are 3 modes to select from, 802.11b (2.4G, 1~11Mbps), 802.11g (2.4G,

54Mbps) and 802.11b+802.11g (b and g).
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* Data Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of the wireless network. Select from a range of transmission
speed is desired or keep the default setting, Auto, to make the Access Point automatically use the
fastest rate possible.

* Fragment Length: Breaking a packet into smaller units when transmitting over a network medium that
cannot support the original size of the packet.

* RTS Threshold: Enter the desired RTS Threshold value, the range is from 0 to 2347, and the default is
2347.

* Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100
milliseconds. The entered time means how often the beacon signal transmits between the access point
and the wireless network.

* Preamble: Select from either Short Preamble or Long Preamble; the short preamble provides 56 bits
Synchronization field to improve WLAN transmission efficiency.

* Transmit Power: Choose the suitable value from the drop-down box.

* Wireless QoS WMM: Enable or disable QoS and WMM. WMM maintains the priority of audio, video
and voice applications in a Wi-Fi network.

* Wireless Client Isolation: Enable or disable Client Isolation. Client Isolation prevents wireless
client to wireless client traffic.

* |APP: Inter Access-Point Protocol is designed for the enforcement of unique association throughout a
ESS (Extended Service Set) and for secure exchange of station’s security context between current

access point (AP) and new AP during handoff period.

Access Control: In this function, when the status is “ Allowed”, only these clients whose MAC addresses
are listed in this list can be allowed to connect to the AP; on the other hand, when the status is “Denied”,
the clients whose MAC addresses are listed in the list will be denied to connect to the AP. When
“Disabled” is selected, all clients can connect to the AP. The default is Disabled.

o User Limit: Limit the number of users connected to that AP.

Access Control

Status Disahled »

User Limit 32 (Range: fram 1 to 323

MAC Address List

Disahled Dizahled
Dizabled Disabled
Disabled Disabled
Disahled Disahled
Disahled » Disahled
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4.3.2 AP Discovery

Use this function to detect and manage all of the APs in the network segments. Note that IAC3000 can only

manage APs that are connected to its LAN ports. Therefore, the AP discovery function is for adding locally

connected APs to its management list. The administrator must know the local IP addresses of the APs he/she

wishes to discover.

AP Discovery

AP Discovery

AP Type NP725
Interface Default »

() Factory Default
IP Address: 192.168.25.1

Admin Settings Used LoD adinsi

to Discover
Fassword: admin
) Manual
Background AP Discovery
Status Disabled Configure
Discovered AP List
IP Address AP Name Template
AP Type Service Zone
MAC Address Password Channel

* To discover AP manually, please fill in the required data.

>

>
>
>

AP Type: Choose the type of AP you wish to discover.
Interface: Set to default.
Admin Settings Used to Discover: Choose from Factory Default or Manual.

IP Addresses of APs after Discovery: Start assigning from this IP address to discovered APs.

Then click the Scan Now button and the APs match the given settings will show in the list below. If one of the

IP addresses intended is used, a warning message will show up. In this case, please change the IP range and

then click Scan Now again. Input the desired name and password for the AP. Select one template check it and

then click Add to add it under the managed list. (About the template, please see 4.3.4 Template Settings).

When the matched AP is discovered, it will show up in the list below and be given a new IP address set here
(ex: 192.168.25.1). Check the Add box to add the AP and it will be listed to the AP list. When an AP is added,

its MAC address will be automatically recorded into MAC Privilege List (please see 4.4.2 Privilege List) so its

management page can be accessed.

Click Configuring to go on the related configuration. For the details, please refer to 4.3.1 AP List.

* Background AP Discovery: Click Configure to enter Background AP Discovery interface to go on related
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Background AP Discovery

AP Type NP725
Interface Default »

& Factory Default

IP Address: 192 168.251
Admin Settings Used

{0 Discover Login ID: admin
Password: admin
O Manual
Status ) Enable & Disable

/ooy X Clear

Background AP Discovery

AP Type NP725
Interface Default

O Factory Default

& Manual
Admin Settings Used IP Address: |192.168.251 - '192.'158.25.1E|E||
to Discover
Lagin ID: |admin
Password: |admin
Status ) Enable & Disable

The Interface and AP Access configuration is the same as the settings mentioned above. When Background
AP Discovery function is enabled, the system will scan once every 10 minutes or according to the time set by
the administrator. If any AP is discovered and “Auto-Add AP” is enabled, it will be assigned an available IP from

the starting IP address and apply the selected template. You can also set the channel the AP would use.

Caution: The scanning process may take a long time if the IP range assigned to scan is too wide.
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e Discovered AP List: The discovered new APs will be listed here. When the system’s Service Zone is set to
Tag-based mode, service zones also can be assigned here. After clicking Add, the current management page
is directed to AP List, where the newly added APs will show up with a status of “configuring”. It may take a

couple of minutes to see the status of the newly added AP to change from “configuring” to “online” or “offline”.

Discovered AP List

IP Address AP Hame Template
AP Type Service fone
MAC Address Password Channel

AP Type: This is the supported type of APs for centralized management.
IP Address: IP address of the specified AP.

MAC Address: MAC address of the specific AP.

AP Name: Mnemonic name of the specific AP.

Admin Password: Password required for this AP.

Template: The template which will be applied to the added AP.
Channel: The selected channel will be applied to the added AP.

Service Zone: Select the name of Service Zone such as Service Zone 1, Guest or Employee.

vV V.V V V VYV V V V

Add: The administrator can click Add button to register the APs to the List for management.

= Tag-Based and Port-based Configuration in AP Discovery screen:
Note: After when configures service zones setting and port/tag-based Mapping in 4.1.6 LAN Port Mapping and
4.1.7 Service Zones, the administrator continues to configure AP Discovery settings in AP Management, while
AP Discovery settings differ for port-based and tag-based mode. For complete settings for both port and tag-based
mode, please refer to Appendix C. Service Zone Deployment Example.
In port-based mode, a new AP must be placed under the Default port only for discovery and then add the AP into
other zone. In tag-based mode, a new AP must be placed under any selected port for discover and then select the
desired zones before adding the AP into the list.
»  Step 1: Configure the mode of LAN Port Mapping and Service Zones (such as Guest and Employee)
in System Configuration. (See Appendix C. for further information)
»  Step 2: Select AP Discovery in AP Management
o Port-Based mode:
In Port-based mode, set the Interface in Default port. Select Default in Interface. Select Factory
Default in the section of Admin Setting (Recommended). If using the certain range of IP address,
type the address in Manual selection. Then, start scanning the new APs in the specific range of IP

addresses by clicking Scan Now button.
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AP Discovery

AP Type NP725

Interface Default »

(® Factory Default
IP Address: 192.168.25.1

Login 1D: admin
Password: admin

O Manual

After scanning, new APs will be listed in the Discovered AP List. Click the desired names of
Service Zone for Tag-based mode. Add the selected AP to the list by checking the AP and clicking

Admin Settings Used
to Discover

Add button.
Discovered AP List
IP Address AP Harme Template
AP Type Service Tone Add

MAC Address Password Chegminel

192,168 .26 1 admin TCMMLATCY = C

NP725 Emplayes
DO-EO:G4:27 10012 admin o susst

0 Tag-Based mode:
In Tag-based mode, the name of service zone has been selected in the Interface, such as Guest or

SZ1. Select Factory Default in the section of Admin Setting (Recommended). Then, start scanning

the new APs in the IP address by clicking Scan Now button.

AP Discovery

AP Type NP725

Interface Default

® Factory Default
IP Address: 192.168.25.1
Login ID: admin
Password: admin

O Manual

After scanning, new APs will be listed in the Discovered AP List. Click the desired names of
Service Zone for tag-based mode. Add the selected AP to the list by checking the AP and clicking

Admin Settings Used
to Discover

Add button.
Discovered AP List
P Address AF Hame Template
&P Type Service Fone | Add
MALC Address Passwanrd Chaaninie]
192 .168.25.1 admin TCMMLSTCY = Drafault
NPT 25 Employes
D0:60:64:27:10:12 admin Aty Guest
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4.3.3 Manual Configuration

The AP also can be added manually even though when it is offline. Input the related data of the AP and select a

Template. After clicking Add, the AP will be added to the managed list.

Manual Configuration

AP Type NP725
AP Name OfficeAr

Admin Password admin

APIP 192.168.25.1
AP MAC 00E0641A1B1C
Remark
Senvice Zone Default
Template TEMPLATE =
Channel Auta »

J—soi X Cear

AP Type: This is the supported type of APs for centralized management.
AP Name: Mnemonic name of the specific AP.

Admin Password: Password required for this AP.

IP Address: IP address of the specified AP.

MAC Address: MAC address of the specific AP.

Remark: Some extra information to be filled in for this AP if desired.

YV V. V V V VYV V

Service Zone: The item is only shown when Tag-Based mode is selected in System Configuration >>

LAN Port Mapping. Select the name of Service Zone such as Service Zone 1, Guest or Employee.

Y

Template: The template which will be applied to the added AP.
»  Channel: The selected channel will be applied to the added AP.
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4.3.4 Template Settings

Template is a model that can be copied to every AP and not necessary to configure the AP individually. There are

three templates provided. Click Edit to go on configuration.

Template Settings
AP Type NP725

Template Name TEMFLATET »

Before configure the template, copy the configuration mode of an AP to the template by selecting a Source AP,
and without configuring the template from the beginning, administrators can also revise some settings for demand.
If copy is not desired, please select NONE. Input the Template Name and Template Remark and click the button

of Configure to go on configuration.

Template Edit

Template Name || TEMPLATET

Template Source Maone R

Template Remark Template 1

»  Template Edit: Here is the section that administrators can configure template name, template source,
and template remark.

»  Template Name: The name shown for this particular template will change according to what given by
administrators.

»  Template Source: Select an existing AP and click Apply to save its settings as the template settings.

After entering the interface, revise the configuration for demand and change administrator’s password if desired.

About other function settings, please refer to 4.3.1 AP List.
* Template Editing

The administrator can set the template configuration manually. Click Configure button to have detailed

configurations.
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4.3.5 Firmware Management

Preloaded Firmware displays the current version of the AP’s firmware. New firmware can be uploaded here to

update the current firmware. To upload, click Browse to select the file and then click Upload.

Preloaded Firmware
AP Type Version

AP APV2_ed

Firmware Upload

File Hame [Browse Upload

Firmware List

File Hame
AP Type Version Size Actions
Checksum
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4.3.6 AP Upgrade

Check the APs which need to be upgraded and select the upgrade version of firmware, and click Apply to upgrade

firmware.

AP List

Upgraded

Name Type Version Time

Hew Version Upgrade
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4.3.7 WDS Management

WDS Management (Wireless Distribution System) is a function used to connect APs (Access Points) wirelessly.

The WDS management function of the system can help administrators to setup a WDS network topology.

Default Settings for Newly Added WDS Tree

Security Mane Channel 1 Edit
WDS Status
WDS Tree Security Channel Edit
Refresh Interval Dizahle Auto Refresh

Mo WD'S operation has been done.

WDS Update

The Parent AP of this new connection.
The Child AP of this new connection.

The Parent AP of this updated connection,

The Child AP of this updated connection, and the connection to the
previous Parent AP will be deleted.

The AP selected including all the Child APs of it will be deleted.

* WDS Status: Status shows the added APs in the WDS Tree with the Security and Channel settings. The WDS
could be set up more than one tree. Clicking the Edit is to change the WDS connection settings for the
associated WDS Tree.

* WDS Update: Update the WDS connection with the following operations.

» Add: Add a new WDS connection with a Child AP not in the WDS and a Parent AP from the AP List. A new
WDS Tree will be added if the selected Parent AP is not in any of the current WDS Trees. Clicking Edit is
to change the WDS connection settings for the new added WDS Tree.

» Move: Update a WDS connection with a Child AP from WDS and a Parent AP which could be anyone from
WDS, and the previous WDS connection of the Child AP to the previous Parent AP will be deleted.

» Delete: All the WDS connections of the selected AP will be deleted including the WDS connections to its

Child APs, and the Child APs without wired connection will become unreachable.
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This section includes the following functions: Network Address Translation, Privilege List, Monitor IP List,
Walled Garden List, Walled Garden Ad List, Proxy Server Properties, Dynamic DNS, IP Mobility and VPN

Configuration.

Network Configuration

E}twurk Address Translaﬁoﬂ

( Privilege List _] Network Address
Translation
( Monitor IP List J
Privilege List

( Valled Garden List J

( Walled Garden Ad List J Monitor IP List

( Proxy Server Properties _]

¢
¢
¢

Dynamic DN§ J

Walled Garden AD List

IP Mobility J

Proxy Server
Properties

VPN Configuration J

Dynamic DNS

IP Mobility

VPN Configuration

Walled Garden List

Network Configuration

IAC3000 provides 3 types of network address franslation: DMZ
(Demilitarized Zone), Public Accessible Server and IP/Port Redirect.

System provides Privilege IP Address List and Privilege MAC Address
List. System will MOT authenticate those listed devices.

System can monitor up to 40 network devices online status with an
option to add them as public access servers via HTTR or HTTRS.
Even under MAT mode, after added the devices as public access
servers, the devices can be accessed by clicking the hypertext.

Up to 20 hosts” URL could be defined in Walled Garden List. Clients
may access these URL without authentication.

Up to 10 websites” URL could be defined in Walled Garden Ad List.
Clients may access these URL without authentication.

IAC3000 supports up to 10 external proxy senvers.
System can redirect traffic to external proxy server into buill-in proxy
senver.

1AC3000 supports dynamic DMNS (DDMNS) feature.

System supports IP PMP Configuration.

Local VPN an IPSec tunnel can be established between the system
and the client located at the LAN side.

Remote VPM: a PPTP tunnel can be established between the system
and the remote user over the Internet.

Site-to-Site VPM: an IPSec tunnel can be constructed to be used to
connect to other IPSec capable device over the Internet.

(2Tt
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4.4.1 Network Address Translation

There are three parts, Demilitarized Zone, Public Accessible Server and Port and IP Redirect, that can be set.

MNetwork Address Translation

OMZ iDemilitarized Zone)

Public Accessible Server

Port and [P Redirect

DMz
The system supports up to 40 sets of Internal IP address (LAN) to External IP address (WAN) mapping in the
Static Assignments. The External IP Address of the Automatic WAN IP Assignment is the IP address of External
Interface (WAN1) that will change dynamically if WAN1 Interface is Dynamic. When Automatic WAN IP
Assignments is enabled, the entered Internal IP Address of Automatic WAN IP Assignment will be bound with
WANL1 interface. Each Static Assignment could be bound with the chosen External Interface, WAN1 or WAN2.
There are 40 sets of static Internal IP Address and External IP Address available. Enter Internal and
External IP Addresses as a set. After the setup, accessing the WAN will be mapped to access the Internal IP

Address. These settings will become effective immediately after clicking the Apply button.

Automatic WAN IP Assignment

Enable External IP Address External Interface Internal IP Address

O VAN

Static Assighments

[tem External IP Address External Interface Internal IP Address
1 VAN
2 VAN
3 VAN
4 VAN
5 VAN
g WAMNT %
7 WAMNT %
g WAMNT %
9 WAMNT %
10 VAN %
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Public Accessible Server

This function allows the administrator to set 40 virtual servers at most, so that client devices outside the
managed network can access these servers within the managed network. Different virtual servers can be
configured for different sets of physical services, such as TCP and UDP services in general. Enter the
“External Service Port”, “Local Server IP Address” and “Local Server Port”. Select “TCP” or “UDP” for
the service’s type. In the Enable column, check the desired server to enable. These settings will become

effective immediately after clicking the Apply button.

Public Accessible Server

Item External Service Port Local Server IP Address Local Server Port  Type  Enable

O TCP
1 O uDP O
. O TCP
° O UDF O
O TCP
: O uDP O

Port and IP Redirect

This function allows the administrator to set 40 sets of the IP addresses maximum for redirection purpose.
When the user attempts to connect to a destination IP address listed here, the connection packet will be
converted and redirected to the corresponding destination. Please enter the “IP Address” and “Port” of
Destination, and the “IP Address” and “Port” of Translated to Destination. According to the different
services provided, choose the “TCP” protocol or the “UDP” protocol. These settings will become effective

immediately after clicking Apply.

Port and IP Redirect

Destination Translated to Destination
Iltem Type
IP Address Port IP Address Port

O TCR
O upP

O TCP
O UDP

O TCR
O upP

[4%]
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4.4.2 Privilege List

There are two parts, Privilege IP Address List and Privilege MAC Address List, which can be set.

Privilege List

Privilege IP Address List

Privilege MAC Address List

* Privilege IP Address List
If there are some workstations belonging to the managed server that need to access the network without
getting authenticated, enter the IP addresses of these workstations in this list. The “Remark” blank is not
necessary to be filled in but is useful in record-keeping. IAC3000 allows 100 privilege IP addresses at most.
These settings will become effective immediately after clicking Apply.

Privilege IP Address List

[tem Privilege IP Address Remark

[

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process at the controlled port may cause security problems.

* Privilege MAC Address List
In addition to the IP address, the MAC address of the workstations that need to access the network without
getting authenticated can also be set in this list. IAC3000 allows 100 privilege MAC addresses at most.
It is possible to manually create the list by entering the MAC address (the format is xx:xx:xx:xx:xx:xx) as well as

entering the remark (not required). These settings will become effective immediately after clicking Apply.
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Privilege MAC Address List

1 ] L ]
: [ ] [ ]
3 ] L ]
4 [ ] [ ]
5 ] L ]
g [ ] [ ]
7 ] L ]
8 [ ] [ ]
. ] L ]
1 [ ] [ ]

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process at the controlled port may cause security problems.
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IAC3000 will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the

monitored IP address does not respond, the system will send an e-mail to notify the administrator that such

destination is not reachable. After entering the related information, click Apply and these settings will become

effective immediately. Click Monitor to check the current status of all the monitored IPs. Green light means online

and red light means offline. The system provides 40 monitor IP address fields on the “Monitor IP List”.

Item Protocol

[8%]

n

hitpza | %

http

http

http

http

http

http

http

http

http

s

hd

IP Address

10.171.1.128

1234

Monitor IP List

-

£

=3

=% =% =%
=3 =3
i

Add 8
Add 10
12
14
16
Add| 18
Add| 20

hitp

hitp

hitp

hitp

hitp

hitp

hitp

hitp

hitp

hitp

Link Item Protocol

s

s

(Total: 40) First Prev Mext Last

IP Address

10.171.1.130

o

=% o =
=1 -1 -1 =

T
&
&

T

-3 -3 o
-3 -3 -3

T

T

o
-3

B
=Y

B
=Y

On each monitored item with a WEB server running, administrators may add a link for the easy access by selecting

a protocol, http or https, and click the Add button. After clicking Add button, the IP address will become a hyperlink,

and administrators can easily access the host by clicking the hyperlink remotely. Click the Del button to remove the

setting.
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4.4.4 Walled Garden List / Walled Garden Ad List

This function provides some free services to the users to access websites listed here before login to the network
and without being authenticated. Up to 20 addresses or domain names of the websites can be defined in this list.
Users without the network access right can still have a chance to experience the actual network service free of
charge. Enter the website IP Address or Domain Name in the list and these settings will become effective

immediately after clicking Apply.

Walled Garden List

Item Address Item Address

[
e

[&)]
[y

7 8
9 10
11 12
13 14
15 16
17 18
19 20

The ‘Walled Garden Ad list’ provides enables the display of the free websites in ‘Walled Garden List’ to be

shown in the subscriber login page.
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Walled Garden Ad List

URL Topic ) )
Item o Edit Display
Description
hitp:/fwww netcomm.com.au Hospitality Solution

MetComm Limited Official Website

3]

Ll
=

10 Edi

[=1]
FEEEEEEHELCEE®E
al =z |g| |z |z (=2 (2] |z |=
o o o o o o0 o0 o o

£ Walled Garden Ad List

Walled Garden Ad List Iltem 1

URL |http:.-“.-“mvw_netcumm_cum_au |

Topic |Hnspita|ity Solution |

Description [ NetComm Limited Official Website |

T CET T

Up to 10 addresses or domain names of the websites can be entered and displayed in the subscriber login page.

Click on ‘Edit’ and enter the website IP address or Domain Name, Topic and Description in the list then click

Apply.

To make the Walled Garden Ad List active, please check the box named ‘Display’ and click Apply.

An example of the subscriber login page is shown as follows:
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User Login Page

Welcome To User Login Page.
Please Enter Your User Name and Password To Sign In .

a User Name: | |

Password: | |

| I s @

[]Remember Me

¥ Hospitality Solution NetComm Limited Official Website

IAC3000
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Caution: To use the domain name, the IAC3000 has to connect to DNS server first or this function will not work.
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4.4.5 Proxy Server Properties

IAC3000 supports Internal Proxy Server and External Proxy Server functions.

External Proxy Server

Item Server IP Port

[ ]

[EE]

10

Internal Proxy Server

Built-in Proxy Server () Enabled () Disabled

* External Proxy Server: Under the IAC3000 security management, the system will match the External Proxy
Server list to the end-users’ proxy setting. If there isn’t a matching, then the end-users will not be able to reach
the login page and thus unable to access the network. If there is a matching, then the end-users will be
directed to the system first for authentication. After a successful authentication, the end-users will be redirected
back to the desired proxy servers depending on various situations.

* Internal Proxy Server: IAC3000 has a built-in proxy server. If this function is enabled, the end users will be

forced to treat IAC3000 as the proxy server regardless of the end-users’ original proxy settings.
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4.4.6 Dynamic DNS

IAC3000 provides a convenient DNS function to translate a domain name to the IP address of WAN port that helps
the administrator memorize and connect to WAN port. If the DHCP is activated at WAN port, this function will also

update the newest IP address regularly to the DNS server. These settings will become effective immediately after

clicking Apply.
Dynamic DNS
DONS (*) Enabled O Disabled
Provider DynDrE.orgDynamic)

Host name
Username/E-mail

Password/Key

* DDNS: Enabling or disabling of this function.

* Provider: Select a DNS provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the DNS provider.

* Password/Key: The register password for the DNS provider.
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4.4.7 1P Mobility

IAC3000 supports IP PNP function.

IP Mobility

IP PNP (O Enable & Disable

At the user end, a static IP address can be used to connect to the system. Regardless of what the IP address at the

user end is, authentication can still be performed through IAC3000.
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4.4.8 VPN Configuration

Virtual Private Network, or VPN, a type of technology designed to increase the security of information transferred
over the Internet. VPN can work with either wired or wireless networks, as well as with dial-up connections over
POTS. VPN creates a private encrypted tunnel from the end user's computer, through the local wireless network,

through the Internet, all the way to the corporate servers and database.

IAC3000 provides 3 types of VPN for different network usage scenarios. Here we’ll use local VPN as an example.

VPN Configuration

Local VPR
Remote VPH

Site-to-Site VPN

=  Local VPN

Local VPN allows users to create the VPN tunnel between a user's device and IAC3000, to encrypt wired and
wireless data transmission. In addition, only when this function is enabled (Active) here do users of the entire
system are able to use Local VPN. Local VPN users can also be isolated from each other when VPN Client

Isolation is enabled.

Local VPN For The Entire System

Active ® Enahble O Disable

VPH Client Isolation ) Enable @ Disable

IPSec Parameters

Encryption ) DES ® 3-DES
Integrity ® MD5 O SHA-1
Diffie-Hellman @® Group1 O Group 2
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For more information about Local VPN, please see Appendix H. Local VPN.

Note: When users are required to use Local VPN for data security, their user accounts have to be configured

properly to do so. For example, when adding a user account (userl) into the Local user database, administrator

should check the “Local VPN” box:

System

|_Configuration |

AP (=
\_ Management | | Configuration | |

Authentication Configur ation |

( Black List Configuration 4

[Local User Configuration |

User Profile

Username [test

( Group Configuration

Password 1234

‘ . Policy Configuration .

Additional Configuration 8

MAC

Group I Groug 1 - '

[ Enable Local VPN

Remark

Note: Local VPN in IAC3000 is

an additional secure login VPN feature for IAC3000 local

users/subscribers. The software design for ‘Local VPN in IAC3000’ is tightly coupled with Active X, which

is supported by Windows-platform Internet Explorer where Active X program is supported.

= Remote VPN

When the setting is enabled, the system allows the VPN tunnel between a remote client and the system to encrypt
the data transmission via PPTP. The system’s VPN supports end-users’ device under Windows 2000, Windows XP
SP1, SP2 and Windows Vista. Start IP field must be entered when enabled. The supported Authentication Servers,
Group Permission, Client Policy, and the Remote VPN login page also can be configured here. The system

supports up to 10 PPTP connections.

Remote VPN for the Entire System
Remote VPN Status (O Enable & Disable

IP Address Range [
g Start IP Address: | 192.168.6.1 “{Support up to 10 connadtions

Assignment
SIP Configuration Enable [ WAN Interface WAN1
Auth Option Auth Database Postfix Default Enabled
Server 1 LOCAL local W
Authentication = ®
Options Server 2 POP3 pop3 O
3 RADIUS radius O
4 LOAP Idap O
Group Permission
Configuration S It
Applied Policy to e
Remote Client Policy 1 8
Remaote VPH Login
Page

" Site-to-Site VPN
Enable Site-to-Site VPN can create the IPSec VPN tunnel between two remote networks/sites to encrypt the data
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transmission. Click Add A New Site Entry button to set configuration about remote VPN capable devices such as

a VPN gateway. Click Add A Local Entry button to set configuration about local site.

Remote Site Configuration

Name IP Adidress Pre-shared Key Edit Delete
TPE 1.2.3.4 12345
BJ 2345 1111

Add A Remote Site |

Local Site Configuration

Local Subnet  Local Interface Remote VPN Gateway Remote Subnet  Edit Delete

1921681.0/24 AN 1.23.4 192.168.11.0024
182.168.2.0 YUAN 2345 192.168.4.0/24
Add A Local Site

Click Add A Remote Site to enter the Remote VPN Gateway page for further configuration.

Remote VPN Gateway

Name
IP Address
Authentication Method Pre-shared Key
Pre-shared Key
Phase1 Proposal Encryption |AESZ56 % | Authentication | SHA-T &

Diffie-Hellman Group O aroup 1 Cleroup 2 [l Group 5

IKE Life Time IKE Life Time|8h (s secand, m: minute, h;
hour, d: day)
DPD Delay|10 (secand)

Dead Peer Detection
DPD Timeout| 18 {secand)

Remote Subnet

Mo, Metwork Mask

1 255255255 255 (f32) v
2 255255255255 (f32) v
3 250255250255 (f32) v
4 255255255255 (f32) v
5 250265250255 (f32) v

Click Add A Local Site to enter the Site Information page for further configuration of local site.
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Remote Gateway IP Address

Local Subnet

Remote Subnet

Phase2? Proposal

Key Life Time

Rekey

Perfect Forward Secrecy
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Site Information
WANT w

v MNEWY

fin prefix notation: 0y

W

Encryption |AES256 « | authentication | SHA1 v

Key Life Time|/24h
hehaur, d:day)

[C1Enahle Rekey
Rekey Margin/9m

{sizecond, m:minute,

{second)

[l Enable PFS
FFS GroupMODP1 024 | Group 2+

Click NEW to enter the screen of Remote VPN Gateway.

Name
IP Address
Authentication Method
Pre-shared Key
Phase 1 Proposal

Diffie-Hellman Group

Remote VPN Gateway

Pre-shared Key

Encryption |AESZ56 % | Authentication | SHA-T &

Oroup 1 [ Group 2 [l Group 5

IKE Life Time 2h {5 secand, m: minute, h:

IKE Life Time
hoaur, d; day)
Dead Peer Detection DPD Detay|10 (second)
DPD Timeaout|15 {zecond)
Remote Subnet
Mo, MNetwiark Mask
1 250255250 255 (f32) w
2 255 255255 255 (f32) v
3 250255250 255 (f32) w
4 255 255255 255 (f32) v
5 250255250 255 (f32) w
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This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Settings, Firmware Upgrade, Restart and Network Utilities.

lﬁ/fﬂ”ﬂ ) IAC3000- Internet

W, ELCOMITL.COM. 86

c Change Password

-

c Backup/Restore Settings :
. “".

c Firmware Upgrade b
Restart "

f - J

C

Network Utilities

J

() utilities

Change Password

Backup/Restore
Settings

Firmware Upgrade

Restart

Network Utilities

Status

Utilities
Change the administration passwaord.

Backup and restore system seftings. Administrator may also reset
system settings to factory default.

Update [AC3000 firmware.

Restart the system.

Some network utilities such as Wake-on-LAMN, web-based Ping, and
ARF table are supported by the system.

®0
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4.5.1 Change Password

IAC3000 supports three accounts with different access privileges. Choose to log in as admin, manager or
operator. The default password and access privilege for each account are as follow:
Admin: The administrator can access all configuration pages of the IAC3000.
User Name: admin
Password: admin
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but has no permission to change the settings of the profiles for Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create and print out
the new on-demand user accounts.
User Name: operator

Password: operator

Change Admin Password

Old Password
HNew Password

Verify Password

A T

Change Manager Password

Hew Password

Verify Password

7oy Jl X Ciear

Change Operator Password

Hew Password

Verify Password

The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

Caution: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial port, console/printer port.
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4.5.2 Backup/Restore Setting

This function is used to backup/restore the IAC3000 settings. Also, IAC3000 can be restored to the factory default

settings here.

Backup current system settings

Restore system settings

File Name | [ Browse... ]

Reset to the factory-default settings

* Backup current system setting: Click Backup to create a .db database backup file and save it on disk.

N

Do you want to open or save this file?

5’] MName: 20090123.db

Type: Data Base File
From: 192.165.30.1

Open ] [ Save ] [ Cancel

harm your computer. If you do not trust the source, do not open or

|§ While filez from the Internet can be uzeful, zome files can potentially
zave thiz file. What's the risk Y

* Restore system setting: Click Browse to search for a .db system setting file that backed up from the IAC3000
and click Restore to restore settings.

* Reset to the factory-default settings: Click Reset to load the factory default settings of IAC3000.

123



IAC3000
User's Manual

4.5.3 Firmware Upgrade

IAC3000 device firmware upgrade is performed in this section of the web management interface. Click Browse to
search for the firmware file and click Apply to process firmware upgrade. The firmware upgrade process may take

a few minutes to complete and the system needs to be restarted to make the new firmware become effective.

Firmware Upgrade

Current Version
File Hame Browse...

MHote; For maintenance issues, we strongly recommend you backup system settings bhefore
upgrading firmware.

Warning: 1. Firmware upgrade may cause the loss of some of the data. Please refer to the release notes for the
limitation before upgrading the firmware. 2. Please restart the system after upgrading the firmware. Do
not power on/off the system during the upgrade or the restart process. It may damage the system and

cause malfunction.
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4.5.4 Restart

This function allows the administrator to safely restart IAC3000 and the process should take about 100 seconds.
Click YES to restart IAC3000; click NO to go back to the previous screen. If turning off the power is necessary, it is

recommended to restart IAC3000 first and then turn off the power after completing the restart process.

Do you want to RESTART the system?

Caution: The connection of all online users of the system will be disconnected when system is in the process of
restarting.
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455 Network Utilities

This function allows the administrators to manage functions including Wake-on-LAN, Ping, Trace Route, and

showing ARP Table by entering IP or Domain Name.

Network Utilities

Wake On Lan
Ping www yahoo.com |PiDamain Narme
Trace Route 15 Temain Hame
ARP Table

Status Done

PIMG www.yahoo-ht3.akadns.net (209.131.36.158) 56(84) bytes of

A4 bytes from fowww vip.spilyahoo.com (209131 36 158) icmp_s
54 bytes from 1. vip.sptyahoo.com (209.131.36.188) icmp_s
54 bytes from flowwwvip.spilyahoo.com (209131, 36 158} icmp_s
A4 hytes from 1 wwwvip spi.yahoo.com (209131 36 158) icmp_s

Result —wiww vahoo-ht3.akadns.net ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3091ms
rit minfavaimax'mdey = 184.933/237.035/320.277/81.918 ms

» Wake on LAN: It allows the system to remotely boot up a power-down computer with Wake-On-LAN
feature enabled and is on the LAN side. Enter the MAC Address of the desired device and click Wake Up
button to execute this function.

» Ping: It allows administrator to detect a device using IP address or Host domain name to see if it is alive or
not.

» Trace Route: It allows administrator to find out the real path of packets from the gateway to a destination
using IP address or Host domain name.

» ARP Table: It allows administrator to view the IP-to-Physical address translation tables used by address

resolution protocol (ARP).
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This section includes System Status, Interface Status, Routing Table, Current Users, Traffic History, and

Notification Configuration to provide system status information and online user status.

IEIIIM - IAC3000- Internet Access

WWW.REECOMNTL.CoM.al

System

System Statu =
( ystem s §
—

c Interface Status )
Routing Tabl \
()
€ tu B

C urren sers 3
Traffic Hist =

c ramc nstory Jl
(No‘llﬂc:a‘llon Configuration y

System Status

Interface Status

Routing Table

Current Users

Traffic History

Notification
Configuration

Network

Status
Display current system settings.

Display the current seftings of all network interfaces such as WAN
and semvice zone.

List all Policy Route rules and Global Policy Route rules. The System
Route rules are shown here as well. The Policy Route rule has higher
priority than the Global Policy route rule. The System Route rule has
the lowest priority.

Display online user information including: Username, IP, MAC, packet
count, byte count and idle time. Administrator may also kick out any
on-line user frem here.

Display detail usage information by day. A minimum of 3 days of
history can be logged in the system.

The system can send various reports via up to 3 email accounts such
as Monitor IP report, Users log, and Session Log. The external

SYSLOG server and FTP server are configured here.

@0
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This section provides an overview of the system for the administrator.

-
‘ System Status 3
Interface Stat M
nierrace us
C )
' Routing Table
Current U M
Lrren SErs
C )
( Traffic Hist =
raimnc nstory §

c Notification Configuration ;

System Status

System Status

Current Firmware Version 1.00.00
Build 00400
System Name MetComm [AC3000
Home Page hitp/fwww.netcomm.com.au
SYSLOG server - Traffic History RN TEY
SYSLOG server - On-demand Users Log RN TEY
Proxy Server Disabled
Warning of Internet Disconnection Disabled
WAN Failover Disabled
Load Balancing Disabled
SHMP Disabled
Retained Days 3 days
History MIA
Email To MiA
MNIA
NTP Server A
Time
Date Time 2009/01/23 16:30:29 +1000
Idle Timer 10 Min(s)
User
Multiple Login Disabled
Preferred DNS Server 17217141
DNS
Alternate DNS Server 4223
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Ite

Description

Current Firmware Version

The present firmware version of IAC3000

Build

The current build number.

System Name

The system name. The default is IAC3000

Home Page

The page the users are directed to after initial login success.

Syslog server-Traffic History

The IP address and port number of the external Syslog Server. N/A
means that it is not configured.

Syslog server-On demand User log

The IP address and port number of the external Syslog Server. N/A
means that it is not configured.

Proxy Server

Enabled/disabled stands for that the system is currently using the proxy
server or not.

Warning of Internet Disconnection

Enabled/Disabled stands for the connection at WAN is normal or
abnormal (Internet Connection Detection) and all online users are
allowed/disallowed to log in the network.

WAN Failover

Enabled/Disabled stands for the function currently being used or not.

Load Balancing

Enabled/Disabled stands for the function currently being used or not.

Enabled/disabled stands for the current status of the SNMP management

SNMP :
function.
. The maximum number of days for the system to retain the users’
Retained Days |. )
) information.
History
. The email address to which the traffic history or user’s traffic history
Email To . ; -
information will be sent.
NTP Server The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
) The minutes allowed for the users to be inactive before their account
Idle Timer . .
User expires automatically.
. . Enabled/disabled stands for the current setting to allow/disallow multiple
Multiple Login -
logins form the same account.
Preferred DNS IP address of the preferred DNS Server.
Server
DNS Al DNS
ternate IP address of the alternate DNS Server.
Server
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This section provides an overview of the interface for the administrator including WAN1, WAN2, SZ default~8.

£ Interface Status

VWAN1

WAN2

Packets In
Packets Qut
Bytes In

Bytes Out

Service Zone - Default

Service Zone - Default
DHCP Server

Service fone - 571

Service Fone - 528

Interface Status

MAC Address
IP Address

Subnet Mask

Disabled

WAHN1
29317 (A 3962)
4455 (A 4097)

17885152 (A 1147121)
527786 (A 4B89503)

Mode

MAC Address
IP Address
Subnet Mask
Status
WINS IP Address
Start IP Address
End IP Address

Lease Time

Disabled

Disabled

130

00:60:64:27:14:97
17217 1170

25525500

VWAN2
0 (A 0)
0Dy
o)
0o
MAT
00:60:64:27:14:95
192.168.30.1
2552552550
Enabled
MIA
192.168.30.2
192.168.20.100

1440 Min(s)
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The description of the table is as follows.

Item Description
MAC Address | The MAC address of the WAN1 port.
WAN1 IP Address The IP address of the WAN1 port.
Subnet Mask The Subnet Mask of the WANL1 port.
MAC Address | The MAC address of the WAN2 port.
WAN2 IP Address The IP address of the WAN2 port.

Subnet Mask The Subnet Mask of the WAN2 port.

The total accumulated packets in through this WAN port since the
Packets In gateway boots up. The delta shows the difference between the numbers
from last time this Interface Status page is visited.

The total accumulated packets out through this WAN port since the
Packets Out gateway boots up. The delta shows the difference between the numbers
from last time this Interface Status page is visited.

The total accumulated bytes in through this WAN port since the gateway
Bytes In boots up. The delta shows the difference between the numbers from last
time this Interface Status page is visited.

The total accumulated packets out through this WAN port since the
Bytes Out gateway boots up. The delta shows the difference between the numbers
from last time this Interface Status page is visited.

Enable/disable stands for status of the DHCP server in Default Service
Zone

Status

WINS IP Address |The WINS server IP on DHCP server. N/A means that it is not configured.

Service Zone - Default

DHCP Server Start IP Address |The start IP address of the DHCP IP range.

End IP address |The end IP address of the DHCP IP range.

Lease Time Minutes of the lease time of the IP address.

Mode The operation mode of the default SZ.

MAC Address The MAC address of the default SZ.

Service Zone — Default
IP Address The IP address of the default SZ.

Subnet Mask The Subnet Mask of the default SZ.
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4.6.3 Routing Table

All the Policy Route rules and Global Policy Route rules will be listed here. Also it will show the System Route

rules specified by each interface.

Policy 1

Destination Subnet Mask | Gateway Imerface
Policy 2

Destination Subnet Mask | Gateway Imerface
Policy 3

Destination Subnet Mask | Gateway Imerface
Policy 4

Destination Subnet Mask | Gateway Imerface
Policy 5

Destination Subnet Mask | Gateway Imerface
Policy &

Destination Subnet Mask | Gateway Imerface
Policy T

Destination Subnet Mask | Gateway Imerface
Policy 8

Destination Subnet Mask | Gateway Imerface
Policy 9

Destination Subnet Mask | Gateway Imerface
Policy 10

Destination Subnet Mask | Gateway Imerface
Policy 11

Destination Subnet Mask | Gateway Imerface
Policy 12

Destination Subnet Mask | Gateway Imerface

Global Policy

Destination Subnet Mask | Gateway Imerface

S}fstem
Destination Subnet Mask Gateway Interface

192.168.30.0 255255 2550 0.0.0.0 Default

17217.00 255.255.0.0 0.0.0.0 WAN1

0.0.0.0 0.0.0.0 ATZ2A711 WANA
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Policy 1~12: Shows the information of the individual Policy from 1 to 12.

Global Policy: Shows the information of the Global Policy.

System: Shows the information of the system administration.

» Destination: The destination IP address of the device.

» Subnet Mask: The Subnet Mask IP address of the port.

» Gateway: The Gateway IP address of the port.

» Interface: The choice of interface network, including WAN1, WAN2, Default, or the named Service

Zones to be applied for the traffic interface.
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4.6.4 Current Users

In this function, each online user’s information including Username, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes
Out, Idle, Location and Kick Out will be shown. Administrators can force out a specific online user by clicking the
hyperlink of "Logout” and check the user access AP status by clicking the hyperlink of the AP name for

“Location.” Click Refresh is to update the current users list.

Current Users List

Username Pkts In Bytes In Location
Item Idle
P MAC Pkts Qut  Bytes Out Kick Out
Z95k@ondemand 11 1401 TIA
1 ]
192.168.30.80  00:0D:G0.77.BCFB 15 1854 Logout
o/ Refresh |
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4.6.5 Traffic History

This function is used to check the history of IAC3000. The history of each day will be saved separately in the
DRAM for 3 days. Sorted by time, the traffic history provides all login and logout activity of specific date. Other
information includes User Name, IP address, MAC address, In-bound Packet Count, Out-bound Packet Count, In-

bound Byte Count, and out-bound Byte Count.

Traffic History

Traffic History
Date Size (Byte)
2009-01-23 410
On-demand User Log
Date Size (Byte)
2009-01-23 790
Roaming Out Traffic History
Date Size (Byte)
2009-01-23 106
Roaming In Traffic History
Date Size (Byte)
2009-01-23 112
SIP Call Usage Log
Date Call Count
2009-01-23 0

Monthly Network Usage of Local User

Month Ho. of Entries Usage Data
2009-01 1 Download
200812 1 Download

@0

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history,

please manually copy and save the information before restarting.
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If the History Email has been entered under the Notification Configuration page, the system will automatically
send out the history information to that email address.
* Traffic History

As shown in the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP,

MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.

Traffic History 2009-01-23
Pkts | Bytes | Pkis | Bytes

Date Type Name IP MAC

P h T Oou | Ou
20na Les LOGIN test@local192.168.30.8000:0D:60:77 :BC:FE0 D 0 0
2003-01-23 Idle- test@local192.168.30.80[00:0D:60: 77 :BC:FE441 (307410 450 93440
14:14:56 timeout
aanasi? LOGIN test@locall92.168.30.80/00:0D:60:77 :EC:FED 0 0 0
ig?gg?igm LOGOUT test@local 192.168.30.80/00:0D:60:77 :BC:FE1988 615144 1661 237799

* On-demand User Log
As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date,
System Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, 1st Login Expiration Time,

Account Valid Through and Remark, of user activities.

On-demand UserLog 2009-01-23
Pkis |Bytes | Pkis | Bytes |1stLoginExpiration  AccountValid
n | In | out | Out Time Through

2 -5 12:46:3
Czsate_O0_Tass s3a4 0.0.0.0 00:00:00:00:00:08 o o o o 12483 Hona

Date System Name Type Name P MAC

matCamm IACIDOD

Craate_00_Uses Turs 0.0.0.0

Craate_00_Uses ames 0.0.0.0

C=uata_00_Usas =S5k (1.0.0.0

00_Tsa=_Lagin =35k [132.188.30.80

* Roaming Out Traffic History
As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, SessionID, SessionTime, Bytes in, Bytes Out, Pkts In,

Pkts Out and Message, of user activities.

Roaming Out Traffic History 2009-01-23

Date Type Name NASID NASIPNASPort UserMAC SessionlD SessionTime B/1€S BYyles Pkis Pkis

n | Out | In | Out Message

. Roaming In Traffic History
As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionlID, SessionTime, Bytes in, Bytes Out,
Pkts In, Pkts Out and Message, of user activities.
Roaming In Traffic History 2009-01-23

Date Type Name NASID NASIP NASPort UserMAC UserlP SessionlD SessionTime DYies Bytes Pkis Pkts

n | Out | In out Message
. SIP Call Usage Log
The log provides the login and logout activities of SIP clients (device and soft clients) such as Start Time,

Caller, Callee and Duration (seconds)
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SIP Call Usage Log
Start Time Caller Callee Duration (seconds)

Monthly Network Usage of Local User
The system will record the network usage of local users every month. In addition, the data will be stored
locally for up to two months and can be exported as a text file in CSV format. As follows are the descriptions

of fields in the usage record.

Monthly Report 2009-01

Username Connection Time Usage Packets In Bytes In Packets Out Bytes Out
test f mins 38 =ecs 2429 00 . 9K 2111 323 5K

(Total: 1)
First Prev Next | ast

» Username: Username of the local user account.
» Connection Time Usage: The total time used by the user.
» Pkts In/ Pkts Out: The total number of packets received and sent by the user.

» Bytes In/ Bytes Out: The total number of bytes received and sent by the user.
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4.6.6 Notification Configuration

IAC3000 can automatically send the notification of Monitor IP Report, Traffic History, On-demand User Log,
Session Log and AP status to up to 3 particular e-mail address. The notification of AP Status is triggered by the
event when a managed AP becomes unreachable while the other types of emails are sent periodically in given
intervals such as 1 hour. A trial email is provided by the system for validation. In addition, the system supports
recording Syslog of Traffic History, On-demand User Log and Session Log via external Syslog servers. In addition,
the Session Log can be sent to a specified FTP server. Enter the related information and select the desired items

and then apply the settings.

E-mail Netification Configuration
Monitor IP Traffic On-demand . AP
Send To Report History User Log Session Log Status
LzerE@gmail.com Fl Fi Fl Fi FI
O Cl O Cl Cl
Il O Il O O
Interval THour  » ||| 1Hour % ||| 1Hour ||| 1 Howr  w A
Senil Test Email [ Send ] [ Send ] [ Send ] [ Send ] [ Send ]
Send From
SMTP
Auth Method MHaone w
Syslog Configuration
System Log IF: Fort:
Cn-demand User Log IF: Fort:
Session Log IF: FPart:
FTP Server Settings
IP: Fort
Send Log every HOUYrS “iMote: same as"Interval of Session Log" in the
Motification E-mail Settings)
Session Log
Using Anorymous @ yves O Mo
FTP Setting Test

. E-mail Notification Configuration:
» Send To: Up to 3 e-mail address can be set up to receive the notification. These are the receiver’s e-mail
addresses. There are four kinds of notification to selection -- Monitor IP Report, Traffic History, On-demand
User Log and AP Status, and check which type of notification to be sent.
» Interval: The time interval to send the e-mail report.
» Send Test Email: To test the settings immediately.
» Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the

sender’s e-mail.
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» SMTP: The IP address of the sender’'s SMTP server.

» Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1,
or “None” to use none of the above. Depending on which authentication method selected, enter the
Account Name, Password and Domain.

0 NTLMv1 is not currently available for general use.

o0 Plain and CRAM-MD5 are standardized authentication mechanisms while Login and NTLMv1 are
Microsoft proprietary mechanisms. Only Plain and Login can use the UNIX login password.
Netscape uses Plain. Outlook and Outlook express use Login as default, although they can be set
to use NTLMv1.

0 Pegasus uses CRAM-MD5 or Login but which method to be used can not be configured.

. Syslog Configuration: There are 3 types of Syslog supported: System Log, On-demand User Log, and
Session Log. Enter the IP address and Port number to specify which and from where the report should be

sent to.

Note: When the number of a user’s session (TCP and UDP) reaches the session limit specified in the policy, a

record will be logged to this Syslog server.

. FTP Server Settings

Session Log: Log each connection created by users and tracking the source IP and destination IP. If Syslog is
enabled, Session Log will be sent to the Syslog server automatically during every defined interval in Session Log
email notification. Session Log allows uploading the log file to a FTP server periodically. The maximum log file size
is 256K. The log file will be sent to the FTP server once the file size reaches its maximum size or periodical time

interval.
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4.7 Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

Online Help

Qverview
System Configuration
Configuration Wizard
System Information
WAN1 Configuration
WAN2 Configuration
WAN Traffic Settings
LAN Port Mapping
Service Zones
User Authentication
Authentication Configuration
Authentication Server Configuration
Auth Method - Local
Auth Method - POP3
Auth Method - RADIUS
Auth Method - LDAP
Auth Method - NT Domain
Auth Method - ONDEMAND
Auth Method - SIP
Black List Configuration
Group Configuration
Policy Configuration
Additional Configuration
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AP List
AP Discovery
AP Discovery
Background AP Discovery
Discovered AP List
Manual Configuration
Template Settings
Template Editing
Firmware Management

AP Upgrade
WD 3 Management

Network Configuration

Network Address Translation
Privilege List

Monitor IP List

Walled Garden List

Proxy Server Properties
Dynamic DNS

IP_Mobility
VPN Configuration

Utilities

Status

Change Password
Backup/Restore Settings
Firmware Upgrade
Restart

Network Utilities

System Configuration

Interface Status

Routing Table

Current Users

Traffic History

Traffic History

On-demand User Log

Roaming Out Traffic History

Roaming In Traffic History

SIP Call Usage Log

Monthly Network Usage of Local User
Notification Configuration
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Appendix A. Accepting Payment via Authorize.Net

This section is to show independent Hotspot/IAC owners how to configure related settings in order to accept credit

card payments via Authorize.Net, making the Hotspot an e-commerce environment for clients to pay for and obtain

Internet access using their credit cards.

MERCHANT'S
BUSINESS
] e

a4 J@ I
W INTERNET
CL!S'I!!MER d% ﬁﬁ (1] \

Authorize.Net’

MERCHANT'S
BANE
ACCOUNT

O 2

MERCHANT'S
BANE

\\0 (3
! Vam NSNS

\3( ’,1- FROCESSOR

CREDIT CARD
INTERCHAMGE
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f nd
guest access to Internet

eeds to charg
Internet access on
credit cards?

Make sure two types
of accounts are
opened and ready

Obtain
information from
Authorize.Net

\[

N

Mo

. 4
Disable
redit Card Billing function

‘

Internet Merchan! Account
Payment Gateway Account

1. Merchant Login 1D

2. Merchant Transaction Key
3 Paymen! Gateway URL

4. MDS Hash Value

Enable and configure the

Credit Card Billing function

Mo

esting OK?

redit Card Billing fun
Up and runnirg

¥
Check and retry
for ask for technical support)

m@
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To set up IAC3000 to process credit card billing, the merchant owner will need two accounts (Internet Merchant

account and Authorize.Net account).

If you are looking for a merchant account or Internet payment gateway to process transactions, you can fill out the

Inquiry Form on http://www.authorize.net/solutions/merchantsolutions/merchantinquiryform/.

Authorize.Net

Merchants Resellers

Home = Merchants = Merchant Inquiry

P
Your Gateway to IP Transactions™ g@
e

Dewvelopers Resources Company

Merchant Inquiry

Ifyou are looking far & merchant account andior payment gateway ta
process fransactions, please call Us at 866-437-0476 (Monday - Friday, 6
AM - 5 PM Pacific time) or fill out the form below.

*Reguired field

First Mame: *
Last Mame: *
Campany Mame:

Job Title:

Address:

City:

State: -- Please Selack -- %

1.2 Configure IAC3000 using an Authorize.Net account

Please log in IAC3000. User Authentication >> Authentication Configuration >> Click the server name On-

demand User >> External Payment Gateway >> Click Configure >> External Payment Gateway >> Select

Authorize.Net

® Authorize Met

External Payment Gateway

O PayPal O Disable

Autherize.Net Payment Page Configuration

Merchant Login ID
IMerchant Transaction Key
Payment Gateway URL
Verify S5L Certificate
Test Mode

D5 Hash

https:iisecure authorize netigatewayitransact.dil
® Enable O Disakle

(O Enable @ Disable -

(O Enable & Disable
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Some major fields are required:

Setting Description

Merchant Login ID This is the “Login ID” that comes with the Authorize.Net account.

To get a new key, please log in Authorize.Net >> Click Settings and Profile >>
Go to the “ Security” section >> Click Obtain Transaction Key >> Enter
“Secret Answer” >> Click Submit.

Merchant Transaction
Key

Payment Gateway URL https://secure.authorize.net/gateway/transact.dll (default gateway address)

To enhance the transaction security, merchant owner can choose to enable

MD5 Hash . . .
this function and enter a value in the text box: “MD5 Hash Value”.

Note: For detailed description, please see 4.2.1.6 ONDEMAND Authentication

1.3 Configure the Authorize.Net Merchant Account to Match the Configuration of IAC3000

Settings of the merchant account on Authorize.Net should be matched with the configuration of IAC3000:
Setting Description

To configure “MD5 Hash Value”, please log in Authorize.Net >> Click
MD5 Hash Settings and Profile >> Go to the “ Security” section >> Click MD5 Hash >>
Enter “New Hash Value” & “Confirm Hash Value” >> Click Submit.

If the “Card Code” is set up as a required field, please log in Authorize.Net >>
Required Card Code Click Settings and Profile >> Go to the “ Security” section >> Click Card
Code Verification >> Check the Does NOT Match (N) box >> Click Submit.

After setting up the required address fields on the “ Credit Card Payment
Page Billing Configuration” section of IAC3000, the same requirements
Required Address Fields | must be set on Authorize.Net. To do so, please log in Authorize.Net >> Click
Settings and Profile >> Go to the “Security” section >> Click Address
Verification System (AVS) >> Check the boxes accordingly >> Click Submit.

1.4 Test The Credit Card Payment via Authorize.Net

To test the connection between IAC3000 and Authorize.Net, please log in IAC3000. User Authentication >>
Authentication Configuration >> Click the server On-demand User >> External Payment Gateway >> Click
Configure >> External Payment Gateway >> Select Authorize.Net >> Go to “Authorize.Net Payment Page

Configuration” section >> Enable the “Test Mode” >> Click Try Test and follow the instructions

External Payment Gateway

@ Authorize Net CPayPal Onpisable

Authorize.Net Payment Page Configuration
Merchant Login ID
Merchant Transaction Key
Payment Gateway URL  |hitps://secure.authorize net/gatewaytransact.dll
Verify S5L Certificate & Enable O Disable

Test Mode ) Enable O Disable | Ty Test |- |
MD5 Hash O Enahble ® Disable
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2. Basic Maintenance

In order to maintain the operation, merchant owners will have to manage the accounts and transactions via
Authorize.Net as well as IAC3000.

2.1 Void A Transaction and Remove the On-demand Account Generated on IAC3000
Sometimes, a transaction (as well as the related user account on IAC3000) may have to be canceled before it has

been settled with the bank.

a. To void an unsettled transaction, please log in Authorize.Net. Click Unsettled Transactions >> Locate the
specific transaction record on the “List of Unsettled Transactions” >> Click the Trans ID number >> Confirm
and click Void.

Note: To find the on-demand account name, click Show Itemized Order Information in the “Order Information”

section >> Username can be found in the “Item Description”

b. To remove the specific account from IAC3000, please log in IAC3000. User Authentication >>
Authentication Configuration >> Click the server On-demand User >> On-demand Account List >> Click
View >> On-demand Account List >> Click Delete on the record with the account name. Click Delete All to

delete all users at once.

On-demand Account List

Username Password Remaining Quota Status Remark Celete All

3r23 qxrech47y Zhris) Marmal Delet

(]

2.2 Refund A Settled Transaction and Remove the On-demand Account Generated on IAC3000

a. To refund a credit card payment, please log in Authorize.Net. Click Virtual Terminal >> Select a Payment
Method >> Click Refund a Credit Card >> Payment/Authorization Information >> Type information in at
least three fields: Card Number, Expiration Date, and Amount >> Confirm and click Submit.

b. To remove the specific account from IAC3000, please log in IAC3000. User Authentication >>
Authentication Configuration >> Click the server On-demand User >> On-demand Account List >> Click

View >> On-demand Account List >> Click Delete on the record with the account name.

2.3 Find the Username and Password for A Specific Customer
Please log in Authorize.Net. Click Unsettled Transactions >> Try to locate the specific transaction record on the
“List of Unsettled Transactions” >> Click the Trans ID number >> Click Show Itemized Order Information in

the “Order Information” section >> Username and Password can be found in the “Item Description”.

2.4 Send An Email Receipt to A Customer

If a valid email address is provided, an email receipt with payment details for each successful transaction will be
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automatically sent to the customer via Authorize.Net. To change the information on the receipt for customer, please
log in IAC3000. User Authentication >> Authentication Configuration >> Click the server On-demand User >>
External Payment Gateway >> Click Configure >> External Payment Gateway >> Select Authorize.NET >>
Scroll down to Client's Purchasing Record section of the page >> Type in information in the text boxes:

“Description” and “E-mail Header” >> Confirm and click Apply.

Client's Purchasing Record

Starting ivoice Number = [ change the Nurmber

Description (ltem Name)  |Internet Access

Title for Message to Seller  |Special Note to Seller

2.5 Send an Email Receipt for Each Transaction to the Merchant Owner

A copy of email receipt with payment details for each successful transaction will also be automatically sent to the
merchant owner/administrator via Authorize.Net.

To configure the contact person who will receive a receipt for each transaction, please log in Authorize.Net. Click
Settings and Profile >> Go to the “General” section >> Click Manage Contacts >> Click Add New Contact to

>> Enter necessary contact information on this page >> Check the “Transaction Receipt” box >> Click Submit.

3. Reporting

During normal operation, the following steps will be necessary to generate transaction reports.

3.1 Transaction Statistics by Credit Card Type during the Period.
Please log in Authorize.Net. >> Click Reports >> Check “ Statistics by Settlement Date” radio button

>> Select “Transaction Type”, “Start Date”, and “End Date” as the criteria >> Click Run Report.

3.2 Transaction Statistics by Different Location

a. To deploy more than one IAC3000, the way to distinguish transactions from different locations is to make the
invoice numbers different. To change the invoice setting, please log in IAC3000. User Authentication >>
Authentication Configuration >> Click the server On-demand User >> External Payment Gateway >> Click
Configure >> External Payment Gateway >> Select Authorize.NET >> Scroll down to “Client's Purchasing
Record” section of the page >> Check the “Change the Number” box >> A location-specific ID (for example,
Hotspot-A) can be used as the first part of “Invoice Number” >> uncheck the “Change the Number” box and

click Apply.

Client's Purchasing Record

Starting Invoice Number - - [J change the Mumber

Description (ltem Name) |Internet Access

E-mail Header Enjoy Online!
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b. Please log in Authorize.Net >> Click Search and Download >> Specify the transaction period (or ALL Settled,
Unsettled) in “ Settlement Date” section >> Go to “ Transaction” section >> Enter the first part of invoice
number plus an asterisk character (for example, Hotspot-A*) in the “Invoice #” text box >> Click Search >> If
transaction records can be found, the number of accounts sold is the number of search results >> Or, click

Download To File to download records and then use MS Excel to generate more detailed reports.

3.3 Search for The Transaction Details for A Specific Customer
Please log in Authorize.Net. Click Search and Download >> Enter the information for a specific customer as

criteria >> Click Search >> Click the Trans ID number to view the transaction details.

Note: For more information about Authorize.Net, please see http://www.authorize.net

4. Examples of Making Payment for End Users

Step 1: Click the link below the login window to pay for the service by credit card via Authorize.Net.

User Login Page

Welcome To User Login Page.
Please Enter Your User Name and Paseword To Sign In .

L]
[ Usar Nama:

Password:

\ e G @Iy

: Hememiber e

Glick here §0 purchase by Crecd Card Onling

Step 2: Choose | agree to accept the terms of use and click Next.

Service Disclaimer

We may collect and store the following personal (=
information:
email address, physical contact information, -

credit card numbers and transactional
information based on your activities on the
Internet service provided by us.

If the information wvou provide cannot be
wverified, we may ask yvou to send us additional

information (such as your driver license, credit
card statement, and/or a recent utility bkill or
other information confirming your address), or
to answer additional questions to help verify :j
® | agree.
9 | disagree.
\ Back Next j
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Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.

Wireless Internet Access

Rate Plan Price
@ 2hrs 0 mins $4
O 12 hrs 0 ming $a
¢ 600 Mbyte $a
O 2000 Wbyte $3

Credit Card & Contact Information

Credit Card Number 45631234567890 “
Credit Card Expiration Date || 1208 VMY )

Card Code *
First Name [fom
Last Mame Lee *
Address l:l
on I

Fields denoted by an asterisk(*) are required.

Note:

You must fill in the correct credit card number and expiration date. Card code is
the last 3 digits of the security code located on the back of your credit card. If you
choose to enter your e-mail address, you will receive a confirmation letter for
your own reference.

< /

Step 4: Please confirm the data and the click OK to go on the transaction or click Cancel to revise the data or

cancel this transaction. After clicking OK, there will be another dialog box showing up to confirm this transaction

again.
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Microsoft Internet Explorer
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Step 5: Click OK to complete the process or click Cancel to revise the data or cancel this transaction.

Microsoft Internet Explorer 1 1[

2 ) The pracess may take several minnutes,
-\_f‘) Please DO MOT close or leave this page before getting the result,

Do ywou want to continue the credit card payment process?

Cancel

Step 6: Click Start Internet Access to use the Internet access service.

Welcome!

Login ID 3I739@link
Password 46R22E20
Price USD 4
Usage 2hrs 0 mins

ESSID : link

Your first ime login must be done before 2007/03/29 17.31.12

The account is valid within 5 days after your first login
Please write down the Login ID and Password immediately!

[ Start Internet Access ]

- = 4

Note: The clients must fill in the correct credit card number and expiration date. Card code is the last 3 digits of the
security code located on the back of your credit card. If clients choose to enter the e-mail addresses, clients will

receive confirmation letters for reference.
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Appendix B. Accepting Payment via PayPal

This section is to show independent Hotspot/IAC owners how to configure related settings in order to accept
payments via PayPal, making the Hotspot an e-commerce environment for clients to pay for and obtain Internet

access using their PayPal accounts or credit cards.

ffers instant (on-demand
guest access to Internet

eeds to charge
Internet access and
accept payments via
PayPal?

Disable
Yes External Payment Gateway

L
Make sure PayPal
“Business Account”
is opened and ready

r
Obtain
information from 1. Business Account D
PayPal.com 2. Payment Gateway LRL
i 3. ldentity Token

¥
Enable and configure the
PayPal-related settings

M
esting OK? °
Check and retry
Yes {or ask for technical support)
¥
Fayment function via PayPal
Up and running
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1. Setting Up

As follows are the basic steps to open and configure a “Business Account” on PayPal.

1.1 Open An Account
Step 1: Sign up for a PayPal Business Account and login.

Here is a link: https://www.paypal.com/cgi-bin/webscr?cmd=_registration-run

choose AccountTiie —+ _Enter Information —  Confirm  — Done

Sign Up for a PayPal Account

Anyone with an email address can use PayPal to send and receive money

! : Already have a
online, ¥hat is PayPal? v

PayPal Account?
Uparade your account
() Personal Account

Ideal for shopping online. It's a free, secure, and fast way to send
payments. You can also accept bank account or PayPal balance-funded
payments for free and a limited number of credit or debit card pavments per
year for a low fee, Learn more

() Premier Account

Perfect for buying and selling on eBay or merchant websites, Accept all
payment types for low fees. Do business under your own name.
(%) Business Account

The right choice for your online business. Accept all payment types for low
fees. Do business under a company or group name, Learn mare

Forgot vour email address?
Forgot wour password?

Member Log-In

Email Address | |

Password | | [Lngln]

Step 2: Edit necessary settings in “Website Payment Preferences”

Click Profile >> Click Website Payment Preferences in the Selling Preferences section
Pa,yPaf Log Out | Help | Security Center

My Account Send Money Request Money Merchant Tools Auction Tools

Overview Add Funds Withdraw History Resolution Center

Profile Summary

To edit your Profile information, please click on a link below.

Account Tnformation Financial Information Selling Preferences
Email Credit Cards Auctions
Street Address Bank Accounts Regional Tax
Phone Currency Balances Shipping Calculations
Password Gift Certificates Payment Receiving
Hotifications Monthly Account Statements Freferences
Multi-User sccess Breapproved Payments Instant Payment Notification
Preferences
API Access " cati
- . eputation
Business Information X
Customer Service Message
Close Accaunt

Seller Eligibility for PayPal
Buyer Protection

|Website Payment Preferences|

Encrypted Payrent Settings
Custom Payment Pages
Invoice Templates
Language Encoding

Administrators should scroll down to edit each setting as shown in the table below. To activate all the changes,

please click Save at the end of the page.
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Settings Screenshots
Auto Return (On) pa,ypaj’ Log Out | Help | Security Canter

Return URL (Redirect Webpage)
Type http://www.www.com or other
URL.

Merchant Tools Auction Tools

My Account Send Money

Request Money

Add Funds Withdraw Resolution Center Profile

Overview History

Website Payment Preferences Back to Profile Summary

Auto Return for Website Payments

Auto Return for Website Payments brings your buyers back to your website immediately
after payment completion. Auto Return applies to PayPal Website Payments, including Buy
Mow, Donations, Subscriptions, and Shopping Cart. Learn Maore

Auto Return: () On
O Off

Return URL: Enter the URL that will be used o redirect your customers upon payment completion,
This URL must meet the guidelines detailed below. Learn More

Return URL: http Shana v, COIT

Return URL Requirements: The following items are required in order to set up Auto Return.

Payment Data Transfer (On) Payment Data Transfer (optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made, The use of Payment Data Transfer depends on your systerm configuration and
your Return UREL, Please note that in order to use Payment Data Transfer, wou must turh
on Auto Return.

Payment Data & On

Transfer: ~ Off
Block Non-encrypted Website Encrypted Website Payments
Payment (Off) Using encryption enhances the security of website payments by decreasing the possibility

that a 3rd party could manipulate the data in your button code, If you plan on only using
encrypted buttons you can block payments from non-encrypted ones,

Learn more about Encrypted Website Payments

Mote: If you enable Encrypted Website Payments, all of your Buy Now, Donations, and
Subscriptions buttons must be encrypted via one of the following methaods:

» Using the Button Factory with the security settings enabled.

» Using your own code, you encrypt all website payments before sending them to
PayPal,

By enabling this feature, any Buy Mow, Donation, or Subscription button that is not
encrypted will be rejected by PayPal.

Block Non-encrypted (™ On
Website Payment: & Off

PayPal Account Optional (Off) PayPal Account Optional

when this feature is turned on, your customers will go through an optimized checkout
experience. This feature is available for Buy Mow, Donations, and Shopping Cart buttons,
but not for Subscription buttons, Learn More

PayPal Account { On

Optional: & Off
Contact Telephone Number (Off) Contact Telephone Number
Click Save When you activate this option, your customers will be asked to include a Contact

Telephane Mumber with their payment information. Learn More
Mote: Selecting On {Required Field) could have a negative effect on buyer conwversion,

Contact Telephone ¢ On (Cptional Field)
¢ On {Required Field)
= Off (PayPal recommends this option)

[ Save ] [ Cancel l

155


http://www.www.com/

IAC3000
User's Manual

1.2 Configure IAC3000 with a PayPal Business Account
Please log in IAC3000:
User Authentication >> Authentication Configuration >> Click the server On-demand User >> External

Payment Gateway >> Click Configure >> External Payment Gateway >> Select PayPal

System | h (6 wr Network

\_ Configuration \_ Configuration |

External Payment Gateway

- =
Eumentication Configuration |

External Payment Gateway

( i ST I O uthorize et @® PayPal O Disable

( Group Conﬁgurat‘ion

\J

(W PayPal Payment Page Configuration

- _J Business Account | | .

( Additional Configuration _ - T
«~  Payment Gateway URL |https Hhweew paypal com/icgi-binfwebscr | .
Identity Token | |«

Verify S5L Certificate @ Enable O Disable
Currency |usD (US. Dallar) vl
Three fields are required:
Setting Description
Business Account ID This is the “Login ID” (email address) that is associated with the PayPal

Business Account.

Payment Gateway URL https://www.paypal.com/cgi-bin/webscr (default URL for PayPal)

Identity Token Please log in PayPal after saving the above settings >> Click Profile
>> Click Website Payment Preferences in the Selling Preferences

section >> Scroll down to the section, Payment Data Transfer(optional).

Payment Data Transfer {optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made. The use of Payment Data Transfer depends on your system configuration and
wour Return URL. Please note that in order to use Payment Data Transfer, you must turn
on Auto Return.

Payment Data (3)0n
Transfer:

O Off
Identity Token:| FIT40qLV-EMdUbgsD_3y7kLG1CaIGdxpF-z6f6k Co-KBAOfSS QokZk CBGQru

Copy the Identity Token in the above page to the section “PayPal Payment
Page Configuration” of IAC3000.

PayPal Payment Page Configuration

Business Account | user2@hotrmail. com

=

Payment Gateway URL |https:ﬂ\-\-ww.paypal.c:nmfc:gi-hinfwehsc:r

ldentity Token ﬂBECEVBVUyB va yM‘\-’VIAWW_}’{OihwaU-gSIGDkNAwnzW}{ﬂ =
Verify SSL Certificate =) Enable () Disable
Currency |USD (.5, Dollar) =
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1.3 Requirements for Building a Secure PayPal-based E-Commerce Site
To deploy the PayPal function properly, it is required that the merchant register an Internet domain name (for

example, www.StoreName.com) for this subscriber gateway device.

System Information

System Name MNetComm IAC3000

Use the name on the security
Device Name cerlificate

{FQDN for this device)

In addition, it is necessary to sign up for a SSL certificate, licensed from a “Certificate Authority” (for example,

VerSign), for this registered Internet domain name.

Thus, by meeting these two requirements, it will allow end customers or subscribers to pay for the Internet access

in a securer and convenient way.

2. Basic Maintenance

In order to maintain the operation, the merchant owner will have to manage the accounts and payment transactions

on PayPal website as well as IAC3000.

2.1 Refund a completed payment and remove the on-demand account generated on IAC3000

(1) To refund a payment, please log in PayPal >> Click History >> Locate the specific payment listing in the activity
history log >> Click Details of the payment listing >> Click Refund Payment at the end of the details page >> Type
in information: Gross Refund Amount and/or Optional Note to Buyer >> Click Submit >> Confirm the details and
click Process Refund

(2) To remove the specific account from IAC3000, please log in IAC3000:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
Account List >> Click View >> On-demand Account List >> Click Delete on the record with the account ID. Click

Delete All to delete all users at once.

On-demand Account List

Username Password Remaining Quota Status Remark Delete All

xp78 BkfPvydy 2hr(s) Marmal Celete

2.2 Find the username and password for a specific customer

(1) To find the username, please log in PayPal >> Click History >> Locate the specific payment listing in the
activity history log >> Click Details of the payment listing >> Username can be found in the “Item Title” field

(2) To find the password associated with a specific username, please log in IAC3000:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
Account List >> Click View >> On-demand Account List. Search for the specific username. Password can be

found in the same record
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On-demand Users List

Username Password !Iemammu Status Expiration Time Dielete All
TimeAolume
2009/01727-
W34 KP23EB4C 2 haur Harmal 131745 Delete

Note:
As stated by PayPal, you can issue a full or partial refund for any reason and for 60 days after the original payment
was sent. To find the on-demand account name for a specific payment, click Details of the payment listing in the

activity history log >> Username can be found in the “Item Title” field

2.3 Send an email receipt to a customer

If a valid email address is provided, an email receipt with payment details for each successful transaction will be
automatically sent to the customer via PayPal. To change the information on the receipt for customer, please log in
IAC3000:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
User Server Configuration >> External Payment Gateway >> Click Configure >> External Payment Gateway
>> Select PayPal >> Go to “Client's Purchasing Record” section >> Type in information in the text boxes:

Invoice Number and Description (Item Name) >> Confirm and click Apply

Client’s Purchasing Record
Starting Invoice Number = [JChange the Mumber
Description {ltem Name)  |Internet Access

Title for Message to Seller |Special Mote to Seller

2.4 Send an email receipt for each transaction to the merchant
A copy of email receipt with payment details (including available message note from buyer) for each successful

transaction will also be automatically sent to the merchant owner/administrator via PayPal.

3. Reporting

During normal operation, the following steps will be necessary to generate transaction reports.
3.1 Transaction activity during a period

(1) Please log in PayPal >> Click History >> Choose activity type from the Show field as the search criteria
>> Specify the dates (From and To fields) for the period >> Click Search
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Overview Add Funds Withdraw Resolution Center

History

Wiew up to three months of
monthly account statements Wiew this
Search
[Show:] [a)| Actiity - Simple View |
O Within: [ T0 sy Day w

@ From: |12 | / |31 | £ |2UUS |
Maonth Day vear
A R VAT
Month Day fear

3.2 Search for the transaction details for a specific customer

Please log in PayPal >> Click History >> Click Advanced Search >> Enter the name for a specific customer as
criteria in the Search For field and Choose Last Name or First Name in the In field >> Specify the time
period >> Click Submit >> Click Details to view the transaction details

Overview Add Funds Withdraw Resolution Center Profile

History History

Dowinlosd My Histor
. View up to three maonths of
Pt Bl monthly account statements View this
History

Search
For:

) Within: |The Past Day V|
@& From: |12 | / |31

HotSpat00000001

I":“ Invoice 1D V||

| /faoog [ TOEh s ] [a00s |

Maonth Day TEar Maonth Day Tear

Note: For more information about PayPal, please see http://www.paypal.com
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4. Examples of Making Payment for End Users

Step 1: Click the link below the login window to pay for the service via PayPal.

User Login Page

Walcome To User Login Page.
Piease Enter Your User Name and Password To Sign In |

&Hll'llll!:

[0l Password:

L S A= 7

[] Aermamber Ma

Clig heiE 1o puchase by Peifal account gr Sre

Step 2: Choose | agree to accept the terms of use and click Next.

Service Disclaimer

We may collect and store the following personal (=
information:
email address, physical contact information, -

credit card numbers and transactional
information based on your activities on the
Internet service provided by us.

If the information wvou provide cannot be
wverified, we may ask yvou to send us additional
information (such as your driver license, credit

card statement, and/or a recent utility bill or
other information confirming your address), or
to answer additional questions to help verify :j
® | agree.
9 | disagree.

L )

Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.
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Wireless Internet Access

" =4

Rate Plan Price
O 2hr(z) AUD 20
(& 100 Mbyte(s) AUD 20
Reference i| MNetComm |,K
{ex: E-mail ar name}

Note:

(A )Paymentis accepted via PayFal. PayFal enables you to send payments
securely online using PayFal account, a credit card or bank account. Clicking on
"Buy Mow” button, you will be redirected to PayPal's site to make payment. (B )
Please don't manually close the browser when you reach PayPal's payment
confirmation page. It takes about 30 seconds or more before you are
automatically redirected back to our website with a set of Login ID and
Passwaord.

Microsoft Internet Explorer

&

. Do you want io purchase the infernet service through PayPal's webete?

Mote: Tou don't necessanly need a PayPal aceount to do a credit card payment on PavPal's webste )

[ O J[ Cancel ]

Step 4: You will be redirected to PayPal website to complete the payment process.

NetComm

Internet access (2 hrs 0 mins) Total: $20.00 USD

-
Pay with Credit Card or Log In PayPal (= secure Payments
Learn more about PayPal - the safer, easier way to pay.
Enter your billing information Already have a PayPal account?
Country. |Auslralia V| Please login
FirstMame : | |
Email

Last Mame: [ | [ |
Credit Card Mumber | | Password

Payment Type

Expiry Date:

Billing Address Line 1:

Billing Address Line 2:

(optional)
Town/City:

visa = ]
Lo Ji[yy | csef | Mhetatat

| | Forgot email address or password?
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NetComm

Review your payment

If the information below is correct, click Pay Now to complete your payment.

Learn more about how PayPal withdraws funds.

Description Unit Price Quantity Amount

Internet access (100 Mbyte(s)) $20.00 1 $20.00
Usermname: pTyc, Your first time login must be done before 2009/01/29 09:35.43.- The
account is worth 100 Mbyte(s) of usage and is valid within 2 days after your first login.

Special Hote to Seller

Total: $20.00 AUD
Enter gift voucher. reward, or discount

[Teriow ]

Payment Method PayPal Balance $20.00 AUD
Change
NetComm
You Made A Payment PayPal 2 seure Payments

Your payment for $20.00AUD has been completed
You are now being redirected to NetComm

If you are not redirected within 5 seconds click here

PayPal. Safe. Simple. Smart.

For mare information, read our Product Disclosure Statement, User Aqreement and Privacy Policy.

Copyright © 1558-2008 PayPal, Inc. Allights reserved PayPal Australa Pty Limted ABN 83 111 195 388 (AFSL 304862}, Any general financial product
advice provided in this site has not taken into account your objectives, financial situations or needs
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Step 5: Click Start Internet Access to use the Internet access service.

Welcome to NetComm Internet Access!

Login ID d9ds@ondemand
Password 9322xkha
Price AUD 20
Usage 100 Mbyte(s)

ESSID : NetComm |1AC3000

Vaild To Use Until : 2009/01/29 10:03:35

Please write down the Login 1D and Password immediately!

L

Hello, you are logged in via
d9d5@ondemand

F
! ot

i

To log out, please click the "Logout” button.

Remaining Usage:
949M 1024K bytes
Login time: 2009-1-27 10:17:50

[ Start Browsing

IAC3000
User's Manual

Note:

1) Paymentis accepted via PayPal. PayPal enables you to send payments securely online using PayPal account,
a credit card or bank account. Clicking on Buy Now button, you will be redirected to PayPal’s site to make

payment.

2) Please do not manually close the browser when you reach PayPal's payment confirmation page. It takes
about 30 seconds or more before you are automatically redirected back to our website with a set of Login

ID and Password.
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Appendix C. Service Zone Deployment Example

= Port-Based Service Zone

In Port-Based mode, each LAN port can only serve traffic from one Service Zone. An example of network

application diagram is shown as below: one Service Zone for Employees and another for Guests.

I5P1
XDSL/COble sy
Modegm

WANI

L o

Layer2 Switch (S b Layer2 Swhech

(for Guests)

(for Employees)

Note: The switches deployed under IAC3000 in Port-Based mode must be Layer 2 switches only.

* Configuration Steps for Port-Based Service Zones:

Step 1: Configure Service Zone 1 for Guests

Assume that LANL1 is assigned to the Service Zone 1 (SZ1) for Guests. Click the System Configuration menu

and select the Service Zones tab. Click Configure of SZ1.

Service Zone Settings

c Configuration Wizard :
( System Information | Service
Zone Port Ma
= = = HName ’
( WAN1 Configuration 3}
( - - = Default ﬂﬂﬂﬂ
VWAN2 Configuration 3 D D D D
( WAN Traffic Settings :‘ . il ol ol ol
( LAN Port Mapping :‘ wlwiwiv
N aTATATS
( Service Zones J D D D D

Step 2: Configure Basic Settings for SZ1

Service Zone Settings

WLAN  Applied Default

SsiD Encryption Policy Authentication Status Details
&2
300 Mone Policy!  Semer1  Enable [ Configure |
0
&2
300 MNone Poliy1  Server1  Disahle [ Configure |
0-1
&2
300 Mone Policy!  Semver1  Disahle [ Configure |
0-2
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Check the Enable radio button of Service Zone Status to activate SZ1.

Enter a name for SZ1 (e.g. “Guest”) in the Service Zone Name field.

Il/[l”ﬂ : IAC3000- Internet Access Controller

W, RELCOMIT.COM.8H

Network

_Configuration S

D service Zone Settings

Configuration Wizard "\
%/ Basic Settings
e —
( System Information Service Zone Status (& Enable () Disable
‘ WAIM Configuration | Service Zone Name
‘ WANZ2 Configuration | Operstion Mode G NAT O Router
—_———, Hetwork Settings IP Address - | 192.168.311
‘ WAN Traffic Settings
- Subnet Mask: |255.255.255.0
‘ LAN Port Mapping
- O Disable DHCP Server
( dessaales ) (& Enable DHCP Server

Start IP Address : |192.168.31.2
End IP Address : [192.168.31.100
Preferred DNS Server: |192.168.31.1

DHCP Server Settings Alternate DNS Server:

=3
o
3
w
S

Domain Name :

Step 3: Configure Authentication Settings for SZ1

Check the Enable radio button to enable Authentication Required for the Zone.

IAC3000
User's Manual

Check the Default button and Enabled box of Guest Users to set ONDEMAND authentication method as default.

Disable all other authentication options. Then, click Apply to activate the settings made so far. A warning message

“You should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart

the system until you have completed all the configuration steps.

Authentication Settings

Authentication Status  |® Enable| O Disable

Auth Option Da?alg:se Postfix  Default  Enabled
Server1 LOCAL local o O
Senver2 POP2 pop3 ©
Authentication Options Server2 RADIUS radius e} O
Senerd LDAP Idap O ]
% OMDEMAND  endemand @
SIP sIP NiA

Step 4: Configure LAN Port Mapping for SZ1

Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping

page. Select Guests from the drop-down list box of LAN1. Click Apply to save the selection.
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Set SSID

Access Point Security

AP Type

( Configuration Wizard

J
( System Information M

J
( WAN1 Configuration :
( WAN2 Configuration :
c VAN Traffic Settings :
t LAHN Port Mapping :l
)

ervice Lones
J

IAC3000
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Wireless Settings

(NetComm_IAC3000-1 |-

|0pen System w

[1Enable 802.1X Authentication

Mone w

Authentication

Encryption

Managed AP in this Service Zone

IP Address
AP Name Status

MAC Address

Ei8) Service Zone Port Role

Service Zone Port Role Setting

Select Service Zone Mode |5 Port Based

(O Tag Based
Choice Of Port Role

LANS LANG LANT LAMNE
I 1LJ 1LJ 1T 1
|Defau|t v| |Defau|t v| |Defau|t v| |Defau|t v|
|GL|est vl |Defaultv| |Defaultv| |Defaultv|
v sy ISy 5y r

LAMNA LAMNZ LAM3 LAM4

|V Fopy g X~ Cear

A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Do NOT restart the system until you have completed all the configuration steps.
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Service Zone Port Role Setting

Select Service Zone Mode  (3) Port Based

(0 Tag Based
Choice Of Port Role

LANS LANG LANT LANS
T r LI 11T 1
[Defautt v || | Detautt v || | peraurt w]| | Detautt v
|Guest v| |Defaultv| |Defaultv| |Defau|tv|
L L 414 I I

LANA LANZ LAN3 LAN4

|‘1'-:=L| should restart the system to activate the changes. Restart

LANL1 is now configured for Guests.

Step 5: Configure Service Zone 2 for Employees

IAC3000
User's Manual

Assume that LAN2 is assigned to the Service Zone 2 (SZ2) for Employees. Select the Service Zones tab and

click Configure of SZ2.

IIIIJ”” : IAC3000- Internet Access Controller

W, NELCOTINTI.COM. U

' Configuration Wizard |
' System Information |

Hetwork

service Zone Settings

Service

Utilities Status

Service Zone Settings

Step 6: Configure Basic Settings for Sz2

- r?ﬂne Port Map SSID Encryption
( WAMN1 Configuration ; ame

Net

' WAMN2 Configuration | Default @ @ @ @ Cr:_r? Mone
_— D @ @ @ AC3
' WAN Traffic Settings \ ooo
Met
LAN Port Mapping " Com

(L R R STaTaTa [t .
' Service Zones M @ D D D 000-

1

Net
Com

o (2000 M hone
wiwlwiwf

2

WLAN  Applied Default

Policy Authentication St2tus  Defails

Palicy 1 Server 1 Enable

Policy 1 On—dirgrandu Enable

Policy1  Sever1  Disable [ Configure |

Check the Enable radio button of Service Zone Status to activate SZ2.

Enter a name for SZ2 (e.g. “Employee”) in the Service Zone Name field.
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Basic Settings
Service Zone Status (&) Enable O Disable
Service Zone Name  |Employee
Operation Mode @& naT O Router
Hetwork Settings IP Address : |182.168.32.1

Subnet Mask : |255.255.255.0

() Disable DHCP Server
%) Enable DHCP Server

Start IP Address : [192.168.32.2
End IP Address : |192.168.32.100
Preferred DMNS Server: |192.168.32.1
DHCP Server Settings Alternate DNS Server :

Domain Mame : |domain

Step 7: Configure Authentication Settings for SZ2

Check the Enable radio button to enable Authentication Required for the Zone.

Check the Default button and Enabled box of Server 1 to set LOCAL authentication method as default. Disable all
other authentication options. Then, click Apply to activate the settings made so far. A warning message “You
should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart the

system until you have completed all the configuration steps.

Authentication Settings

Authentication Status | &) Enanle | O Disable

Auth Option T Postfix ~ Default  Enabled
Database

| server1 LOTAL local ® |

Server 2 POP3 pop3 @] O
Authentication Options Server 3 RADIUS radius O 0

Serverd LDAP Idap O O

an-de d L

=1 "S”]r"'"‘ Y onDEMEND  endemand | O n

P SIP NIA

Step 8: Configure LAN Port Mapping for SZ2
Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping
page. Select Employee from the drop-down list box of LAN2. Click Apply to save the selection.
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c Configuration Wizard :
Service Zone Port Role Setting
c System Information :
Select Service Zone Mode  [%) Port Based
c VIAN1 Configuration : O Tag Based
( wanz Configuration ") Choice Of Port Role
c VUAN Traffic Settings ; LAMNS LAMNEG LANT LAMS

b 1 Ld LT 1

|Default v| |Default v| |Defau|t v| |Default v|

( LAN Port Mapping

-
Service Zones |
c >

|Defau|tv| |Defau|tv|
i L I [

LAMN1 LANZ LANZ LAM4

T .

A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Click the hyperlink of Restart to restart the system and activate all configurations.
Service Zone Port Role Setting

Select Service Zone Mode  (3) Port Based

@] Tag Based
Choice Of Port Role
LANE LAME LANT LANE

De |Default v| |Default vl |Defau|t v|

‘I.I.I'l LS 1L 1

e e

uestFIJ |Em|3|uyv| |Defaultv| |Defau|tv|
L 41 I I

LANA LAMNZ LANZ LAN4

You should restart the system to activate the changes. Restart

Step 9: Restart the System
A confirmation message of “Do you want to restart the system?” will appear. Click Yes to start the restarting

process. A confirmation dialog box will then pop out. Click OK to continue.

—

System User A [ 6 AP Hetwork

\_ Configuration | | Authentication | '\ Management | '\ Configuration /

(5 Restart
- - -
( Change Password |
-
— = Do you want to RESTART the system?
( Backup/Restore Settings J
Fi Upgrade | I |
( irmware Upgrade P
- [—]
c Restart 9
— -
( Hetwork Utilities \
g @0
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Note: Please do not interrupt the system during the restarting process.

Once the settings of two Service Zones are completed, the configured result will be displayed in the Service Zone

Settings page: SZ1 and SZ2 are both enabled.

‘ | o .._.l | = o

b | Network
\_Authentication | |

. Configuration |

Service Zone Settings

( Configuration Wizard

\J

Details

Guest

' Service Zones

000-
i

Met

Employ ﬂ D ﬂ D ?’nﬂT

L

000-
2

Service Zone Settings
_ System Information 1\. Service WLAN  Appii
_y pplied Default
- ::;Z it S Encryption Policy Authentication o
‘ WAN1 Configuration |
- Met
- am— - = - @@@ Com
( WARS CrmTiepEanion S| o1yt m_| None Policyl  Serveri Enable
= AL )@108)) aca
(" waNTrafmic settings ) 000
Met
Rl ... (S
o m_|
~

: On-demand U
o Mone Policy 1 Enable Configure
OlwiwiwEs o

e Mone Policy 1 Server 1 Enable
ee D@DD AC3

Met

Step 10: AP Discovery

Select AP Discovery in AP Management. Set the Interface in Default port. Select Factory Default in the section

of Admin Settings Used to Discover. If selecting manually, type the range of IP address in the section. Then start

scanning the new APs by clicking Scan Now button.

AP Discovery

AP Type NP725

Interface

® Factory Default
IP Address: 192.168.25.1
Login ID: admin
FPassword: admin
O Manual

Admin Settings Used
to Discover

After scanning, new APs will be listed in the Discovered AP List. Click the desired Service Zones to add the AP to

the list with selected Service Zones.

Discovered AP List
IP Address AF Harme Template
AP Type Service Tone | Add
MALC Address Pag e Cheamniel
192168 .30.105 AT TCMMLATLCA & Crafa
NPTZ3 Employes
O0:G0:64:27:14:18 admin Aty GueEt
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« Tag-Based Service Zone

VLAN tags carried within message frames. An example of network application diagram is shown as below: one
Service Zone for Employees and another for Guests.

xDiL/Cable ISP1
odem Y ———

WANI

s =

- VLAN Switeh

Service Zone #1 Service Zone #2
(for Guests) (for Employees)

Note: The switch deployed under IAC3000 in Tag-Based mode must be a VLAN switch only.
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* Configuration Steps for Tag-Based Service Zones:

The following example assumes the system is in factory default status and just powered up.

Step 1: Set Tag-Based mode

Click the System menu and select the LAN Port Mapping tab. Select Tag-Based mode and click Apply. A
warning message “You should restart the system to activate the changes.” will appear at the bottom of the
page. Do NOT restart the system until you have completed all the configuration steps.

( Configuration Wizard

< Service Zone Port Role Setting

( System Information

Select Service Zone Mode () PortBased

@Tag Based

( WAN1 Configuration

( WANZ Configuration 4 In tag hased mode, every port maps to every Service Zone,
( VAN Traffic Settings 4 LANS LANG LANT LANS

(" tAvFortmapping ) rF LI Lr Lr -
( Service Zones 4

LAN1 LAMZ LANZ LAN4

T -

Service Zone Port Role Setting

Select Service Zone Mode (O Port Based
(%) Tag Based

In tag hased mode, every port maps to every Service Zone.

LANE LAMNG LANT LANE

I 1rr 1Lt LS 1

oy I Sy

LAN1 LANZ LANZ LAN4

|'1' ou should restart the system to activate the changes. Restart |
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Step 2: Configure Service Zone 1 for Guest

Select the Service Zones tab and click Configure of SZ1.

|" User b [ AP | | Network

\_Authentication / | Management | | Configuration | B

f2) Service Zone Settings

( Configuration Wizard :
Service Zone Settings
= - -
i Sgcr)\un:.e VI stig | JEOR | Beoked) IOt | Giiee)| i
Tag Encryption Policy Authentication
o e - Name
C WAN1 Configuration
- MetCom
e Default  —  m_JAC3  None  Policy 1 Server1  Enable
{ wanzconfiguration ) 000
MNetCom
2 ] w
( WANTfficsettings ) Guest 1 mAC3  Nome  Poliy1 O dergra”dus Enable
000-1
- =~
( LAN Port Mapping 3 MetCom
Emplojee 2 m_AC3  None  Policy!  Server1  Enable
C - - 000-2
Service Zones
o MetCom
sz3 3 mJACZ  Nome  Policyl  Sever1  Disable

Step 3: Configure Basic Settings for SZ1

Check the Enable radio button of Service Zone Status to activate SZ1.
Enter a name for SZ1 (e.g. “Guest”) in the Service Zone Name field.
Enter a VLAN tag for SZ1 (e.g. “1111") in the VLAN Tag field.

Basic Settings

Service Zone Status | (& Enable | O Disable

Service Zone Name ||Guest ||

[ vLanTag [1111 b irangs : 1~ 4024

Operation Mode & NAT ) Router

IP Address © |192.168.31.1 -
Subnet Mask: [255.255.255.0 -

Hetwork Settings

In the Authentication Settings section, check the Default button and Enable box of Guest Users to set
ONDEMAND authentication method as default. Disable all other authentication options.

Authentication Settings

Authentication Status  |® Enable | O Disable

Auth Option Da‘:a”;‘% Postfix  Default  Enabled
Server 1 LOCAL lacal O O
Senver? POP3 pop3 O
Authentication Options o0 3 RADIUS radius o 0
Server4 LDAP Idap O O
W OMDEMAND  ondemand @)
SIP SIP NIA

Click Apply to activate the settings. A warning message “ You should restart the system to activate the
changes.” will appear at the bottom of the page. Click the hyperlink of Restart to restart the system and activate all
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changes you have made.

s« ~ | Edit System Policies

©Enable G essage

O Disable

Group Permission for this Service Zone

Default Policy in this Service Zone

Email Message for Login Reminding

Step 4: Configure Service Zone 2 for Employee

Select the Service Zones tab and click Configure of SZ2.

Status

1 | User

e ‘ ‘

. Authentication / _ Configuration | |\ Sl

Service Zone Settings
e
Configuration Wizard 1
C= Service Zone Settings
———
System Information Service VLAN WLAN Appli
pplied Default
;‘::‘Z Tag 330 Encryption Policy Authentication Stats Lol
s .
' WAMN1 Configuration 1
MNetCom
S — Default - m_IAC3 None Policy 1 Server 1 Enable
' WAN2 Configuration 1 000
e NetCom
e ———————— =
([ waANTrafcSetings | Gusst 1111 mAC3  None  Pelicy So et Do abia
0001
( LAN Port Mapping ) NetCom
Employee 2 m_IAC3 MNone Policy 1 Server 1 Enable|| Configure
O ———— 000-2 |
' Service Zones 1
MNetCom

Step 5: Configure Authentication Settings for SZ2

Check the Enable radio button of Service Zone Status to activate SZ2.
Enter a name for SZ1 (e.g. “Employee”) in the Service Zone Name field.
Enter a VLAN tag for SZ1 (e.g. “2222") in the VLAN Tag field.

Basic Settings
Service Zone Status (O Disable
Service Zone Name ||
| VLAN Tag |2222 -:-3-,.35;1,.4334:|
Operation Mode & NAT O Router
IP Address : [192.168.321 |
Subnet Mask : -

Check the Enable radio button to enable Authentication Required for the Zone.

Check the Default button and Enabled box of Server 1 to set LOCAL authentication method as default. Disable all

Network Settings

other authentication options.

Authentication Settings

Authentication Status |(& Enable | O Disable

Auth Option Da‘:‘a“;:se Postfix  Default  Enabled
| servert LOCAL local ® |
Senver2 POP3 pop3 O O
Authentication Options Server 2 RADIUS radius le) O
Serverd LDAP Idap @ O
% OMNDEMAND  ondemand | O n
SIP SIP NI
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Step 6: Set Policy SZ2

Select Policy 2 from the drop-down list box.

Click Apply to activate the settings made so far. A warning message “You should restart the system to activate
the changes.” will appear at the bottom of the page. Do NOT restart the system until you have completed all the

configuration steps.

Group Permission for this Service Zone
Default Policy in this Service Zone | Policy 2 v| [ Edit System Policies ]
Email Message for Login Reminding © Enable Edit Mail Message
O Disahle

Step 7: Restart the System
Click Apply to activate the settings. A warning message “ You should restart the system to activate the
changes.” will appear at the bottom of the page. Click the hyperlink of Restart to restart the system and activate all

changes you have made.

A confirmation message of “Do you want to restart the system?” will appear. Click Yes to start the restarting

process. A confirmation dialog box will then pop out. Click OK to continue.

System | | User | g AP | | Hetwork (
\_Configuration || | Authentication | '._._ Management | | Configuration | '\

Restart

( .Cl-lange Password

Do you want to RESTART the system?

ot S

( Backup/Restore Settings

\J

(. Firmware Upgrade

C Restart

( Hetwork Utilities

s

L)\

eo

Note: Please do not interrupt the system during the restarting process.

Once the settings of two Service Zones are completed, the configured result will be displayed in the Service Zone
Settings page: SZ1 and SZ2 are both enabled.
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Network
| Configuration .

] | User | AP
/. \_Authentication ; | Management
—_— P——————O

Utilities I status

) Service Zone Settings

( Configuration Wizard 1

- Service Zone Settings
‘ System Information | Service 4
| zone |VIAM| ggp | WIAN | Appeed el Status  Details

Tag Encryption Policy Authentication

" iy Name
‘ WAN1 Configuration 3
NetCom
Default - m_AC3  MNone  Policyd  Semeri  Enable [ Configure |

WANZ Configuration 000
MNetCom
( wanTrafficSettings ) [ Guest 1111 m_AC2  None  Policy 1 On'dersra”dus Enable
000-1

Employee 2222 m_|AC3 Mone Folicy 2 Server 1

‘ Service Zones 3 e
TetCom
az3 3 m_JACZ  None  Policyl  Semer1  Disable | Configure |

000-3

( LAN Port Mapping ] MNetCom |
Enable __Conﬂgure |

Step 8: AP Discovery
Select AP Discovery in AP Management. Choose the AP Type, the Interface port has been selected. Select
Factory Default in the section of Admin Settings Used to Discover. If selecting manually, type the range of IP

address in the section. Then start scanning the new APs by clicking Scan Now button.

AP Discovery

AP Type MNPT25

Interface v

@& Factory Default
IP Address: 192.168.25.1
Login ID: admin
Password: admin
O Manual

Admin Settings Used
to Discover

After scanning, new APs will be listed in the Discovered AP List. Click the desired Service Zones for tag-based

mode. Add the selected AP with reselected Service Zones to the list by checking the AP and clicking Add button.

Discovered AP List
IP Address AF Harme Template
AP Type Senace Zone
MAC Address Passwanrd Chagirne]
192 168.30.105 admin TCMMLSTCA &= Crafault
NPTZ3 Emploree
O0:60:64:27: 1418 adimin Aufin Cuest
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Appendix D. Proxy Setting

Basically, a proxy server can help clients access the network resources more quickly. This section presents basic

examples for configuring the proxy server settings of IAC3000.

= Using Internet Proxy Server

The first scenario is that a proxy server is placed outside the LAN environment or in the Internet. For example, the

following diagram shows that a proxy server of an ISP will be used.

ADSL { Cable Modem

Crateway

{Pj}
Aceess Point

*otehook

fﬁ?y"f'

ISF Proxy Server
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Follow the steps below to complete the proxy configuration:

Step 1. Log into the system by using the admin account.
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Step 2. Network >> Proxy Server >> External Proxy Servers page. Add the IP address (leaving it blank

means any IP address) and port number of the proxy servers into External Proxy Servers setting.

Enable the Built-in Proxy Server. Click Apply to save the settings.

ftem

External Proxy Server

Server IP

Port

6588

8080

8023

3128

Built-in Proxy Server

Internal Proxy Server

IO

® Enahled | O Disabled

Step 3. Make sure that the proxy server settings match with at least one of the proxy server setting of the

system — for example, in this case, 203.125.142.1:3128 matches with blank:3128.

Local Area Network (LAN) Settings

Aukomatic configuration

%]

Aukomatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

|:| Use autamatic configuration script

Proxy server

Use a progy server for wour LAM (These settings will not apply to

dial-up or YPH connections).

Address: I:I Port:

Bypass proxy server for local addresses

| Advanced I

o

K l [ Cancel

]
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Proxy Sethings El

SErvers

o
NE

Type Proxy address ko use Part

HTTP: |z::e_125.142_1

Secure: |

ETP: |

Socks: |

[Tuse the same proxy server for all protocals

Exceptions

B Donotuse proxy server for addresses beginning with:
W=

=

Use semicalons ( ; ) ko separate entries,

oK i [ Cancel

Caution:

1) Itis required that the proxy server setting of the clients match with the proxy server setting of the system.
Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an error
page in the browser.

2) When the Built-in Proxy Server is enabled, all the outgoing proxy traffic will be automatically redirected to the

built-in proxy server.
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= Using Extranet Proxy Server

The second scenario is that a proxy server is placed in the Extranet (such as DMZ), which all users from the
Intranet or the Internet are able to access. For example, the following diagram shows that a proxy server of an

organization in the DMZ will be used.

%,
% Desktop ()

Router

Esi
¢
7

ore Switch Firewall

(E) (( )

Access Point %Aycc/ess Point
Notebook Notebook . .
Proxy Server Web Server Mail Server
DMZ

Caution:
A special scenario is that a proxy server is placed in a zone like Intranet — where users can reach each other

without going through the system. In this case, whenever any one of users in the Intranet has been authenticated
and connects to the network via the proxy server, other users using the same proxy setting in their browsers will be

able to access the network without any authentication. Therefore, to stop the risk, it is strongly recommended to put

all proxy servers outside the Intranet.
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Follow the following steps to complete the proxy configuration:

Step 1. Log in the system by using the admin account.

Step 2. Network >> Proxy Server >> External Proxy Servers page. Add the IP address and port number of the
proxy server into External Proxy Servers setting. Click Apply to save the settings.

Step 3. Make sure that clients use the same proxy server settings. Please also configure appropriate exceptions
if there is any traffic which is not needed to go through proxy server — for example, there is no need to
use proxy server for the Default Gateway (192.168.1.254).

Local Area Network (LAN) Setfings X

Automatic configuration

Autoratic configuration may owerride manual settings. To ensure the
use of manual settings, disable automatic configur ation,

[] automatically detect settings

|:| IJse automatic configuration scripk

Proxy server

IUse a proxy server For wour LAN (These settings will not apply to
dial-up or ¥PM connections),

Address: I:I Port: Sdvanced I

Bypass proxy server for local addresses

[ (0] 4 ] [ Cancel ]
Proxy Setlings El
SErvers
[ B - Type Proxy address ko use Part
NE|
(-ﬂTTP: | 102328 | | 6528 ”
Secure: | | : | |
ETF: | | : | |
L]

Socks: |

[Tuse the same proxy server For all protocals

Exceptions
& [ Donot use proxy server for addresses beginning with:
G =

192168 1.254; 1.1.1.1

Use semicalons ( ;) ko separate entries,

K { [ Cancel
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Caution:
It is required that the proxy server setting of the clients match with the proxy server setting of the system.

Otherwise, users will not be able to get the Login page for authentication via browsers and it will be shown an error

page in the browser.
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Appendix E. Session Limit and Session Log

Session Limit

To prevent ill-behaved clients or malicious software from using up the system’s connection resources, the

administrator can restrict the number of concurrent sessions that a user can establish.

»  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the
Global policy, which applies to authenticated users, users on a non-authenticated port, privileged users,
and clients in DMZ zones.

»  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,
200, 350 and 500), the user will be implicitly suspended upon receipt of any new connection request. In
this case, a record will be logged to a Syslog server.

»  Since this basic protection mechanism may not be able to protect the system from all malicious DoS
attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in

network deployment to maintain network operation.

Session Log

The system can record connection details of each user accessing the Internet. In addition, the log data can be

sent out to a specified Syslog Server, Email Box or FTP Server based on pre-defined interval time.

»  The description of the fields of a session log record is shown as below:

Field Description

Date and Time The date and time that the session is established

[New]: This is a newly established session.

Session Type ) L .
[Blocked]: This session is blocked by a Firewall rule.

The account name (with postfix) of the user. When it shows “N.A.”, it
indicates that the user or device does not need to log in with a
username, for example, the user or device is on a non-authenticated
Username port or on the privileged MAC/IP list. Change the account name
accordingly, if the name is not identifiable in the record.

Note: Only 31 characters are allowed for the combination of Session
Type plus Username.

Protocol The communication protocol of session: TCP or UDP
MAC The MAC address of the user’'s computer or device
SIP The source IP address of the user’s computer or device
SPort The source port number of the user’s computer or device
DIP The destination IP address of the user’s computer or device
DPort The destination port number of the user’s computer or device
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»  An example of session log data is shown as below:

27 Jan 12:35:05 2009 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1626 DIP=203.125.164.132 DPort=80
27 Jan 12:35:05 2009 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1627 DIP=203.125.164.132 DPort=80
27 Jan 12:35:06 2009 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1628 DIP=203.125.164.142 DPort=80
27 Jan 12:35:06 2009 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1629 DIP=203.125.164.142 DPort=80
27 Jan 12:35:07 2009 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1630 DIP=67.18.163.154 DPort=80
27 Jan 12:35:09 2009 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1631 DIP=202.43.195.52 DPort=80

27 Jan 12:35:10 2009 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1632 DIP=203.84.196.242 DPort=80
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Appendix F. Network Configuration on PC & User Login

» Network Configuration on PC

After IAC3000 is installed, the following configurations must be set up on the PC: Internet Connection Setup and

TCP/IP Network Setup.

* Internet Connection Setup
¢ Windows 9x/2000
1) Choose Start >> Control Panel >> Internet

Options.

2) Choose the Connections tab, and then click

Setup.

185

il
J File Edit ‘View Favorites Tools Help ‘

J 4mBack - o= - | Qsearch [ Folders & 4History | e B x @ | -

| Address I@ Control Panel =] @

Control Panel

L i |

|

Add/Remave  AddiRemave
Hardware Programs

=l

Administrative  DatefTime
Toals

L Accessibility
Options

Internet Options
Configures your Internet display

and connections settings Display Falder Options Fonts Game
Controllers
windows Update
Windows 2000 Support %) %ﬂ"h
Kevboard Mouse Metwork and  Phone and  Power Options
Dislup Co...  Modem ...
= -
] =
Printers Regional  Scanmersand  Scheduled  Sounds and
Options Cameras Tasks Multimedia
=] 8
System Usersand  ¥Mware Tools
Dacauneds

-

|Configures your Tnternet display and connections settings [ [\ My Computer

Internet Properties

General I Security I Content  Conneckions IPrograms I Advanced I

Use the Internet Connection Wizard ko
connect your computer to the Internet.

ed

—Dial-up settings

Add. ..

Remove |
Setkimgs. .. |

| Dial whenever a nebwork connection is not present

ek Default |

% Mever dial & conmection

| always dial my. default conmection

ZUrrent [Mone

—Local Area Metwork (LAN) settings

LaM Settings. .. |

(o]4 Cancel I Lppls




3) Choose “l want to set up my Internet
connection manually, or | want to connect
through alocal Area network (LAN)”, and then

click Next.

4) Choose “I connect through a local area
network (LAN)" and then click Next.

5) DO NOT choose any option in the following LAN
window for Internet configuration, and just click

Next.
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x|

Welcome to the Internet
Connection Wizard
The Internet Connection wizard helps you connect your computer

to the Intemet. You can use this wizard to set up a new or
existing Intemet account.

€ | want to tigh up for a new Intemet account. [My telephone line
is connected to my modem.]

7 | want to transfer my existing Intemet account to this computer
[My telephone line is connected to mp modem. )

| want to set up my Intemet connection manually, or | want ta
connect thiough a local area netwark [LAN]

To leave your Internet settings unchanged, click Cancel

To learn more about the Intemet, click Tutorial Tutorial |

<Back‘i Next > I’ Cancel

S —

Internet Connection Wizard 1[

Selting up your Internet connection

If you have an Intemet service provider account, you can use your phone ine and a madem
to connect ko it IF your computer iz connected to a local area netwark (LAN), pou can gain
access to the Internet over the LAN.

How do you connect ta the Internet?

| connect thiough a phane line and a modem

@t thiough a local area netwark [LAM]

<Back‘| Mext » I} Cancel |

TSsS——

Internet Connection Wizard x|

Local area k1

Select the method you would like to use to configure pour proxy settings. 1f you are not
sure which option to select, select automatic discovery or contact your network,
administrator. Automatic configuration may override manual settings. To ensure the uze
of manual settings, disable automatic configuration,

Automatic Configuration
[T Automatic discovery of prowy server [recommended]

™ Use automatic configuration script

Address:

™ Manual Prowy Server

< Back (INext ﬁl Cancel

S —




6) Choose “No” and then click Next.

7) Finally, click Finish to exit the Internet

Connection Wizard. Now, the set up is

completed.

€ Windows XP

1) Choose Start >> Control Panel >> Internet

Option.
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Internet Connection Wizard

Set Up Your Internet Mail Account
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x|

An Internet mail program iz installed on your computer. Intermet mail allaws pou to

receive and send e-mail meszages.

To successfully st up your Internet mail account, you must have already signed up for
an e-mail account with an Intermet service provider and obtained important connection
information. If pou are missing any information the wizard asks you to provide, contact

wour Internet service provider.
Do you want to gt up an Internet mail account now?

£ Yes

<Back< I Next > I >Eanc:e| |

TS

Completing the Internet Connection
Wizard

“r'ou have successfully completed the Internet Connection wizard.

x|

account.

Explorer icon on your desktop.

click Finish

To close the wizard, click Finish

Tour computer is now configured to connect to vour Intermet

After you cloge this wizard, you can connect ta the
Internet at any time by double-clicking the Internet

r To connect to the Intemet immediately, select this box and then

< B ac(lﬂn\sml Cancel
————

B- Control Panel

File Edit Wiew Favorites Tools  Help

1 j ®)
€ D P PO sach [ roders

[0 (=1[ES)
'!'r

address | [ Control Panel

B

= =y
ﬂ“ Control Panel & 5’ % E
Accessibilty  AddHardware  Add or
@ Switch ta Category Yiew Options Rema, ..

See Also

&
\&
\il

Display  Folder Options  Forits
& Windows Lpdate

@) Help and Support o,

¢
L3

Keyboard Netwark

Connections

Mouse
' .’ :g
= =
Frinters and  Regional and  Scanners and
Faxes Language ... Cameras

@

Administrative Date and Time

Speech System  Taskbar and  User Accounts YMware Tools ~

W £

ools

Controllers

B

Phone and  Power Options
Modem ...

5 @

= 2

Schieduled Sounds and
Tasks Audio Devices

@ & -




2) Choose the Connections tab, and then click

Setup.

3) When the Welcome to the New Connection

Wizard window appears, click Next.

4) Choose “Connect to the Internet” and then

click Next.
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General

Dial-up and “irtual Private Hetwork, settings

Security | Privacy | Content | Connections Advanced

Programs

To set up an Internet connection, click
Sekup.

Choose Settings if vou need to configure a proxy
server for a connection.

Local Area Metwork, [LAMN] zettings

LAMN Settings do not apply to dial-up connections,
Choose Settings above For dial-up settings.

Cancel

New Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such ag pour workplace
nietwork.

* Setup ahome or small office netwark.

To continue, click Nest.

[ Mest> | D Cancel

New Connection Wizard

Metwork Connection Type
‘wihat do you want to do?

ou ca browse the Web and read email

() Connect to the network at my workplace
Connect to a buginess network [uzing dial-up or YPN] 20 you can work, from home,
a field office, or another location.

() Set up a home or small office network

Connect to an existing home or small office netwark or set up a new one.

() 5et up an advanced connection

Connect directly to another computer uzsing your senal. parallel. or infrared part, or
zet up this computer 3o that other computers can connect to it,

T —
[ <Eac( ” MNext » ID Cancel
——




5) Choose “Set up my connection manually” and

then click Next.

6) Choose “Connect using a broadband
connection that is always on” and then click
Next.

7) Finally, click Finish to exit the Connection

Wizard. Now, the setup is completed.
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New Connection Wizard

Getting Ready
The wizard is preparing to set up vour Intermet connection.

How do you want to connect to the Intermet?

ternet service providers [I5Ps]

will need your account name, password, and a
phone number for your ISP, For a broadband account, you won't need a phone
number.

() Use the CD | got from an ISP

P ——
[ <Eac:|( ” Mext > ]D Cancel
—

New Connection Wizard

Internet Connection
Haw do you want to connect ta the ntermet?

() Connect using a dial-up modem
Thiz type of conhection uzes a modem and a regular or ISDN phane line.

dhand b

(Z) Connect uging a b that

password
This iz a high-speed connection uzsing either a DSL or cable madem. Your ISP may
refer ta this type of connection as PPPoE.

quires a user name and

T g "
connection. |t is always active, and doesn't require pou to sigh in.

A
[ < Back (H Mext » ]) Cancel
—

New Connection Wizard

)

Completing the New
Connection Wizard

“Your broadband connection should already be configured
and ready to uze. If your connection iz not working
properly, click the following link.

Learrn more about

To cloge this wizard, click Finish.

=1

Finish ] ) Caniel




TCP/IP Network Setup

If the operating system of the PC in use is Windows 95/98/ME/2000/XP, keep the default settings without any
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changes to directly start/restart the system. With the factory default settings, during the process of starting the

system, IAC3000 with DHCP function will automatically assign an appropriate IP address and related

information for each PC. If the Windows operating system is not a server version, the default settings of the

TCP/IP will regard the PC as a DHCP client, and this function is called “ Obtain an IP address automatically”.

If checking the TCP/IP setup or using the static IP in the LAN1/LAN2 or LAN3/LAN4 section is desired, please

follow these steps:

@ Check the TCP/IP Setup of Window 9x/ME

1) Choose Start >> Control Panel >> Network.

2) Click on the Configuration tab and select
“TCP/IP >> AMD PCNET Family Ethernet

Adapter (PCI-ISA)”", and then click Properties.

Now, you can choose to use DHCP or a specific

IP address.

3 Control Panel - [8]x]
J File Edt View Go Favoites Help
« o+ G|y 9 X
Bk Farard| Up Cut Copy Paste Unda Delete  Properties | Yiews
JAgdrsss I@ Control Panel j
) 3
Accessibliy  AddNew  Add/Remove  Date/Time
Options Hardware Programs
Control F *
Panel 4§
- E— = L&}
Display Fonts Game Internet
Network Contiallers Options
Configures network
hardware and software, @ @ @ @
b
Keyboard Modems Mouse Multimedia
Microsoft Home
Technical Support -
ODBCData  Passwords Pawer
Sources [32bit] Management
S Y1 fml |
‘Ennhgures netwark hardware and sol ‘E‘ My Computer
Hetwork K E3 I

Configuration I Identification I Accezs Contral I

T he following network components are installed:

Client for Microzoft Metworks

Prirnany Metwork Logon:

ICIient far Microsoft Metworks

File and Print Sharing... I

Dezcription

TCRAR iz the protocol vou uze ta connect to the Internet and

wide-area networks.

Ok

I Cancel
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3) Using DHCP: If you want to use DHCP, click on
the IP Address tab and choose “Obtain an IP
address automatically”, and then click OK.
This is also the default setting of Windows. Then,
reboot the PC to make sure an IP address is
obtained from IAC3000.
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TCP/IF Properties Ed

Bindings | Acvanced | MetBI0S |
DMS Configuration I G ateway I WIMS Configuration  |P Address

A |P addreszz can be automatically assigned to this computer.
If pour network. does ot automatically aszign IF addreszes. ask
wour hebwork, administrator for an address. and then type it in
the space below.

@ an |IP address automatim
—

" Specify an IP address:

B Eddress: | 1 i . |

Susriet kasks | A A . |

Cancel

4) Using Specific IP Address: If you want to use a specific IP address, acquire the following information

from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your

ISP and the Gateway address of IAC3000.

Note: If your PC has been set up completed, please inform the network administrator before proceeding to the

following steps.

4.1) Click on the IP Address tab and choose
“Specify an IP address”. Enter the IP
Address, Subnet Mask and then click OK.

191

(TCPAIP Propertios G|
Bindings 1 Advanced | NetBIDS ]

DMS Configuration | Gateway | WINS Configuration  IP Address

An |IP address can be automatically assigned to this computer.
IF your network. does not automatically assign IP addiesses. ask
your network administrator for an address, and then type it in
the space below.

" Obtain an |P address automatically

Subnet M ask: I & i i |




4.2) Click on the Gateway tab. Enter the gateway
address of IAC3000 in the “New gateway”
field and click Add. Then, click OK.

4.3) Click on DNS Configuration tab. If the DNS
Server field is empty, select “Enable DNS”
and enter DNS Server address. Click Add,
and then click OK to complete the

configuration.

€ Check the TCP/IP Setup of Window 2000
1) Select Start >> Control Panel >> Network and

Dial-up Connections.
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TCF/IF Properties B3

Bcvanced | MetBI0S ]
Gateway | wINS Configuration | IP Address |

Eindingsz |
DMS Configuration

The first gateway in the Installed Gateway list will be the default.
The address order in the list will be the order in which these
machines are used.

Mew gateway:
(1. . -~ @ s

Inztalled gatewaps:

Hemove I

Carncel

TCP/IP Properties I E3

Bindings | Acvanced MetBI0s ]
DHS Configuration I Gateway | "WINS Configuration | IF Address |
 Dj

Host: I Diomair: I
DMS Server Search Order

| Bemove |

Cromain Suffix Search Order

| Sl

| Hemove I

= P

Cancel
E3 control Panel =10] x|
J File Edit Miew Favorites Tools Help ‘
J 4=Eack * = - | @SEarch [ Folders @Histury ‘ FrEmlP il Yo | Ed
J Address I@ Control Panel ﬂ @Gn
= E Ea— Date,Time Display  Folder Options  Fonts ]
-
P
Control Panel % ﬁa @ '@
Game Internet Keyboard Mouse
Network and Dial-up Contrallers Options
Connections
Caonnects to other computers, '\‘
networks, and the Internet .?'
windows Lpdate Phone and  Power Options  Printers
windows 2000 Support Modem ...
-
. -
B 4=
Sy
Regional Scanners and  Scheduled Sounds and
Cptions Cameras Tasks Multimedia
=] ]
System Users and  YMware Tools LI
‘Connacts to other computers, networks, and the Internet | |@‘ My Computer 4




2) Right click on the Local Area Connection icon

and select “Properties”.

3) Select “Internet Protocol (TCP/IP)" and then
click Properties. Now, you can choose to use

DHCP or a specific IP address.

4) Using DHCP: If you want to use DHCP, choose
“Obtain an IP address automatically”, and
then click OK. This is also the default setting of
Windows. Then, reboot the PC to make sure an
IP address is obtained from IAC3000.
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1 Network and Dial-up Connections

JF\\e Edit Wiew Favorites Tools Adwvanced Help

| &Back = = - 7] | @search [HFolders (BHsory |B5 W X e | EE-

J Address I Metwork and Dial-up Connections
15 o =
L = S

Make New
Connection

Netwéirk and Dial-
up Connections Disable

Status

Local Area Connection Creats Shortcut

Delete
R

Type: LAN Connection

Status: Enabled

AMD PCNET Family PCI Ethernet
Adapter

\S Displays the properties of the selected connection.

Local Area Connection Properties

General I

Connect using:

I A0 PCHET Family PCl Ethiernet Adapter

Components checked are used by thiz connection:

Client for Microzoft Hetw
o . .

ork.s
or Microsoft Metworks

Ingtall...

Uninztall

—_—
— Descriptian
Tranzmizzion Control Pratocol/lnternet Pratocol. The default
wide area network protocal that provides communication
across diverse interconnected netwarks.

I~ Show icon in tazkbar when connected

(__Fuopenies D

Internet Protocol {TCP/IP) Properties

General I

Y'ou can get I[P settings assigned automatically if your network supports
this capability. Othemwize, you need to ask pour network administrator for
the appropriate IFP settings.

@ an P address auto@

—{ Uze the following 1P address:

P address: I
Subnet mask: |
Lefault gatewan: |

{* Obtain DMS server address autamatically
—{" Uze the following DMS server addresses:

Erefered DHS servern |

Alternate DN server: I

Advanced... |

ak Cancel




5) Using Specific IP Address: If you want to use a specific IP address, acquire the following information
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from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your
ISP and the Gateway address of IAC3000.

Note: If your PC has been set up completed, please inform the network administrator before proceeding to the

following steps.

5.1)

5.2)

5.3)

5.4)

Choose “Use the following IP address” and
enter the IP address, Subnet mask. If the DNS
Server field is empty, select “Using the
following DNS server addresses” and enter
the DNS Server address. Then, click OK.
Click Advanced to enter the Advanced
TCP/IP Settings window.

Click on the IP Settings tab and click Add
below the “Default gateways” column and
the TCP/IP Gateway Address window will

appear.

Enter the gateway address of IAC3000 in the
“Gateway” field, and then click Add. After
back to the IP Settings tab, click OK to

complete the configuration.
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Internet Protocol [TCP/IP]) Froperties i

General I

'ou can get P zettings assigned automatically if wour network. supports
thiz capability. Otherwize. you need to ask pour nebwork. administrator for
the appropriate |P settings.

e 3

i Obtai utarmnatically
{+ Lze the following IP address:

1P address: I

Subnet maszk: I

Diefault gateway: I

€ Dbt ks sl

i+ Uze the following DMS server addw
Preferred SEIVET, ! .

Altermnate DMS zerver: I

Ok I Cancel I
e
IP Settings | DNS | wiNS | Options |
— IP addreszes
IP address | Subnet mazk
DHCF Enabled
Add.. | Edit... Femave |
— Default gateways:
G atewsay | Metric |
Add... Edit... Femove
—
Interface metric: I'I
TCP/IP Gateway Address ?| XI
Eatewa}l: @
W Automatic metric
el efric: I
held Cancel |
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@ Check the TCP/IP Setup of Window XP

1) Select Start >> Control Panel >> Network # Control Panel EEX

File Edit View Favortes Tools Help [
Connection. Q Back -\‘_/\1 Lﬁ p Search ||~ Folders v
address |G Control Panel v‘ Go

E—" Control Panel k3 6’ § __@ % ja 1

Accessibiity  Add Hardware add or Administrative Date and Time
B Switch to Category View Options Remov... Tools
—~ p
w B P
See Also @ A7 e

v

Display  Folder Options  Fants Game Tntermet
& indows Updats Controllers Options
(7)) Help and Support E ‘{_h
Keyboard Phame and  Pawer Options
Moden ...,
3 5 @
2 9
Printers and  Regional and  Scanners and  Scheduled Sounds and
Faxes Language ... Cameras Tasks Audio Devices
¥ 9 4
Speech System  Taskbar and LUser Accounts WMware Tools v
2) Right click on the Local Area Connection icon LSRN TN R T E =5
File Edit View Favorites Tools Advanced Help a.
d select “P ties” )
and select “ Properties”. Qo © - B DOsowen [ roes | [
aildress | Network Comections v B

#| LAN or High-Speed Internet
Network Tasks

[5) create s new
connection

¥ setup ahome or smal
office network

@ Disable this netwark
device:

Disable
Status
Repair

f\ Repair this connectian

®]} Rename this connection

&) View status of this
connection

Change settings of this =
conneckion

Bridge Connections

Create Shorkout
Delete
[

Other Places =

B Control Panel
& My Network Places
[} My Documents

3) Click on the General tab and choose “Internet - Local Area Connection Properties

Protocol (TCP/IP)”, and then click Properties. General | Authentication || Advanced]

Connect using:

| HE AMD PCMET Family POl Ethernet Adapter ‘

IP address.

Thiz connection uzes the fallowing iterms:

g Client for Microsoft Metwarks
g Filz and Printer Sharing for Microsaft Mebaworks
I ePR=a= -

Now, you can choose to use DHCP or a specific

[TCF/IF) I

De=zcription

Tranzmizzion Control Protocol/lntermet Protocol. The default
wide area network. pratocal that provides communication
acrozs diverse interconnected networks.

Intemet Pro

[ Show icon in notification area when connected

[ Ok ] [ Cancel ]
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4) Using DHCP: If you want to use DHCP, choose Internet Protocol (TCP/IP) Properties RIX

Gereral | Alkernate Configuration

“Obtain an IP address automatically” and click

You can get I[P settings assigned automatically if pour network supports

i i i thi bility. Otherwise, d o ask twork administrator f
OK. This is also the default setting of Windows. th:: ;;Er‘lajplrligle P Z:;';Zgou ettt et ol

Then, reboot the PC to make sure an IP address
() Use the Talowmg 10 address:

is obtained from IAC3000.

5) Using Specific IP Address: If you want to use a EiOblaniDNolsoe) Sctess aulomatcall
() Use the following DMS server addresses:

specific IP address, acquire the following

information from the network administrator: the IP

Address, Subnet Mask and DNS Server address
provided by your ISP and the Gateway address ok ) [ coem |
of IAC3000.

Note: If your PC has been set up completed, please inform the network administrator before proceeding to the

following steps.

5.1) Choose “Use the following IP address” and enter the IP address, Subnet mask. If the DNS Server field
is empty, select “Using the following DNS server addresses” and enter the DNS Server address.
Then, click OK.

5.2) Click Advanced to enter the Advanced TCP/IP Settings window.
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5.3) Click on the IP Settings tab and click Add
below the “Default gateways” column and the

TCP/IP Gateway Address window will appear.

5.4) Enter the gateway address of IAC3000 in the
“Gateway” field, and then click Add. After
back to the IP Settings tab, click OK to finish

the configuration.

Advanced TCP/IP Settings

IP Setings | DNS | WwWINS | Options|

IAC3000
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IP addresses

IF address
DHCF Enabled

Subret mask

Add Edit . Femove
Diefault gateways:
Gateway kMetric
Add.. Edit... Femowve
Automatic metric
Interface metric: I:l

CDK\! Carncel

Gatewan:

Autornatic metric

= |
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= An Example of User Login

Normally, users will be authenticated before they obtain network access through IAC3000. This section presents

the basic authentication flow for end users. Please make sure that the IAC3000 was configured properly and
network related settings were made.

1. Open an Internet browser and try to connect to any website (in this example, we try to connect to
www.google.com).
a  For the first time, if the IAC3000 is not using a trusted SSL certificate (for more information, please see

4.2.5 Additional Configuration), there will be a “Certificate Error”, because the browser treats IAC3000
as an illegal website.

/= Certificate Error: Navigation Blocked - Windows Internet Explorer

hittps s google. comf

Y — |

Fle Edit VWiew Favorites Tools  Help

T:? e [Certif\cate Errar: Nawigation Blacked I 1

A
[@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

b  Please press “Continue to this website” to continue.

¢ The default user login page will appear in the browser.

User Login Page

Welcoma To User Login Paga.
Please Enter Your Uiser Name and Password To Sign In .

.
[ User Nama:

Password:

(| I T €Ty

] Remamiber ite

=7

2. Enter the username and password (for example, we use a local user account: test@local here) and then click
Submit button. If the Remember Me check box is checked, the browser will remember this user’s name and
password so that he/she can just click Submit next time he/she wants to login.

Check the Remember Me box to store the username and password on the current computer in order to
automatically login to the system at next login. Then, click the Submit button.

The Remaining button on the User Login Page is for on-demand users only, where they can check their
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Remaining Usage time.

Usar Login Page

Welcome To User Login Page.
Ploase Enter Your User Name and Password To Sign in .

L ]
“ Usar Nama:  e-1iccal

[ Passward:  svesl

W, Coomt QL V_cClesr il J Remaining

"] Rememiber Mg

3. Successful! The Login Successful page appearing means IAC3000 has been installed and configured

successfully. Now, you are connected to the network and Internet!

Hello, you are logged in via
test@local

Please click this button to

Login time: 2009-1-27 11:40:52

Start Browsing

Note: When On-demand accounts are used (for example, we use d9d5@ondemand here), the system will display

more information, as shown below.
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4. Remaining Usage: The remaining quota of this On-demand account that the user can surf the Internet.

Hello, you are logged in via
d9d5@ondemand
F )
&

-

£

To log out, please click the "Logout” button.
Remaining Usage:

09M 1024K bytes
Login time: 2009-1-27 11:42:32

Redeem )

[ Start Browsing ]

5. Redeem: When the remaining quota is insufficient, the user can add up the quota by purchasing an additional
account. Please enter the new username and password in the Redeem Page and click ENTER button to merge

the two accounts so that there will be more quota for the original account.

‘Welcome To Redesm Fage!
Please Entar Your User Namse and Password To Sign bn

auwll-.'

(Bl Pasamerd:

L R ,

Note: The maximum session time/data transfer is 24305 days/9,999,999 Mbyte. If the redeem amount

exceeds this number, the system will automatically reject the redeem process.
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Appendix G. Console Interface

Via this port to enter the console interface for the

administrator to handle the problems and situations
Port Settings I

occurred during operation.

1. In order to connect to the console port of IAC3000,

L

a console, modem cable and a terminal simulation Bits per second: | 9500

program, such as the Hyper Terminal are needed.

Drata bits: ] g

L«

2. If a Hyper Terminal is used, please set the

parameters as 9600,8,n,1.

L«

Parity: ]Nnne

Stop bis: -

Flows contral: ]None __"_j

Rezstore Defaults |

] l Cancel ! Apply I

Caution: the main console is a menu-driven text
interface with dialog boxes. Please use arrow keys on the keyboard to browse the menu and press the Enter key

to make selection or confirm what you enter.

3. Once the console port of IAC3000 is connected properly, the console main screen will appear automatically. If
the screen does not appear in the terminal simulation program automatically, please try to press the arrow keys,
so that the terminal simulation program will send some messages to the system, where the welcome screen or
main menu should appear. If the welcome screen or main menu of the console still does not pop up, please

check the connection of the cables and the settings of the terminal simulation program.

qaqaaqaqaaaaqaaaaaaaqaaaaqaaaaaaaaa Yelcome qaaaqaaagaaaaaaqaqaaaaaaaaaaaaaaaak
IAC3008 Console K
Current firmware version: 1.00.00 K
Build: 00400 K
IAC3000 running time: 93 min P

P

"
1 Qoo QO QO o g g aad g Qo aad g g g g gqad g daaad gadad g aaaddgaaad daaaaggu
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lagaaagaaqaaaaqaaaaaqaa IAC3BBOB Basic Configuration gaqaaagaaqaaaaaaaaaak
Please select functions:
1 gggqqaqaaaaggaaaaaqaqaqc
ISRERETANt1]1t1es for network debugging X
assword Change admin password
eset Reload factory default

¥
¥
¥
¥
¥
estart Restart IAC3000 ¥
¥
¥

H
H
H
H
H
H
H
H

mqaqaaaqaadqqaqaaqdaaaaqaaadqaaadaaaaadaddaqaadaaaaddaadaaadqaaaadaaqaadaaqaaadd
1 q09au9aa9aag9aagaagaagaagqagaadgqadaagadqaaddaagadadaaadagaaqaaaaagaaqaaqu
"
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. Utilities for network debugging
The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follows:

lgaqaagqaaaaaaoaaaaaaa IAC30080 Configuration Utility gogooaaaooaqoaaaaaak
Please select utility:

x X

P
llrace Trace routing path H
MhowIlF Display interface settings o
showRT  Display routing table P
MhowARP Display ARP table H
UpTime Display system up time i
Mtatus  Check service status o
Mafe Set device into 'safe mode’ H
§[TP Svnchronize clock with NTP server o
EMESG Print the kernel ring buffer P

H

%

]

¥
o
i
¥
o
i
¥
P
i
¥
P
i
ME Main menu K
P

X X X X X X X X XX

E
=
"
E
=
"
E
ke
"
E
ke
"
E
ke
"

maqdadadadadaaaqadadadadadadaaadadadadadaadadaaaaaaaadadadadaaaaaaaal X
tqoaqaqaaaqaaqqaaaadaadaadaadaadaadaaaaadaqadaaadaadaaadaadaadaaadaaaaaadaaau

»  Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

»  Trace routing path: Trace and inquire the routing path to a specific target.

»  Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

»  Display the routing table: The internal routing table of the system is displayed, which may help to

confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

YV V V VY

Set device into “safe mode”: If the administrator is unable to use Web Management Interface via
browser for the system failed inexplicitly. The administrator can choose this utility and set it into
safe mode, which enables him to manage this device with browser again.

»  Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

»  Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program

helps users to print out their boot-up messages instead of copying the messages by hand.

> Main menu: Go back to the main menu.
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. Change admin password

Besides supporting the use of console management interface through the connection of null modem, the
system also supports the SSH online connection for the setup. When using a null modem to connect to
the system console, we do not need to enter administrator’s password to enter the console management

interface. But connecting the system by SSH, we have to enter the username and password.

The username is “admin” and the default password is also “admin”, which is the same as for the web
management interface. Password can also be changed here. If administrators forget the password and
are unable to log in the management interface from the web or the remote end of the SSH, they can still
use the null modem to connect the console management interface and set the administrator’s password

again.

Caution: Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change the

IAC3000 Admin username and password after logging in the system for the first time.

. Reload factory default

Choosing this option will reset the system configuration to the factory defaults.
. Restart IAC3000
Choosing this option will restart IAC3000.
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Appendix H. Local VPN

The system is equipped with IPSec VPN feature. To utilize IPSec VPN supported by Microsoft Windows XP SP2
(with patch) and Windows 2000 operating systems, the system implements IPSec VPN tunneling technology

between client's windows devices and the system itself regardless of wired or wireless network.

By pushing down ActiveX to the client’'s Windows device from the system, no extra client software is required to be
installed except ActiveX, in which a so-called “clientless” IPSec VPN setting is then configured automatically. At the
end of this setup, a build-in IPSec VPN feature will be enabled and ready to serve once it is launched for setup.
The goal of this design is to eliminate the configuration difficulty from IPSec VPN users. At the client side, the IPSec

VPN implementation of the system is based on ActiveX and the built-in IPSec VPN client of Windows OS.

1. ActiveX Component

The ActiveX is a software component running inside Internet Explorer. The ActiveX component can be checked

by the following windows.

Manage Add-ons L
View and manage add-ons that are instaled on youwr computer. Dizabling or deleting add-ons might
[+ prevent some webpages fram working cormecty
Showe | Add-ors thet have been used by Inkemet Explorer w |
Name Publisher Status Type Fila [
A Research Enabled  Browser Exbension
] Shockwave Flash Object Adobe Systems Incorpora,.,  Enabled Ackiver Contral Flash '
& Skype Skype Technologies 54 Enabled Browser Extenson Skyp i
) Skype add-on (mastermind)  Skype Technologies 54 Enabled  Browser Helper Object  Skyp |
" WPNClient.ipsec KetComm Limied Enabled  ActhveX Control WPNC
S windows Live Messenger Microsoft Corporation Enabled  ActiveX Control M3G:
5 Windows Media Player Microsoft Corporation Enabled Activer Control Wmp
iz]WindDws Messenger Enabled  Browser Extension
E]SQML DOM Docurnent Microsoft Corporation Enabled Activei Contral msxn|
4] ML DOM Document 3.0 Microsoft Corporation Enabled  AckiveX Contral mszn,
&)L HTTP 3.0 Microsoft Corporation Enabled  ActiveX Contral ms:n
EJHW. HTTP 4.0 Micrasoft Corporation Erabled Ackiver Contral msxn
|ne
£ >
Sellings Diedele Aclive
: . |
Click an add-an name above and @) Enable Click the name of an ———
and then chick Enable or Disable: et ActiveX, contiol above and Delete
) Disable then click [elete,
L woad nese add-ons [ Intemal Esplors

From Windows Internet Explorer, click Manage add-ons button inside Programs page under Tools to show

the add-ons programs list. You can see VPNClient.ipsec is enabled.
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During the first-time login to IAC3000, Internet Explorer will ask clients to download an ActiveX component of
IPSec VPN. Once this ActiveX component is downloaded, it will run in parallel with the “Login Success Page”
after the page being brought up successfully. The ActiveX component helps set up individual IPSec VPN
tunnels between clients and IAC3000 and check the validity of IPSec VPN tunnels between them. If the
connection is down, the ActiveX component will detect the broken link and decompose the IPSec tunnel. Once
the IPSec VPN tunnel was built, all sent packets will be encrypted. Without connecting to the original IPSec
VPN tunnel, a client has no alternative way to gain network connection beyond this. IPSec VPN feature
supported by IAC3000 directly solves possible data security leak problem between clients and the system via
either wireless or wired connections without extra hardware or client software installed. An example of the local
VPN follow is shown as follows:

W R | 8 heps1(192.168.30. 1 loginpages vpn_main.shimiruip... ; - B o - bPsge + (£ Tooks - o

ﬂ This wehﬂbe weants to install the fodowing add-on: YPNCkent, CAB" from Nettornrn Limked, If you trust the website and the add-on and wank to install it, chek here..

WE 4R |( ) hetpsifj192.168.30.1 loginpages van_main.shtmifuip.. . )

Internet Explorer - Security Warning

Do you want to install this software?
j Name: YENClient, CAS
J Publisher: MetComm Limited

(] mare options Instal | [_Dontinstal |

‘winie Fles From the Internet can be useful, this file type can Dukentlah-' harm
your computer, Orly install software from publishers you trust, WWhat s the risk?

T

W i;@https:ul92.16&,31,1jlugrpages,r\upn_mm,d|mrmp,., :

The VPN connection is being established

Please wail.....

! |

\ /
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2.

3.

& @ | @ hitps{192.168.30.1 loginpages/vpn_main.shirip. .

Hello, you are logged in via test@local
The connection is secured by IPSec VPN.

Login time: 2009-1-27 12:23:26

To logout, please click the "Logout” button
Logout

Limitations

The limitation on the client side due to ActiveX and Windows OS includes:

IAC3000
User's Manual

a Internet Connection Firewall of Windows XP or Windows XP SP1 is not compatible with IPSec protocol. It

shall be turned off to allow IPSec packets to pass through.

b  Without patch, ICMP (Ping) and PORT command of FTP can not work in Windows XP SP2.

c The forced termination (through CTRL+ALT+DEL, Task Manager) of the Internet Explorer will stop the

running of ActiveX. It causes that IPSec tunnel cannot be cleared properly at client device. A reboot of

client device is needed to clear the IPSec tunnel.

d The crash of Windows Internet Explorer may cause the same result.

Internet Connection Firewall

In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet

Connection Firewall will drop packets from tunneling of IPSec VPN.
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'] - Ethernet Properties

General | Support

Connection

Status: Connected
Diuration: 5 daps 04:55:39
Speed: 100.0 Mbps
Activity z

Sent w_-ﬁj Received
L‘H—L"‘
Packets: a5 176578
Froperties l [ Dizable l
A

) General I Authenti;:ation__: Advanced

Internet Connection Firewall

[] Pratect my computer and netwark by liriting or preventing
access to this computer from the Intermet

Learn more about [ntemet Connection Firewall.

Internet Connection Sharing

[] &llow ather netwark users ta connect through this
computer's |nternet connection

Learn more about [ntemet Connection Sharing.
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(] 4 ] I Caticel

Suggestion: Please TURN OFF Internet Connection Firewall feature or upgrade the Windows OS into Windows

XP SP2.

4. |ICMP and Active Mode FTP

On Windows XP SP2 that is without patch KB889527, ICMP packets will be dropped from IPSec tunnel. This

issue can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client device, please

access the patch from Microsoft’s web at: http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.

This patch also fixes issues of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.

Suggestion: Please UPDATE client's Windows XP SP2 with patch KB889527.

5. The Termination of ActiveX

The ActiveX component for IPSec VPN is running parallel with the “Login Success” web page. Unless user

decides to close the session and to disconnect with the system, the following conditions or behaviors of user’s

browser can be avoided in order to maintain the built IPSec VPN tunnel always alive.

Reasons why Internet Explorer may cause ActiveX to stop unexpectedly are as follows:

a. The crash of Internet Explorer on running ActiveX

again.

Suggestion: Please reboot client’'s computer once Windows service is resumed. Go through the login process
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b. Terminate the Internet Explorer Task from Windows Task Manager

Suggestion: Do not terminate this VPN task of Internet Explorer.

¢ There are some cases of Windows messages by which the system will hint current user to:
(1) Close the Windows Internet Explorer.
(2) Click logout on login success page.
(3) Click back or refresh of the same Internet Explorer.
(4) Enter new URL in the same Internet Explorer.
(5) Open a URL from the other application (e.g. email of Outlook) that occupies this existing Internet
Explorer.
All these will cause the termination of IPSec VPN tunneling if the user chooses to click “Yes”. The

user has to log in again to regain the network access.

Suggestion: Click “Cancel” if you do not intend to stop the IPSec VPN connection yet.

Non-supported OS and Browser

Currently, Windows Internet Explorer is the only browser supported by the system. Windows XP and Windows

2000 are the only two supported OS along with this release.

FAQ

a. How to clean IPSec client?

ANS:
Open a command prompt window and type the commands as follows.
C:\> cd %windir%\system32
C:\> Clean_IPSEC.bat
Or
C:\> cd %windir%\system32

C:\> ipsec2k.exe stop

b. How to remove ActiveX component in client’'s computer?
ANS:
(1) Uninstall and delete ActiveX component
(2) Close all Internet Explorer windows
(3) Open a command prompt window and type the commands as follows
C:\> cd %windir%\system32

C:\>regsvr32 /u VPNClient_1 5.ocx
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C:\>del VPNClient_1 5.0cx
c. What can | do if unable establish IPSec connection for Windows XP SP17?

ANS:

Disable Windows XP firewall
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Appendix I. Customizable Pages

There are five users’ login and logout pages for each service zone that can be customized by administrators.

Go to System Configuration >> Service Zone >> Service Zone Settings Configure >> Custom Pages.

Click the button of Configure, the Login (Logout) page will appear, including Login page, Logout Page, Login
Success Page, Login Success Page for On-demand User and Logout Success Page.

Click the radio button of page selections to have further configuration.

Login Page

Logowut Page

Custom Pages Login Success Page
Login Success Page for Ondemand User

Logout Success Page

1 Custom Pages >> Login Page
The administrator can use the default login page or get the customized login page by setting the template
page, uploading the page or downloading from the specific website. After finishing the setting, click Preview to

see the login page.

e Custom Pages >> Login Page >> Default Page

Choose Default Page to use the default login page.

Login Page Selection for Users - Service Zone: Default

& Default Page (O Template Page
OUpIoaded FPage OE}{ternaIF’age

Default Page Setting - Service Zone: Default

This is default login page for users.
‘You could click preview link to preview the default login page.
Thanks.

Freviewy

* Custom Pages >> Login Page >> Template Page
Choose Template Page to make a customized login page. Click Select to pick up a color and then fill in all
of the blanks. You can also upload a background image file for your template. Click Preview to see the

result first.
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Login Page Selection for Users - Service Zone: Default

O Default Page

O Uploaded Page

Color for Title Background
Color for Title Text
Color for Page Background
Color for Page Text
Title
Welcome
Information
Username
Passwaord
Submit
Clear
Remaining
Copyright
Remember Me
Logo Image File

Background Image File

@ Template Page

() External Page

Template Page Setting

Select (RGB values in hex mode)
Select (RGB values in hex mode)
Select (RGB values in hex maode)
Select (RGB values in hex mode)

|UserLogin Fage |

Welcome To User Login Page |

|F'Iease Enter Your Mame and Password to Sign In |

|Username |

|F'assw0rd |

|SL|erit |

[Clear |

|Remaining |

| Copyright (c) |

|Rememher e |

[ Freview and Editthe Image File ]
[ Preview and Editthe Image File ]
Pre

Custom Pages >> Login Page >> Uploaded Page

Choose Uploaded Page and upload a login page.

Login Page Selection for Users - Service Zone: Default

O Defaurt Fage

® Uploaded Page

File Name

Total Capacity: 512 K
Now Used:0 K

Upload Images

O Template Page

O External FPage

Uploaded Page Setting

| |[ Browse... ]

Existing Image Files:

Upload Image Files

| |[ Browse... ]

Preview
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The user-defined login page must include the following HTML codes to provide the necessary fields for user

name and password.

=form action="us erlogin.s htmIl” method="post” name="Enter”=
<input type="text” name="myus ername’>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

</forms=

And if the user-defined login page includes an image file, the image file path in the HTML code must be the

image file to be uploaded.

Remote VPN : <img src=images/xx.jpg”’>
Default Service Zone: <img src=images0/xx.jpg”>
Service Zone 1 : <img src=imagesl/xx.jpg”’>
Service Zone 2  : <img src=images2/xx.jpg”’>
Service Zone 3 : <img src=images3/xx.jpg”>
Service Zone 4  : <img src=images4/xx.jpg”’>

Click the Browse button to select the file to upload. Then click Submit to complete the upload process.

Next, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login page, click the Use
Default Page button to restore it to default.

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

After the upload process is completed and applied, the new login page can be previewed by clicking Preview

button at the button.

* Custom Pages >> Login Pages >> External Page

Login Page Selection for Users - Service Zone: Default

C Default Page O Template Page

O Uploaded Page (¥ External Page

External Page Setting

External URL hitp:if

Preview

Choose the External Page selection and get the login page from the specific website. In the External Page
Setting, enter the URL of the external login page and then click Apply.

After applying the setting, the new login page can be previewed by clicking Preview button at the bottom of
this page.

The user-defined logout page must include the following HTML codes to provide the necessary fields for

username and password.
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=form action="us erlogin.s htmIl” method="post” name="Enter”=
<input type="text” name="myus ername’>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

</forms=

2 Custom Pages >> Logout Page
The administrator can apply their own logout page in the menu. As the process is similar to that of the Login

Page, please refer to the “Login Page >> Uploaded Page” instructions for more details.

Upload Logout Page - Service Zone: Default
File Hame

[ submit ][ UseDefaultPage |

Existing Image Files:

Total Capacity: 512 K
Now Used: 0 K
Upload Image Files - Service Zone: Default

Upload Images
Submit

Preview

Note: The different part is the HTML code of the user-defined logout interface must include the following HTML
code that the user can enter the username and password. After the upload is completed, the customized logout
page can be previewed by clicking Preview at the bottom of this page. If restore to factory default setting is needed

for the logout interface, click the “Use Default Page” button.

<form action="usedogout.shtml” method="post” name="Enter">
<input type="text™” name="myusemame"">

<input type=""pssword” name="ypasswornd™>

<input type="submit" name="submit™ value="Logout">

<input type="res«" name=""clear" value="Clear"»

< form=>

3 Custom Pages >> Login Success Page
The users can apply their own Login Success page in the menu. As the process is similar to that of the Login

Page, please refer to the “Login Page” instructions for more details.
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Custom Pages >> Login Success Page >> Default Page

Choose Default Page to use the default login success page.

Login Success Page Selection for Users - Service Zone: Default

@DefauItPage OTempIate Fage
(O Uploaded Page () External Page

Default Page Setting - Service Zone: Default

This is default login success page for users.
You could click preview link to preview the default login success page.
Preview
Custom Pages >> Login Success Page >> Template Page
Choose Template Page to make a customized login success page. Click Select to pick up a color and then

fill in all of the blanks. Click Preview to see the result first.
Login Success Page Selection for Users - Service Zone: Default

O Default Page & Template Page
O Uploaded Page O External Page

Template Page Setting

Color for Title Background Select (RGBvalues in hex mode)
Color for Title Text Select (RGB values in hex made)
Color for Page Background Select (RGB values in hex mode)
Color for Page Text Select (RGBvalues in hex mode)
Title Login Success Page
Welcome Hello
Information Flease click this button to
Logout Logout
Information2 Thank yau
Login Time Laogin Time

Custom Pages >> Login Success Page >> Uploaded Page

Choose Uploaded Page and get the login success page to upload. Click the Browse button to select the
file for the login success page upload. Then click Submit to complete the upload process.

After the upload process is completed and applied, the new login success page can be previewed by

clicking Preview button at the bottom.
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Login Success Page Selection for Users - Service Zone: Default

O Default Page O Template Page
® Uploaded Page O External Fage

Uploaded Page Setting

File Name:

Existing Image Files:

Total Capacity: 512 |

Now Used: 0 K
Upload Image Files
Upload Images
Preview

e Custom Pages >> Login Success Page >> External Page
Choose the External Page selection and get the login success page from the specific website. In the
External Page Setting, enter URL of the external login page and then click Apply. After applying the setting,

the new login success page can be previewed by clicking Preview button at the bottom of this page

Login Success Page Selection for Users - Service Zone: Default

C'DefaultPage lOTempIate Fage
() Uploaded FPage (& External Page

External Page Setting

External URL hittpi

4  Custom Pages >> Login Success Page for On-demand User
The users can apply their own Login Success page for on-demand Users in the menu. As the process is
similar to that of the Login Page, please refer to the “Login Page” instructions for more details.
e Custom Pages >> Login Success Page for On-demand Users >> Default Page

Choose Default Page to use the default login success page for on-demand account

Login Success Page Selection for on-demand Users - Service Zone:

Default
(® Default Page O Template Page
O Uploaded Page ) External Page

Default Page Setting - Service Zone: Default

This is default login success page for on-demand users.
You could click preview link to preview the default login success page.
Thanks.

Preview
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Custom Pages>> Login Success Page for On-demand Users>> Template Page
Choose Template to make a customized login success for on-demand account. Click Select to pick up a

color and then fill in all of the blanks. Click Preview to see the result.

Login Success Page Selection for on-demand Users - Service Zone:

Default
ODefauItPage @Template Fage
O Uploaded Page O External Page

Template Page Setting

Color for Title Background Select (RGB values in hex mode)
Color for Title Text Select (RGB values in hex mode)
Color for Page Background Select (RGBvalues in hex mode)
Color for Page Text Select (RGBvalues in hex mode)
Title Login Success Page for Guest Users
Welcome Welcome
Information Flease click this button to
Logout Logout
Information2 Thank yau
Remaining Usage Remaining Usage
Day Day
Hour Hour
Min Min
Sec Sec
Login Time Login Time
Redeem Redeem

Custom Pages>> Login Success Pages for On-demand Users>> Uploaded Page
Choose Uploaded Page and get the login success page for on-demand users by uploading. Click the
Browse button to select the file for the login success page for Instant upload. Then click Submit to

complete the upload process.

Login Success Page Selection for On-demand Users - Service Zone:

Default
ODeiauItPage OTempIate Fage
@Uplnaded FPage O External FPage

Upload Login Success Page for On-demand User
File Name

Existing Image Files:

Total Capacity: 512 K
Now Used: [0 K

Upload Image Files
Upload Images

Preview
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e Custom Pages >> Login Success Pages for On-demand Users >> External Page
Choose the External Page selection and get the login success page from the specific website. In the
External Page Setting, enter URL of the external login page and then click Apply. After applying the setting,

the new login success page can be previewed by clicking Preview button at the bottom of this page.

Login Success Page Selection for oh-demand Users - Service Zohe:

Default
O Default Page O Termplate Page
) Uploaded Page (&) External Page

External Page Setting

External URL httpif

5  Custom Pages >> Logout Success Page
The administrator can apply their own Logout Success page for Users in the menu. As the process is similar
to that of the Login Page, please refer to the “Login Page” instructions for more details.
* Custom Pages >> Logout Success Page >> Default Page

Choose Default Page to use the default logout success page.

Logout Success Page Selection for Users - Service Zone: Default
@'DefaultPage OTempIate Fage
OUpI-Jaded Fage ) External FPage

Default Page Setting - Service Zone: Default

This is default logout success page for users.
You could click preview link to preview the default logout success page.
Preview
e Custom Pages >> Logout Success Page >>Template Page
Choose Template Page to make a customized logout success page. Click Select to pick up a color and

then fill in all of the blanks. Click Preview to see the result first.
Logout Success Page Selection for Users - Service Zone: Default

() Default Page @ Template Page
O Uploaded Page O External Page

Template Page Setting

Color for Title Background Select (RGB values in hex mode)
Color for Title Text Select (RGBvalues in hex mode)
Color for Page Background Select (RGB values in hex mode)
Color for Page Text Select (RGB values in hex mode)
Title Logout Success Page
Information Logout successfully
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Custom Pages >> Logout Success Page >> Uploaded Page

Choose Uploaded Page and get the logout success page to upload. Click the Browse button to select the
file for the logout success page upload. Then click Submit to complete the upload process.

After the upload process is completed and applied, the new logout success page can be previewed by

clicking Preview button at the bottom.

Logout Success Page Selection for Users - Service Zone: Default
(O Default Page (O Template Page
@Upl-:uaded Fage O External Fage

Upload Logout Success Page
File Hame

Existing Image Files:

Total Capacity; 212 K
HNow Used: 0 K

Upload Image Files
Upload Images

Preview

i

@
(T

Custom Pages >>Logout Success Page >> External Page
Choose the External Page selection and get the logout success page from the specific website. Enter the
website address in the External Page Setting field and then click Apply. After applying the setting, the new
logout success page can be previewed by clicking Preview button at the bottom of this page.

Logout Success Page Selection for Users - Service Zone: Default

(O Default Page O Template Page
O Uploaded Page (¥ External Page

External Page Setting

External URL http:is

Preview
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Legal & Regulatory Information

This manual is copyright. Apart from any fair dealing for the purposes of private study, research, criticism or review, as permitted under the Copyright Act, no
part may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical, recording or otherwise, without the

prior written permission of NetComm Limited. NetComm Limited accepts no liability or responsibility, for consequences arising from the use of this product.

NetComm Limited reserves the right to change the specifications and operating details of this product

without notice.
NetComm is a registered trademark of NetComm Limited.

All other trademarks are acknowledged the property of their respective owners.

Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following information and warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the ACA TS008 Standard.

(2) This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACA . These standards are designed to
provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses, and can radiate radio noise
and, if not installed and used in accordance with the instructions detailed within this manual, may cause interference to radio communications.
However, there is no guarantee that interference will not occur with the installation of this product in your home or office. If this equipment does cause
some degree of interference to radio or television reception, which can be determined by turning the equipment off and on, we encourage the user to

try to correct the interference by one or more of the following measures:
e (Change the direction or relocate the receiving antenna.
e |ncrease the separation between this equipment and the receiver.
e Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV is connected.
e Consult an experienced radio/TV technician for help.

(3) The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with any other product or do not
use any other power supply that is not approved for use with this product by NetComm. Failure to do so may cause damage to this product, fire or

result in personal injury.

GNU General Public License

This product includes software code that is subject to the GNU General Public License (“GPL”) or GNU Lesser General Public License (“LGPL”). This code is subject to
the copyrights of one or more authors and is distributed without any warranty. A copy of this software can be obtained by contacting NetComm Limited on +61 2
9424 2059.

Product Warranty

The warranty is granted on the following conditions:
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1. This warranty extends to the original purchaser (you) and is not transferable;
2. This warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of NetComm including
producing such evidence of purchase as NetComm

may require;
4. The cost of transporting product to and from NetComm’s nominated premises is your responsibility; and,

5. NetComm does not have any liability or responsibility under this warranty where any cost, loss, injury or damage of any kind, whether direct, indirect,
consequential, incidental or otherwise arises out of events beyond NetComm’s reasonable control. This includes but is not limited to: acts of God, war,

riot, embargoes, acts of civil or military authorities, fire, floods, electricity outages, lightning, power surges, or shortages of materials or labour.

6. The customer is responsible for the security of their computer and network at all times. Security features may be disabled within the factory default

settings. NetComm recommends that you enable these features to enhance your security.
The warranty is automatically voided if:
1. You, or someone else, use the product, or attempts to use it, other than as specified by NetComm;

2. The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or communication line,

whether caused by thunderstorm activity or any other cause(s);
3. The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

4. Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance with the user manual

supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service centre authorised by

NetComm; and,
6. The serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitations of Warranty

The Trade Practices Act 1974 and corresponding State and Territory Fair Trading Acts or legalisation of another Government (“the relevant acts”) in certain
circumstances imply mandatory conditions and warranties which cannot be excluded. This warranty is in addition to and not in replacement for such conditions

and warranties.

To the extent permitted by the Relevant Acts, in relation to your product and any other materials provided with the product (“the Goods”) the liability of NetComm

under the Relevant Acts is limited at the option of NetComm to:
Replacement of the Goods; or
Repair of the Goods; or
Payment of the cost of replacing the Goods; or
Payment of the cost of having the Goods repaired.

All NetComm ACN 002 490 486 products have a standard 12 months warranty from date of purchase. However some products have an extended
warranty option (refer to packaging). To be eligible for the extended warranty you must supply the requested warranty information to NetComm within 30

days of the original purchase by registering on-line via the NetComm web site at

www.netcomm.com.au

221



NelLomm

WWwW.IeLcomm.com.aly

Product Warranty

NetComm products have a standard 12 months warranty from date of purchase. However some products have an extended
warranty option, via registering your product online at the NetComm website www.netcomm.com.au.

Technical Support

If you have any technical difficulties with your product, please refer to the support section of our website.
www.netcomm.com.au/support

Note: NetComm Technical Support for this product only covers the basic installation and features outlined in the Quick Start Guide. For further information regarding the
advanced features of this product, please refer to the configuring sections in the User Guide or contact a Network Specialist.

Neltomm | &

WWW.NELComim.com.au

NETCOMM LIMITED PO Box 1200, Lane Cove NSW 2066 Australia DYNALINK NZ 224b Bush Road, Albany, Auckland, New Zealand
P: 02 9424 2070 F: 02 9424 2010 P: 09 448 5548 F: 09 448 5549
E: sales@netcomm.com.au W: www.netcomm.com.au E: sales@dynalink.co.nz W: www.dynalink.co.nz

Trademarks and registered trademarks are the property of NetComm Limited or their respective owners.
Specifications are subject to change without notice. Images shown may vary slightly from the actual product.

www.dynalink.co.nz
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