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Default Settings & Facts

The following lists the default settings of your NetComm Cable/DSL Firewall Router.

Note: It is highly recommended that you enable security settings in the router before
connecting your router to your network.

Router

LAN IP: 192.168.1.1
Username: <none>
Password: admin

WAN port MDI:  Auto MDI (No cross over cable required)

Resetting

While using or installing your NetComm Cable/DSL Firewall Router you may need to utilise the
reset feature. There are two types of reset:

Soft

A soft reset will restart the unit and reconnect to the internet using the settings stored
previously, none of your settings are deleted. To perform a soft reset briefly press the reset
button on the back of the unit.

Hard

A hard reset will return your unit to its factory default setting, meaning that you will loose
all configurations and logs set/stored previously. To perform a hard reset, press and hold in
the reset button on the back of the unit for 10 seconds.

Power

Ensure that you only use the Power Adaptor supplied (5V DC, 3amps, Center pole positive)
with your NetComm Cable/DSL Firewall Router.

Contact Information

If you have any technical difficulties with your product, please do not hesitate to contact
NetComm’s Customer Support Department.

Email: support@netcomm.com.au

Fax: (02) 9424-2010

‘Web: www.netcomm.com.au

www.netcomm.com.au Rev.3 - YML630
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NetComm Cable/DSL Firewall Router Quick Start

The following Quick Start pages are intended to be used by an advanced user to quickly
configure the NetComm Cable/DSL Firewall Router. It assumes that you are familiar with
Networking and that you already have a Cable or ADSL modem with an Ethernet port. If you
need further explanation, please refer to the more detailed sections of this document. This guide
presumes that your NetComm Cable/DSL Firewall Router is set to factory defaults (See

Resetting on previous page if required).

Rev.3 - YML630 www.netcomm.com.au
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One page setup for Telstra Bigpond Cable

1.

Connect your computer to one of the four LAN ports on the NetComm Cable/DSL Firewall
Router and ensure you have a link. Connect your Cable modem (supplied by your ISP) to
the WAN port of the NetComm Cable/DSL Firewall Router.

Set the Network Card of your computer to use DHCP or assign it an IP address in the range
0f 192.168.1.2 ~ 254.

Open a web browser (ensuring that it is set to access the Internet via the LAN, not by a dial-
up networking account). Browse to the NetComm Cable/DSL Firewall Router's default IP
(192.168.1.1). The main menu of the router should open displaying the “One Page Setup”.

#/ =" OnePage Setup

Madn Menm

Advanced

Host Name:

Domain Name:
Time Zone:

LAMN IP Address

TR v\ LAY 1P Addrass:
o R
WaN Connection Type Heertfieatag Telska Cabie) «
ser Narme: i

Stafus Monesr Passward:
Haart Baat Sorvor: 0 T o
blo Conniect an Demand: Max tdie Time = Min,

)

Enep piya st Pated £

| Aapty || Cance

Note: You may be prompted for a log-in, there is no User Name and the Password is

"admin".

4. Change your “WAN Connection Type” to “Heartbeat (E.g. Telstra cable)”.

5. Set your “User Name” and “Password” as provided by your ISP.

6. If you wish to make services available to external Internet users, even when you are not
using Internet services from inside your network, you can choose “Keep Alive”.
Alternatively for extra security you can choose “Connect on Demand”.

7. Click “Apply”. Your NetComm Cable/DSL Firewall Router will attempt to use your settings
to connect to your ISP. You can check the results on the “Status Monitor” page.

8. If you have a DHCP server already active on your network it is recommended that you
disable either the NetComm Cable/DSL Firewall Router's built in DHCP server or the
existing DHCP server. Please note that Microsoft Internet Connection Sharing is a DHCP
server.

www.netcomm.com.au Rev.3 - YML630
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One page setup for Optus Cable

1. Connect your computer to one of the four LAN ports on the NetComm Cable/DSL Firewall
Router and ensure you have a link. Connect your Cable modem (supplied by your ISP) to
the WAN port of the NetComm Cable/DSL Firewall Router.

2. Set the Network Card of your computer to use DHCP or assign it an IP address in the range
0f 192.168.1.2 ~ 254.

3. Open a web browser (ensuring that it is set to access the Internet via the LAN, not by a dial-
up networking account). Browse to the NetComm Cable/DSL Firewall Router's default IP
(192.168.1.1). The main menu of the router should open displaying the “One Page Setup”.

OnePage Setup

Host MName: [ e—T—
Domain Name: (Nacuermd by some T3]
Time Zone: (T 1000 Ausstralin
LAN TP Address {MAL Address: 00-91-38-43-E5-58)

Device LAN 1P Addrass: 19z fez 1

Hubnat Mask: 666650
WAN Connection Type Citrtain an [P auomatcally

Note: You may be prompted for a log-in, there is no User Name and the Password is
"admin”.
4. Change your “WAN Connection Type” to “Obtain an IP automatically (E.g. Optus
cable)”.

5. Optus cable does not require a “User Name” and “Password” as it uses the modem's MAC
address to identify you to your ISP.

6. If you wish to make services available to external Internet users, even when you are not
using Internet services from inside your network, you can choose “Keep Alive”.
Alternatively for extra security you can choose “Connect on Demand”.

7. Click “Apply”. Your NetComm Cable/DSL Firewall Router will attempt to use your settings
to connect to your ISP. You can check the results on the “Status Monitor” page.

8. If you have a DHCP server already active on your network it is recommended that you
disable either the NetComm Cable/DSL Firewall Router's built in DHCP server or the
existing DHCP server. Please note that Microsoft Internet Connection Sharing is a DHCP
server.

Rev.3 - YML630 www.netcomm.com.au
Cable/DSL Firewall Router Page 7



Y 74/

One page setup for most ADSL services

1. Connect your computer to one of the four LAN ports on the NetComm Cable/DSL Firewall
Router and ensure you have a link. Connect your ADSL modem (supplied by your ISP) to
the WAN port of the NetComm Cable/DSL Firewall Router.

2. Set the Network Card of your computer to use DHCP or assign it an IP address in the range

of 192.168.1.2 ~ 254.

3. Open a web browser (ensuring that it is set to access the Internet via the LAN, not by a dial-
up networking account). Browse to the NetComm Cable/DSL Firewall Router's default IP
(192.168.1.1). The main menu of the router should open displaying the “One Page Setup”.

\laim Menn

Advanced

OnePage Setup

Host Name:
Domain Name:

empsirel lry v 1305}
(Raguuirad by vome 15Pw}
[GAAT 10000 Ausvaka -

(HAL Addemos:

Time Zone:

LAN TP Address
Devica LAN IP Addrass:
Hubnet Mask:

1M RSB

WAN Connection Type

User Narme:

Passvord:
L Connect on Demand: Mk [dle Tine = Min,
Keep Alive: Redisl Prrdod 10 Sec.

Note: You may be prompted for a log-in, there is no User Name and the Password is

"admin".

4. Change your “WAN Connection Type” to “PPPoE (ADSL)”.
Set your “User Name” and “Password” as provided by your ISP.

6. If you wish to make services available to external Internet users, even when you are not
using Internet services from inside your network, you can choose “Keep Alive”.
Alternatively for extra security you can choose “Connect on Demand”.

7. Click “Apply”. Your NetComm Cable/DSL Firewall Router will attempt to use your settings
to connect to your ISP. You can check the results on the “Status Monitor” page.

8. If you have a DHCP server already active on your network it is recommended that you
disable either the NetComm Cable/DSL Firewall Router's built in DHCP server or the
existing DHCP server. Please note that Microsoft Internet Connection Sharing is a DHCP

Server.

www.netcomm.com.au
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Introduction

Congratulations on your purchase of the NetComm Cable/DSL Firewall Router. The NetComm
Cable/DSL Firewall Router is designed to provide advanced networking security and network
resource sharing, utilising fast Ethernet connections with four built-in 10/100 auto-sensing
switched Ethernet ports. And best of all, with a powerful firewall engine, this device is able to
prevent DoS attack and uses SPI to provide superior protection for your private network from
Internet hackers.

The built-in NAT provides a natural Internet firewall, protecting your network from
unauthorised access by outside users. The router will share your internet connection with up to
253 users. Configured as a DHCP server, the NetComm Cable/DSL Firewall Router assigns an
IP Address to every computer connected on the LAN automatically. Also, a DHCP client helps
the WAN port to acquire an IP address dynamically from your ISP.

Unlike other typical routers, which only share 10Mbps over all of their connections, the
NetComm Cable/DSL Firewall Router is equipped with a 4-port 10M/100Mbps auto-sensing
switch, dedicating a possible100Mbps to each and every ethernet connected computer.

With a web-based UI (User Interface), this NetComm Cable/DSL Firewall Router is easy to
setup and maintain via web browsers such as Netscape Communicator and Internet Explorer.

Rev.3 - YML630 www.netcomm.com.au
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About this Guide

This guide contains information about installing and configuring your NetComm Cable/DSL
Firewall Router. It is designed to guide users through the correct setup procedures for both
hardware installation and basic configuration. Later, it shows how to complete advanced
configuration to get the best operating performance from the NetComm Cable/DSL Firewall
Router.

Chapter 1: Get to know your NetComm Cable/DSL Firewall Router

This chapter describes the package contents and provides a list of features of the NetComm
Cable/DSL Firewall Router.

Chapter 2: Hardware Installation & Setup

This chapter describes the steps for hardware installation of the NetComm Cable/DSL
Firewall Router.

Chapter 3: Internet Access

This chapter describes the steps for basic configuration and start up of the NetComm Cable/
DSL Firewall Router.

Chapter 4: Advanced Applications

This chapter describes how to configure advanced functions in order to get the most from
your NetComm Cable/DSL Firewall Router.

Chapter 5: Configuring IPSec VPN
This chapter describes IPSec VPNs and explains how to configure your Router.

Chapter 6: Configuring IPSec on Windows 2000/XP
This chapter describes how to configure IPSec on Windows 2000/XP

Chapter 7: Trouble Shooting

This chapter describes potential problems you may run into and the suggested remedies.

Conventions

The following explains the conventions used throughout this document.

Italics New words, terms, or special emphasis. E.g. Getting to
know your NetComm Cable/DSL Firewall Router.

“Boldface” Buttons, checkboxes, or items that you can select from

screens, menus, or dialog boxes. E.g. Click “OK?” to restart

Boldface Italics Items in Bold Italics are samples only and you should enter
other names, numbers, or words to substitute.

www.netcomm.com.au Rev.3 - YML630
Page 10 Cable/DSL Firewall Router
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Chapter 1: Getting to know your NetComm Cable/DSL
Firewall Router

This chapter describes the package contents and provides a list of features of the NetComm
Cable/DSL Firewall Router.

1-1 About NetComm Cable/DSL Firewall Router

The NetComm Cable/DSL Firewall Router is a hybrid product, which combines Ethernet
technology with a firewall engine into a single stand-alone unit. The device allows you take
advantage of both security and fast connections. All computers on your LAN can securely share
files, printers and other network resources, as well as a single Internet account when connected
to a DSL/Cable modem.

Ethernet / Fast Ethernet

Ethernet is the most widely-used network access method, especially in LANS. It is defined by
the IEEE as 802.3 standard. Normally, Ethernet is a shared media LAN. All stations on the
segment share the total bandwidth, which could be 10Mbps (Ethernet), 100Mbps (Fast
Ethernet), or 1000Mbps (Gigabit Ethernet). With switched Ethernet, each sender and receiver
has the full bandwidth.

Fast Ethernet is defined as IEEE 802.3u standard, a high-speed version of Ethernet with
100Mbps transmission rate.

Firewall

DoS is the acronym for Denial of Service, which refers to the response when a computer or
network is overwhelmed to the point that it can no longer function normally. For example, a
hacker may use a fake IP address to build connections to flood the server they want to attack.
TCP works by sending a SYN packet to the server from the client. After the server receives the
SYN packet, a SYN-ACK is sent back to client. The server will then wait for a response to the
SYN-ACK. If the hacker sends hundreds of SYN packets to a server with a false address, the
server allocates computer and memory resources to establishing a connection - since the server
does not know a legitimate SYN message from a false message. By flooding the server with such
a large volume of requests, the server’s maximum capacity can easily be used by these false
attempts to establish a connection - this is what the firewall is designed to prevent.

SPI is the acronym of Stateful Packet Inspection. The SPI engine examines not just the headers
of the packet, but also the contents, to determine more about the packet than just its source and
destination information. Moreover, stateful inspection firewalls also close off ports until a
connection to the specific port is requested.

Rev.3 - YML630 www.netcomm.com.au
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1-2 Contents of the NetComm Cable/DSL Firewall Router Package

After carefully unpacking the shipping carton, check the contents listed below:
NetComm Cable/DSL Firewall Router
Power Adapter - 5VDC 1A Center Pole Positive
This Manual

1-3 Features of the NetComm Cable/DSL Firewall Router

Your NetComm Cable/DSL Firewall Router contains the following features that make it excellent
for network connections.

Allows multiple users to access the Internet at the same time by using Network Address
Translation to safely share a single public IP Address.

Provides network security through a powerful firewall engine.

Prevents hackers from launching a DoS attack to overwhelm your LAN computers or server,
offering advanced protection with SPI.

Blocks inappropriate web sites, cookies and Javascript, if required.
Integrates four 10/100BASE-T/TX auto-sensing switch ports.
Supports PPPoE to connect to ISPs.

Built-in web-based user interface for easy configuration and management through common
web browsers like Netscape or Internet Explorer.

Supports DHCP client to receive both a dynamic IP Address and a fixed IP Address from
your ISP/WAN.

Built-in DHCP server to automatically assign and manage LAN IP addresses.

Allows administrators to block specific LAN users from accessing specified applications or
services.

Allows external Internet users to access information from an internal computer (Port
Forwarding).

Provides unrestricted two-way communication between one computer on your LAN and
certain Internet services like conferencing, video and gaming applications.

Enhances routing performance by using Dynamic or Static routing.
Allows administrators to change WAN MAC address.

Compatible with all popular Internet applications.

www.netcomm.com.au Rev.3 - YML630
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Chapter 2: Hardware Installation & Setup

This chapter provides information about your NetComm Cable/DSL Firewall Router’s physical
features and gives step-by-step installation instructions.

2-1 Rear Panel & Connections

The following figure shows the rear view of the NetComm Cable/DSL Firewall Router and
illustrates how the cables connect to the interfaces on the rear panel.

Connecting your Router

1. Plug one end of the UTP cable into the WAN port, the other into the RJ45 Ethernet jack on
your ADSL or Cable modem.

Connect a computer, with a Network Interface Card installed, to one of the four LAN Ports.
3. Connect the external power supply to the NetComm Cable/DSL Firewall Router.

The Reset button is used to reboot the device - press once quickly, or for clearing
configuration settings back to factory default values - press for 10 seconds.

Note: Auto MDI is available on all five ports. A special cross over cable or “uplink”
port to join the router to another hub or switch is not required as the ports are
self-adjusting.

Rev.3 - YML630 www.netcomm.com.au
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2-2 Front Panel LEDs

The following figure shows the front view of the NetComm Cable/DSL Firewall Router.

’/r-""‘”—'___ Link/Act Link/Act

NB3100 comPACT WAN LAN
Powe D 0/100 0/100
'ower O lag 10/100 Tan 10/10 . .

R
D M TS

The LEDs on the front panel indicate the status of the unit.
Power: Green On when power is on.

Diag: Red Lights up during system check when the power is initially
connected. If the Router is working properly, the light should
switch off after the diagnostic has been completed.

‘WAN ports

Link/Act: Green On when ADSL/Cable Modem is properly connected.
Green (blink) Blinks during WAN port transmital receive.

10/100: Green On when operating at 100 bps.
Yellow On when operating at 10 bps.

LAN ports

Link/Act: Green On when ADSL/Cable Modem is properly connected.
Green (blink) Blinks during LAN port transmital receive.

10/100: Green On when operating at 100 bps.
Yellow On when operating at 10 bps.

www.netcomm.com.au Rev.3 - YML630
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2-3 System Requirements and Setup

To connect to the Internet, an external ADSL or Cable modem and an Internet access account
from an ISP are required. In order to operate with the Broadband Switch Router, each computer
that is to be connected to the Broadband Switch Router should have the following items
installed:

1. Ethernet NIC (Network Interface Card: a 10Base-T or 10/100Base-T/TX Ethernet card).
2. Standard twisted-pair Ethernet cable (UTP network cable) with RJ-45 connectors.

3. System OS: Windows 95, Windows 98, Windows NT4.0, Windows 2000, Windows Me,
Windows XP or Macintosh.

4. TCP/IP network protocol.

5. Web browser, such as Microsoft Internet Explorer or Netscape Navigator.
2-4 Installing the TCP/IP Protocol for Windows

If you are not sure whether the TCP/IP Protocol has been installed, follow these steps to check,
and if necessary, install TCP/IP onto your computer.

1. Click the “Start” button. Choose “Settings”, then “Control Panel”.

-l

J File Edit “iew Favortes Tools Help

Accessibility AddMew  Add/Remove Adobe Gamma  AudioHO

|»

Options Hardware Programs

3 |

® B 2 W
=

Automatic Date/Time Dial-Up Dizc Detectar Dizplay

Updates Metwarking

(k] &,
Find Fast  Folder Options Fonts Gaming Irnternet

Options Options

oo 158

K.evboard Mail Modems Mouze b
ODBC Data Passwords  Power Options Printers Regional
Sources [32bit] Seltings LI

Double-click the “Network” icon. Your Network window should appear.
Select the “Configuration” tab.

Rev.3 - YML630 www.netcomm.com.au
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Note: For Windows 2000 & Windows XP the settings can be reached by clicking the
“Local Area Connection” icon on the right bottom side of your desktop

screen.

2,9 ¢ Efla

In the “Local Area Connection Status” window, click “Properties” button then
your Network window will appear.

el 3
General | [}s
r— Connection
Status: Connected
Diuration: 0215:22
Speed: 100.0 Mbps
— Achivi =
Sent — EF —  Received
L
Packets: E.291 I 8.084
Properties Dizable |
Cloze |

2. Check whether the TCP/IP Protocol has already been installed and bound to your Network

Interface Card.

www.nhetcomm.com.au
Page 16

Canfiguration | Identification | Access Cortrol |

The following network components are installed:

[ IP¥/SPH-compatible Protocol -» Dial-Up Adapter ;I
4 IPX4SP-compatible Protocol > NETGEAR FA311 Fast E

4 TCRAP -» Dial-Up Adapter
Y~ TCPYP - Fast Ethernet PCI Adapter

l:E'-: File and printer sharing for Microsoft Networks -

Add Remove I Properties |

Primary Metwark Logon:
IC\ienl far Microsoft Networks j

File and Print Sharing...

Description
TCPAP iz the protocol pou use to connect ta the Intemet and
wide-area netwarks

[Network 2|

0K | Cancel |

Rev.3 - YML630
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- Ifyes, go to step 6.
- Ifno, click the “Add” button.

3. Double-click “Protocol” on the Select Network Component Type or highlight “Protocol”
then click “Add”.

Select Network Component Type 2lx|

Click. the type of network component pou want to install

Add.

Cancel

Frotocal iz a ‘language’ a computer uses. Computers
muzt uze the same protocol to communicate.

4. Highlight “Microsoft” under the list of manufacturers.
x|

Click. the Network Protocol that pou want bo install, then click O, IF pou hawe
3 an installation disk for this device, click Have Disk.

Manufacturers: Metwork, Protocals:

AT Call anager

AT LAN Ermulation Clignt
|F#5 Pi-compatible Protocol
MetBELI

PPF over ATM [protocol]

Have Disk.
Cancel

Double-click “TCP/IP” from the list on the right or highlight “TCP/IP” then click “OK” to
install TCP/IP.

5. After a few seconds, you will be brought back to the Network window. The TCP/IP
Protocol should now be on the list of installed network components (refer to point 2).

6. Click the “Properties” button.

Rev.3 - YML630 www.netcomm.com.au
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The TCP/IP Properties window consists of several tabs. Choose the “IP Address” tab.

TCP/IP Properties i e
Bindings | Advanced | MNetBI0S |

DINS Configuration I Gateway I WINS Configuration  |F Address

An IP address can be automatically assigned ta this computer.
If your network. does not automatically azsign IP addresses, ask
your netwark administratar for an address, and then bpe it in
the space below.

il

" Specify an IP address:

¥ Detect connection to network media

Cancel |

7. Select “Obtain an IP address automatically”. Click “OK”. Restart your computer to
complete the TCP/IP installation.

2-5 Fixed IP Addresses Configuration

TCP/IP Properties i |
Bindings | Advanced | NetBIOS |

DNS Configuration | Gateway | WINS Configuration P Address

An P addiess can be automatically assigned ta this computer.
It your network. does not automatically assign |P addresses, ask
your network administrator for an address, and then tppe it in
the space belaw.

" Obtain an IP address automatically

& Specify an IP address:
IP Address 192.168. 1 . 2

SubnetMask:  |255.255.2585, 0

v Detect connection to network media

Cancel

Fixed IP addresses may be assigned to network devices for many reasons, such as the server
computers or printers which are consistently accessed by multiple users. To set up computers

with fixed IP Addresses, go to the “IP Address” tab of the “TCP/IP Properties” window as
shown above.

www.netcomm.com.au Rev.3 - YML630
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1. Select “Specify an IP address” and enter “192.168.1.***” in the “IP Address” location
(where *** is a number between 2 and 254 used by the NetComm Cable/DSL Firewall
Router to identify each computer), and the default “Subnet Mask” ¢“255.255.255.0”.

TCP/IP Properties 2=l
Bindings | Advanced | MNeBIOS |

DNS Corfiguration I Gateway I ‘WINS Configuration I IP &ddress

Host: I D gmain: I

DNS Server 5earch Order ——————————————
.. sad |
Bemove

Damain Suffix Search Ordet ——
I Add
Femave

Canicel |

Note: No two computers on the same LAN can have the same IP address but they

should have the same Subnet Mask.

2. Select “Enable DNS” in the “DNS Configuration” tab and enter the “DNS IP Address”
obtained from your ISP in the “Server Search Order” location. Click “OK”.

TCP/IP Properties x|
Bindingz | Advanced | MetBIDS |

DMS Configuiation  Gateway |W\NS Configuration I IP &ddress

The first gateway in the Installed Gateway list will be the default
The address order in the list will be the order in which these
machines are used

Mew gateway:
192.168. 1 . 1 | [ &

Inetalled gateways:

192 16611 EaE |

ok | Cancel |

3. Click “Gateway” tab and enter the NetComm Cable/DSL Firewall Router’s default gateway
value 192.168.1.1 in the “New gateway” field, then click “Add” Button.  Click “OK”.

Restart your computer to complete the TCP/IP installation.

Rev.3 - YML630
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2-6 Macintosh Setup

This sectopm provides information on using Macintosh computers in your network. The
instructions given here are for system software version 8.0 or above, which comes with the
TCP/IP Protocol preloaded and supports DHCP Addressing.

Hardware Connections

Connect your Macintosh computer to your NetComm Cable/DSL Firewall Router. If you have a
newer computer, there will be a 10Base-T Ethernet port on the back. Older computers will need
to have an Ethernet card installed. Refer to your computer’s User Manual for instructions on
Ethernet card installation.

Computer Network Configuration

It is assumed that your computer’s system software already has TCP/IP installed. You may
manually configure your computer with a fixed IP Address (for example 192.168.1.2) or have an
IP Address dynamically assigned to it by the NetComm Cable/DSL Firewall Router’s DHCP
server.

Dynamic IP Addressing using DHCP Server.
1. From the “Apple” menu, select “Control Panel” and click on “TCP/IP”.

2. Inthe “TCP/IP (A New Name For Your Configuration)” window, select “Ethernet” in
the “Connect via” location from the drop-down list.

3. In the “Setup” area:
- Select “Using DHCP Server” in the “Configure” location from the drop-down list.
- No other data needs to be entered.
- Close the window.

4. Click “Save” from the file menu, then “Quit” TCP/IP.

5. Restart the computer.

Manual Configuration of Fixed IP Addresses
1. From the “Apple” menu, select “Control Panel” and click on “TCP/IP”.

2. Inthe “TCP/IP (A New Name For Your Configuration)” window, select “Ethernet” in
the “Connect via” location from the drop-down list.

3. In the “Setup” area:
- Select “Manually” in the “Configure” location from the drop-down list.

- Inthe “IP Address” location, enter the IP Address that you want to assign to the
computer (for example 192.168.1.2) .

- Enter “255.255.255.0” in the “Subnet Mask” location.

- Enter “192.168.1.1” (the NetComm Cable/DSL Firewall Router’s default IP Address) in
the “Router Address” location.
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Enter the ISP’s IP Address in the “Name Server” location if your ISP has provided this
information. (This is the DNS address provided by your ISP.)

Close the window.

4. Click “Save” from the file menu then “Quit” TCP/IP.

5. Restart the computer.

NetComm Cable/DSL Firewall Router Configuration

To configure your NetComm Cable/DSL Firewall Router, launch your Web Browser and follow
the instructions given in Chapter 3: Internet Access, section 3.3. To configure advanced settings,

refer to Chapter 4. Advanced Configuration.

Adding NetComm Cable/DSL Firewall Router to Existing Network

If the NetComm Cable/DSL Firewall Router is to be added to an existing Macintosh computer
network, the computers will have to be configured to connect to the Internet via the NetComm
Cable/DSL Firewall Router.

1. From the “Apple” menu, select “Control Panel” and click on “TCP/IP”.

2. From the “File” menu, select “Configurations” and select your existing network
configuration. Click “Duplicate”.

3. Rename your existing configuration. Click “OK”, and “Make Active”.

In the Setup area:

Select “Manually” in the “Configure” location from the drop-down list.

In the “IP Address” location, enter the IP Address that you want to assign to the
computer (for example 192.168.1.2) .

Enter “255.255.255.0” in the “Subnet Mask” location.

Enter “192.168.1.1” (the NetComm Cable/DSL Firewall Router’s default [P Address) in
the “Router Address” location.

Enter the ISP’s IP Address in the “Name Server” location if your ISP has provided the
information.

Close the window.

5. Click “Confirm”. TCP/IP is now configured for manual IP Addressing.

Configure your NetComm Cable/DSL Firewall Router (refer to the above section).
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Chapter 3: Internet Access

This chapter describes the procedures necessary to configure the basic functions and to start up
your NetComm Cable/DSL Firewall Router. On successful completion of these procedures, you

will be able to access the Internet via your NetComm Cable/DSL Firewall Router.

3-1 Prepare your network information

In order to allow a quick reference point when setting up your NetComm Cable/DSL Firewall
Router, it is suggested you complete the table below with the necessary information, which

should be supplied by your ISP:

Provided by some ISPs ( [ tick indicates common minimal requirements)

Host Name:

Domain Name:

IP address given by ISP:

DI’ Obtain IP Address automatically, or

([  static IP

IP Address (if static):

Subnet Mask:

Default Gateway:

DNS Server Primary:

DNS Server Secondary (optional):

DNS Server Third (optional):

DPPP authentication:
(] ppPoE
U pprp

D User Name:

D Password:
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3-2 Web-based User Interface

The NetComm Cable/DSL Firewall Router uses a Web-based User Interface for configuration.
Start your web browser and type http://192.168.1.1 in the browser’s address box. This address
is the factory default IP Address of your NetComm Cable/DSL Firewall Router. Press “Enter”.

The “Username and Password Required” prompt box will appear. Leave the “User Name”
empty and type “admin” (default password) for the “Password”. Click “OK”. The setup

screen will load.

Note: This password shoudl be changed via the Administration page immediately.
The password can be reset by restoring the factory defaults with the Reset

button.

7 about:blank - Microsoft Internet Explorer =18 x|
Fle Edt View Favortes Took Help ‘
ok - o= - Q) (2] @ | Dhsearch [EFavortes (AHistory | B Sb
Address [@] 192.166.1.1 x| e “Lmlq ”|

ereer etworicpassword S 2l
? Please type your user name and password.
Site: 19218811
Realm Firewall Fouter
User Name
Bassward
I~ Save this password in vour password lis

When making changes to the settings, click on the “Apply” button before moving to another
page. The router will reboot and refresh the screen in 5 seconds. Continue the session by
selecting more menu items.

Settmgs are successful.
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3-3 Initial Configuration — Setup

The “OnePage Setup” screen is the first screen you will see when you access the router’s
configuration. If the router has already been successfully installed and set up, this screen’s
values will already be properly configured. Below is a description of each setting.

OnePage Setup

Host Marme:

Diornasin Narme:

Time Zone:

LAN IP Address
Duvien LAR I Adiruss:
Hutinot Mask:

WAN Connection Type

s

Host Name This entry is required by certain ISPs.
Domain Name This entry is required by certain ISPs.
Time Zone: Select the time zone your location belong to from the pop-down list.

Private IP Address The Device IP Address and Subnet Mask of the router are used by the
internal LAN. The default values are 192.168.1.1 for IP Address and 255.255.255.0 for
Subnet Mask.

WAN Connection Type

There are a number of options for WAN connection types: Obtain IP automatically (eg Optus
Cable), Static IP, PPPoE (ADSL), HeartBeat (eg Telstra Cable) and PPTP. If you do not know
which connection type you currently use, contact your ISP to get the information.

Obtain IP automatically (eg Optus Cable)

Obtain IP automatically is the default option for the router. If your ISP automatically assigns the
IP addresses and other values to the NetComm Cable/DSL Firewall Router, use this option.
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Static IP

The Public IP Address and Subnet Mask of the router are used by external users of the Internet
(including your ISP). If a fixed Public IP Address from your ISP is to be used, select this item

and enter the IP Address and Subnet Mask provided by your ISP.

i
n
|

ERTTTTE
CLTTEC
TTTTT

Specify WAN IP Address Enter the IP address provided by your ISP.
Subnet Mask Enter the subnet mask values provided by your ISP.

Default Gateway IP Address Your ISP will provide you with the Default Gateway IP
Address.

= Domain Name Server (DNS) Your ISP will provide you with at least one DNS IP
Address. Multiple DNS IP settings are common. The first available DNS entry is used in
most cases.

PPPoE
If your ISP provides PPPoE connectivity, choose this item from the drop-down list.

FPPOE[ADSL) [
ssveesssrenensee
B ||
I

Note: If you select PPPoE, you will no longer need to use any existing PPPoE
applications on any computers to connect to the Internet.

= User Name Enter the user name as provided by your ISP.
= Password Enter the password as provided by your ISP.

= Connect-on-demand Is a utility to trigger the PPPoE session to connect if in a disconnected
state when Internet access is being attempted. Choose “Enable” to make this function
active, and enter the number of minutes you wish to wait after network idle time in the
“Max Idle Time” location. This is the amount of time the router will remain connected
after network traffic has ceased. This function is for PPPoE only and is mainly used for
security.
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= Keep Alive This function keeps your PPPoE connection always on even during a period of
no WAN activity. In some situations the PPPoE session cannot be restored immediately
after disconnection because the ISP’s system may need time to restore. Check with your ISP
to ascertain how much time is required before the router starts to re-build the PPPoE session
and enter this into the “Redial Period” field.

HeartBeat
If your ISP provides Heartbeat connectivity, choose this item from the drop-down list.
]
|
3 [ (N T
552662650 v |

Heerfeatiag Telsra Catle) &

= User Name Enter the user name as provided by your ISP.
= Password Enter the password as provided by your ISP.
= Heart Beat Server When you select the "HeartBeat (eg Telstra Cable)" option for your

WAN connection type in the NetComm router One-Page Setup, you may also need to
specify the Heart Beat Server's IP address.

‘When you have properly configured the Setup page, click “Apply”. Your Router will then
attempt to connect to the Internet. If you experience problems, please refer to the Trouble
Shooting section before contacting NetComm Technical Support.
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Chapter 4: Advanced Applications

This chapter provides information on how to set up and use the advanced features of your
NetComm Cable/DSL Firewall Router.

4-1 Firewall

The Firewall setting page allows you to configure advanced Firewall functions to provide
superior security for your network environment. You must click “Apply” to make any changes
active.

¢}
-

ol 00 0
L L L

—
I
I
(—
—
I
I
I
I
I
| Dissbla__ |

:
= z
By

= Firewall Option Enable this function to prevent DoS (Denial of Service) attacks and to use
SPI (Stateful Packet Inspection). SPI function will check the contents of incoming data
packets for malicious attacks. Temporarily disable this option if you have a particularly
sensitive Internet application that does not funciton through the router.

Web Filter This feature provides the ability to filter potential risks contained in web pages
accessed by LAN users.

Web proxy is a server your device will connect to when you access any web site. Setting
a web proxy can save accessing time but may create a security issue by bypassing any
URL filters or IP blocking you have configured. For example, if you configure the
Broadband Firewall Router to block the access of 216.115.102.76 that is the IP address
of www.yahoo.com, it will fail if your browser is using a proxy because the router only
sees the connection to the proxy and then the proxy connects to yahoo. If you block the
use of proxies then all connections must be made directly through the router.

Java & Active X are programming languages for web pages. However, some Trojan
programs are also written in these programming languages. If you deny either of these,
you may not be able access some parts of web sites.
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A cookie is data stored on your computer, which a web server can retrieve to identify
your machine. It is a piece of text with an ID number. Cookies can be blocked by the
router if the “Deny” option is selected.

Blocked URL This feature allows you to restrict LAN users to access specific web sites.
Enter the keyword text included in the URLs (Internet address) or whole URLs you wish to
block in the fields supplied. For example, if you enter “google” then both www.google.com
and www.google.co.uk will be blocked.

Time Filter This feature allows you to limit WAN/Internet access according to a time
schedule. Check “Block LAN” to restrict the connection from your LAN to the WAN/
Internet. Check “Block WAN” to restrict the connection from the WAN/Internet to your
LAN servers that were set as virtual servers, port forwards or DMZ host. Check “Block
Both” to restrict both connections. Check “Disable” to turn off this function. Set the time
schedule from the drop-down list.

Click Apply after making any changes.

4-2 DHCP Configuration

A DHCP (Dynamic Host Configuration Protocol) Server can automatically assign IP Addresses
and other information to each computer in your network. Unless you already have a DHCP
Service on your LAN, it is highly recommended that you set your router to act as a DHCP
server.
DHCP Server

Dynamic IP Address: Enable  Disable

Starting IP Address: 100

umber of Users: 50

Dus({Required) 1: 0 1] n |0

Note: The DHCP Server can support a maximum pool of 253 IP Addresses.

Dynamic IP Address Select “Enable” to set your Router to act as a DHCP server. If you
already have a DHCP server on your network, set the router’s DHCP option to “Disable”.

Starting IP Address Enter a numerical value, from 2 to 254, for the DHCP server to start at
when assigning IP Addresses.

Number of Users Enter the maximum number of computers that you want the DHCP
server to assign IP Addresses to, with the absolute maximum being 253.

DNSI1, 2, 3 Enter the DNS numbers you wish to be assigned to DHCP clients.
WINS Enter the WINS number you wish to be assigned to DHCP clients.
DHCP Clients Table Click the DHCP Clients Table button to show current DHCP client

information.

www.netcomm.com.au Rev.3 - YML630
Page 28 Cable/DSL Firewall Router



Y %) A

4-3 Access Control

The Access Control feature allows administrators to block certain users from accessing the
Internet or specific applications. Network administrators can restrict access of up to five groups
of specified network users/computers.You can indentify users/computers either by IP Address
or by MAC Address. To effectively block by IP Address the computers you wish to block
must only be able to operate on a fixed IP address and you must know the IP Address of each
computer.

Alternatively you can identify the computers you wish to block by MAC Address. This is
more effective because a MAC Address is physically locked to a computer and not easily
changed, however, blocking by MAC address is more laboursome as each filter must be
individually set and filtering by MAC address ranges can not be done because MAC addresses
are rarely consecutive.

il
I

o s |
o]
o s |
N [N
o oo |
1oz _Jf1es |

5 WG
T

= Status The Status of the currently selected packet filter is set with this field each filter can
be diabled or set to deny or allow access if the filter conditions are met.

= Name The filter can be labelled with any name or phrase that will help you remember the
function of the filter in your network environment.

Click “Apply” after making any changes.

Note: To allow or deny access by URL, refer to the firewall configuration in Section
4-1.
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4-4 Port Forwarding Settings

The Port Forwarding Setting application allows you to set up to ten public ports, such as a

HTTP (web), SMTP (email), FTP, etc. that can be accessed by external users of the Internet.
Each service is forwarded to a dedicated network computer (server) configured with a fixed LAN
IP Address. Although the internal service addresses are not directly accessible to the external
user, the NetComm Cable/DSL Firewall Router is able to redirect requests to the appropriate

internal IP Address/server. To use this application, it is recommended you use a fixed Public IP
Address from your ISP and that your internal servers do not use a DHCP client.

Forward Setting
Warning - Yeu carmot set duphcate ports that are already enabled m TPAP page

Incoming Ports Redirect 1P Address
o =0 Both 192.168.2.0
0 = Both = 192.168.2.0 ‘Wall-known Ports
0 =0 Both 192.168.2.0 s
- . P =,
0 _l Bot 192.168.2,0 2 (Heinen)
o =0 Bloth » 192.168.2.0 i
1 (dinges)
0 ~|0 Buoth 192.168.2. 0 it
Pregrry
o =0 Both 192.168.2.0 1L (omE)
Uz O Teapl
o ~0 Both » 102 168.2.0
0 =0 Both 192.168.2.0
0 =0 Both » 192.168.2.0

[ Appty || Undo |

(5

Note: Your NetComm Cable/DSL Firewall Router supports only one forward to one IP

Address for each port (service).

Set up a network computer to act as a server and configure each with a fixed LAN IP
Address in the same subnet as the LAN subnet of the router.

In the “One Page Setup” screen, ensure the “Private IP Address” is set to the NetComm
Cable/DSL Firewall Router’s default setting of 192.168.1.1. If a fixed Public IP Address is to
be used, select “Specify an IP address” and enter the [P Address and other necessary
information provided by your ISP.

Incoming Ports - Enter the desired service port numbers in the “Ports” fields. You can
specify the protocol type as “TCP” or “UDP” from the drop-down list. If you are not sure
which one to select, choose “Both”. A selection of commonly used port numbers is
provided on the right of this screen.

Redirect IP Address - Enter the appropriate IP Addresses of the service computers in the
“Redirect IP Address” locations.

Example: If the service port number 80~80 (representing an HTTP web address) is entered in
“Ports” and 192.168.1.100 is entered in “Redirect IP Address”, then all HTTP requests from
external Internet users will be directed to port 80 of the computer/server with the 192.168.1.100
fixed IP Address.

Note: You can only forward an external port once, therefore UPnP port settings and

Portforwarding settings must not overlap or conflict:

[ ] Use UPnP settings for any preprogrammed ports and where internal port is
different from external port (i.e. Port Translation)

[ | Use Port forwarding for ports that are not common and do not need
translation.
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The following table lists the protocols and port ranges that are used by some common
applications:

Note: Port 8080 on the Public IP Address is used for Remote Management and can
not be redirected if remote management is enabled.

Application Protocol Port Range
E-Donkey TCP 4661, 4662, 4663
UbP 4665
FTP Server TCP 21
Half Life ubrP 6003, 7002, 27010, 27015, 27025
MSN Messenger TCP 6891-6900 (File-send)
TCP 1863
ubP 1863
ubP 5190
ubrP 6901 (Voice)
TCP 6901 (Voice)
PC Anywhere host TCP 5631
ubP 5632
Quake 2 UDP 27910
Quakelll ubP 27660 (first player)

"C:\Program Files\Quake IlI
Arena\quake3.exe” +set net_port 27660
27661 (second player)

Telnet Server TCP 23

Web Server TCP 80
4-5 Special Application (Port Triggering)

Some applications use multiple TCP/UDP ports to transmit data. Due to the use of NAT in the
router, these applications may not work. Port Triggering allows these applications to work

properly.

|
|
|
|
|
I 4.
|
|
|
[

Note: Only one computer can use each Port Triggering setting at any time.
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Application Name Enter the name of the application you wish to configure in the
Application Name column to identify this setting. This is just a label and does not govern
the function of the settings.

Outgoing Port Range Enter the port number or range of numbers this application uses
when it sends packets outbound. The Outgoing Control port numbers act as the trigger.
When the NetComm Cable/DSL Firewall Router detects the outgoing packets with these
port numbers, it will allow the inbound packets with the Incoming Port Numbers that you
set in the next column to pass through the NetComm Cable/DSL Firewall Router.

Incoming Control Enter the port number or range of numbers the inbound packets carry.
Click “Apply” after making any changes.

The following table lists the port numbers of some popular applications:

Application Outgoing Control Incoming Data

Battle.net 6112 6112

DialPad 7175 51200, 51201,51210

IcQ 4000 4000

ICUIl 2019 2000-2038, 2050-2051, 2069,
2085,3010-3030

IRC 6667 531, 6666, 6667

MSN Gaming Zone 47624 2300-2400, 28800-29000

PC to Phone 12053 12120,12122, 24150-24220

Quick Time4 554 6970-6999

wowecall 8000 4000-4020

4-6 Dynamic Routing

The Dynamic Routing feature allows your NetComm Cable/DSL Firewall Router to exchange
routing information with other routers in the network. Enabling this feature is likely to enhance
performance of your NetComm Cable/DSL Firewall Router when used in a multi routed
network.

Dynamic Routing

TX: Disabled 'I
RX: Disakled x
Show Fouting Table | Apply | Undo |

TX From the drop-down list, select one of the routing information types, “RIP-17, “RIP-1
Compatible”, or “RIP-2”, to enable the “TX” (transmit) function. “RIP-1” is the protocol
used by older routers and newer routers should use “RIP-2”. “RIP-1 Compatible” serves to
broadcast RIP-1 and multicast RIP-2.

RX From the drop-down list, select one of the routing information types, “RIP-1” or “RIP-
2”, to enable the “RX” (receive) function.

Click “Apply” after making any changes.
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4-7 Static Routing

The Static Routing feature allows computers that are connected to the NetComm Cable/DSL
Firewall Router directly or through a hub/switch (on the immediate LAN) to communicate with
other computers in the respective LAN segment which are connected to the NetComm Cable/
DSL Firewall Router through another router (destination LAN). Up to 20 route entries may be
entered into the NetComm Cable/DSL Firewall Router. The diagram below gives an example of
the physical connections required to use Static Routing.

Static Routing

Select Route entry: |1— -
Delete this entry

DestinationLanip: [0 |0 o .
Subnet Mask: IEI— l[l_ l_
Default Gateway: ID— IU_ l_
Hop Count: ID—

Interface: m

Show Routing Tahle | Apply | Undo |

i

=

Do dbac. -
| TAM 2 1
192 16820

LAN #1 R TR N
192,168 1.0 | Rearter v | |F1
_| = PO 10z, oR 2l | IF. 92 158.2.101
B B R BT A

Default Gatewray:

- |
*_ Defaull Gateway: 102.168.1.1  LEATE]

In the above diagram, PC2 in LAN#2 is connected to the NetComm Cable/DSL Firewall Router
via another router while PC1 in LAN#1 is connected to the NetComm Cable/DSL Firewall
Router directly. Without configuring the Static Routing function, the two computers would not
be able to communicate with each other.
Select Route entry Select the route entry number from 1 to 20 that you wish to configure.
Destination LAN IP and Subnet Mask Enter the IP Address and Subnet Mask of the
destination LAN that the immediate LAN is to communicate with. Taking the above diagram
as an example, enter 192.168.2.0 in the “Destination LAN IP” field and 255.255.255.0 in
the “Subnet Mask” field.
Default Gateway Enter the IP Address of the router that forwards data packets to the
destination LAN. For the above example, enter 192.168.1.2 in the “Default Gateway” field.
Hop Count Enter the number of hops required between the LANs to be connected. The
Hop Count represents the “cost” of the routing transmission. The default value is 1.
Interface Choose “LAN” if the Destination LAN is on your Router’s LAN side and choose
“WAN?” if the Destination LAN is on the Router’s WAN side.

Referring back to the above diagram, with proper setting, PC1 would be able to access LAN 1,
LAN 2 and the Internet while PC2 can only access LAN 2 and LAN 1.

Click “Apply” after making any changes.
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4-8 Administration Settings

This feature allows the administrator to manage the NetComm Cable/DSL Firewall Router by
setting certain parameters. For security reasons, it is strongly recommended that you set a
Password and SNMP communities so that only authorized persons are able to manage your
NetComm Cable/DSL Firewall Router. If the “Password” is left blank, all users on your
network can access the router simply by entering the unit’s IP Address into their web browser’s
location window.

L]
o)
L]
L]
L]
L]
L]
L]

Firmware Version This field shows the installed version of the firmware.

© Administrator Password Enter the password you want to use into the “Password
Change” field and re-enter it into the “Password Confirm” field for confirmation. Be sure
that the password is less than 64 characters long and without any spaces.

© SNMP Function The NetComm router is equipped with SNMP funcitonality to allow it to
be monitored and managed with a central SNMP management suite. SNMP is disabled by
default, if enabled the community strings should be changed for security.

©  WAN MAC Change The WAN MAC address can be changed from the original values if
necessary. Some ISPs require users to change the WAN MAC address to a registered one
when users change their access equipment.

= External Admin Check “Enable” to allow you to configure the NetComm Cable/DSL
Firewall Router from WAN side. To access the setting page from external side, enter “http://
<WAN IP Address>:8080” into the web browser address column and press the “Enter”
key.
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MTU Check “Enable” if you want to limit the incoming and outgoing packet size for the
router. Enter the maximum packet size you wish to set in the “Size” column. This can
assist with the transmission of emails with attachments, etc.
Block WAN ping response This option is enabled by default for security. This means the
router will not respond to pings sent to it by other computers on the internet. You can alter
this to help with diagnostics.
IPSec Pass Through This option needs to be enabled if a computer on the LAN wishes to
use a [PSec VPN client to tunnel ‘through’ the router and out to the Internet.
PPPoE Pass Through This option needs to be enabled if a computer on the LAN wishes to
use a PPPoE client to tunnel ‘through’ the router and out to the Internet.
PPTP Pass Through This option needs to be enabled if a computer on the LAN wishes to
use a PPTP client to tunnel ‘through’ the router and out to the Internet.
Reset Device Select “Yes” if you want to clear connections, reboot, and re-initialize the unit
without affecting any of your configuration settings.
Factory Defaults Select “Yes” if you want to return all the router’s current settings to their
factory default settings.

Note: Do not restore to the factory defaults unless it is absolutely necessary.

Click “Apply” to make any changes.
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4-9 Status Monitor

This screen shows the router’s current status. All of the information provided is read-only.

Login
PPPoE Status: Disconnacted
| Cannect J| Disconnect |
WAN(Internet)
 Current Time ot Avallable
Public 1P Address 0.0.0.0
Domain Name Server 1 0.0.0.0
Domain Name Server 2 0.0.0.0
Domaln Name Server 3 0.0.0.0
LAN{Local)
Private IP Addrass 192,168.2.1
‘Subnet Mask 255,255.,255.0

| DHCF Clients Toble

Login This column shows the login information of your WAN connection. You can manually
initiate a connection or a disconnection by clicking the buttons. However, if you initiate a
disconnection here, the “Connect-on-Demand” will not function until the connection
button is clicked. Note that the Login won’t show any information if you select “Obtain IP
automatically” or “Static IP” in the “OnePage Setup” page.

WAN (Internet) This section shows the IP settings status of the router as seen by external
users of the Internet. If you select “Get IP Address Automatically”, “PPPoE”, or “PPTP”
in OnePage Setup, the “ IP Address”, “Subnet Mask”, “Default Gateway”, and “Domain
Name Server” (DNS) will show the information received from the DHCP server or ISP
currently being used. If you select “ Static IP” in the “One Page Setup: Public IP
Address”, the information will be the same as your input.

DHCP Release: Click this button to release the IP address obtained from the ISP’s DHCP
server.

DHCP Renew: Click this button to re-acquire an IP address from the ISP’s DHCP server.

Note: The “DHCP Release” and “DHCP Renew” button only show up when you
select “Get IP Address Automatically” in the OnePage Setup.

LAN (Local) This section displays the current “Private IP Address” and “Subnet Mask”

of the router, as seen by users of your internal network.

DHCP Clients Table If the router is setup to act as a DHCP server, the LAN side IP

Address distribution table will appear when this button is selected.

3 DHCP Active IP Table - Microsafl Intesnet Explorer 9=
DHCP Active IP Table T
DHCP Server 1P Address 192.168.2.1
client Hostname 1P Address MAC Address | Delete
LELLWSELaptop 1521682101 00-10-60-55-C6-24 L
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4-10 DMZ Host

The DMZ Host application allows unrestricted 2-way communication between a single LAN
computer and other Internet users or computers. This application is useful for supporting
special-purpose services such as video-conferencing and gaming, which require proprietary client
software and/or unrestricted 2-way user communication. To use this feature, it is best to have a
fixed Public IP Address from your ISP.

Note: In order to provide unrestricted access, the Firewall provided by the NetComm
Cable/DSL Firewall Router to protect this port is disabled, thus creating a
potentially serious security risk. It is recommended that this application
should be disabled when it is not in use by entering “0” in the “DMZ Host”
field.

1. Before setting up a LAN computer to act as a DMZ Host, configure it with a fixed LAN IP
Address in the same subnet as your router’s LAN IP Address.

2. In the “One Page Setup” screen, ensure the Private IP Address is set to the NetComm
Cable/DSL Firewall Router’s default setting of 192.168.1.1. In the Public IP Address area,
select “Specify an IP Address”, then enter the [P Address and other necessary information
provided by your ISP.

3. Click “DMZ Host” from the Advanced Menu. Enter the fixed IP Address of the Exposed
Host computer in the “DMZ Host” IP Address location. Remember, entering “0” will
disable this application.

If your Cable/DSL service has multiple public IP addresses you can assign a different DMZ
host IP on the LAN to each public IP to handle internet requests directly.

4. Click “Apply”.
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4-11 Log

The Log application allows the administrator to trace Internet access. You can send the record to
specific LAN computers for remote monitoring, but can also watch the incoming (WAN to
LAN) and outgoing (LAN to WAN) traffic in the “Log Settings” page.

Log
Log: " Enable * Disable

Send Log To: 192.163.0.'255 Wiew Logs |
Apply Undo |

Access Log Set to Enable if you want to activate this function.

Send Log To Enter the IP address of the computer that you want to send the Log
information to. Thiscomputer msut run a suitable “syslog” application (a copy of such an
application can be downloaded from the NetComm website).

Incoming Access log Click this button to go to the incoming (WAN to LAN) traffic log
table. This Table records information on the last fifty incoming packets, including source IP
address, destination IP address, and port number.

Outgoing Access log Click this button to go to the outgoing (LAN to WAN) traffic log

table. This Table records information on the last fifty outgoing packets, including source IP
addresses, destination IP addresses, and port numbers.

Note: You must enable the log and click apply before you can use the “View Logs”
button.

Click “Apply” after making any changes.
4-12 VPN Passthrough

Virtual Private Networking (VPN) is a system which allows remote networks to privately
exchange data over an existing public network (usually the WAN/Internet). The NetComm
Cable/DSL Firewall Router supports up to fifty PPTP or [PSec VPN Passthrough sessions
depending throughput available and tunnel load.

IPSec Pass Through: (CEnable (! Disable
PPTP Pass Through: () Enable (! Disable

PPPOE Pass Through: () Enable )Disable

Note: VPN Passthrough can be enabled or disabled in the administration page.
Depending on your VPN service you may need to disable Active Firewall to
allow VPN Pass through.
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4-13 Dynamic DNS (DDNS)

Dynamic Domain Name Service is a feature that allows you to map a domain name to a public
IP address automatically. The advantage of this function is that even if your ISP assigns your
router a different IP address every day - people and computers can reference your internal
network (if VPN, Port forward or DMZ settings are made) via your domain name without the
need to know your Public IP address. The router is designed to use the Web site
www.dyndns.org which offers up to 5 free Dynamic domain names per user.

This function is a handy compliment to the following features of the router;

VPN - you can direct another VPN device to reference your NB3100C by specifying the
Fully Qualified Domain Name (FQDN) that is specified in the DDNS setup.

= Port forwarding - if you wish to host a web server on your LAN the public can access it via
a domain name URL (E.g. http://nb3100c.mine.nu/default.htm) rather than typing in the real
public IP address in the URL (E.g. http://203.147.250.73/default.htm)

= DMZ - Similarly to above if you are using the DMZ host function to allow external access to
a game server, web server etc you can provide a domain name (E.g. UT2003.mine.nu) for
your friends to enter into the game.

To setup DDNS follow these steps;
1. Go to www.dyndns.org and register an account and a Dynamic domain name.
2. Log into your router and select DDNS from the menu.

3. Enter your DDNS Username, Password and Domain name as chosen during your
registration. Click Apply.

4. You will need to click Update to make your first update.
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4-14 Universal Plug and Play

Universal Plug and Play is a system designed to make computers, computer equipment and
home appliances work together seamlessly. Currently the biggest advantage of having UPnP
integrated into your router is that this will assist your router in allowing complex Internet
applications such as MSN Messenger© work over Network Address Translation (NAT)
without the need to setup Port forwards or DMZ. The biggest advantage of this is that the port
mapping is dynamic so you do not need to specify the IP address of the computer running MSN
Messenger and it should be possible to run the application on two separate machines on the
same LAN that share a UPnP gateway.

To enable UPnP simply follow these steps;
1. Open the UPnP window from the left hand menu.
2. Select Enable at the top of the window and then click Apply at the bottom.

The preprogrammed ports on the UPnP page offer the option to perform Port forwarding with
Translation, this means that it will 'Translate' an external public port to a different internal port
and IP address.

Note: You can only forward an external port once, therefore UPnP port settings and
Portforwarding settings must not overlap or conflict. The use of UPnP does
reduce the security of your network by automatically allowing applications
(and potentially trojans) to open ports in your router. You should assess this
risk before enabling UPnP.

W %

UPnP

E&?&ion: # Enable ¢ Disable
Warning -Ysu cannot set duplicate p orts that are already enabled in the Port Forwarding
page.
Application e P;E[':tptmnl Int. Port 1P Address
Name upP Enable
FTP 21 o . ’21_ 192.153.2.’0_ r
Telnet 23 & o [3 1ezaesalt | T
SMTP 25 o e IEE— 192.163.2.|ﬂ— I
DNS 53 CEG lFﬁ— 192.153.2.’0— r
TFTP 69 c & 8 | 1esaesaft | ¢
finger 79 o e l?E— 192.163.2.’0— I
HTTP 80 o . ,ED— 192.163.2.'0— r
POP3 110 & 0 [0 | 1esaes2fi | T
NNTP 119 # 0 [i1s | qezaesall | T
SNMP 161 cF IT 192.163.2.’0— o
. . [smsgs | c & [z | iesaesafist | ®
LogOut | j [rmsmegs | [oaza = 0 [ierz| 1ezaesalisl |
4 > | o coo@ v | 1ezaes2ll T

Use UPnP settings for any preprogrammed ports and where internal port is different from
external port (i.e. Port Translation)

Use Port forwarding for ports that are not common and do not need translation.
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Adding UPnP to Windows XP

Currently the only version of Windows to feature UPnP is Windows XP, and it is not installed
by default. As UPnP becomes more common you should be able to control more and more
devices via the UPnP software in Windows. To add UPnP capability to your Windows XP
computer follow the steps below;

Note: For more information please consult Microsoft's website.

Hint: Look for the red circles denoting where to click.
1. Open Control Panel and select Add or Remove Programs
2. Choose the Add/Remove Windows Components icon on the left hand side.

o | I
X sort by [ ame |
Change o B Adobe Acrobat 5.0 ~
Remave
Programs Click here fior suy
% To change this program or remave It from your computer, click Changs or Remove,
Add Hew ) HP Openiiew OmriBack 11 4.1 Size  109,00M8
Programs.
'_gﬁ g Internet Explorer Q813469 Size 1.27M8
P d @ \154 155cript
' AddjRemove Micrasoft Office P Professional with FrontPage Sige  222.00MB
Windaws NetComm NB1300 USE Network Adapter Size  0.55M8
\ Components
@ MetComm NPEBOD Wireless LAN Access Point Utiity Size 0.79M8
e P
(%) Outlook Express Update Q330994
Sk Erperom 5 Reakek ACS7 Audio Size 13408
Access and ) WatchGuard Frabox System 6.2 i i
i & wael ebox Sys Size  3.09M8
& winbond HwDactor Size  1.96MB
151 indows 3P Hotfix (SP2) [See Q329048 for more information]
ﬁ ‘Windows ¥P Hotfix (5P2) [See Q329115 for more information]
15 windows %P Hotfix (5P2) [See Q329390 for mare information]
15 Windows P Hotfix (5P2) [Ses Q329534 for more information]
530 windows ¥ Hokfix (5P2) Q322011
| P T :
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3. When the Windows Components wizard open scroll down to find and select Networking
services. Then click Details.

Windows Components Wizard

Windows Components
*You can add or remove components of Windows XP,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in & component, click

Details.

Components:

‘D 52 Message Queting 00MB
= X WM Bl — e — = MR — -
i 152 = * Networki 3

|t 52 Other Network File and Print Services 0.0MB

| W % Nuatlank F uneess nnMr ¥

Description: Contains a variety of specialized, network-related services 5pd pretocal;

: : / N

Total disk space required: 54.7 MB Detai

i i tails...

Space available on digk: 2389.2 MB \ j

- o

[ < Back ][ Mext > }[ Cancel ]

4. Ensure that Universal Plug and Play is ticked and then click OK.

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a companent, click Details.

Subcompaonents of Networking Services:

v g Internet Gateway Device Discovery and Control Chent 0.0MB

O B RIP Listener 0.0MB

e | (= B Simple ToR /MRS omiCotn = = o o = RO = o
- sal Plug and Play

Description:  Allowes your computer ko discover and control Universal Plug and Play

devices.
Total disk space required: 54.7 MB Detail
Space available on disk: 2381.5MB . ~
¢ [ ok JI cancel
b -
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5. Wait for Windows to copy files and make changes.

Windows Components Wizard

Configuring Components
Setup is making the configuration changes vou requested.

— Please wait while Setup configures the components. This may take
several minutes, depending on the components selected.

Status: Completing configuration of Indexing Service. .

(WRURRRRRRRRARR RN RRRRRAAe

6. Click Finish to close the Wizard.

Windows Components Wizard

Completing the Windows
Components Wizard

‘You have successhully completed the Windows
Components \Wizard

To close this wizard, chck Finish.

oy

7 N\
)

Ty -

— wt
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4-15 Back Up and Restore

The NB3100C has the ability to store the current configuration to a file. This information can
then be restored to the router at a later date.

Note: Your router's configuration should be kept secret and in a secure location to
prevent unwanted access to password or network topology information.
Currently you should only use Internet Explorer version 5.0 or above to back
up your router.

To Back up your router;
1. Click the Backup button. When the File download window opens select Save this file to
disk. Click OK

File Download

eleiieignapinefigiinet o il=
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2. Choose the location where you would like to store the file and enter the file name (leave the
.cfg extension). Click Save.

3. Ifrequired when the download is complete click the Close button.

Download complete [ [C)x]

Qr_!)
= Download Complete

Saved
NWCfaD ata cfg from 192.168.1.3

Save jr ] Eﬁ Desktop

=0 My Computer
=3 My Documents
=8 Network Neighborhood

I = e

1Easy
Online Services
test

File name: NV CfgD ata cfg Save I

Save as lype: | .cfg Document

=l Canc |

el
v

Downloaded: 205KB in 1 min 52 sec
Download to: CAWINDOWS\De. \NVClaData.cfg. .cfg
Transfer rate: 18 bytes/Sec

¥ Close this dialog box when download completes

Open IDpenEolderl Close I

To Restore your Router's configuration;

1. Log into the router and click the Backup and Restore menu item from the left hand menu.

2. Click the Browse button to open a Choose file window, search and select your previously
backed up file. Click Open.

Look n: | [#] Deskiop | ‘@I;-_él

| = My Computer [ Jtest
5

My Documents q MB3300_V1.12.3.zip

Online Services

File name: INVCng ata.cfg.cfg Open I

Files of type: [l Files () =l Cancel

4
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Restore
Please select a configuration file to restore : |C\W|NDOW5\D98HDP'\"
Restore

3. When you return to the Backup & Restore screen you should see the file path in the white
field. Click the Restore button to start the configuration upload.

4. Once the upload is complete the router should reboot and implement the new configuration.
The IP address and subnet of the could now be different, perform a "IPconfig Release and
renew" to check if the browser menu stops responding.

Note: You may not be able to restore a configuration that was backed up from a
different version of firmware. It is strongly advised that you try to match the
firmware version in your router to the version from which the backup file was
made.
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4-16 Diagnostics

The Ping / Trace Route Diagnostics can be independently selected by clicking on either "Ping" or
"Tracert" on the left hand menu. These features are handy tools for diagnosing network faults
and ISP service faults.

Ping - Operates in a similar way to most Ping utilities, It will send a ping via the ICMP protocol
and receive a response from the target if it is configured to respond. You can choose if the ping
originates from the LAN (Private) side of the router or from the WAN (Public) side of the router.

Note: Just because a computer does not respond to a ping doesn't mean it is not
functional or on the same IP address. Computers and routers can be
configured to NOT respond to pings and yet they can still transfer TCP / IP
data. Most Windows default installations will respond to a Ping.

Source IP: [19216021 =]
Destination IP: 192.168.2J0
Packet Number:[i  (1-4
Packet Size:[f1 (60~ 1514)
Time Between: |1000 (miliseconds)
Timeout: [F000 (iliseconds)
Start

Ping Result: pkt sent: 0
Pkt Recv: 0
AvgRtt: 0

Hint:  For testing WAN (internet) connectivity it is handy to perform a DOS ping to a website
from a computer that has confirmed internet access to obtain a IP number for your
router test see the screen shot below;

ommand Prompt - |0 x

Ping www.netcomm.com.au

Pinging www.netcomm.com.au [203.147.197.751 with 32 bytes of data:

19 y
147.197.75: by

for 203.147.197.75:
<ets: Sent = 4, Received 4, Lost (B2 loss).
imate round trip time milli-second
Minimum = 3Bms. Maximum = 3ims. Average = 3Bms

«| 3

Ping example 1 - Testing Router connectivity to a local computer.

Leave the source IP to be the LAN IP address of the router.

Enter the last number set of the IP address of your local target computer (eg 192.168.1.100).
Set your number of test packets to send (either 1, 2, 3 or 4).

Leave packet size as default 60 bytes.

Leave time between packets as default 1 second (1000 milliseconds).

Leave time out as default 5 seconds (5000 milliseconds).

Click Start.

Check that packets Received equal at least 1 for confirmation of a successful ping. Packet
loss can be determined by comparing packets sent to packets received.

P© NN R WD =
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Ping example 2 - Testing Internet connectivity (your router's
connection to the Internet)

1.
2.

® NN kW

Change the source IP to be the WAN IP address of the router.

Enter the whole IP address of your target computer (E.g. use the number you discovered in
the hint above such as 203.147.197.75).

Set your number of test packets to send (either 1, 2, 3 or 4)

Leave packet size as default 60 bytes.

Leave time between packets as default 1 second (1000 milliseconds).
Leave time out as default 5 seconds (5000 milliseconds).

Click Start.

Check that packets received equals at least 1 to confirm a good ping response. Total packet
loss can be determined by comparing packets sent to packets received.

Trace Route - Operates in a way to most Trace Route programs and is used to Trace all the
routing points from the Source (the Router) to the Destination (The IP address entered).

20314725073 I

Note: Not all routers in an IP path will allow self identification hence you may see

some hops along the way left as blanks. Also it is possible that the final
destination may not respond to the Trace Route Query even though it exists
and can exchange data via TCP / IP.
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Chapter 5: Configuring IPSec/VPN Tunnels

5-1 VPN/IPSec Introduction

The VPN Router creates secure communications between sites without the expense of leased
site-to-site lines. A VPN tunnel is a combination of authentication, encryption, tunneling and
access control technologies used to transport traffic over the Internet or any insecure network.
IPSec(Internet Protocol Security) is an industry-standard protocol suite that provides
confidentiality, data integrity and authentication at the IP Layer to offer secure communications
across a public network like the Internet.

IPSec Components

IPSec contains the following protocols:
m  Encapsulating Security Payload (ESP):
Provides confidentiality, authentication, and integrity.
m  Authentication Header (AH):
Provides authentication and integrity.
m  Internet Key Exchange (IKE):
Provides key management and Security Association (SA)

Security Association (SA)

An SA provides data protection for unidirectional traffic as defined in the IPSec protocols. An
IPSec tunnel typically consists of two unidirectional SAs, which together provide a protected,
full-duplex data channel.

IPSec can be used in tunnel mode or transport mode. Typically, the tunnel mode is used for
gateway-to-gateway IPSec tunnel protection, while transport mode is used for host-host IPSec
tunnel protection. A gateway is a device that monitors and manages incoming and outgoing
network traffic and routes the traffic accordingly. A host is a device that sends and receives
network traffic.

Transport Mode

The transport mode IPSec implementation encapsulates only the packet’s payload. The IP
header is not changed. After the packet is processed with IPSec, the new IP packet contains the
old IP header (with the source and destination IP addresses unchanged) and the processed packet

payload.
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Tunnel Mode

Gateway

™
1P. ween H

| P1 [ psec | Payload |

The tunnel mode IPSec implementation encapsulates the entire IP packet.

The entire packet becomes the payload of the packet that is processed with IPSec. A new IP
header is created that contains the two IPSec gateway addresses. The gateways perform the
encapsulation/decapsulation on behalf of the hosts. Tunnel mode ESP prevents an attacker from
analyzing the data and deciphering it, as well as knowing who the packet is from and where it is

going.

Key Management

Gateway Gateway

"""""""""""""""""""""""""""""""""""""" » =

|PWH§—§

[e2] psec | 1] Payload |

IPSec uses the Internet Key Exchange (IKE) protocol to facilitate and automate the SA setup
and the exchange of keys between parties transferring data. IPSec requires that keys be re-
created, or refreshed, frequently so that the parties can communicate securely with each other.
IKE manages the process of refreshing keys; however, a user can control the key strength and
the refresh frequency. Refreshing keys on a regular basis ensures data confidentiality between
sender and receiver.
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5-2 VPN Application Types

VPN address the following applications
Provide telecommuting workers with access to central office resources.
Interconnect branch offices to enable corporate intranets.
Connect business partners over the Internet with significant cost savings.

Virtual: Encapsulation
Private: Security F

— -
-~ -

il ﬁiﬁual Privaxt\e_h b :
I Network %

Business ﬁ mEn
Pariner BIfED

. ) _
d—'_‘-\.."“f- --\.__\_\_ (1R[] _:.f'i,\_\_\ o
o -..I ol L \\x \1_ L
p ! ) o T S,
Cow e
am 2, L
Office — Reglunal Home Maohlle
Office Ofice  Worker
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5-3 VPN / IPSec Setup

VPN Settings

Select Tunnel rnkey:

This Turinel:

Tunnel YMame:

Lual Socure Group:

Remote Scocurc Group:

Bemnlr HRCURiTY
Gatcway:
Envryplivn:

Authenticatinm:

KRy MR gRment:

1 Enable ™ Disalilw

EE—
G I R
Mask: »hh vhhhh ’U_
2z 8 o L e

Mask: Iz'_ |1'_ |“_ IJ_
Rz o o
i DES [ 3DES [ Disablu

= rnn CHiA O Disahle

1. Select the tunnel you wish to create in the Select Tunnel Entry drop-down box. It is
possible to create up to 70 simultaneous tunnels.

Then select Enable to enable the tunnel.

Once the tunnel is enabled, enter the name of the tunnel in the Tunnel Name field. This is
to allow you to identify multiple tunnels and does not have to match the name used at the

other end of the tunnel.

2. Under Local Secure Group and Remote Secure Group, you may choose one of five

options:

Subnet - If you select Subnet (which is the default), this will allow all computers on the
local subnet to access the tunnel. In the example shown below, all Local Secure Group
computers with IP Addresses 192.168.1.xxx will be able to access the tunnel. All Remote
Secure Group computers with IP Addresses 192.168.2.xxx will be able to access the

tunnel.

When using the Subnet setting, the default value of 0 should remain in the last octet of the

IP and Mask fields.

This Tunml:

Tuniel wame:

| nieal SRrire Grnop:

REMNER SRCIPR GEOnn:
Pamote 3acurity

Galpwny:

Enuryplion:

Authnntization:
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“ Enable 7 Disable

Tl |

T T o
Mask: 255 255 255 '“_

Nube, w e (192 |5_ IZ_ I_
Mask; "¢ I"_ IT l_

Z=m e ol o

“ DES C 3DES [ Disalily
~MNS © AHA T plsahie
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IP Address - If you select IP Address, only the computer with the specific

IP Address that you enter will be able to access the tunnel. In the example shown below,
only the computer with IP Address 192.168.1.101 can access the tunnel from this end.
Only the computer with [P Address 192.168.2.51 can access the tunnel from the remote
end.

This Tunnel: T Fnahla T Disahle

Tunnel Nome:

E|

Lol Sreure G [ fudde ﬂ TP L5 Illbﬁ _Il L
Remote secure croup:  |Padk - gp: 12 [IE | b [
Remote Security [Fagy - e 120 l_] ,_-_ I_i
Goteway: ' - : :
Encryption: “ DES ¢ ZDES  Disaoble
authonticatian: T Mus C BHA © Disable

IP Range - If you select IP Range, it will be a sort of combination of Subnet and IP
Address. You can specify a range of [P Addresses on the Subnet which will have access
to the tunnel. In the example shown below, all computers on this end of the tunnel with
IP Addresses between 192.168.1.2 and 192.168.1.200 can access the tunnel from the
local end. Only computers assigned an IP Address between 192.168.2.2 and
192.168.2.100 can access the tunnel from the remote end.

Host — If you select Host, the value should be set the same as the Remote Security
Gateway setting

Any — When this option is selected, this Gateway accepts requests from any IP address
such as remote users, mobile users or telecommutors using dynamic IP.

This Tunnel: * Enable  Disable

TUNNR| NAmR: ITLU].I].C] 1

Loeal Secure Group: FRinge = JH I-S'Q L3 Il F IMJ
Remaote Secure Liroup: IPR»’-IL&C - ITE A [T PR A (6
Remote Securlty [T=:i1. : [t [ I_ I_;.
Gateway: i
Encryption: % ey © doky O pisabla

Authentication: * MDS  EHA  Disahblc

3. Under Remote Security Gateway, enter the Public IP Address of the VPN device at the other
end of the tunnel. The remote VPN device can be another VPN Router, a VPN Server, or a
host with VPN software. In the example shown above, the IP Address of the Remote
Security Gateway is 140.111.1.2. This [P Address may either be static or dynamic,
depending on the settings of the remote VPN device. When connecting between two routers
the remote security gateway will be the public (WAN) IP address of the remote router as
given on the status page or by the remote ISP.
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4. Using Encryption also helps make your connection more secure. There are two
different types of encryption: DES or 3DES. You may choose either of these, but it must be
the same type of encryption that is being used by the VPN device at the other end of the
tunnel. Or, you may choose not to encrypt by selecting Disable. In our example shown
below, DES (which is the default) has been selected.

5. Authentication acts as another level of security. There are two types of authentication:
MDS and SHA. As with encryption, either of these may be selected, provided that the VPN
device at the other end of the tunnel is using the same type of authentication. Or, both ends
of the tunnel may choose to Disable authentication. In the screen below, MD5 (the default)

has been selected.

KERminte !il’.l’:l]riT‘yI ]IJPMIj p: IIT _ ’T l-l_ ’q_

Cateway:
I neryptinn: s O s O pisahle
Authentinatinn: = MOS © AllA C Disahle
Key Monagement: fake (TEE -I
™ 1 & [ERMfRet | nnward Secreey)
I're-sharcd Kcv:i o
Fary Lilelirrie: |WTJ Qac.

ttatus:  Disconnectod

iy | LT -4 | Lisconnecl I Vewliy I

e

6. In order for any encryption to occur, the two ends of the tunnel must agree on the type of
encryption and the way the data will be decrypted. This is done by sharing a “key” to the
encryption code. Under Key Management, you may choose Auto (IKE) and enter a series of
numbers or letters in the Pre-shared Key field. In the example shown below, the word Test is
used. Based on this word (which MUST be entered at both ends of the tunnel) a code is
generated to scramble (encrypt) the data being transmitted over the tunnel, where it is
unscrambled (decrypted). You may use any combination of up to 23 numbers or letters in
this field. No special characters or spaces are allowed. In the Key Lifetime field, you may
optionally select to have the key expire at the end of a time period of your choosing. Enter
the number of seconds you’d like the key to be used, or leave it blank for the key to last

indefinitely.

Key Management: Az, (JEE) vl

I” PFS (Perfect Forward Secrecy)

Pre-shared Key:|Test 0%
Key Lifctime: 2500 Sec.

Similarly, you may choose Manual Keying, which allows you to generate the code yourself.
Enter your code into the Encryption KEY field. Then enter an Authentication KEY into that
field. These fields must both match the information that is being entered in the fields at the
other end of the tunnel. The example shown below displays some sample entries for both
the Encryption and Authentication Key fields. Again, up to 23 alphanumeric characters are
allowed to create this key.
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Key Managemsent: Namnal -

Chncryption KCY: ’qli\rlim— U
Authentication KEY:W 0
Tnhnnnd RPT: ,W 0y
Outbound SPI: ,W 0y

The Inbound SPI and Outbound SPI fields are different, however. The Inbound SPI value set
here must match the Outbound SPI value at the other end of the tunnel. The Outbound SPI
here must match the Inbound SPI value at the other end of the tunnel. In the example (see
above), the Inbound SPI and Outbound SPI values shown would be opposite on the other
end of the tunnel. Only numeric characters can be used in these fields.

Once you are satisfied with all your settings, click the Apply button. If you make any
mistakes, clicking the Cancel button will exit the screen without saving any changes,
provided that you have not already clicked the Apply button.

After the VPN device is set up at the other end of the tunnel, you may click the Connect
button to use the tunnel. This assumes that both ends of the tunnel have a physical
connection to each other (e.g., over the Internet, physical wiring, etc.). After clicking the
Connect button, click the Summary button. If the connection is made, the screen shown
below will appear:

AJ summary - Microsoft Internet Enplorer 1|
. Pufizeh
WPN Settings Summary —I
Na.| TunnclMame | Stabus | local frop | Remate Group | Remobe Balrway | Srcurty bethad
EmEaEe 132,150, 2.0 192,150, 1,0
L BranchTumnelt Sonneced 282292 LRSS 24011131 DES MDS ISARMP
|

Under Status, the word Connected should appear if the connection is successful. The other
fields reflect the information that you entered on the VPN screen to make the connection. If
Disconnected appears under Status, some problem exists that prevents the creation of the
tunnel.

Double-check all the values you entered on the VPN screen to make sure they are
correct.

Check the status page of both the local router and the remote device and ensure the
public IP addresses are the same as entered for the remote security gateway.
If, for any reason, you experience a temporary disconnection, the connection will be re-
established as long as the settings on both ends of the tunnel stay the same.
To get more details concerning your tunnel connection, click the View Log button.
The VPN Log screen displays successful connections, transmissions and receptions, and the

types of encryptions used. Once you no longer have need of the tunnel, simply click the
Disconnect button on the bottom of the VPN page.
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5-4 Example1: Tunnel between Two VPN Routers

g =

192.168.1.100
VPN Router #1
LAN IP; 92.168.1.1
WAN IP: 210.241.239.77
Default Gateway: 210.241.239.73
Tunnel 1
This Tunnel: Enable
Local Secure Group: Subnet 192.168.1.0,255.255.255.0

Remote Secure Group: Subnet 192.168.2.0,255.255.255.0
Remote Security Gateway: 211.21.189.53

Encryption: DES
Authentication: MD5
IPSec: ISAKMP
PFS: Off

IKE Pre-share KEY: MyTest

WAN AR LAN [;b

5

192.168.2.100

VPN Router #2

192.168.2.1

211.21.189.53

211.21.189.49

Tunnel 1

Enable

Subnet 192.168.2.0,255.255.255.0
Subnet 192.168.1.0,255.255.255.0
210.241.239.77

DES

MD5

ISAKMP

Off

MyTest

5-5 Example2: Tunnel between VPN Router-and-VPN Client with

Fix IP
@H LAN a— WAN
=
192.168.1.100

VPN Router #1

LAN IP: 192.168.1.1

WAN IP: 210.241.239.77

Default Gateway: 210.241.239.73
Tunnel 1

This Tunnel: Enable

Local Secure Group: Subnet 192.168.1.0,255.255.255.0

Remote Secure Group: IP: 140.111.1.2
Remote Security Gateway:140.111.1.2

Encryption: DES
Authentication: MD5
IPSec: ISAKMP
PFS: Off

IKE Pre-share KEY: MyTest

192.168.2.100

IP: 140.111.1.2
140.111.1.1

Tunnel 1

Enable

IP: 140.111.1.2

Subnet 192.168.1.0,255.255.2
140.111.1.1

DES

MD5

ISAKMP

Off

MyTest

55.0
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5-6 Example3: Tunnel between VPN Router-and-VPN Client

with dynamic IP

@H LAN _=_ WAN
T/

192.168.1.100

LAN IP:
WAN IP:
Default Gateway:

This Tunnel:
Local Secure Group:
Remote Secure Group:

VPN Router #1

192.168.1.1
210.241.239.77
210.241.239.73

Tunnel 1

Enable

Subnet 192.168.1.0,255.255.255.0
IP: Any

Remote Security Gateway: Any

Encryption:
Authentication:
IPSec:

PFS:

IKE Pre-share KEY:

DES
MD5
ISAKMP
Off
MyTest

210.21.189.53

Win2000 Professional
Safenet Cisco VPN Client

IP: 210.21.189.53
210.21.189.49

Tunnel 1

Enable

IP: 211.21.189.53

Subnet 192.168.1.0,255.255.255.0
210.241.239.77

DES

MD5

ISAKMP

Off

MyTest
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Chapter 6: Configuring IPSec on Windows 2000/XP

This chapter illustrates the steps of Microsoft Windows 2000/XP computer to establish a
secure [Psec tunnel with the Cable/DSL Firewall Router. You can find detailed information on
configuring the Microsoft Windows 2000 server at the Microsoft website:

Microsoft KB Q252735 - How to Configure IPSec Tunneling in Windows 2000
http://support.microsoft.com/support/kb/articles/Q252/7/35.asp

Microsoft KB Q257225 - Basic IPSec Troubleshooting in Windows 2000
http://support.microsoft.com/support/kb/articles/Q257/2/25.asp

6-1 Environment
Windows XP or Windows 2000Server
IP Address: 140.111.1.2 (Note: ISP provided IP Address; this is only an example.)
Subnet Mask: 255.255.255.0
Cable/DSL Firewall Router
WAN
IP Address: 140.111.1.1 (Note: ISP provided IP Address, this is only an example.)
Subnet Mask: 255.255.255.0
LAN
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0

6-2 Steps in Windows 2000/XP

6-2.1 Create IPSec Policy
1. Click Start button, select Run, and type secpol.msc in the open field.

2. Right-click IP Security Policies on Local Computer, and then click Create IP Security
Policy.

T secpol - [Security Seltings ) 18 Security Polickes of Local Gemputer] =|oj x|
e | acwn wew wndow tep =l =]
e+ DB EE & W38

[ Securky Setings N ¢ Cescripnon Py Assiged

i 08 Account Pobcies BAChonit Pespond Ork] Commurkcate rormaly (5. Mo

-5l Locdl Pokies B S0 Server (egur.. For a [P 0, dways requd.. Mo

(2 Bl iy Bk B erver Roguest Seeu... For o 1P wafie, dwasrean. Mo
i (2 Software Restrichon Poaces |EIEIRIEITIINETTY [
w8 1P Sacuriny Poboes on Locdl
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®

3. Click Next, and then type a name for your policy (for example, “to_VPNRouter”).
4. Deselect the Activate the default response rule check box, and then click Next button.

5. Click the Finish button, making sure the Edit check box is checked.

6-2.2 Build 2 Filter Lists: “WinXP->Cable/DSL Firewall Router” and

“Cable/DSL Firewall Router>WinXP”.

[Filter List 1] WinXP-> Cable/DSL Firewall Router

1. Inthe to_VPNRouter Properties, deselect the Use Add Wizard check box, and then click

Add button to create a new rule.

'8 UFBRCUIET Properties - Ak

Fedes | Gasmare |

;ﬂ Socuhy ks 5 for cCommuncaanE wih other compunars

I Security nalia:

1P Ftor List FEitor Actian [ Aumanicen [ TunnaiSer | Conne
TDymemcs A

Oicfecti Fesponse. Karbans Mane

| o
Edt | Eami | [ Use Ackd Wizerd
= e ]
2. From the IP Filter List tab, click the Add button.
Authentication kMethods | Tunnel Setting | Connection Twpe |
IF Filter List | Filter Action
= The selected IF filter list specifies which network fraffic will be
= affected by this rule
|P Filter Lists:
Mame ‘ Description
O AllICHMP Traffic Matches all ICMP packets between ..
Q AllIP Traffic Matches all IP packets from this ca..
Add Edt. | Bemove |
QK | Cancel | Al |

3. Type an appropriate name “XP->Cable/DSL Firewall Router” for the filter list, deselect

the Use Add Wizard check box, and then click Add button.
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4.
5.

1P Filter List =

A [P Ties fiaties composad ol mulipha Gars. Inthis wes multile sebinets, B addrassas

-
::: and pratocals can be combined into one 1P ilar
Hame:
| XP --=Broadband VPN Router
Dascripdon;
El £t

Fiharg: [ Usa Acd Weizard

M.  Desorigtion | Protacel Sowce Part Desination Por | Source DNS N

4 i

O I Cancel
&

In the Source address area, click My IP Address.
In the Destination address field, select A specific IP Subnet, and fill in the IP Address
“192.168.1.0” and Subnet mask “255.255.255.0”.

Filter Properties 1 ]

Addressing | Protocel | Description |

-~ Source address:
IMyIPAddress LI

~Destination address:

A specific IP Subnet LI
Paddress: | 192 . 168 1T . 0

Subnetmaslﬁl 255 . 2565 . 255 . O

[ Mirrgred. Also match packets with the exact opposite source and destination
addresses.

0K I Cancel |

6. If you want to type a description for your filter, click the Description tab.

7. Click OK button. Then click OK(for WinXP) or Close (for Win2000) button on the IP
Filter List window.

[Filter List 2] Cable/DSL Firewall Router->WinXP

8. On the IP Filter List tab, click the Add button.

9. Type an appropriate name “Cable/DSL Firewall Router->XP” for the filter list, click to
clear the Use Add Wizard check box, and then click Add.
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1P Filter List =

= A [P fies Bates com posad ol Fuliplia Bhars. Inthis wey, multale subinets, B addragaas
L and praiocals san be combined il one Il

T
|Broadband VPN Router-= XP
Rascripian;
Fiarg: [ Lsa Add wizard
M. Desoglion | Prowcel SowcePat | DesineionPod | Scuce ONS M.
i

1]
ok | Concal |
v

10. In the Source address area, click A specific IP Subnet, and fill in the IP Address
€192.168.1.0” and Subnet mask “255.255.255.0”.
11. In the Destination address area, click My IP Address.

e propertics 2l

Addrazsing | Frotocal | Desciption |

| Sourca addrass;
|4 specitic P Subner =

Paddmsz: [ 192 . 168 . 1 . O
Subnat mask: 255 . 255 . 255 .

[ Destination address:
| My 1P Addrass =

[# Mrrared. Alse malch packeats with the exact opposile sauwcs and destination
sz

[Cox ] concn |

12. If you want to type a description for your filter, click the Description tab.

13. Click OK, and then click OK.
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6-2.3 Configure Individual Rule of 2 Tunnels

[Tunnel 1] WinXP->Cable/DSL Firewall Router

1.

MNew Rule Properties =

From the IP Filter List tab, click the filter list “XP->Cable/DSL Firewall Router”.

x|

Allhamicalion Melthads | Tunnel Selting | Caonneclion Type [
P Filter List | Filter Acion

e Tha selecled IF filler kst specifies which network iraffic wil be
= afiected by this mils

IP Filter Lists:

Dlama | Description

Q AllICKF Trafic Idoaches ol ICMP packets between ...

O AP Traflic

0 Broadband *Ph Router -= ¥P
@

Koiches ol IF packets from this co...

el |

2. From the Filter Action tab, click the filter action “Require Security”, and click the Edit

button.

3.

New Rule Properties ]

Authentication Methods |

Tunnel Setiing |
IP Filter List

x The selected filter action specifies whether this rule negotiates far
secure network traffic, and how itwill secure the traffic.

Connection Type |
Filter Action

2l x|

Eitter Actions:

Mame

‘ Desctiption

Q Permit
QO Reguest Security (Optional)
o}

Add Edit. |

mm

Permitunsecured P packets to pas..
Accepts unsecured communication,

Bemowve | [~ Use Add Wizard

Close I Cance|

Apply |

communication, but always respond using IPsec check box.

Check that the Negotiate security option is enabled, and deselect the Accept unsecured
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4. Select the Session key Perfect Forward Secrecy (PFS) and remember to check the PFS
option on the Cable/DSL Firewall Router, and then click the OK button.

Require Security Properties ] 2lx|

Security Methods | General |

" Permit
(" Block
(@ DNegotiate security

Security method preferencs order

Type | AH Integrity | ESP Confide... | ESP Integrity | Ke Add
Custom <Mone> E

it

Custom <None> 3DES MD5 1t Edit

Custom <None> DES SHAT 1t

Custom <None> DES MD5 1€ v
Wowe U

q | Move dgwn

[~ Acceptunsecured communication, but always respond using PSec

[~ Allow unsacured communication with nan1PSec-awars computar

[+ Eassion key perfact forward secrecy (PFSE

o | concel | Apply

5. From the Authentication Methods tab, click the Edit button.

New Rule Properties 3 Cor 2| x|

IP Filter List | Filter Action
Authentication Methods | TunnelSefing | Connaction Typs
Authentication methods specify how trust is established between
QSSQ computers, These authentication methods are offered and

acoepted when negotiating securitywith another computer.

Authentication method preference order:

Details Add
Edit
Bemove

Move up
Move daown

lerberos

Close I Ganee| | Apply |

6. Change the authentication method to “Use this string (preshared key)”, enter the string
“Test”, and then click the OK button.
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Edit Authentication Method Praperties -~ Com 2=

Authentication Methad

@5 The authentication methad spacilies how trustis established
Biataen the computars.

("~ Actve Directory default (Kerbaras WS pratacol)

(" Use a cartdicats from this ceriification authority (CA):

(@ Usethis stang (preshared key);

Test ﬂ

4]
T ] e |

This new Preshared key will be displayed in Authentication method preference order. Click
the OK button to continue.

New Rule Properties s 2lx|

1P Filer List | Filter Action |
Authentication Methods I TunnelSeting | Connection Type

& Authentication methads specify how st is established betveen
égB computers. Thesa authanfication methods are oferad and
accepted when nagotinfing s=curitewith anather computer.

Aumanficalion metod preference order
Method " Delails d

Edit..

[Femoe

Al

hove down

L

oK Cancel | Apply |

7. From the Tunnel Setting tab, click The tunnel endpoint is specified by this IP Address
box, and then type the WAN IP Address “140.111.1.1” (Note: Use your ISP provided IP
Address; this is only an example.) of Cable/DSL Firewall Router.
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New Rule Properties ’7 ’7

8. From the Connection Type tab, select All network connections, and then click the OK or
Close button to finish this rule.
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[Tunnel 2] Cable/DSL Firewall Router-> WinXP

9. Inthe to_ VPNRouter Properties, deselect the Use Add Wizard check box, and then click
the Add button to create the second IP Filter.

lo_UPHRouterProperties ] 7| x|

Ful=s | General |

ﬁj Security rules for commmunicating with other computars

|F Security rules:

IP Filtzr Li Filter Action
Heguire § riby ]
O <Dumamics Default Besponse  Kerbems
<] | i
Add... Eait. I Bermnaove | [ Use Add Wizard

[ ok | conest | sppy |
10. On the IP Filter List tab, click the filter list “Cable/DSL Firewall Router->XP?”.

New Rule Propertles i _ﬁ_x_f
Aulhenticalion Melthods | Tunnel Sefting | Canneclion Type
P Filter List | Filter Action
=1 The selected IP filter kst specifies which network: iratfic will be
= affeciad by this mis.
IF Filter Lizts:

Hame | Descrption

O ANCKP Trafic koiches oll ICWMP packets batween ..

Lol i Moichas all IP packsts from this co...

kel i
© ¥p-=Broadhand YPN Router

www.netcomm.com.au Rev.3 - YML630
Page 66 Cable/DSL Firewall Router



W% i

11. From the Filter Action tab, click the filter action “Require Security”.

New Rule Properties ] 21 x|

Authentication Methods | Tunnel Setting | Connection Type |
IP Filter List Filter Action
X The selected filter action specifies whether this rule negotiates for

secure network traffic. and how it will secure the traffic

Eilter Actions:
Name | Description
O Permit Permitunsecured |P packets to pas..

Accepts unsecured communication,...

AC uredl communication,

QO Request Security (Optional)
®

Add. | Edit. | Bemove | [~ Use Add Wizard

OK I Cancel | Apply

12. From the Authentication Methods tab, click the Edit button.
2|

IP Filter List | Filter Action |
Authentication Methods | Tunnel Setting | Connection Type
Authentication methods specify how trustis established between
% computers. These authentication methods are offered and

accepted when negotiating security with ancther computer.

Authentication method preferencs arder:

Methad Details Add..
Edit
Bemove

Move up
Move dgwn

[erheros

Close I Cancel | Apply |

13. Change the authentication method to “Use this string (preshared key)”, enter the string
“Test”, and then click the OK button.
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2]

Edit Authentication Method Properties

Authentication Method

@a The authentication method speciliss how fustis blish
Babazen the compulars.

(" Actve Diractony detault (Kerberos B protocal)

(" Use acartdicats from this cedification autharity (CA):

@ Use this sting (preshared key):

Test =]

=
R

This new Preshared key will be displayed in Authentication method preference order. Click
the OK button to continue.

Mew Rule Properties i i 2] x|

1P Filler List | Filtar Aclion |
Authantication Methods I Tunnel Seting | Caonnection Type

& Authentication methods specily how bustis established betveen
ga computers. These authentication mathods ore offerad and
accepted when nagofinfing securtewith another computer.

Autherticalion method preferance order:
. Details

Add. |
_ i |

Edit...

Femaye |

|l RTl ] |

e e e

oK I Cancel | Apply |

14. From the Tunnel Setting tab, click The tunnel endpoint is specified by this IP Address
box, and then type the Windows 2000/XP IP Address “140.111.1.2”.
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New Rule Properties b ¢ 2l x|
IP Filter List | Filter Action |
Authentication Methods Tunnel Setting | Connection Type
=1 The tunnel endpoint is the tunneling computer closest ta the IP
=5 traffic destination, as specified by the associated P filter list. |t

takes two rules o describe an IPSectunnsl.

¢ This rule does not specify an IPSec tunnel
® The tunnel endpoint is specified by this |P address

140 111 . 1 . 2

ok | cemel | apoy |

15. From the Connection Type tab, select All network connections, and then click the
OK(for WinXP) or Close(for Win2000) button to finish.

New Rule Properties - 2] %]

IP Filter List I Filter Action |
Authentication Methods I Tunnel Setting Cannection Type
% This rule only applies to netwark traffic over connections of the
selected type.

(® All petwork connections
" Local area network (LAN)

( Bemote access

0K I Cancel | Apphy

16. From the Rules tab, click the OK button to back to the secpol screen.
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6-2.4 Assign New IPsec Policy

1. In the IP Security Policies on Local Computer MMC snap-in, right-click policy named
“to_VPNRouter”, and then click Assign. A green arrow appears in the folder icon.

" secpol - [Security Settings\ IP Security Policies on Local Computer] = (=1
fafile Acion ew Wndow Hep | =liz]x]
=] o= =

D Securnity Setbngs Mame ¢ Drascription Folcy Assigned

[ Account Policies &4 Clent Respond Onhb) Commuricate nocmaly ure.. Mo

#-E Local Policies E95ecira Server (Requre 5., For dl 1P raffic, aways requi.. Mo

- (2 PLbkc Key Poldes B Server Regquest Seounty)  For al 1P raffic, always requ.. Mo

-2 Softwars Restriction Poloss B8 te_MMRouter L]

&, [P Security Poicies on Local
4 | Els 3|

6-3 Steps in Cable/DSL Firewall Router

6-3.1 OnePage Setup Screen
1. Open your web browser and enter 192.168.1.1 in the Address field and press the Enter key.

2. When the User Name and Password field appears, skip the user name and enter the default
password admin and press the Enter key.

3. Click the OnePage Setup tab to set the configuration as shown below.

Main Menu OnePage Setup

Private IP Address (MAC Address: 00-01-36-02-DE-F8)

Device IP Address: [
Subnet Mask: 2552552550
WAN Connection Type |SweicP -

Select the Internet connection type you wish to use

Specify WAN 1P Address:  [110 | [T [ (i
Subnet Mask: 255 Joss | pss o
Default Gateway Address: ,T . W ll— . ,l—
DNS(Required) 1: ,0— . IO— IO— . ,0—

DNS  2: o o e
DNS 3: o o o
Apply | Cancel
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6-3.2 VPN Screen

2007,

The following Figure is a sample configuration for the Router’s VPN tab.

VPN Settings

Select Tunnel entry:

This Tunnel:

Tunnel Name:

Local Secure Group:

Remote Secure Group:

Remote Security
Gateway:

Encryption:

Authentication:

Key Management:

Once all these have been entered, click the Connect button to establish a VPN connection. The

Tummel 1 fo_WindF) «

“ Enable (" Disable
o Wi
S =] e

I Addr. ~ 1P:
T add <] gp; 140 | [iil

 DES { 3DES f Disable
“MD5 ¢ SHA ¢ Disable

At (IEE) =

I” PFS {Perfect Forward Secrecy)
Pre-shared Key:|Test (08)

Status should indicate that the Router is Connected.
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Chapter 7: Trouble Shooting

This chapter provides solutions to problems you may encounter during installation and
operation of your NetComm Cable/DSL Firewall Router.

Hardware

T: The Power LED is off.

Check the power cable is properly connected to the NetComm Cable/DSL Firewall Router, the
power adapter and the socket.

T: The LAN Link LED is off.

Check the computer, hub or switch is properly connected to the NetComm Cable/DSL Firewall
Router.

Check the computer’s Ethernet card is properly installed.

Check the UTP cable connecting the computer to the Router is connected. This cable should
not be a crossover cable.

Check the Cable/DSL Firewall Router and the computer are on the same network segment. If
you are not sure, initiate the DHCP function (4-1) and set your computer to obtain an IP
address automatically (3-3).

Check the computer is using an IP address in the range of 192.168.1.2 ~ 192.168.1.254 and is
therefore compatible with the Cable/DSL Firewall Router’s default IP address of 192.168.1.1 (3-
3). Check also the Subnet Mask is set to 255.255.255.0

T: The DIAG LED stays lit.

The DIAG LED should light up when the device is first powered up to indicate it is checking for
proper operation. After a few seconds, the LED should go off. If it stays on, the device is
experiencing a problem. Please contact your dealer.

T: Why can’t I configure the NetComm Cable/DSL Firewall Router?

First, check whether the NetComm Cable/DSL Firewall Router is properly installed, including
the LAN and WAN connections, and all devices’ power.

Next, check the IP configuration of your computer :

For Windows 95/98 users: run Winipcfg.exe or Winipefg from “Run” on the “Start”
menu. If there are no IP addresses, click “Release All” and then click “Renew All” to get
an IP address.

For Windows NT 4.0/2000/XP users: Open a command prompt and run IpConfig.

Ensure that your computer and the NetComm Cable/DSL Firewall Router are on the same
network segment. If you are not sure, initiate the DHCP function and let the computer get an
IP address automatically from the router.
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Ensure that your computer is using an [P Address within the range 192.168.1.2 to
192.168.1.253 and thus compatible with the NetComm Cable/DSL Firewall Router’s default
IP address of 192.168.1.1

Finally, use Ping command in MS-DOS mode to verify the network connection:
Ping 127.0.0.1 to check the TCP/IP stack of your computer.

Ping the Router’s IP address (Default: 192.168.1.1) to check for IP connectivity between
your computer and the Router.

Note: If you are not able to get to the web configuration screen for the NetComm
Cable/DSL Firewall Router, make sure that you disable the proxy setting within
your Internet browser and set your browser to access the Internet via the LAN.

T: What can I do if I have forgotten the password for NetComm Cable/DSL Firewall
Router?

You have to reset the Router back to its factory default setting by pushing the Reset button for
over 3 seconds.

Note: You will lose all previous settings.
T: I cannot access my ISP’s home page, why?

Some ISPs (such as Telstra BigPond) require their host name be specifically configured into your
computer before you can surf their local web pages. If you are unable to access your ISP’s home
page, enter your ISP’s Domain Name into the One Page Setup (3-3) to enable all computers in
your LAN to access it. If you only want to allow computers to access these home pages, open
the TCP/IP Properties window (2-4) on these computers, click open the “DNS
Configuration” tab and enter your ISP’s Domain Name in the “Domain Name Search

Suffix” location.
Client Side (Computers)
T: I can’t browse the Internet via the NetComm Cable/DSL Firewall Router

Ensure your computer can ping or access the Router. See the previous section entitled “Why
can’t I configure the NetComm Cable/DSL Firewall Router” for more information.

Check the status page of the Router to ensure connection to your ISP has been established.
T: I get a time out error when I enter a URL or IP address.

Check if other computers on the LAN are experiencing the same problem. If not, ensure the
computer’s IP settings are correct (IP Address, Subnet Mask, Gateway IP Address and DNS).

Check the NetComm Cable/DSL Firewall Router’s settings are correct (3-3).
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Appendix A: Frequently
Asked Questions

Q: What is the maximum number of IP
Addresses the NetComm Cable/DSL
Firewall Router can support?

The NetComm Cable/DSL Firewall Router
can support up to 253 IP Addresses usually
in the range of 192.168.1.2~192.168.1.254.

Q: Where should the NetComm Cable/
DSL Firewall Router be installed on the
network?

In a typical environment, the NetComm
Cable/DSL Firewall Router should be installed
between the ADSL/Cable modem and your
LAN. Connect the NetComm Cable/DSL
Firewall Router to the Ethernet port of your
ADSL/Cable modem, and connect your
computers to the RJ45 jack on the LAN side.

Q: Does the NetComm Cable/DSL
Firewall Router support IPX or
AppleTalk?

No. The NetComm Cable/DSL Firewall
Router was designed to provide a multiple
user LAN with shared Internet access and
supports only the TCP/IP Protocol. If your
Novell or Apple system is configured with
TCP/IP, the NetComm Cable/DSL Firewall
Router can support them.

Q: Does the NetComm Cable/DSL
Firewall Router support 100Mb Ethernet?

Yes, the NetComm Cable/DSL Firewall
Router supports both 10Mb & 100Mb
Ethernet on the LAN side, but only 10Mb on
the WAN side.

Q: What is “NAT” and what is it used for?

The Network Address Translation (NAT)
Protocol translates multiple IP Addresses on a
private LAN into a single public IP Address
that is accessible to the Internet. NAT not
only provides the basis for multiple IP
Address sharing but also provides security,
since the multiple IP Addresses of LAN
computers are never transmitted directly to
the Internet.

Q: How can NetComm Cable/DSL
Firewall Router share single user account
to multiple users?

The NetComm Cable/DSL Firewall Router
combines the following technologies to enable
this function.

NAT (Network address translation): NAT
is a technology which can create a private
network domain behind a public IP. It is
usually used as a firewall. It can also be used
when there are not enough IP Addresses.

DHCP (Dynamic host configuration
protocol): DHCP is a protocol to assign IP
Addresses to internal computers
automatically. It can save a lot of IP Address
configuration. This protocol is supported by
Windows 95/NT, Mac OS, and many other
popular OS.

DNS (Domain name service): DNS is a
protocol which translates Domain Names to
IP addresses that an Internet host can handle.
Addressing system using Domain names, like
www.yahoo.com, is easier to use than its IP
address, 204.71.177.70.

Q: What operating systems does
NetComm Cable/DSL Firewall Router
series support?

The NetComm Cable/DSL Firewall Router
uses standard TCP/IP protocol. It can be
operated as long as you have TCP/IP protocol
installed on your operating system (For
example: Windows 9x, Windows NT,
Windows 2000, Windows XP, etc.)
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Q: Can I use multiple E-mail accounts if I
use NetComm Cable/DSL Firewall
Router?

Yes, you can. Some people think having one
Internet account means that they can have
only one E-mail account. However, E-mail is
set by mailbox accounts and different to the
account you use to connect to your ISP. If
you want more E-mail accounts, you can
contact your ISP or you can browse the
Internet to apply for free E-mail account.

Q: Can Internet users access LAN
computers?

The NetComm Cable/DSL Firewall Router
uses NAT to route all in/out band packets. All
external users can only see the IP of the
NetComm Cable/DSL Firewall Router but
cannot access LAN computers. The LAN
computers are well protected with the
NetComm Cable/DSL Firewall Router’s
natural firewall (NAT). You can allow
Internet users access to specific computers by
using the Port Forwarding, DMZ Host and
Special Application options.

Q: When should I use DMZ host?

Enable DMZ host when you want to have
unrestricted communication between your
computer and the Internet, for example,
playing Internet game (i.e. Ages of Empire) or
having multimedia conference (i.e.
NetMeeting).

Q: Does the NetComm Cable/DSL
Firewall Router support PPTP of VPN
packets pass through?

Yes. The NetComm Cable/DSL Firewall
Router supports PPTP pass through.

Q: Does the NetComm Cable/DSL
Firewall Router series support IPsec?

Yes. The NetComm Cable/DSL Firewall
Router supports IPsec pass through.
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Appendix B: Technical Specifications

Model Number NB3100COMPACT
Standards IEEE 802.3 (10BaseT), IEEE 802.3u (100BaseTX)
Ports WAN: One 10/100 RJ-45 port

LAN: Four 10/100 RJ-45 ports
All ports with auto cross-over detection

Protocol TCP/IP, UDP, NAT,DHCP, PPPoE, Heartbeat, CHAP, PAP
Maximum Users Up to 253 users

Cabling Type UTPCategory 5 or better

IPSetting WAN: DHCPclient, Static IP

LAN: DHCPauto-assignment, Static IP
VPN Endpoints — IPSec
e Maximum tunnels: up to 5
 Local secure group: IP, Subnet or IPrange.
* Remote secure group: IP, Subnet, IPrange, Host or Any
* Remote security Gateway: IP, FQDN, Any
* Encryption: DES, 3DES or none
« Authentication: MD5, SHA or none
* Authentication method: Preshared key
* Key Management: Auto IKE (PFS or none) or Manual (Encry, Auth, In-
SPI, Out SPI)
VPN Pass-through (NATtraversal)
 IPSec enable/disable
* PPTPenable/disable
» Concurrent sessions: up to 50 dependent on data
Firewall & Security
* Prevent Dos attack: Ping of Death, LAND, IP spoofing, SYN flood,
IPSmurfing
« Stateful packet inspection (check inbound against outbound)
* NATdeny external Intruder
* ACLFilter: IP, MAC, URLkeyword
 Block all: Proxy, Active X, Java /script, cookies, time of day/week
Management
* Web-based configuration
* Remote web based configuration
¢ Admin Password login
 Fault tolerant TFTPupgradable firmware
* Reset button or Factory default reset
* SNMP
Inbound Routing
 Special Application (Port Triggering)
* Port Forwarding
e UPnP+ Port Translation
* DMZ host / Multi DMZ.
LAN Routing
e Dynamic (RIP 1 & 2, independent Tx / Rx)
« Static LED display System: Power,Diag
WAN: Link/Activity, 10Mbps or 100Mbps. Transaction
LAN: Link/Activity, 10 Mbps or 100Mbps
Power External, DC 5V, 2A
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Environmental
Operating Temp 0 ~ 45°C
Storage Temp -20 ~ 60°C
Humidity 0% ~ 90% Non-Condensing
Certifications C-Tick
Dimensions 152 (L) x 90 (W) x 34mm (H)

System Requirements
Operating system independent — ideal for Windows, Macintosh, Linux &
TCP/IPsystems
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Appendix C: Glossary

10Base-T / 100Base-T

The adaptation of the Ethernet standard for
Local Area Networks (LANs). 10Base-T uses
a twisted pair cable with maximum lengths of
100 meters and transmits data at 10Mbps
maximum. 100Base-T is similar, but uses two
different twisted pair configurations and
transmits at 100Mbps maximum.

Ad-hoc Network

Also known as the peer-to-peer network, an
ad-hoc network allows all computers
participating in a wireless network to
communicate each other without an
AccessPoint.

Adapter

A device that makes the connection to a
network segment, such as Ethernet and
modem cards.

ADSL

Asymmetric Digital Subscriber Line (ADSL),
as its name indicates, is an asymmetrical data
transmission technology with higher traffic
rate downstream and lower traffic rate
upstream. ADSL technology satisfies the
bandwidth requirements of applications which
demand “asymmetric” traffic, such as web
surfing, file downloads, and telecommuting.

Bandwidth

The amount of data that can be transmitted in
a fixed amount of time.

Browser

A software application used to locate and
display Web pages. Examples include
Netscape Navigator and Microsoft Internet
Explorer.

BSS
BSS is the acronym of Basic Service Set that

consists of a wireless access point and a group
of wireless client computers.
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Communications Protocols

Communication between devices requires they
agree on the format in which the data is to be
transmitted, sent and received. The
communications protocols are a set of rules
that define the data format.

Cookie

Cookie is data stored on your computer,
which a web server can retrieve, to identify
your machine. It is a piece of text with an ID
number.

DHCP

DHCEP, short for Dynamic Host Configuration
Protocol, is a protocol for assigning dynamic
IP Addresses to devices on a network.
Dynamic Addressing means that a device can
have a different IP Address each time it
connects to the network.

Domain Name

A name that identifies one or more IP
Addresses. For example, the domain name
microsoft.com represents about a dozen IP
Addresses. Domain names are used in URLs
to identify particular Web pages. For example,
in the URL http://www.pcwebopedia.com/
index.html, the domain name is
pcwebopedia.com.

DoS

DoS is the acronym for Denial of Service.
This is the result when a computer or
network is overwhelmed to the point that it
can no longer function normally.

DNS

Short for Domain Name Server, translates
domain names into IP Addresses. To help us
recognize and remember domain names they
are alphabetic in form, however, the Internet
actually runs on numbered IP Addresses.
DNS servers translate domain names into their
respective I[P Addresses.
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Also known as Direct Sequence Spread
Spectrum, it is a radio transmission method
that continuously changes frequencies.

Ethernet

One of the most common Local Area Network
(LAN) standards. Ethernet uses a bus
topology which supports a data transfer rate
of 10 or 100 Mbps.

ESS

ESS is the acronym of Extend Service Set that
consists of several BSS.

Firewall

A security system used to enforce an access
control policy between an organisation’s
networks and the Internet.

IEEE

Short for Institute of Electrical and Electronics
Engineers, an organization best known for
developing standards for the computer and
electronics industry.

Internet

A global network connecting millions of
computers for the exchange of data, news and
opinions.

Intranet

A network based on TCP/IP Protocol
belonging to an organization, and accessible
only by that organization’s members,
employees, or others with authorization.

Infrastructure Network

Unlike an ad-hoc network (where users on a
wireless LAN send data to each other
directly), users on an infrastructure network
send data through a dedicated access point.
Additionally, the access point enables users
on a wireless LAN to access an existing wired
network to take advantage of sharing the
wired network’s resources, such as files,
printers, and Internet access.

Rev.3 - YML630
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IP Address

An identifier for a computer or device on a
TCP/IP network. Networks using the TCP/IP
Protocol route messages based on the IP
Address of the destination. The format of an
IP address is a 32-bit numeric address written
as four numbers separated by periods. Each
number can be from zero to 255.

IPSec

Internet Protocol Security is a security
standard for network transmission, which is
often used for VPN connections. It provides
authentication and packet encryption over the
Internet.

ISP

Short for Internet Service Provider, a
company that provides access to the Internet
for a fee.

Local Area Network (LAN)

A computer network that spans a relatively
small area. Most LANs are confined to a
single building or group of buildings.
However, one LAN can be connected to other
LANSs over any distance. A system of LANs
connected in this way is called a wide area
network (WAN)

MAC Address

Short for Media Access Control Address, a
hardware address that uniquely identifies each
node of a network.

NAT

Short for Network Address Translation, a
routing protocol that allows global IP
Addresses to be translated into multiple
private IP Addresses for use on internal LAN
networks. The explosion in the use of the
Internet has created a critical problem for the
Internet Assigned Numbers Authority
(IANA) which is in charge of assigning IP
Addresses to Internet users, ISPs etc. NAT is
a technology that has been introduced to help
maximize the utilization of assigned [ANA
and global IP Addresses.
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Network Protocol

Network protocols encapsulate and forward
data packets from one interface to another.

PAP/CHAP

Short for Password Authentication Protocol
and Challenge Handshake Authentication
Protocol. Most ISPs use either one for user
identification. If your ISP doesn’t support
these two protocols, contact them for an
authentication script.

PPP

Short for Point-to-Point Protocol, a
communications protocol for transmitting
information over standard telephone lines
between devices from different manufacturers.

PPPoE

Short for PPP over Ethernet, relying on two
widely accepted standards, Ethernet and the
Point-to-Point Protocol. PPPoE is a
communications protocol for transmitting
information over the Ethernet between
devices from different manufacturers.

PPTP

The acronym of Point to Point Tunnelling
Protocol, PPTP encapsulates the packet for
transmission over the Internet. It creates a
private “tunnel” through the large public
network to have similar security of private
network without actually leasing a private
line. PPTP is normally used for VPN
connections.

Protocol

An agreed format for transmitting, sending and
receiving data between two devices.

Roaming

The ability for a wireless device to move from

one access point’s range to another without
losing the connection.
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Router

An Internet device that routes requests for
information to other routers until the
information’s location is found and the data
can be transmitted back to the origin of the
request.

TCP/I1P

Short for Transmission Control Protocol and
Internet Protocol, the suite of communications
protocols that enable hosts on the Internet to
connect and exchange streams of data.

VPN

The acronym for Virtual Private Network. Via
access control and encryption, VPNs bring
security to the data transmission through the
Internet as it is transmitted through a private
network. It not only takes advantage of
economies of scale but also provides a high
level of security while the packet is sent over
a large public network.

Wide Area Network (WAN)

A system of LANs being connected by
telephone lines and radio waves. Although
some WANs may be privately owned, they
are usually considered a means of public
access.

WEP

The acronym for Wired Equivalent Privacy. It
is an encryption mechanism used to protect
your wireless data communications. WEP
uses a combination of 64-bit/128-bit keys to
encrypt data that is transmitted between all
points in a wireless network to ensure data
security. It is described in the IEEE 802.11
standard.
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Appendix D: Updating your Firmware

Firmware is the programming that is 'Hard coded' into your router, as newer developments in
technology and general product improvements are written your router can be updated to take
advantage of this newer programming.

The NB3100C incorporates the TFTP protocol to reliably upload new firmware. These updates
are either posted on the NetComm website (www.netcomm.com.au) or Emailed via NetComm's
technical staff. You can check your current firmware version in the Administration page.

To upload your firmware you should run the Executable program that is provided and specify
the current LAN IP address of the router as well as the router's password. Then click Upgrade.

After the upgrade is complete wait a minute for the router to reboot before continuing use.

%% Firmware Upgrade Utility v1.43.1

Madel: NetComm NB3100 Compact
Version: v1.033
RouterIP :  [192168.1.1

Password |

‘when uparade falls, the program will retry I3 3 times.

| Uparade I Clase

Note: It is recommended that you reset your router to factory defaults before
upgrading. Previous router configuration backups may not work on different
firmware versions.
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Appendix E: Examples of Using your Router with File
Sharing Programs and Web Servers

Example 1

T

|
[ .
Local LAN

Browser
192.168.05

Web Server I
192.168.09 107100 Switch

on port &0 |

144.136.70.88
E WaN Socket

NEB3100 Compact

5 e $——— 9

Internet Internet
Erowaer Browser

To allow the two internet browsers to view the web server on the LAN you would
add the following entry to the Port Forwarding area of your Router.

Port Forwarding

Forward Setting
Warning - You cannot set duplicate ports that are already enabled in TPnP page.
Incoming Ports Redirect IP Address

Jjo ~fs0 |Both 7] 192.168.0.J2

Note: The Router in this example has an IP address of 192.168.0.1 (not the default
of 192.168.1.1)
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Example 2

To allow your Router to work with EDonkey2000 set up the Special Application page
with the following entry.

g

IIIIIIIIIH

=
=
A

4651 _|
0|
0|
0 |
o |
o |
0|
o |
0|
0|

(o
a

Appendix F: Security

The following are the features and settings you should look at when trying to achieve the
tightest security in your NB3100Compact and surrounding network. Where possible the more
secure setting is suggested.

Change Admin Password from default
Connect on Demand - enabled

Advance Firewall - enabled

VPN Remote Security Gateway - [P Address
Port Forwarding - none set

Special Application - none set

Dynamic Routing - disabled

SNMP - disabled

External Admin - disabled

Block WAN Ping response - enabled
DMZ Host - none set

Multi DMZ - none set

Universal Plug and Play (UPnP) - disabled
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Appendix G: Registering your NetComm Product

To ensure that the conditions of your warranty are complied with, please go to the NetComm
web site for quick and easy registration of your product at

www.netcomm.com.au

Alternatively, you can complete the following copy of the Warranty Registration Form and mail
it to NetComm Limited, PO Box 1200, Lane Cove NSW 2066.

Contact Information

If you have any technical difficulties with your product, please do not hesitate to contact
NetComm’s Customer Support Department.

Email: support@netcomm.com.au
Fax: (02) 9424-2010
‘Web: www.netcomm.com.au

Trademarks and Notices

NetComm™ is a trademark of NetComm Limited. Windows® is a registered trademark of
Microsoft Corporation. Other brand and product names are trademarks or registered trademarks
of their respective holders. Information is subject to change without notice. All rights reserved.

Please note that the images used in this document may vary slightly from those of the actual
product. Specifications are accurate at the time of the preparation of this document but are
subject to change without notice.
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Warranty Registration Form

Date of PUIChASE .......coooiieii e
NaME e

COMPANY s

AdArESS e

The following information is vital for your warranty

Please make sure it's correct and complete.

Seriadl NO
Model
Product Type: Make sure
I:' PC Card I:' External ' you fill this
|:| Internal |:| Other H section in!

| intend to use this product at:

I:l Home I:l School/College/University

|:| Business I:l Government Office
Dealer'sName ...
Dealer's AdAreSS .....coooiiiieiiie e
.................................................. PostCode ..........ccceevveiiinnns
Tel NO( ) oo, FaxNo () s

How did you find out about our products?







Product Warranty

The warranty is granted on the following
conditions:

1. This warranty extends to the original
purchaser (you) and is not transferable;

2. This warranty shall not apply to software
programs, batteries, power supplies,
cables or other accessories supplied in or
with the product;

3. The customer complies with all of the
terms of any relevant agreement with
NetComm and any other reasonable
requirements of NetComm including
producing such evidence of purchase as
NetComm may require;

4. The cost of transporting product to and
from NetComm's nominated premises is
your responsibility; and,

5. NetComm does not have any liability or
responsibility under this warranty where
any cost, loss, injury or damage of any
kind, whether direct, indirect,
consequential, incidental or otherwise
arises out of events beyond NetComm's
reasonable control. This includes but is
not limited to: acts of God, war, riot,
embargoes, acts of civil or military
authorities, fire, floods, electricity
outages, lightning, power surges, or
shortages of materials or labour.

6. The customer is responsible for the
security of their computer and network at
all times. Security features may be
disabled within the factory default
settings. NetComm recommends that you
enable these features to enhance your
security.

The warranty is automatically voided if:

1. You, or someone else, use the product, or
attempts to use it, other than as specified
by NetComm;

2. The fault or defect in your product is the
result of a voltage surge subjected to the
product either by the way of power
supply or communication line, whether
caused by thunderstorm activity or any
other cause(s);

3. The fault is the result of accidental
damage or damage in transit, including but
not limited to liquid spillage;
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4. Your product has been used for any
purposes other than that for which it is
sold, or in any way other than in strict
accordance with the user manual
supplied;

5. Your product has been repaired or
modified or attempted to be repaired or
modified, other than by a qualified person
at a service centre authorised by
NetComm; and,

6. The serial number has been defaced or
altered in any way or if the serial number
plate has been removed.

Limitations of Warranty

The Trade Practices Act 1974 and
corresponding State and Territory Fair Trading
Acts or legalisation of another Government
("the relevant acts") in certain circumstances
imply mandatory conditions and warranties
which cannot be excluded. This warranty is
in addition to and not in replacement for such
conditions and warranties.

To the extent permitted by the Relevant Acts,
in relation to your product and any other
materials provided with the product ("the
Goods") the liability of NetComm under the
Relevant Acts is limited at the option of
NetComm to:

Replacement of the Goods; or
Repair of the Goods; or

Payment of the cost of replacing the
Goods; or

Payment of the cost of having the Goods
repaired.

All NetComm ACN 002 490 486 products have
a standard 12 months warranty from date of
purchase. However some products have an
extended warranty option (refer to
packaging). To be eligible for the extended
warranty you must supply the requested
warranty information to NetComm within 30
days of the original purchase by registering
on-line via the NetComm web site at
www.netcomm.com.au.

NetComm reserves the right to request proof
of purchase upon any warranty claim.
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