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Broadband Solutions

How to configure the IAC4500 Internet Access Controller for Billing
by Volume Application with NCT480 IP DSLAM using port location

mapping

Introduction

The following paper provides instructions on how to configure NetComm’s IAC4500
Internet Access Controller with NetComm NCT480 IP DSLAM for ‘billing by volume’
application. It specifically focuses on the IAC4500’s new feature ‘billing by volume’
under deployment scenarios A: Port Location Mapping for 802.1Q VLAN Tagging.

This document is being created at a time when the following versions of firmware were
in production:

* IAC4500: Firmware V1.02.05
* NCT480: Firmware R2.32
(Note: IAC4500 with firmware V1.02.05 or later supports billing by volume)

The test PCs that used in this white paper were running WinXP with Internet browser
IE7.0. (The web interface of the devices under test in this white paper are best
viewed with Microsoft Internet Explorer 6.0 and above at 800 x 600 resolution)

It is recommended that the readers of this document has read and understood the
IAC4500 & NCT480 user manual.
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IAC4500 VLAN Management

The IAC4500 offers two methods of connection. User can either be issued a unique
user name and password which is required on log in, or using VLAN tagging, the Port
Location Mapping Feature in the IAC. Rooms can then be recognized via its room
number. Both options in the IAC4500 offer zero configurations for subscribers/hotel
room guests. Guests simply plug the Ethernet cable into their laptop, enter a
username and password or simply accepts the terms and conditions and they are
connected without changing any settings at all.

VLAN Management

A VLAN allows a physical network to be divided into several logical networks. A device
can belong to more than one VLAN group. Devices that are not in the same VLAN
groups can not talk to each other. VLAN can provide isolation and security to users
and increase performance by limiting broadcast domain. VLAN tag can be added to
the MAC header to identify the VLAN membership of a frame across bridges. A
tagged frame is four bytes longer than an untagged frame. Each port of NCT480 is
capable of passing tagged or untagged frames.

Each port has its own Ingress rule. If Ingress rule accept tagged frames only, the
switch port will drop all incoming non-tagged frames. If Ingress rule accept all frame
type, the switch port simultaneously allow the incoming tagged and untagged frames.
An untagged frame doesn’t carry any VID to which it belongs. When an untagged
frame is received, Ingress Process insert a tag contained the PVID into the untagged
frame. Each physical port has a default VID called PVID (Port VID). PVID is assigned
to untagged frames or priority tagged frames (frames with null (0) VID) received on
this port. Figure 2 illustrates the VLAN Tagging relationship between the NCT480 and

the IAC4500.
DSL lines

IAC4500's Port Location Mapping Table
keeps a record of the VLAN database
that were sef in the NCT480.
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Figure 2: 802.1Q VLAN Tagging relationship between NCT480 and IAC4500
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The IAC4500 uses Port-Location Mapping (PLM) for Scenario A authentication only.
Scenarios B and C are not covered in this paper. PLM insists that the network into
which the IAC4500 is installed supports IEEE 802.1Q VLAN tagging for packets
traveling between the IAC4500 and the network.

As the name suggests, PLM assigns a unique VLAN ID (VID) to each room or location
in order to bill the room using a Property Management System (PMS, e.g. Micros
Fidelio) installed at the premises.

The IAC4500’s PLM feature will accept 802.1Q VLAN tagged packets and send back
untagged packets to the device connected to a particular port. It is therefore important
to confirm with the manufacturer of the 802.1Q VLAN device used on the network that
it supports the ability to tag packets being sent to the IAC4500 and accept untagged
packets being sent from the IAC4500 to the device.

Figure 1 illustrates the logical network diagram for NCT480 IP DSLAM working with an
IAC4500.

Logical Network Diagram

Eth 1o LAN port of 1AC4500

Room 101 (Port1)

DSLAM Cable
(Port 25~ 48)
Connect to MDF

DSLAM Cable

(Port 1 ~ 24)
Connect to MDF, DSLAM Cable

(Port 1~ 24) il
Subscribers

Hotel Room Users -

Telephone
Lines

DSLAM Cable
(Port 25 ~ 48)

Subscribers  wy
Hotel Room Users
PBX

Telephone
Lines

Figure 1: NCT480 with IAC4500 Internet Access Controller
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NCT480 VLAN Management

There are 3 types of management interfaces available for NCT480 IP DSLAM system
management. The web management interface, the CLI interface and the Telnet
interface.

It is recommended to use the inbuilt web management interface for NCT480 system
configuration. This white paper is written in the basis of using the web management
interface of the NCT480 IP DSLAM.

The characteristic nature of IAC4500’s 802.1Q VLAN tagging feature is that the IAC
will accept VLAN tagged packets from its LAN network and only respond to its LAN
network with untagged packets. Due to this VLAN tagging behaviour of the IAC4500,
NCT480 will be configured to the following way in this test scenario.

1. All traffics from the 48 ADSL ports (data upstream direction) will leave the
NCT480 with a VLAN tagged number (room number).

2. All the traffic coming from the IAC4500 to the NCT480 (data downstream
direction) are with untagged default VLAN number 1.

The NCT480 running firmware R2.32 requires configuration make via its web interface
to perform the above configuration. Please refer to screens shots shown in following
section.

Step 1

Login to NCT480 web management interface.

Default IP address for Eth-3 (system management port): 192.168.1.1/24
Default User Name: admin

Default Password: admin

To check system firmware version, please navigate to
Menu> System > Information
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a ez Diescription TICT480
&
@DSY“M“ Ui e 0 dag(s) 7 br. 32 min. 54 sec.
1] Inforrnation
Statistice Contact Unit 1. 2-6 Orion Rd. Lane Cove NSW 2086, AUSTRAL
[ User & password Name sales@netcomm.com.au
[ Bxidze mods Location Unit 1, 2-6 Orion R, Lane Cave NSY 2086, AUSTRAL
: Backup & restare -
% —— HW wversion 70
D Clomauit & rehoot CPSw wersion R2.32
F{] Status & perforoance DEF wersion mumber B 67 1.11
H-{] Deployment Apphy
F{] Access control
] Protoenl
F-{] Diagnostic
FH{] Other
@'] Done 0 Internet

NCT480 R2.32 System Default Information

Navigate to:

Menu > Deployment > PVC Setting > Select “All Port” from the dropdown list and hit
“Delete” to delete the default PVC. Then Click on “Bulk ADD” to recreate PVC for
VLAN ID 101 ~ 148.

Address | @] hetp: /192,168 1. 1 login. bt B e ks ?

2
CErEnil — — —— —

~ A
& Mem All port ¥ [ Bulkadd | [ Delete | [ Retresh | [ SetPPPoAMAC
B System All port 1z selected.
{0 Status & performance port wpi vri type  WlanID |prionty wlantag |other Allf Mone
E4Z Deployraent
) DSL port LE =
) DSL profile confizuration
[ DSL profile mapping - =
[ DSL alarm profile
3 3 35
[ Power manszerent raods 2
[£) PYC setting Mz = lermux
7] IPoks route sstting 4 3 35 EOA 1] 0 Falze MAC it = 16
) Ethemet port Tz = lemux
7] Ethermet setting 5 8 35 ECA 1 0 Falze MAC it = 16
SHIMF host s = Tl
[ SHMP commuit 6 8 35 EOs 1 0 False MAC it — 16
D Aularmn LD control Mz = lemux
B Access control 7 8 35 ECA 1 0 False WA limit = 16
E{] Protocol
Iz = lemuz
0 Diagaostic 3 3 35 ECA 1 0 False MAC lirit = 16
T Other
Tufuz = llere
- 9 8 35 ECA 1 0 False MAC it = 16 R
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address & hitp: ({192, 168.1. 1{lagin.html v e ks

3
D — — —— —

23 Mem Allpart v [ Bukadd | [ Delete | [ Refresh | [ SetPPPoA MAC

B Systern All port 15 selected.

B Status & performance 8 E - e T R e e o
port wpl

B Deployruent % B [_‘j Q‘

. D DEL port

[ DSL profile configuration From | Port-1

) DSL profile mapping Vpivalue |8

[] DSL alam profile

) Power mansgement rnde

[ PYC setting Type EOA M

-] IPok route setting vlan ID 1m Tnerement

[ Ethemet port

) Ethemet setting

7] SHMP host vlan tag False +

= D SHMP commumity Tdfuz o &

- D Alarm O control WAC limit |15
(27 Access contral
23 Frotocol IAC server Support

E
E
501 Digut
E

(7] Other

Allf Mone

1o Port-48 »

Vit value 35

POy i]

@1 Daone 8 Internet

Once “Bulk Add” completed.

The port will have a PVID of 101 ~ 148 instead of the default VLAN 1.

Addvess | @] hitp:}f192,168.1. 1 flogin. el v Beo ks *

o
G — — —— —

& Mem All port ~ [ Bulkadd | [ Delete | [ Retresh | [ SetPPPoAMAC
] System All port is selected.
B Status & performance port vpl Wil type wlan [0 prionty wlantag | other Al Meone
DGDP ?ﬁgt 1 8 33 EOA 101 0 False ﬁczﬁg?f] . O
! E W 2 B 33 EOA 102 0 False i{Lfc:uf;Tfl . O
E wt s 3 g 33  EOA 103 0 False i‘[{fczhf;?f] . O
E ﬁim- 4 8 35  EOA 104 [0 Falsc ﬁgﬁ;ﬁ“] . O
g Ex—ﬁsz 5 B8 35  EOA (105 0 False i’fﬁ‘sc:]jﬁ?:x] . 0
" E mm 6 8 35  EOA (106 |0 False ii‘i‘gﬁ;?f‘] . O
D.&HW 7 8 33  EOA 107 0 False fg;ﬁ;‘fﬁ . O
Eg ;:;:m g8 8 35 EOA 108 o Falsc ﬁc:uﬁ?fl . O
T o = B 35  EOA (109 0 False ﬁgﬁ;ﬂﬁ . 0 ]

Step 2

Navigate to:
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Menu > Protocol > VLAN port > Ensure that the default VLAN ID is 1.
This means that all the downstream traffic from IAC4500 (untagged traffics) will be

accepted and they will go via default VLAN group 1 in the Eth-1 to all the 48 ADSL
ports of the NCT480.

Address | http: {192, 168.1, 1 lagin.html v Beo ks *

ook d? b JETEC L JED

FOTS 48,43 T O 3 ry
& Memu Ethemetport-1 | | Apply
E{] Systern Ethernet port-1 1s selected.

F{ Status & performance wpl Wl Accept frames type Ingress filtering  Default VLAN ID

E{] Depln t
(3 Deployraet NfA  H/A el v false v 1
E{Z] Access contral

=423 Protacal

~[) VLA port

(] Trunk VLAN setting

7] IGMP sxocping

D DHCFP PPPOE relay

D Spanring tree protocol

) Bapid spanning tree protocal
B Disgoostic

E{] Other

Step 3

Navigate to:
Menu > Protocol > Trunk VLAN Setting > ADD

This means Eth-1 will assign the data packets from VLAN group 101 ~ 148 with their
corresponding VLAN tag number when it leave the port to the IAC4500.
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Address €] http: /192, 168, 1. 1lagin bkl

POTS 48-25

Line 34d-1

25 Wlemn

B Systera

B Status & perfommance
F{] Deployruent

F{] Access control

=+ Protocol

[0 YLAM port

) Tk VLAN seting
D IGIP snooping

D DHCP PPPOE relaw
D Spanning tres protocol
- D Rapid spanning tree protocal
B Disgnostic

B Other

Address |7 http:/192.168.1. 1/lagin.html

[ YWLAN mode setting ]

lAppIy] [ Delete I [ Refresh

Ethernet port  [vlan ID TaggedUntagged |All/ MNone
Ethernet port-1 |1 Untagged v ]
Ethernet port-2 |1 Untagged v ]

A hitp://192.168.1.1 - Add trunk VLAN - Micr... [2][E ]

Ethernet port Ethernet port-1
vlan ID! 101 Increment
Mumber of VLAN 48
TaggedTntagged Tagged %
&) Dare B Internet

Links *

~ E’Go

£ e
] Syster
] Status & performance
F{] Deployreent
F{] Access control
= Protocol

[£) YLAN port
] Trumk VLA setting
D IGIP snooping
[’ DHCE PFFOE rslay
D Spanning tree protocal
D Fapid sparing tree protocol
] Disgnostic
{1 Other

[ WLAN mode seting ] -
[ Apphy ] [ Delete ] [ Refresh

Ethernet port  wlan I[D TaggedUntagged | AllS Mone

Ethernet pert-1 1 Untagged ]

Ethernet pert-1 101 Tagged v [F]

Ethernet port-1 102 Tagged |+ [F

Ethernet pert-1 103 Tagged v ]

Ethernet pert-1 104 Tagged ¥ [F]

Ethernet port-1 105 Toagged + [F

Ethernet pert-1 106 Tagged v [F]

Ethernet pert-1 107 Tagged ¥ [F]

Ethernet port-1 108 Toagged + [F

Ethernet port-1 109 Tagged (]

Ethernet pett-1 110 Tagged ¥ [F]

Ethernet port-1 111 Tagged ¥ [F

Ethernet port-1 112 Tagged (]

P P - — v
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Ethernet port-1 [132 Tagged ]
Q Mem Ethernet port-1 133 Tagged [F]
B System

BHEY Status & perth . Ethernet port-1 134 Tagged [F]

F{{] Deployment Ethernet pott-1 135 Tagged [F]

FHI Acesss control Ethernet port-1 136 Tagged i
E- F 1

a rotoco Ethernet port-1 137 Tagged [F]

[0 VLN port

{7) Trundk VLAN setting Ethernet port-1 138 Tagged [F]

] IGMP snooping Ethernet port-1 139 Tagyed O

{£) DHCP PPPO relsr Ethernet port-1 140 Tagged O

[0 Spanning tree protocol = o

D Rapid spanning tree protocol eauet port- Tagged U

B Disgnostis Ethernet port-1 142 Tagged [F]

BI{] Other Ethernet port-1 143 Tagged A

Ethernet port-1 144 Tagged [F]

Ethernet port-1 145 Tagged [F]

Ethernet port-1 146 Tagged O

Ethernet port-1 147 Tagged [F]

Ethernet port-1 148 Tagged [F]

Step 4

Navigate to: Menu > Commit & Reboot > Commit then Reboot system

acdress | € http: /1192, 168.1,1/lagin.html

4 Merm

El4Z3 Systera

3 Information

[ Statistics

D User & password

D Bridge mode

D Backup & restore

D Finrwrare upgrade
D Corntt & rehioot

{0 Status & perforance

{70 Deployraent

{7 Access control

#{_] Protacal

#7] Diagnostic

${0 Other

Cominit

Reboot

Eestere factory configuration
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address & hitp: ({192, 168.1. 1{lagin.html v e ks

£ Memn

System

= D Inforroation
[ Statistics Eestore factory configuration
D Ueer & password
[) Bridge raode

D Backup & restore
: D Fitmrowrare upgrade Are you want ko rebook right now?
[0 Commit & rehoot
& {:Iljétatus & performance
B Deployrment
F{] Access contral
B

e

[

Commit

Eeboot

Microsoft Internet Explorer g|

b ] DSLAM commit success,

#{_] Protacol
{1 Disgnostic
H{7] Other

Microsoft Internet Explorer E|
! E DALAM reboot success,
L]
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IAC4500 Internet Access Controller Configuration

The following settings are made to the IAC4500. Connect the PC to the LAN port of
the IAC4500.

IAC4500 Default IP Address: 10.59.1.1/8
Default User Name: admin
Default Password: admin

1. Enter all system information to the IAC4500

System

System/Host Narme |NetCommIAC4SDD |

Domain Mame |NetC0mm |
Location MName: |NetComm Ltd |Ma>{.:5EI
Address: |Unit1,2—6 Crion Rd |Ma>{.:2DD
City: |Lane Ciovve |Max.=50
State / Province |NSW |Max.=50
Tip / Postal Code: | [2065 | Max.=10

Location Information
Country: |Au5tra\ia |Max.=50
Contact MName | |Max =50
Cantact Telephane |02 9424 2000 |Max =50
Contact FAX: 02 34242010 | Mas =50
Contact Email: |5upp0ﬂ@netcomm.com.au |Max.=50
Date:| 2007 ~|/|4 |/ 26 ~|(veanMonth/Day)
Time : : (Hour: Minute : Second)

2. Configure IAC4500 WAN/LAN settings — configure the WAN to a mode and
with IP addresses that suitable for your network environment. Eg you may set
the IAC4500 WAN to a static IP of 172.17.1.34/24 with gateway 172.17.1.1/24.
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Mllﬂﬂﬂ ® " Internet Subscriber Server 111

FLUG AMD PLAY SECURE ACOESS COMTROLLER

3

Ci L) WANILAN
& Configuration Menu
E‘a Systermn Selting LAN IP Address:
-l Susterm Subnet Mask:
J sl Default
J Serner WAN MAC Address g Change to: ‘DD |: |DD |: |DD |: |DD |: |DD ‘: |DD |
J MAT Pool

O Get automatically from a DHCP server
-] Authentication

-] Billing & Use fixed IP address

-] Accounting
PaortLocation IP Address: 172.17.1.34
Mapping
HEg Advanced Setting Suhnet hask: ?BR.2ER 2RR 0

Hl System Status WAN Port Mode Defautt IP Gateway 7217.11
B3 Systemn Tools

Prirmary DMS Server: 72171

Secondary DNS Server .2.2.2 -

QO PPPoE { Mastly for ADSL modem users )

1AC4500 by Handlink Internet Subscriber Server Ill

3. Set IAC4500 to use Built-in Authentication Scenario A — Bill by room number.
Please navigate to Configuration Menu > System Setting > Authentication >
Built-in Authentication > select option = Scenario A then click ‘Apply’ at the
Scenario Guide and ‘Apply’ at the Authentication Configuration page

(= lser Configuration Interface - Microsoft Internet Explorer provided by NetComm

gﬂ:—\}r - |§, http:f/10.59.1.1 Jenter .cgi *’| 1| X |GUUgIe | R -

File Edit ‘iew Favorites Tools Help Links ¥
— . »

ﬁ e [@User Configuration Interface l l @ Home ~+ [ Feeds (1} @ Print - |j’ Page ~ -@ Tools =

#f[ﬂg‘;ﬂ ® Internet Subscriber Server 111

FLUB BMD PLOY SECURE MCOESS COMTROLLER

|

L Authentication Configuration
a Configuration Menu Authentication Type
=y System Setting

_] System

-] WAN/LAN

O Redirect URL Lmkl:l Code
-] Serer

@ Standard User Agreement page

) No Authentication

O User Agreement

MAT Pool

@ Built-in Authentication U
-] Authentication ||

Three pre-configured options are provided for easy setup. Select an option that

-] Biling best suits your network needs. You must then proceed to configure the "Billing”
] Accounting and "Accounting” settings to complete your setup.

B Port-Location
B I'ulagglng

By Advanced Setting O RADIUS
] Credit Card

Current preset option: Scenario A Select option

[ Check Local Account first
Customization

@ Accumulation
© Time to Finish (No idle timeout)

8

Fortal Pag
] Poral Page Server IP address —‘
5

Advertisement

Primary RADIUS Authentication Port
i L Wallad Rardan v
< | Semer

Bandwidth

=]

=)
<

Accounting Port

1ACA500 = Internet Subscriber Server Il

How to configure NetComm IAC4500 for billing by volume application with NCT480 IP DSLAM using
port location mapping
Nov2008

CL Page 12



I http:/f10.59.1.1webB.cgi - Microsoft Internet Explorer provided by NetComm

SAZ) - |@, hetp:ji10.59.1,1/webs.cqi

File Edit  Wiew

Favarites  Tools  Help

T e [ @ hitp:}{10.59.1.1{webs.cqi

(%) | G
Links >
I_l ﬁHome < D @Print < IjPage - ’:}- Toals -
SCETIATIU

ttems check

PMS biling system

Infrastructure

MNeed usernamel/password
when guests go to Internet

Meed to create
static accounts

Allow guests to select service
when first login

Billing mode

BilingCharge mode

Defautt Billing Profile

Remarks

Done

Express way to fityour business model

@ Scenario A O Scenario B

Yes
O output bil to AG Yes
Number of copies

Port-Location Mapping General

Ho Yes

Optien Yes

Yes Yes
Time to Finish Time to Finizn

@ Based on Room

¢ Based on Subscriber B

Need to continue
configuring "Biling” and
choose at least one active
billing profie

Need to continue
configuring "Biling™ and
choose at least one active
biling profile

Need te continue
configuring "Port-Location
Mapping Table™

A
O Scenario C
No

General

Yes
Option

No

(& Time to Finish

O Accumulation
Idle Timeout I.
@i - 1am

Accumulation account wil
be deleted after ingged in

P e

[ Allow Credit Card Payment

w

EE e Internet

oo v

4. Create Billing Profiles. Please refer to screen shot below for three example
billing profiles that used in this test scenario.
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(= User Configuration Interface - Microsoft Internet Explorer provided by NetComm

@:21 - |g, http:jf10.59.1. 1/enter.cgi V| 2| K |Google ‘ 2~
File Edit View Favorites Tools Help Links **
7:? ke [@User Configuration Interface I_l @Home = Feeds (1) @ Prink - & Page - _@- Toals - »
Nelbumm® r i
Internet Subscriber Server I11
WHWW.RELCOMITI.COM. 8 FLUG AND AL SECURE ACCESS CONTROLLER
| Billing Profile | PMS Configuration |
u
A
a Configuration Menu Billing Profile
Bl System Setting
: Currency: (Number of decimals p\aces:}
H J System
Eol] WANJLAN Traffic Base Idle Time out: minutes (5~60)  Trafic Base Account
) Sewer Exp\re: days (1~365)
] MNATPool Mo | Active Name Description Profile Setting
) Autnentication & | g Profile 1 1 day 510.00
B i
j e 02 Profile 2 10 minutes $1.00 [Edt EH |
Accounting
) BortLocation 03 Profile 3 25MB $2.00
i Wapping
: Edit
B3 Advanced Setting o4 O
i) Creditcard 0z O [Edi EH |
-] Customization 06 O
-] Bandwidth 07 0 B
Portal Page
- =
| Adverisement
{0 Wallad Rardan & | 0 O

IACA500 ili Internet Subscriber Server Il
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/- http:#110.59.1.1/web138.cgi - Microsoft Internet Explorer provided by NetComm

(S 1 M \E http:j/10.59.1. 1jweb138.cg i

File Edit Wiew Favorites Tools  Help

T8 dRt | @ hetp:fj10,59,1,1jweb138.cqi K Home =

Mo 1
Hame |H‘oﬂe 1

Description |1 day 1000

Price Durati

|
|
Charge
3
o [0 ] |PericdTime finish Fom{_]

Check Time Selective Unit

minute TQE
]

o[l | [0 | | Period Time finish FromT_]

TOE

From

{51 Period Time finish

[l ]

{7} Expirz whan DD:D!:\&

(& Period Time finish

i) Expire when DD:{HLVB

(=) Period Time finish

{7} Expire when (01 M

{1 Time base

{73 Unlimited

Volume Charge

£ Traffic base |:| MBytes (10~4000) |:|

Note: Do not support multi users using one sccount at the same time.

Bandwidth  Note: ¥ou must activate the bandwidth management fegture and select a class of servics
Limit

Maximum Upstream Bandwidth | @ | 128Kbps M [0 |

Maximum Downstream Bandwidth | @ 512 Kbps s [0 |
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¢/~ http:/110.59.1.1/web140.cgi - Microsoft Internet Explorer provided by NetComm

e
@@ - |ﬂ htkp:ff10.59.1. 1 fweb140, cqi

File Edit Wiew Favorites Tools  Help

@ Home -

T8 @R | @ http[10.59.1.1 web140,cai ] l
DUNTY FTONIE SENY
No 3
Name [Froile 3 |
Description [SMBE2Z0 |
Frice Durstion Charge Check Time Salzctive Unit
) Frami1
& [0 ] |PerodTime finisn or{l_]
minute T"E
Framj 1
ol | [0 | | Period Time finish onil ]
el |
From;1
(& Period Time finish |'°m
o I e |
71 Time base 0 Expirewhen | 000N &
Framj 1
(= Period Time finish mm
o P ] |
71 Exgive whan | SUN. v| 0000
From -1
& Period Time finish -
@ LI e ]
71 Expirzwien (07 % | 0000w
2 Undimited D
Volume Charge
{0 Traffic base IE' MEBytes {10~4000)
MNote: Do not support multi users using one sccount at the same time.
Eianl'-:i?width Mote: ou must activates the bandwidth management festure and s=lect 5 class of service
Maccinmumn Upstream Bandwidth o) | 128 Kbps Vl} ] |D |
Masimum Downstraam Bandwidth | 3 [512 Kbps Mo [0 |

Please note that traffic-based billing counts both the download and upload

data volume.

5. Create a port location mapping table with all the VLAN ID that were set in the
NCT480 IP DSLAM. Please navigate to > system setting > port location

mapping
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Port-Location Mapping

Single Create
Location Identifier {ID) [101 Port Identifier {ID)
Description [Room101

Status: © Mo Charge ( Charge for use " Blocked

[101

Acldress |&] http:/f10.59.1.1fenter.cal v B ks ?
@ .
Nelbomm Internet Subscriber Server 111
WHWW.AIBLCOTNTLCOM. 8U FLUG AMD PLAY SECLURE ACCESS CONTROLLER
Port-Lecation Mapping List e
Location ID Part ID Description Status Delete
P
B . 101 1 Roorm 101 Charge for use
Bz System Setting gl =
) system 102 102 Room 102 Charge for use |
] VAN LAN 103 103 Roorn 103 Charge for use O
Semer 104 104 Room 104 Charge for use F
9
] MAT Poal 105 105 Room 105 Charge for use O
1) Authentication 106 106 Room 106 Charge for use |
-] Billing
107 107 Room 107 Charge for use O & |
-] Accounting
] S RETET T aorm harge for use
) 108 108 R 108 Cl fi O
) Mapping
'CI Advanced Setin 109 108 Room 109 Charge for use |
'I:I Syustern Status 110 110 Room 110 Charge for use |
B Systern Tools 111 111 Roaorm 111 Charge for use |
112 12 Room 112 Charge for use (|
113 113 Room 113 Charge for use |
114 114 Roorm 114 Charge for use O
115 115 Roorm 115 Charge for use [} v

IAC4500

Internet Subscriber Server lll
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Address @ http:f10.59.1.1/enter.cqi V| GO Links >

l&’/&'lﬂ/ﬂ ® " Internet Subscriber Server 111 *_

WWW.RELCOTITLEOM. &Y N - G aND FLAY SECURE ACCESS CONTROLLER
’ i it g =

Configuration kMenu 108 103 Charge for use
a Configuration Menu 110 110 Charge for use
Eley Systemn Setting
=9 m m Charge for use
i ] System
: 12 12 Charge for use
L] AN LAN
: ) serer 113 113 Charge for use
: ] MATPoal 114 114 Charge for use
: -] Authentication 115 115 Charge for use
. ] Billing 116 116 Charge for use

- Accounting "7 "7 Charge for use

J Pott-Location
Mapping 118 118 Charge for use
H{y Advanced Setting

OO0 0O oo|ooo|oon o oo|o

i 118 118 Charge for use

E{3 System Status

{3 Systern Tools 120 120 Charge for use
121 121 Charge for use
122 122 Charge for use
123 123 Charge for use

124 124 Charge for use

O

IACA500 Fowered by Handlink Technology. Internet Subscriber Server lll

6. Activate Bandwidth management according to Billing Profile settings: navigate
to Configuration Menu > Advance Setting > Bandwidth Management > Select
‘Bandwidth Management’ and Select ‘Class of Service based on RADIUS or
billing profile settings’ then click ‘Apply’.

Aside: If you are planning to have equal bandwidth for all subscribers regardless
which billing profiles they are under, you may select the first option on the Bandwidth
management page.
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/- User Configuration Interface - Microsoft Internet Explorer provided by NetComm

U @] hep)f10.59.1, 1fenter, cqi v |*|| X Google |P '|
S

Fil= Edit View Favorites Tools Help Links **
Ty e [@User Configuration Interface I_l @Home ~ ) Feeds (J) @ Print  ~ IE’ Page ~ :@' Tools
Nellbomm r i
Internet Subscriber Server I1I
WHWW.RELCOMITI.COM. 8 FLUG AND AL SECURE ACCESS CONTROLLER
]
u Bandwidth Management
a Configuration Menu Bandwidth Management
(g System Setting
E‘a Ad d Sett O Equal bandwidth for all subscribers
Sy Vance: Eetting
i The function enables administrator to limit bandwidth usage on a per user basis (MAC address).
] CreditCard q p
- = That prevents users from consuming a disproportionately large amount of bandwidth so every user
-] Customization gets a fair share of the available bandwidth.
-] Bandwidth
-] Portal Page Maximum Upstream Bandwidth ® ‘ZEVSKbps v| o |0 |Kbps (64-24576)
- | Advertisement
& Maximum Downstream Bandwidth ® ‘ZSSKbps v| O |D |Kbp5 (64-24576)
) Walled Garden
& Class of service based on RADIUS or billing profile settings
| Passthrough gp g
I The function enables administrator to limit bandwidth usage according to the RADIUS vendor-specific
Filterin 9 g P
] Fitering attribute (RADIUS authentication) or billing profile setting (Built-in authentication). This allows every
J LAN Devices user to have a different service quality for Internet bandwidth.
-] StaticRoute ol
PPy
- | Private LAN —_
J Logs
] Session Trace
i i) SNMP L
< i | ¥

IACA500 Internet Subscriber Server Il

7. Select the Property Management System (PMS). Click on PMS Configuration
under System Settings > Billing and select the PMS and click Apply:
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| Billing Profile | PMS Configuration |

PMS Configuration

Many hotels use PMS as a hotel in-door killing system for their guests including room service. mini-bar
telephone usage; as well as Internet senvice. By integrating with a hotel's PMS, the system can post

charges for Internet access directly to a guest's hotel hill

Charge Mode (only for Port- ® Based on Room
Location Mapping enabled) () Based on Subscriber

Regenerate password of static

account with PIMS checkout Enable %] {anly for Scenario B)

) Micros Fidelio
O Spectrum MEC

Revenue Code | |1 (1-99)

Description Internet
Sodhis 3 Marriott

Revenue Code | |1 (1-99)

Reference Internet

& Proprietary

If the site does not have a listed PMS (Micros Fidelio, Spectrum MK Il or Marriott, then
select ‘Proprietary’ and use Net Retriever software (a middleware between IAC4500
and other PMS systems) to allow the IAC4500 to communicate and pass on the billing
data to the PMS system. Then click ‘Apply’ to apply settings.

8. Save Configuration and Reboot System.
9. Back up configuration file & Port Location Mapping Table as they are two
separate back up files.

Aside: This white paper does not include any IAC4500 management IP access list and
IP/MAC/URL filtering as these settings varies from site to site. It is generally
recommended that the appropriate settings are configured in the device to ensure
some level of secure access control and that the necessary system log files are sent
to system manager for system management.
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Connect Test Modems & Test Internet Access

1. Set the test modems at the guest rooms to WAN: Bridged Mode; LAN DHCP
Server OFF. If the CPE you are using is loaded with NetComm Bridged
firmware, like NB6Series R2T8 Bridged modem then there is no need to re-
configure the modem in the room, it will be just a plug and play device for this
test scenario.

2. Connect the test modems to an ADSL Port of the NCT480 DSLAM system (The
ADSL data point socket in the guest room) and wait for ADSL light on the test
modem turn solid green.

3. Connect test PC to the LAN Port of the test modem. (Note: TCP/IP setting of
the PC is to be set to obtain IP Address/ DNS address from DHCP server
automatically).

4. Wait for a valid IP address assigned by the IAC4500 to your subscriber PC.

[ 2 x|
General | Support

Connection status

:rﬂ Address Type: Aszzigned by DHCP
<l 1P pddiess: 10.59.1.2
Subnhet Masgk: 255.0.0.0
Default Gateway: 10.55.1.1

windows did not detect problems with this
connection. If you cannat connect, click

Repair.

Cloze

5. Once a valid IP address received by the subscriber/guest room PC, open
Internet browser. Attempt to access the Internet by browsing a website. If PLM
has been setup correctly, the following page will be presented. You will then
select and accepts Internet access condition and hit Enter then OK.
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= Login - Microsoft Internet Fxplorer, provided by NetComm

G@ - |g| httpeff1. 1. 1.1/ hkep. wa, google. com. aufservice, ogi ~ | |£| |£| |Gnngla HEE'

File Edit Wiew Favorites Tools  Help Links >

W [gLogin lil {3 Home ~ Feeds (1) s Print v |2k Page v ) Tools -

Welcome

Please choose from the following senice selection 25MB $2.00 EI
1day $10.00
10 minutes $1.00

“Flease kindly note that there will be no refund onoe connectivi M
“Flease note that the time blodk of selected service is based on continuous usage.

Please click ENTER to confirm your acceptance of the usage charge or CANCEL to exit. The selected service charge
will be posted directly into your guest folio.

MetComm Limited
MNetComm MNetAssure
NetAssure Demo Site

NetAssure Live Site

Copyright (c) 2004~2015 All Rights Reserved.

Login - Microsoft Internet Explorer provided by NetComm

Gg; - |E| hitp:fi1.1.1. 1 htbpsw. google, com, aufservice, cgi v||§| |E| |Gnogle HEE'

File  Edit View Favorites Tools  Help

W [g&.ogin Iil S Home v [ Fesds (1) rish Prink + |2k Page v {CF Tools -

Welcome

Please choose from the following service selection 25MB $2.00 b

*Flease kindly note that there will be no refund once connectivity is confirmed
*Flease note that the time blodk of selected service is based on continucus usage.

Please click ENTER to confirm your acceptance of the usage charge or CANCEL to exit. The selected senice charge
will be posted directly into your guest folio.

Windows Internet Explorer |z

5\ ? ) Wou have selected 25MB $2.00. You will be charged immediately after this confirmation |

MNetComm Limited

[NetComm NetAssure
letAssure Demo Site

MNetAssure Live Site

Copyright (<) 2004~2015 All Rights Reserved.

[# € Internet 0% -
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This information will be sent to the PMS system via the PMS console port at the face
panel of the IAC4500.

Note: if the following page is presented instead of the login page above, then the
setup for scenario A: Port Location Mapping Billing is incorrect. Please review the
above steps regarding port location mapping on devices mentioned above.

Welcome

Username: | |

Password: | |

6. Surf the Internet. Test complete!

/- NeiComm Australia;: Broadband Solutions, Products And Services - Microsoft Internet Explorer provided by NetComm

G@t - |g, hittp: {frawvs, nekcomm, comm, aujf > |“'? x| |Gnogle “P |'|

File  Edit  View Favorites Tools  Help Links **
— = »

ot [@Netlﬁomm Australia: Broadband Solutians, Praducts ... I l fitome v [ Fesds () @shPrink v [k Page v Gk Tooks v

&

SEARCH | | Leox

Hellmmr

Support About NetGomm

Information - Microsoft Internet Explor... E|_ :

& | hetpefi1.1.1.1info, bl

Information Window |

You can use Internet now!
This is an information window to show the usage and notice.
You can type hitp://1.1.1.1/info to open this window again

without VPN connection.

chisicr For Warranty

mes, BUSinESSES And ISP,S Click here now to register for
Remaining Usage 24.99 Mbytes wearranty on any NetComm product.

winning, publicly lizted Australian company dedicated to providing home,

iders (ISP} with broadband Internet products and services.
Drivers, Firmware & Troubleshooting

work service designed for small to medium businesses and has alko

Click here for the Iatest firmware.
device drivers and troubleshooting |

i - — . I

[# € Internet Fi00% v & Intermet Hioow -

(To view current IAC user list, please refer to Appendix A enclosed in this document.)
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Appendix A

To view or disconnect current IAC4500 login user, please login to the IAC4500 and
navigate to Configuration Menu > System Status > Current User List

/~Ilser Configuration Interface - Microsoft Internet Explorer provided by NetComm ‘Ll‘ﬁll‘§|

%i - |§, http:(f10.59.1.1/enter. cqi V||&||£| |Gnogle “P '|
File Edit View Favorites Tools  Help Links **
wodr [@u;er Corfiguration Interface Iil gy Home = [ Fesds (1) fh Prink v |2k Page + {CF Tools - z

M!f””gg;ﬂ ® Internet Subscriber Server 111

FLUG AND PLAY SECURE ACCESS CONTROLLER

Configuration Menu Current User List
a Configuration Menu
H{g System Setting
I:I Advanced Setting Mo. [ Username ] [ Billing Profile ] [ Lagin Time ] [ Expiration ] IP Address MAC Address Disconnect
E‘a System Status 1 |Location 102 3 Profile 3 23285;058 23285’191;’22 1059 110 | 00:0D:60:77-BC:FB O
J Svstern
) SlentUser List Disconnect Disconnect All
. -] DHCF Clients »EO Page 4 First 4 Previous Next b End W

- | Session List

© ) NATPoolTabls
; J LAN Devices

; -] BilinaLog

. ) PuSTransaction

¢ ] staticRouting Table
®{1 System Tools

1ACA4500 owered by Ha chn Internet Subscriber Server |l
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(= User Configuration Interface - Microsoft Internet Explorer provided by NetComm

@;zv |g, http:jf10.59.1. 1/enter.cgi V| +1 (X |Google ‘P =~
File Edit View Favorites Tools Help Links **

5:? ke [ @ User Configuration Interface

I_l @Print - IﬁvPage - _@- Toals - >

@Home - Feeds (J)

Heleomnr

LI

Canfiguration Menu

Internet Subscriber Server I11

FLUG AND PLAY SECURE ACCESS CONTROLLER

Billing Log

-] DHCP Clients
| Sessionlist

] NATPool Table
-] LAN Devices

) Billing Log

| PMS Transaction

=] Static Routing Table
E{] System Tools

IAC4500

a Export to Txt
{3 System Setting
3 Advanced Settin No. [ Usemame/Location ] [ Billing Profile ] [ Log Time ] [ Usage Time/Volume ] [ Senice Type ] [ Charg
Advanced Setting
2008/10/28
& System Status 1 102 Profile 3 150949 25 MBytes 2.00 Private FIL
-] System o
-] Current User List nEo F'age At ¢ Frevious N

Internet Subscriber Server Il
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