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MAC Address Filtering

MAC address filtering refers to the process of allowing (or denying) access to your wireless
network based on the hardware address of the device attempting to connect.*

This Wireless MAC address is usually printed on the underside of the device you are
attempting to allow (or deny) access to.

Ensure you are making any MAC address filtering configuration changes from an
ethernet connected computer.

If you are not able to do this, remember to add the MAC address of the computer
you are making the configuration changes from to the allowed access list.

You will lock yourself out of the wireless network if you do not and an ethernet
connection will be required.

* - If supported by your model of modem / router.
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Enabling MAC address filtering

This guide will take you through the process of enabling MAC address filtering.

1. To find the MAC address of your computer's wireless network card select Start > All
Programs > Accessories > Command Prompt.
2. Type “ipconfig /all” (not including the quotation marks) and press enter.

e C:AWINDOWSAsystemn 3 2\cmd.exe - = ﬂ

C:sDocuments and SettingssTechSupport>ipconfig ~all
Windows IP Configuration

Host MWame . . . .
Primary Dns Sufflx
Mode Type . .

IF Routing Enahled.
WINS Proxy Enabled. .

DNE Suffix Search List

techsupport—laptop

Unknown

Ethernet adapter Local Area Connection

Connection—specific DNS Suffix
Description . . . . - . . . . Broadcom NetLink (THM} Gigabit Ethern

Physical Address. A8-@F-BA-FA-92-57

Dhep Enabled. . . Yes

Autoconfiguration Yes

IP Address. . . . 192 . 168.1.2

Subnet Mask . . 255 .255.255.8

IP Address. . . feBA:=:28f hAff :fefa:9257x4

Default Gateway 122.168.1.1

DHCP Server . . 192 168.1.1

DNE Servers . . 192 .168.1.1
fecB=@:@:ffff:-:1x2
fecB-Q:@:ffff:-:2x2
fecB:=Q:@:fFff::3x2

Lease Obtained. Friday, 5 Hovember 2018 8:54:27 a.m.

Lease Expires . Saturday,. 6 Movember 28168 8:54:27 a.
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Ethernet adapter Wireless Hetwork Connection:
t10n—*pec1flc DNE Suffix

Phy°1ca1 Hddress
Dhcp Enabled. .
IP Address. . .
Subnet Mask . .
IPF Address. . .
Default Gateway
DNE Servers . .

Dunadanm QRD 11111.-' WLAM

: BP-14-A5-7A—63—-EE
: Mo
: 192.168.1.168

255 2552558
feBB::214:a5ff:fePa:63eex?
192 168.1.1

192 .168.1.1
fecB:=B:@:=ffff:-:1x1
fecB-Q:@:ffff:-:2x1
fecB:=A:@:=Fffff:-:3x1

Tunnel adapter Teredo Tunneling Pseuwdo-Interface:

Connection—specific DHS Suffix
Description . . .

Physical Address. .
Dhep Enabled. . . .
IPF Address. . . . .

; Teredo Tunneling Pseudo—Interface
FF-FF-FF-FF-FF-FF-FF-FF

: : Ho
. . feBBA::ffff:FEFF-£Ffdxb

Default Gateway .
MetBIOS over Tcpip

Dizabled
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3. Find and record the physical address of your wireless network card on your computer.
This is the MAC address of the wireless network card.

4. Navigate to http://192.168.1.1 in a web browser using admin as both the username
and password.

5. Select Wireless from the top menu options, then MAC filter from the left hand column

options.
{2 NetComm NB&PIus4W ADSL.2+ Wireless Modem Router - Windows Internet Explorer g@
GO~ & mimiss % 4]l s B

File Edit Wiew Favorites Tools  Help

T Favorites | 8 petComm NBEPIus4W ADSL2+ Wireless Madem Router

Ilmlﬂﬂ Quﬁtart 5&5 M\?ﬂc&d h. ﬂ

Wireless Management

Basic Wireless — MAC Filter
Security

™ " T |
Rt Select 5SID: |Netcomm Wirsless ¥
Wireless Bridge
Adumeed MAC Restrict Mode: 0 Disabled @ Allow O Deny
Station Info

| MAC Address | Remove

EJ

@Internet fa 7| HEE

6. Select the SSID (network name) of your wireless network in the “Select SSID” field.

7. Set MAC Restrict Mode from Disabled to Allow or Deny depending on whether you
wish to allow or deny a connection to the devices listed in the MAC address list. In the
example above the MAC Restrict Mode is set to allow meaning only those devices
listed in the MAC address list will have wireless access to the network, all other
wireless devices will be denied.

8. Press the Add button.
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{2 NetComm NB&PIus4W ADSL2+ Wireless Modem Router - Windows Internet Explorer

= \ : = =
& v B hnezse ¥ 42| % | [®8rg ||2[=
File Edit Wiew Favortes Tools Help

77 Favorites | 48 NebComm NBERIus4W ADSLZ+ Wireless Modem Router

=" } o
IIMIHH Quick Start 5&5 M\?ﬂ[&d 'u‘.'irs?iess Management

Basic Wireless — MAC Filter

Se i X
ey Enter the MAC address and click "&pply” to add the MAC addrass to the wirgless MAC address filters,

MAC Filter

Wireless Bridge MAC Address

Advanced

Etation Infa

Dane @Internet fa - | WEE v

9. Enter the MAC address of your computer / wireless device.

10. Press the Save/Apply button.
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11. The MAC Filter will display the MAC address you have entered showing a completed
MAC filtering rule.

{2 NetComm NB6Plus4W ADSL2+ Wireless Modem Router - Windows Internet Explorer

e

@. % | B i 1ez.68.1.1

File  Edit  Yiew

Favorites  Tools  Help

i Favorites | @8 NetComm NBGPlus4W ADSL2+ Wireless Madem Router

Basic
Security

MAC Filter
Wireless Bridge
Advanced

Station Info

elbomw 22, B & N

Status Advanced Wireless

Wireless — MAC Filter

Select 55ID: | Netcomm Wirsless ¥

MAC Restrict Mode: ! Disabled & Allow O Deny

| MAC Address Remove

00:14:A5:74:63:EE| [0

o

Management

L. | Done

You will then need to repeat this process for any subsequent devices you want to allow or

deny access to your wireless network.



