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AT+i Command Set

1 AT+i Command Set
1.1  Scope

This manual describes Connect One‘s AT+I™ interfste@dard, protocol, and syntax for
the iChip C0O2128.

1.2 AT+ Command Guidelines

AT+i commands are an extension to the basic AT canmthset. They are parsed and
acted upon by iChip.

iIChip in dial-up mode only: When iChip is in COMMAND mode, basic AT commands
and raw data (not prefixed by AT+i) are transpdyeinansferred to the underlying
modem Digital Communications Equipment (DCE), whtkiey are serviced. When
transferring data transparently to the DCE, theWware flow control signals (CTS, RTS,
DTR and DSR) are mirrored across the iChip, untigssbled by thé&LW parameter. AT
and AT+i commands may be issued intermittently.ibyian Internet session, when
iIChip is online, an AT command can be sent to tbeem using the AT+iIMCM
command.

The ASCII ISO 646 character set (CCITT T.50 Intéioraal Alphabet 5, American
Standard Code for Information Interchange) is Usedssuing commands and responses.
Only the low-order 7 bits of each character areldsecommands and parameters; the
high-order bit is ignored. Uppercase charactergquévalent to lowercase ones.

1.3 AT+i Command Format

An AT+i command line is a string of characters deorn the host to the iChip while it is
in command state. The command line has a prefitty oand terminator. Each command
must begin with the character sequeate and terminated by a carriage retd@R>
Commands can be entered either in uppercase ordase

IChip in dialup mode only: Commands that do not begin with thie+i prefix are
transferred to the underlying DCE, where they ams@d and acted upon. DCE responses
are transparently returned to the host.

The AT+ command body is restricted to printable ASCII chtees (032-126). The
command terminator is the ASGER>character. The command line interpretation
begins upon receipt of the carriage return charagie exception to this rule are the
ATHEMB, AT+iISSND, AT+ITBSN andAT+iIFSND commands.

When ECHO is enabled, tker>character is echoed as a two-character sequence:
<CR><LF>(Carriage Return+Line Feed).

Characters within theT+i command line are parsed as commands with associated
parameter values.

The iChip supports editing of command lines by geining a backspace character.
When ECHO is enabled, the iChip responds to recdiptbackspace by echoing a
backspace character, a space character, and abathespace. When ECHO is disabled,
backspace characters are treated as data chanaitteyat any further processing.
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If a syntax error is found anywhere in a command,lihe remainder of the line is
ignored and the I/ERROR result code returned.

An AT+ command is accepted by iChip once the previous camadnhas been fully
executed, which is normally indicated by the retofan appropriate result code.

Due to the fact that iChip is intended for MachioeMachine applications, only limited
parsing is performed ofT+i commands it receives from the host. The following
restrictions apply:

= When setting parameters to values larger thae%B85 limit, the values is accepted
as mudulo 65535.

= The validity of input IP addresses is not checked.
= [llegal numbers, for example, 0.5 or 1.5 are rietaked for validity.

1.4 Escape Code Sequence

While the iChip is in Internet mode attending ttelmet communications, it is possible to
break into the communications and abort the Intemale in an orderly manner. This is
achieved by sending the iChip a sequence of th)e&SCII characters+++) after a half
second silence period. In response to this, thgiCh

= Shuts down Internet communications.

* Terminates data transmission to the host.
= Performs a software reset.

= Responds with aHERROR (056) message.
* Returns to command mode.

A maximum delay of 10msec may elapse from the timeg+++) escape sequence is sent
until iChip cuts off transmission to the host. Tihrrupted Internet activity is not
completed. Nevertheless, this is considered to cs@mp session. Thus, parameters set
with the ¢) character are restored to their permanent value.

1.5 Socket Command Abort

While the iChip is in Internet mode, during a TQRUDP socket operation, it is possible
to override iChip‘s normal timeout procedure andrakhe current socket operation in an
orderly manner. This is achieved by sending thep@sequence of three ASCII)(
characters-{- ) following a half second silence period. The sécdm@mmands to which
this applies areSTCRB, SUDP, SSND andSESH When iChip detects the socket abort
command, it aborts the last socket command andrean/ERROR following the

STCP and SUDP commands,I@®K during an SSND or SFSH command.

1.6 Flexible Host and Modem Interfaces

The flexible host and modem interfaces feature kesalsers to select the interface
through which iChip accepts AT+i commands fromhibst processor, as well as the
interface through which AT+i commands are sent doadup or cellular modem.

Available host interfaces are:
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= USARTO

= USART1

= USART2

= USB Device (identifies itself as a CDC device)

= USB Host (supports only USB Modem class)

Available modem interfaces are:

= USARTO

= USART1

= USART2

= USB Device

= USB Host (only Motorola G24 USB GSM modem is supgd)
As a USB host/device, iChip supports the Full-Spd&® standard (12Mbps).

Host-to-iChip interface is selected by setting\thtie of the Host Interface (HIF)
parameter. Any value from 1 to 5 specifies a certaioice of interface, while a 0 value
specifies automatic interface detection. In autaenaterface detection mode, the first
character sent from the host over one of the supganterfaces sets the host interface to
be used throughout that session until the nexfai@biver cycle.

When automatic host interface detection mode ibledaa host is connected to one of
the USARTS, and the Host Fixed Baud Rate (BDRFpater is set ta' (automatic
baud rate detection), the first character the hastto send to iChip in order to trigger
detection must be aa’ or_A'. If BDRF is set to a fixed baud ratanycharacter sent
from the host triggers automatic host interfaceckadn.

In a similar fashion, an iChip-to-modem interfae® de selected using the Modem
Interface (MIF) parameter, except that automaticlemo interface detection is not
available.

Note that any changes to the HIF and MIF paraméades effect only after the following
IChip power-up. Also note that iChip cannot be aped in SeriaINET mode when the
HIF parameter is set to automatic mode. SendingNiiD command (activate
SerialNET mode) with HIF set to automatic mode waBult in an error message
I/ERROR (122). In addition, any feature that requires settirixed baud rate requires
setting a fixed host interface, as well.

Hardware flow control is supported on USARTO andAB3 1 only. Hardware signal
mirroring is enabled only if the host and modeneifaces are set to either USARTO or
USARTL. See description of Bit 2 of the FLW paraenet

1.7 Auto Baud Rate Detection

iChip supports auto baud rate detection on the $w$il communications line. After
power-up, iChip enters auto baud mode wherBD&F parameter is set to the valuge.
The AT+iBDRA command forces iChip into auto baud mode whils dlready in
operation.
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In auto baud mode, iChip expects/or a character. This is usually the first character
sent, since in command mode a meaningful commaaldvesys prefixed byT+i .

The host may send aror A to the iChip to allow it to determine the host'sidaate. It
may also send a completg+i command. In any case, iChip detectsAtwe a character,
determines the correct baud rate, and configusezettial channel during the stop bit.
Thus, the next character is received by the spadlat the correct baud rate. Théself
is retained as well. iChip supports auto bauddatection for the following baud rates:
2400, 4800, 9600, 19200, 38400, 57600, and 115200.

When the BDRF parameter contains a fixed baud i@hkep initializes to the specified
baud rate without entering auto baud rate mode.rGamas issued by the host must be
sent using that baud rate in order to be recogniretthis case, iChip can be forced into
auto baud rate mode by holding the special ingutadilow for not more than five
seconds following power-up.

iChip dial-up mode only: When the BDRM parameter is set toaavalue, iChip
assumes the attached modem has the auto bauéatiest Once the hastiChip baud
rate is determined, the iChipmodem baud rate is set to the same rate. Any 8D&M
value is used as a fixed baud rate to the modem.

1.8 High Speed USART

Very high baud rates, up to 3Mbps, can be reackedden host and iChip via one of
iChip's USARTSs. The BDRD parameter acts as bausldatider. When set ta0' iChip
sets its host USART baud rate according to theevafuhe BDRF parameter. When set
to any value in the range 1-255, it divides the imaxn supported baud rate — 3Mbps —
by that value. The quotient of this division is astthe host baud rate, and the value of
BDRF is ignored. For example, if BDRD is set tdal&n the host baud rate will be
3Mbps+2=1.5Mbps.

If the iChip&®modem interface is a USART, BDRD is set to any gather than 0} and
the modem baud rate is set to Auto (BDRM5, then the modem baud rate will be set to
a fixed value of 115,200bps.

In SeriaINET mode, you can specify that kesChip baud rate over USART be
determined by the BDRD parameter. You do so byrggthe first field of the SNSI
parameter (kaud>) to 0"

1.9 Reset via Serial Link

Issuing a BREAK signal on the host serial link effeely resets the iChip. A BREAK
signal is issued by transmitting a LOW (zero valiee)a period that is longer than 23 bits
at the current baud rate. Considerably loweringhtbst baud rate (300 baud or less) and
transmitting a binary zero generates a BREAK sightier a BREAK signal is issued,
IChip requires 4 seconds to complete the reseedyelore commands can be issued.
When iChip is configured for auto baud rate, theEBIR method is especially useful to
force iChip back into auto baud rate mode whenpGimd the host lose synchronization.
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1.10 Entering Rescue Mode during Runtime

The MSEL (Mode Select) input signal of the iChipdghe iChip CO2128 Datasheet),
can be used for entering iChip into Rescue mode.

If MSEL is pulled low (logical 0) for more than 8&nds during runtime, iChip waits
until MSEL is pulled high (logical 1), performs afsvare reset and restarts in Rescue
mode. In Rescue mode, iChip performs the followopgrations:

= If in SeriaINET mode — iChip exits SerialNET mo@danges SNMD value to 0).

» |f serial baud rate (BDRF or BDRD) is set to afixvalue — iChip forces auto baud
rate detection. BDRF/BDRD value will be used aggon the next power-up.

= |f Always Online mode is defined (TUP=2), or Autatit Router Start is enabled
(ARS=1) — iChip bypasses this mode, which meansi@tap does not attempt to go
online until the next software or hardware reset.

= |f the Host Interface parameter (HIF) is set foxad interface, it is forced into auto
host interface detection mode (HIF=0).

1.11 Internet Session Hang-Up Procedure (Modem Only )

Upon completion of a dialup Internet session, @leip automatically executes a modem
hang-up procedure:

* The DTR line is dropped.
« After a 1 second delay, iChip raises the DTR.

» If the modem responds to the DTR drop with@Carrier then Done. Otherwise,
iChip issues aH++) to the modem followed bA&TH .

1.12 Modem Startup

Following power-up and baud rate determination,pGh dial-up mode issues the
AT<CR>command to the modem to configure the modem‘s lpated

1.13 Analog-to-Digital Converter

iChip contains an Analog-to-Digital (A/D) 8-bit ceerter that receives analog input
voltage through the ADC signal. This input voltage be monitored: if it reaches a
predefined upper threshold or goes below a celvaer threshold, an acknowledgement
can be sent. This acknowledgement is sent to teegdnocessor through one of iChip‘s
general-purpose I/0O pins (GPIO).

Input voltage can be polled every predefined nunatbenilliseconds. In addition, a report
can be obtained at any given time by issuing theiRP19 command.

The following parameters determine the behavidhefA/D converter:

= ADCL and ADCD specify threshold and delta valuespectively. If the value read
from the register of the A/D converter is greatert the sum of ADCL and ADCD,
then the GPIO pin specified by the ADCP parametasserted High. If that value is
less than ADCL minus ADCD, the GPIO pin is assetied.
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= The ADCT parameter defines an interval, in mitliseds, between consecutive
queries of the value of the A/D converter's regisi€hip‘'s response time to value
changes is up to 40ms.

In order to enable the A/D converter polling meagkam you must, at the very least, set
the ADCL, ADCT, and ADCP parameters to a non-zetioe.

The following table summarizes the behavior of A& converter.

ADC Register Value GPIO Pin State
R > L+D High
R<L-D Low
Legend:

R — ADC register value, which is a binary representation of the A/D converter's analog input voltage.
. L — Base level, or threshold, as defined by the ADCL parameter.

D — Delta, as defined by the ADCD parameter.

1.14 iChip Readiness Indication

This iChip Readiness Indication feature providesnalication of iChip‘s readiness to
accept AT+i commands following a hardware reseingythis feature, iChip can also
notify the host when it is ready for IP communioati

This functionality is based on two parameters — RIR RRHW. The RRA parameter
can be set to send a software message to thealssstt a dedicated hardware pin, or do
both. The RRHW parameter specifies which of iChifl& pins will be asserted.

The hardware pin specified by the RRHW parametasserted High immediately after
power up. It will be asserted Low when iChip isdg&o receive AT+ commands, and
asserted High again following iChip‘s responsenyg AT+i command.

1.15 Programming iChip’s Serial Number into Flash M emory
You can use the AT+iSNUM command to program thdpG&erial number into flash
memory. This can be done only once.

1.15.1 +iSNUM — iChip Serial Number

Syntax: AT+iISNUM=sserial_numbes
Programs iChip‘s serial number into flash memory.
Parameters:

<serial_number iChip‘s serial number consisting 8 hexadecimarahters.
The serial number can be assigned only once, \iigle
current serial number is still FFFFFFFF. Once @abker
number is assigned, it cannot be modified. To Gndthe
current serial number, use the AT+iRP5 command.

Default: The serial number assigned at the factory.
Result Code:
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I/OK If serial_numbers a legal hexadecimal string and is being
set for the first time.

I/IERROR(068) Serial number already exists.
AT+iSNUM=? Returns the messagstring|| followed byl/OK .

1.16 Programming a Unique ID String into Flash Memo  ry

You can use the AT+iUID command to enable programgnoif a unique 8-character 1D
string for each iChip in iChip‘s flash memory.

1.16.1 +iUID — Unique ID

Syntax: AT+UID=<4D>

Programs a unique ID number into the flash memtoay t
iChip is connected to.

Parameters:

A unique string consisting of 8 characters or |@$ss

string can be assigned only once, while the cuti2zms still
FFFFFFFFFFFFFFFF. Once Hn is assigned, it cannot be
modified.

Default: FFFFFFFFFFFFFFFF
Result Code:

<|D>

I/OK If ID string is 8 characters or less in length and iagpséet
for the first time.

I/IERROR(065) ID already exists (not all FF)
AT+HUID? Returns the current UID value followed B@K .

AT+UID=? Returns the messagstring|| followed byl/OK .
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2  General Format
AT+i<cc>[<deb[<parameter | #UR)...][<CR>
<cc> (or <par>) 2—4 letter command codedc>) or parameter namejar>)
<deb Delimiter: '=', '~','?", "'
<parameter> Optional parameter or data. Iparameter includes a deb>, as
defined above, it must be enclosed in sing)®K double §-quotes.
The terminating €R> is considered as a terminating quote as well.
#UFn User-field macro substitution
<CR> Carriage Return line terminator (ASCII 13)
2.1 AT+ Commands by Category
Command Function Parameters/Description
ATHi Command prefix Required to precede all commands
Host Interface
En Echo Mode n=0 Do not echo host characters
n=1 Echo all host characters (default upon power-up
This command is equivalent to and interchangealile
ATEN.
Parameter Database Maintenance
<par>=value Set parameter valuestored in parametermpar> in nonvolatile memory.
-or- <par> retains set value indefinitely after power down.
<par>.value
<par>~value Assign single session | valueis assigned to parametepar> for the duration of
parameter value a single Internet session. Following the sessium, t
original value is restored.
<par>? Read parameter Parameter value is returned.
<par>=? Parameter allowed Returns the allowed values for this parameter.
values
ED Factory Defaults Restores all parameters to factory defaults.
Status Repcrt
RP<> | Request status report | Returns a status report value basedion <
Connection
BDRA Auto baud rate mode | Forces iChip into auto baud rate detection mode.
upP Connect to Internet Forces iChip to go online, establish an Internssiem,
and optionally register its IP address.
TUP Triggered Internet Enters a mode in which iChip goes online in respdnos
session mode triggers from external signals. It also supporspecial
Always Online mode.
DOWN Perform a software resgtPerforms a software reset. Forces iChip to terraiaat
Internet session and go offline.
PING PING a remote system | Sends a PING message and waits for its echo respo
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Command

Function |

Parameter s/Description

Send E-mail

[l EMA:<text

Send textual e-mail

Defines the textual contents of the e-mail body.
Following this command, several text lines can be
sent in sequence.

['l EMB:<sz>,<date>

Send binary e-mail

Prefixes a binary data stream. The data is
encapsulated as a base 64 encoded MIME
attachment. Following this prefix, exactlgz: bytes
are streamed to iChip.

[E* Terminate binary | Terminates a binary (MIME attachment) e-mail.
e-mail
Retrieve E-mail
[1RML Retrieve mail list | Retrieves an indexed, short form list of all quaitif
messages in mailbox.
[1RMH[:<i>] Retrieve header Retrieves only the e-mail header part from tiveth
e-mail in the mailbox, or the entire mailbox.
[MRMM[:<i> Retrieve e-mail Retrieves all e-mail contents of thex¥h e-mail in
the mailbox, or the entire mailbox.
HTTP Client
[1RLNK[:<URL>] Retrieve link Retrieves a file from a URL on a web server. If

<URL> is not specified, uses the URL stored in the
URL parameter.

['] SLNK:<text-

Send POST reques

tSends a file consisting lines of ASCII to a welveer
defined in the URL parameter.

e

[ the
esul

=

Ve

HTTP Server
Www Activate the web | Activates iChip's internal web server. Once
server activated, remote browsers can surf iChip‘'s websi
WNXT Retrieve next Returns the parameter tag name and new value o
changed web next web parameter that has been changed as &
parameter of a submit by a remote browser.
SerialNET
['|@]SNMD Activate SerialNET | Activates iChip's dedicated serial-to-network
mode SerialNET mode.
Telnet Client
TOPN Telnet open sessionOpens a Telnet session to a remote Telnet sefver
iChip is not online, it is connected.
TRCV Telnet receive Receives data from a remote Telnet server.
TSND Telnet send line Sends an ASCII data line to a remote Telnet serve
TBSN[%)] Telnet send binary | Sends a binary data stream to a remote Telnetrse
stream
TFSHY%] Telnet flush Flushes a Telnet socket's outbound data.
TCLS Telnet close Closes a Telnet session.
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Command | Function | Par ameter s/Description
File Transfer Protocol (FTP)
FOPN Open FTP link Opens an FTP command socket to a remote FTP

server. If iChip is not online, it is connected.d@&n
an FTP link is established, it can be used to carry
out operations on the server's file system.

FOPS Open secure FTP | Opens an FTP link and negotiates an SSL3/TLS[L
link connection on the control channel. All following
FTP operations in this session are performed over
an SSL3/TLS1 connection.

EDL FTP directory Retrieves the remote FTP server's file directory

listing listing. The full server-dependent listing is reted.

FDNL FTP directory name Retrieves the remote FTP server's file directory

list listing. Only file names are returned.

FMKD FTP make directory Creates a directory on a remote FTP server.

FCWD FTP change Changes a remote FTP server's current directory.

directory

FSz FTP file size Retrieves the size of a file stored on a remote FTP
server.

FRCV FTP file receive Downloads a file from a remote FTP server.

FSTO FTP file store Opens a file for upload to a remote FTP server. If
the file already exists, it is overwritten.

FAPN FTP file append Opens a file on a remote FTP server for appending.
If the file does not already exist, it is created.

ESND FTP file send Sends data to a file on a remote FTP server. Téne fi
must be already open by a previous FSTO or FAPN
command.

FCLF FTP close file Closes the currently open file on an FTP server.

Any data uploaded to the file with the FSND
command is retained on the server.

FDEL FTP delete file Deletes a file from a remote FTP server's file
system.
FCLS FTP close Closes an FTP link.
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Command | Function | Par ameter s/Descr iption
Socket Interface

STCP:<host> Socket TCP Opens and connects a TCP socket. If iChip is ngt

<port>[,<lport>] online, it is connected. The responding system Is
assumed to be a server listening on the specified
socket. Returns a handle to the socket.

SUDP: Socket UDP Opens, connects, and optionally binds a UDP

<host,<rport> socket. If iChip is not online, it is connected.

[<lport>] Returns a handle to the socket.

LTCP: Listening socket Opens a TCP listening socket opoxt>. Allows a

<port>,<backlog> maximum of $acklog> concurrent connections.
Returns a handle to the socket. Up to two listening
sockets are supported.

LSST:<hr> Listening socket Returns a list of active socket handles accepted|fo

status a listening socket identified by handlbrs.

SST:<hn> Single socket statug Returns status of a single socket identified by
handle 4an>. A subset of RP4 report.

SCS: 4> Socket connection | Returns status of a single socket identified by

status handle fin>. A subset of RP4 report. Does not
report number of buffered characters.

SSND[%]: Socket send Sends a byte stream of sizez<to the socket

<hn>,<sz:<strean» identified by handle kn>. The % flag indicates
automatic socket flush.

SRCV:<hn> Socket receive Receives a byte stream from the socket identified

[[<max> by handle 4n>. Accepts up to maxe bytes. If
<max> is not specified, all available bytes are
retrieved.

GPNM:<hr> Get peer name Retrieves peer namel>:<port>) of a remote
connection to the TCP/UDP socket specified by
socket handle kn>.

SDMP:<hn> Dump socket buffer Dumps all buffered data currently accumulated ip a
socket's input buffer. The socket remains open.

SFSH[%]:<hn> Flush socket's Flushes (sends immediately) data accumulated |n a

outbound data socket's outbound buffer. If the flush-and-
acknowledge flag (!) is specified, iChip waits for
peer to acknowledge receipt of the TCP packet.

[1SCLS:/an> Close socket Closes a TCP/UDP socket. If that socket is the anly
socket open and the stay online flag (!) is not
specified, iChip terminates the Internet sessiah an
goes offline.

SSL:<hn> SSL3/TLS1 socket| Negotiates an SSL3/TLS1 connection over an

connection

active TCP socket.
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General Format

Command | Function | Par ameter s/Descr iption
Special Modem Command
MCM Interlaced modem | Sends an interlaced AT command to the modem
command while it is online.

Remote Firmware Update

Py
c

Remote firmware | Updates firmware from a remote HTTP or FTP
update server.

Table 2-1 AT+i Commands by Category
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O

3  AT+i Result Code Summary

Response Denotation

String

I/OK Command was successfully executed.

I/BUSY iChip busy. Command discarded.

I/DONE iChip completed Internet activity; returned to coamd mode, or entered
SerialNET mode.

I/ONLINE iChip completed Internet activity and returned eonenand mode, or entered
SerialNET mode. iChip issues this response whieastremained online as a
result of the stay online flag (!) or as a resfilth® web server being online.

I/IRCV Marks beginning of e-mail retrieve mode, with XFH#CQhip does not respond t
any commands, except for+) (Break).

I/IPART Marks beginning of MIME attachment part.

I/EOP Marks end of MIME attachment part.

I/EOM Marks end of e-mail message during retrieve.

I/IMBE This flag is returned when attempting to retrievalfrom an empty mailbox.

I/UPDATE iChip is downloading a new firmware version. Alleyw to 5 minutes to complete.

I/ERRORHNN) nnn Command error encountered. Command discarded.

41 lllegal delimiter 42 lllegal value

43 CR expected 44 Number expected

45 CR or ', expected 46 DNS expected

47 ‘" or '~’ expected 48 String expected

49 ‘" or ‘=" expected 50 Text expected

51 Syntax error 52 ', expected

53 lllegal command code 54 Error when setting parameter

55 Error when getting parameter 56 User abort
value

57 Error when trying to establish 58 Error when trying to establish SMTP
PPP

59 Error when trying to establish 60 Single session body for MIME exceeds the
POP3 maximum allowed

61 Internal memory failure 62 User aborted the system

63 ~CTSH needs to be LOW to | 64 User aborted last command using ‘---'
change to hardware flow
control.

65 RESERVED 66 RESERVED

67 Command ignored as 68 iChip serial number already exists
irrelevant

69 Timeout on host 70 Modem failed to respond
communication

71 No dial tone response 72 No carrier modem response

73 Dial failed 74 Modem connection with ISP lost

75 Access denied to ISP server | 76 Unable to locate POP3 server

77 POP3 server timed out 78 Access denied to POP3 server

79 POP3 failed 80 No suitable message in mailbox

81 Unable to locate SMTP servgr82 SMTP server timed out
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0 a

83 SMTP failed 84 RESERVED
85 RESERVED 86 Writing to internal non-volatile parameters
database failed
87 Web server IP registration 88 Socket IP registration failed
failed
89 E-mail IP registration failed | 90 IP registration failed for all methods specifie
91 RESERVED 92 RESERVED
93 RESERVED 94 In Always Online mode, connection was lost
and re-established
96 A remote host, which had taken over iChip
through the LATI port, was disconnected
98 RESERVED
99 RESERVED 100 Error restoring default parameters
101 No ISP access numbers 102 No USRN defined
defined
103 No PWD entered 104 No DNS defined
105 POP3 server not defined 106 MBX (mailbox) not defined
107 MPWD (mailbox password) | 108 TOA (addressee) not defined
not defined
109 REA (return e-mail address) | 110 SMTP server not defined
not defined
111 Serial data overflow 112 lllegal command when modem online
113 E-mail firmware update 114 E-mail parameters update rejected
attempted but not completed
The original firmware
remained intact.
115 SerialNET could not be 116 Error parsing a new trusted CA certificate
started due to missing
parameters
117 RESERVED 118 Protocol specified in the USRV parameter
does not exist or is unknown
119 WPA passphrase too short - | 120 RESERVED
has to be 8-63 chars
121 RESERVED 122 SeriaINET error: Host Interface undefined
(HIF=0)
123 SerialNET mode error: Host | 124 SerialNET over TELNET error: HIF
baud rate cannot be parameter must be setto 1 or 2
determined
200 Socket does not exist
201 Socket empty on receive 202 Socket not in use
203 Socket down 204 No available sockets
206 PPP open failed for socket
207 Error creating socket 208 Socket send error
209 Socket receive error 210 PPP down for socket
212 Socket flush error
215 No carrier error on socket 216 General exception
operation
217 Out of memory 218 An STCP (Open Socket) command specifie
local port number that is already in use
219 SSL initialization/internal CA | 220 SSL3 negotiation error
certificate loading error
221 lllegal SSL socket handle. 222 Trusted CA certificate does not exist
Must be an open and active
TCP socket.
223 RESERVED 224 Decoding error on incoming SSL data
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225 No additional SSL sockets | 226 Maximum SSL packet size (2K) exceeded
available
227 AT+iISSND command failed | 228 AT+iISSND command failed because checks
because size of stream sent calculated does not match checksum sent b
exceeded 2048 bytes host
300 HTTP server unknown
301 HTTP server timeout 302 HTTP failure
303 No URL specified 304 lllegal HTTP host name
305 lllegal HTTP port number 306 lllegal URL address
307 URL address too long 308 The AT+HIWWW command failed because
iChip does not contain a home page
400 MAC address exists
401 No IP address 408 lllegal SNR threshold
500 RESERVED |
501 Communications platform 502 RESERVED
already active
503 RESERVED 504 RESERVED
505 Cannot open additional FTP | 506 Not an FTP session handle
session — all FTP handles in
use
507 FTP server not found 508 Timeout when connecting to FTP server
509 Failed to login to FTP server| 510 FTP command could not be completed
(bad username or password
or account)
511 FTP data socket could not beg 512 Failed to send data on FTP data socket
opened
513 FTP shutdown by remote 514 RESERVED
server
550 Telnet server not found
551 Timeout when connecting to | 552 Telnet command could not be completed
Telnet server
553 Telnet session shutdown by | 554 A Telnet session is not currently active
remote server
555 A Telnet session is already | 556 Telnet server refused to switch to BINARY
open mode
557 Telnet server refused to switgh558 RESERVED
to ASCIl mode
559 RESERVED 560 Client could not retrieve a ring response
e-mail
561 Remote peer closed the
SerialNET socket
570 PING destination not found
571 No reply to PING request

Table 3-1 AT+i Result Codeummary

Note: All iChip response strings are terminated WidR><LF>.
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Report Status

4  Report Status

4.1  +[|RPi— Report Status

Syntax:

ATH['[RA
Returns a status report.

Parameters:i=0..20

Command Options:

i=0
i=1
i=2
i=3
i=4
i=5
i=6
i=7

Returns the iChip part number.

Returns the current firmware revision and date.
Returns the connection status.

Returns boot-block revision and date.

Returns iChip socket status.

Returns a unique serial number.

Returns current ARP table.

Returns socket buffers utilization bitmap. ICEBiPATA_RDY
signal can be used to signal socket buffer stdtaages in
hardware. This signal is raised when new data exarmore
sockets is available, or when a remote browsechasged a
web parameter. It is lowered whany socket or web
parameter is read.

Returns current time-of-day based on time regégeivom the
Network Time Server and the GMT offset setting.URet an
all-zero response if a timestamp has not yet begieved from
the network since the last power-up.

Reserved

Returns a DHCP server table of MAC and IP askée of all
the stations connected to iChip.

Returns Analog-to-Digital Converter (ADC) pitatis report.

Returns a list of all APs and Ad-Hoc networkaikable in the
surrounding area.
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Default: None
Result Code:
i=0..20 Status message followedIlyK .
IIERROR Otherwise
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4.2  Status Message Format

Report Option

Format

0

CONnnPAD-ii
nnn =Version number;ii — Interface code: S-Serial, D-Dual

1

liimmmTss (<version-date>)
lii — Interface code; mmm Major VersionT — Version type code;
ss— Sub-version

Status string: " Modem data<CR/LF>"
"Command mode<CR/LF>"
"<CR/LF>Connectingto ISP<CR/LF>"
"<CR/LF>Connected to ISP<CR/LF>"
"<CR/LF>Connecting as RAS<CR/LF>"
"<CR/LF>RAS Connected<CR/LF>""<CR/LF>Closing PPP<CR /LF>"
"<CR/LF>Establishing SMTP<CR/LF>"
"<CR/LF>Sending Email<CR/LF>"
"<CR/LF>Establishing POP3<CR/LF>"
"<CR/LF>POP3 Open<CR/LF>"
"<CR/LF>Establishing HTTP<CR/LF>"
"<CR/LF>Receiving HTTP<CR/LF>"

"<CR/LF >Carrier Lost<CR/LF>"
"<CR/LF >Link Lost<CR/LF>"

nnmm- Boot block version number

I/(<sock0sz, <socklsz, ... ,<sock9s2)
sock<i>sz >=0 : Number of bytes pending in socket's inputféuf
<0 : Negative value of socket's error code

nnnnnnni- Hexadecimal representation of iChip serial number

|01

Current ARP table listing:
INTERNET ADDRESS PHYSICAL ADDRESS STATE TTL
nnn.nnn.nnn.nnn XXXXXXXXXXXX VALID nnn sec.

For debugging purposes.

I/ XXXX
xXxx— 16 bit Hex Value Bitmap
A bit set to_1" indicates that the corresponding socket conthirffered data,

which needs to be read by the host.
bit 15 10 7 0
socket WEB |9 [8 |7 [6 |5 |4 [3 |2 |1 |0

Bit 10 is set to1‘, when the remote browser updatege or moreapplication
website parameter tags. It will be resetGowhen the host readsy
application website parameter, using ATRarameter Tag?

The current time-of-day is returned according tO E501:
<YYYY-MM-DBT<HH:MM:SS> <TZD>

YYYY-MM-DD- Year-Month-Day _T* — Fixed Separator

HH:MM:SS- Hrs:Mins:Secs TZD - Time Zone Designator: +hh:mm or —hh:mm

All-zeros response: 0000-00-00T00:00:07ZD>.

Reserved
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Report Option

Format

10

I/ (<port stat, <xfer rate>, <sig leveb, <Ink quab)

port stat-Port Status:
2: Searching for initial connection
4: Connected
5: Out of range

xfer rate-- Transfer rate in the range 1..54

sig level-- Signal level [%], in the range 0..100
Ink qual -- Link quality [%], in the range 0..100
I/OK
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Report Option Format
SSID Up to 32 alphanumeric characters
signal_strength 0 - low, 1 - good, 2 - excellent

For example:

Free Public WiFi,NONE,1
/0 K<CR><LF>
Note: If no Ad-Hoc networks are detected, oM@K <CR><LF> is returned.

14 Returns a DHCP server table of MAC and IP addresfisal the stations connected to
iChip.
MAC Address IP Address
<MAC_Address_1> <IP_Address_1>
<MAC_Address_n> <IP_Address_ n>
I/OK
For example:
MAC Address IP Address
00039406068C 192.168.0.2
000394094D1B 192.168.0.3
I/OK
19 Returns Analog-to-Digital Converter (ADC) pin staieport. If the ADCP parameter
set, the reports returns GPIO pin state. Othenitiseturns the ADC value only.
ADC value=< level >, GPIO state=<  state >
I/OK
where
= levelis an integer in the range 0-255 representingripativoltage measured on
the ADC pin, calculated as follows: (A/3.3V)*25vel where A is the analog
input voltage.
» stateindicates the state of the output GPIO pin: 0 (Hijgh (Low). GPIO state ig
reported only if the ADCL, ADCT and ADCP parametars set.
For example, if the ADCP parameter is set:
ADC value = 255, GPIO state =0
I/OK
If the ADCP parameter is not set:
ADC value = 255
I/OK
20 Returns a list of all APs and Ad-Hoc networks aafalié in the surrounding area.

Each line contains the following comma-separateld$:
<SSID>,ADHOC|AP,< BSSID>,< securitytype > < channel >,< RSS|>
I/OK

where

<security type >=NONE | WEP | WPA | WPA2
<RSSI>=|SNR+NoiseFloor| For example:
Jetta,AP,06:14:6C:69:4A:7C,WPA,1,25
RTL8186-default,AP,00:E0:4C:81:86:86,NONE,1,77
dlink_test,AP,00:1C:F0:9A:63:7A,NONE, 1,68
Guest,AP,00:15:E9:0C:38:F2,WPA2,6,69
ABC,AP,00:1C:F0:40:CC:60,NONE,6,65
Yuval,AP,00:0E:2E:C6:B6:E1,NONE,6,62
GANG_TEST,AP,00:17:3F:9F:89:6E,NONE, 7,67
Bora,AP,00:14:78:F7:11:BA,NONE,7,26
3com_test,AP,00:0F:CB:FF:27:8F,NONE,7,81
INET,AP,00:0F:CB:FF:7E:5D,WPA,7,82

Blue-1 The Lab,AP,00:1B:2F:57:65:62,WEP,7,45
Mistral,AP,00:11:6B:3B:55:E2,WEP,9,27
Sirocco,AP,00:18:4D:DE:D7:DF,WPA2,11,44

n
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Report Option Format

Free Public WiFi,ADHOC,D2:B3:5B:06:CA:04,NONE,11,69
Bluel,AP,00:0E:2E:55:39:A6,WEP,11,57
private,AP,00:0E:2E:FD:F0:69,WPA,11,74

I/OK

Table 4-1 Report Status Message Format

AT+i Programmer‘s Manual Versior 8.3z 4-6




Connection

5 Connection

5.1 +iBDRA — Forces iChip into Auto Baud Rate Mode

Syntax: AT+IBDRA

Forces the iChip into auto baud rate mode. TheWolgA, AT

or AT+i command (in any combination of upper or lowercase)
from the host will synchronize on the host's baaieriChip
supports auto baud rate detection for the follovbhagd rates:
2400, 4800, 9600, 19200, 38400, 57600, and 115200.

Result code:
I/OK This result code is sent using the previous batel ra
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52 +iUP — Initiate Internet Session
Syntax: AT+iUP[n]

Initiates an Internet session by going online. thaup/cellular
environment, a PPP Internet connection is estaddis®nce
online, optionally goes through an IP registragwacess, as
determined bw.

Parameters: n=0..1
Default: n=0
Command Options:
n=0 Go online.

n=1 Go online and carry out the IP registration psscaccording to
the relevant registration option parameters.

Result Code:

I/ONLINE After successfully establishing an Internet sesaioh completing
the IP registration (if requested).

I/ERROR If iChip cannot go online and establish an Intesession or
cannot complete the requested IP registration.
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5.3 +iTUP — Triggered Internet Session Initiation

Syntax:

Parameters:
Command Options:
n=0
n=1

n=2

Result Code:
I/OK
I/ERROR

ATHTUP: >

Enter triggered Internet session initiation mode.

This command is relevant in a modem environmeng.onl
n=0..2

Disable triggered Internet session initiationd@.o

Enter triggered Internet session initiation mddpon receiving
a hardware signal trigger (Modem RING or MDSEL silgn
pulled low), establish a PPP Internet connectiahaary out
the IP registration process according to the reiekegistration
option parameters.

If any characters are received on the host poot poireceiving
a hardware signal, iChip exits this mode and fumsginormally.
In this case, to reinstate this mode, issue AT+iFURgain;
reset iChip by issuing th&T+iDOWN command, or recycle
power.

Always Online mode. Whenever iChip is offling, i
automatically attempts to establish a PPP Intasoenection
and possibly carry out the IP registration pro@srding to
the relevant registration option parameters.

iChip disregards this mode and remains offlineluh& next SW
or HW reset if:

* The MSEL (Mode Select) signal was pulled low (tzi0)
for more than 5 seconds during runtime.

_or_
» The host issues the++) escape sequence.

Power must be recycled or the+ibowNcommand issued for
this command to take effect.

If iChip is in Auto Baud Rate mod&DRF=a) and/or Auto Host
mode (HIF=0), iChip waits for the character on the host serial
port to resolve the baud rate after rebooting aefdre activating
the iRouter and going online, or before activatimg DHCP
server. Therefore, it is recommended to set a fixest interface
and a fixed baud rate in this case.

If nis within limits
Otherwise
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Notes:

1. When going online in one of these modes, iChtprates its web server if the
AWSparameteis set (AWS>0).

2. In this mode, iChip does not go offline aftercenpletion of any successful or
unsuccessful Internet session started by the best if the stay online flag is not used.

3. When a Carrier Lost event is detected, iChipmatically retries to establish a
connection (without performing a software reseijhwhe following exception: If, at the
time of the detection, the host was waiting foeply from iChip or was in the process of
sending binary data (SSND, FSND, EMB), iChip repentror code 094 as soon as it can
and only then tries to re-establish the connectioall other cases, iChip gives the host
no indication of losing the carrier. In the evehGarrier Lost, iChip closes any open
TCP active sockets, but leaves UDP sockets andpeSBive (listening) sockets intact
and updates their local IP if a new IP is assiguiger establishing a new PPP connection.
iIChip does not close any open Internet sessionB/(Feinet sessions and so on), nor
releases the handle of the active TCP sockets gikingy the host a chance to read the
session errors and get buffered incoming data frofive TCP sockets.

4. When the PFR is larger than 0 andRtiESnparameters are configured, iChip
verifies that it is online by sending PING message$e PING destination servers
defined in PDSn at a polling frequency defined B§RPIf both PING destination servers
do not respond, iChip concludes that the Internanection failed and tries to reestablish
an Internet connection, as described above focdke of a lost carrier signal.
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54 +IDOWN — Terminate Internet Session
Syntax: AT+IDOWN

Performs a software reset. Terminates an ongoitegriet
session, goes offline and returns to Command mode.

This command is useful in a dialup environmentdeihg a
command where the stay online flag (!) was spetifie

All open sockets are closed and the web servettigatex.
Result Code:
I/OK
Followed by:

I/IERROR After terminating the current Internet session wtiencommand
caused iChip to abort an ongoing Internet actigitglose an
active socket.

_Or_

I/DONE After terminating the current Internet sessionoidla 2.5 sec.
delay for iChip
re-initialization following an Internet mode sessi&elevant for
iChip in dial-up mode only.
_Or‘_

I/ONLINE After terminating the current Internet session.
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55 +IPING — Send a PING Request to a Remote Server

Syntax: AT+IPING:dost

Sends a two-byte ICMP PING request packet to thmte host
defined byhost

Parameters: Rost=Logical name of the target host or a host IP esklr
Command Options:

<host> The host name may be any legal Internet serveenahich can
be resolved by the iChip‘s DNS (Domain Name Serset)ings.
The host name may also be specified as an abdBlat@dress
given in DOT form.

Result Code:

I/<RTT> Upon successfully receiving an ICMP PING reply frdmhost
the round trip time in milliseconds is return&I(N). iChip allows
up to PGT> milliseconds for a PING reply. If a reply is not
received within £GT> milliseconds, iChip sends two more PING
requests, allowingRGT> milliseconds for a reply on each of the
requests before reporting an error.

I/TERROR Otherwise
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6 E-mail Send Commands

6.1 +IEMA — Accept ASCII-Coded Lines for E-Mail Sen d

Syntax: AT+H[l|[EMA:<text lines
Defines a plain text e-mail body.
Parameters:

<text lines Plain text e-mail body. The e-mail body contat@R/LF>
terminated ASCII character stringgext lines must be
terminated by a dot character (.) in tifecblumn of an otherwise
empty line.

Command Options: text lines::={<ASCII text linee<CRLF> ...}<CRLF>.<CRLF>

Maximum size of ¢ext lines is limited to 18K, provided that no
additional system resources are in use.

EMA uses the specifieBMTP server to send the e-mail message.
When iChip acquires TOD from a network timesereetgoing e-
mail messages are time and date stamped.

I Stayonlineaftercompletingthecommand
Result Code:
I/OK After all text lines are received and terminatedhmsy(.) line.
I/IERROR If memory overflow occurred before all text lineg aeceived.
Followed by:

I/DONE After successfully sending the e-mail. Allow a 2¢gonds delay
for iChip re-initialization following an Internet ode session.

_or_
I/ONLINE After successfully sending the e-mail, if the sbajine flag (!) is
specified.
_or_

I/IERROR If some error occurred during the send session.
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6.2 +IEMB — Accept Binary Data for Immediate E-Mail  Send
Syntax: AT+[!|JEMBJ[#]:<sz,<data>
Defines and sends a MIME-encoded binary e-mail.
Parameters:
<sz> size of <ata> in bytes
<data> <sz bytes of binary data
Command Options:
<sz> 0..4GB
<data> 8 bit binary data. Must be exactlgz: bytes long.

The binary data is encapsulated in a MIME-encodethit
message. The receiving end views the binary datastandard
e-mail attachment.

Several consecutivegEMB commands can be issued in
sequence to create a larger aggregate of dataderive

The e-mail contents are completed by issuindamiE*
(terminate binary e-mail) command. Following thstftriEMB
command, iChip establishes an Internet connectiofewhe
data stream is being transmitted from the hoste@mcSMTP
session is established, iChip maintains a datatnéarpipeline
between the host and the SMTP server. iChip cosvieet
binary data using BASE64 encoding on-the-fly. Rellay this
command, the Internet session remains active tocger
additional +iIEMB commands, until the +iE* terminagi
command.

EMB uses the specifieBMTPserver to send the e-mail
message. When iChip acquires TOD from a network
timeserver, outgoing e-mail messages are time atel d
stamped.

I Stay online after completing the command. Thagfis
redundant, as the iChip defaults to staying onlingl the
AT+E* command is issued.

# Modem baud rate limit flag. When this characsencluded in
the command, the iChip baud rate to the modenmisdd by
the baud rate from the host. This flag is releyantserial
modems only and is especially useful in GSM modem
configurations. When this character is not prestetChip
attempts to lift the baud rate to the modem tonigximal
value.

Result Code:
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I/OK If <sz> is within limits and after sz bytes have been received
successfully.

I/ERROR If <sz is out of bounds, or if a communication errorwced
during the Internet session.

Notes:

= |f <sz is larger than 256 bytes, iChip assumes host domtrol. Depending on the
setting of the FLW parameter, the flow control magleither software or hardware.
Under software flow control, the host processortmespond to iChip‘s flow control
characters. The software flow control protocolesailed in the Hos® iChip
Software Flow Control section later in this docum&hen software flow control is
active, it is recommended to set the iChip to ECHibmode. Under hardware flow
control, the ~CTS/~RTS RS232 control signals mustdmnected and the host must
respond to the iChip‘'s ~CTS signal. The host mayl sketa only when the ~CTS
signal is asserted (active low). If a transmissaior occurs while in hardware flow
control, iChip continues receiving all remainingz=< bytes before returning the
I/ERROR response.

= Some SMTP servers limit e-mail message size @muwevhat is lower than iChip's
limitations.
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6.3 +iE* — Terminate Binary E-Mail

Syntax:

Command Options:
!

Result Code:

I/OK

I’ERROR
Followed by:
I/DONE

_01‘_

IVONLINE

_01‘_

I'ERROR

ATH['|E*

Terminates the current binary e-mail attachment.

Stay online after completing the command

If a binary e-mail attachment is in the process of being
defined. The e-mail message 1s terminated and the SMTP
session 1s then completed and closed.

Otherwise

After successfully sending the e-mail. Allow a 2.5 seconds
delay for 1Chip re-initialization following an Internet mode
session.

After successfully sending the e-mail, if the stay online flag
(1) 1s specified.

If some error occurred during the send session.
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7 E-Mail Retrieve
71 +iIRML — Retrieve Mail List

Syntax:

Command Options:
!

Result Code:

I/OK

IVERROR
Returns:

I/MBE

Otherwise:

Followed by:
I/DONE

_OI‘_

I/ONLINE

IVERROR

AT+[!JRML

Retrieves pending e-mail list from current mailbox.

Stay online after completing the command

To acknowledge successful receipt of the command.

Otherwise

If the mailbox is empty.

A list of qualifying e-mail message descriptors, separated by
<CR/LF>. An e-mail message descriptor is composed of 5
<TAB> separated fields:

<i><TAB><szZ><TAB><date><TAB><sbjct string>
<TAB><type/subtype><CR/LF>

Tirha
YWLILI L,

<i> - E-mail message index i mailbox
<sz> - E-mail message size in bytes

<date> - E-mail message date (for the date field format refer
to RFC822)

<shjct string> - E-mail message subject string (limited to
128 bytes)

<type/subtype> - MIME content type. The literal NONE is
used for non-MIME e-mail messages.

E-mail messages that qualify the E-Mail Delete Filter
(DELF) are not listed.

After successfully retrieving the e-mail list. Allow a 2.5
seconds delay for 1Chip re-initialization following an
Internet mode session.

After successfully retrieving the e-mail list, if the stay online
flag (1) 1s specified.

Otherwise
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7.2 +IRMH — Retrieve Mail Header

Syntax:

Parameters:
i

Command Options:

!
Default:
Result Code:
I/OK
I/IERROR
Returns:
I/MBE
Otherwise:

Followed by:
I/DONE

_Or_
I/ONLINE

_Or_
I/ERROR

AT+[]RMH:i]

Retrieves header of e-mail message from current mailbox.

Optional e-mail message index of a qualifying mges# no
parameter is used, all e-mail headers are retrieved

Optional index of a qualifying message, as repolted
AT+IRML.

Stayonlineaftercompletingthecommand
Retrieves headers of all pending qualifiemil messages.

When command is received and about to be processed.
Otherwise

If the mailbox is empty.

All header lines of all qualifying e-rhaiessages. Header
lines are returned as-is. A line containing sokely) (period)

in column 1 acts as a separator between the héadgof

each e-mail. ThelDL parameter limits the number of header
lines per mail (HDL=0 specifies an unlimited numbétines
per e-mail). Header field syntax is described irCRE2 and
RFC2045.

After successfully retrieving the e-mail headerdow a 2.5
seconds delay for iChip re-initialization followirag Internet
mode session.

After successfully retrieving the e-mail headefrthe stay
online flag (!) is specified.

Otherwise
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7.3 +iRMM — Retrieve Mail Message
Syntax: AT+H[!]JRMM[:i]
Retrieves contents of e-mail messaffem current mailbox.
Parameters:

i Optional e-mail message index of a qualifying mges# no
parameter is used, all e-mails are retrieved.

Command Options:

i Optional index of a qualifying message, as repobted
AT+IRML.

I Stayonlineaftercompletingthecommand.
Default: Retrieves all pending qualified mail meg=a
Result Code:
I/OK When command is received and about to be processed.

I/IERROR Otherwise

Returns:

I/MBE If the mailbox is empty.
Otherwise: For each e-mail part:
(For plain-text e-mails without MIME attachments)

I/PART — <text><TAB><plain><TAB><TAB>
<quoted-printable<CR/LF>

-or- (For e-mails containing MIME attachments)

I/PART — <media type<TAB><media subtype<TAB>
<filename<TAB> <encoding methoekCR/LF>

-or- (When XFH — transfer e-mail headers — is G{ES)
I/RCV
-or-
Followed by: <-mail message contents

If the XEH parameter (transfer e-mail headers) is set to YES,
all e-mail contents are returned as-is. The e-sadfaders
followed by the e-mail‘s body are retrieved. MIME
encapsulated e-mail messages are retrieved wiBBR8E64
decoding. It is assumed that when the XFH parametast to
YES, the host processor attends to all e-mail fpelsing and
contents decoding.

If the XFH parameter is set to NO, only the
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email's body (contents) are retrieved. If the emagissage
contains a MIME-encapsulated attachment encoded in
BASEG64, iChip performs the decoding and transfere p
binary data to the host. Binary attachments encaded
scheme other than BASE64 are returned as-is.

E-mails that qualify the Delete E-Mail FilteDELF) are
deleted from the mailbox without being downloaded.

Followed by:

I/EOP End of Part Message, if message is prefixed withiRART
line.

This repeats itself for all e-mail parts.
Followed by:
I/EOM End of Message
This repeats itself for all qualifying e-mail megea.

When all messages
have been retrieved:

I/DONE After successfully retrieving the e-mail. Allow ébXeconds
delay for iChip re-initialization following an Inteet mode
session.

_Or_
I/ONLINE After successfully retrieving the e-mail, if thagtonline flag
() is specified.
_Or‘_
I/IERROR Otherwise
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E-Mail Receive (RMM) Flow Diagram

Issue
ATHRMM
wait for VOK

Fetch next
Line
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v i i
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Figure 7-1 E-Mail Receive (RMM) Flow Diagram
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8 HTTP Client Interface

8.1 +IRLNK — Retrieve Link
Syntax: AT+[!]JRLNK[:URL]
Retrieves a file from a URL.

Parameters: URL = Optional URL address, which specifies the hosthpand
source file to be retrieved.

URL address syntax:
—pgrotocob://<host[[:<port>]/[<abs_link]/||
Command Options:
<protocob http or https
<host Host name or IP address
<port> 0..65535
If not specified, defaults to 80 for http and 448 Iittps.

<abs_link> Path, flename, and file extension of the filgdtrieve on the
designated host.

I Stayonlineaftercompletingthecommand.
Default: Uses the URL address stored inliti. parameter.
Result Code:
I/OK When command is received and about to be processed.
I/IERROR Otherwise
Returns: 1/sz2<CR><LF>
Followed by: <inary data stream
where,
<sz> is the exact size of thébinary data stream to follow.

If <sz> is unknown, iChip returnig0 followed by the data stream.
When this is the case, the host must monitor tonaout
condition of at least 5 seconds without any dataghgansmitted
before seeing one of the terminator lines descriveter
_Followed by'.

Followed by:

I/DONE After successfully retrieving the file. Allow a 2seconds delay
for iChip re-initialization following an Internet ogle session.

_or_
I/ONLINE After successfully retrieving the file, if the stagline flag (!) is
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specified.
_Or_
IIERROR Otherwise. (Always preceded by a 5 seconds silpeted.)
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8.2 +iSLNK — Submit A POST Request to A Web Server

Syntax: AT+[!]SLNK:<text-

Submits a plain text POST request to a web semineatl

in theURL parameter. TheContent-typd| field of the
POST request is defined by tBd T parameter.

Parameters: text> = Plain text POST request body containing
<CRJ[LF]> terminated ASCII character stringgext> must
be terminated by a dot character (.) in the fidtun of an
otherwise empty line.

Command Options:
<text <ASCII text line<CRLF> ...<CRLF>.<CRLF>

Maximum size of text> depends on the amount of memory
available in the specific iChip. SLNK uses the Uaddress
stored in the URL parameter to send the POST réques

I Stayonlineaftercompletingthecommand.
Result Code:
I/OK After all text lines are received from the host.

I/IERROR If a memory overflow occurred before all text lireee
received.
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Web Server Interface

1 +HIWWW — Activate Embedded Web Server
Syntax: AT+HWWWI[n|
Activates iChip‘s internal web server.

Parameters: <n>=Web browser backlog represents the number of browsers
that can connect to iChip's internal web servernusiameously at
any given time.

Command Options: r>=1..3
Default: <>=1
Returns: I/(<Local IP addp)
where,
<Local IP addr>is the iChip local IP address.

Note: If the web server is already open, théLocal IP addp)
is returned without any action taken.

In a dial-up environment, iChip goes online and<loeal IP
addr> is assigned dynamically by the ISP.

I/ERROR If connection to the Internet failed.
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.2 +IWNXT — Retrieve Next Changed Web Parameter

Syntax: AT+HWNXT

Retrieves the Parameter Tag name and new value ofetxt
changed application web parameter, which has remn betrieved
since it has been changed by the remote browser.

Returns: ®arameter Tag=<New Value <CR><LF>

When there are no more remaining changed paramatblank
<CR><LF> terminated line is returned.

Followed by:
I/O
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1 File Transfer Protocol (FTP)
1.1 +i[@]FOPN — FTP Open Session

Syntax: AT+I[@]FOPN:<servep[,<port>]:<user,<pas$[,<accnt>]
Opens an FTP link to an FTP server.
Parameters:
<server Logical name of the FTP or the server's IP adglres
<port> Optional FTP port in the range 0..65535.
<user FTP user's name
<pass> FTP user's password
<accnt Optional FTP account
Command Options:

<server The server name may be any legal Internet-seraere, which
can be resolved by the iChip‘'s DNS (Domain Name/&gr
settings. The server name may also be specifiet absolute IP
address given in DOT form.

<port> Specifies the FTP server's listening port. If spécified, port 21
(decimal) is assumed.

<usepr User's name string. This must be a registered ars¢he FTP
server. Some servers allow anonymous login, in whase
userFanonymous.

<pass Password to authenticate user. If special cheraetre used, the
password must be specified within quotes. It idausary that
servers that allow anonymous login request an ¢-address as a
password.

<accnt Some FTP servers require an account in ordelilde a certain
subset of the commands. In this case, the accamémust be
specified when opening the FTP link.

@ The optional @ is used to flag the Force PASV mddeen @ is
specified, iChip only uses the PASV method whemopga data
socket toserverfor FTP data transfer.

Result Code:

I/<FTP handlee Upon successfully connecting to the FTP Servdr an
authenticating the user, a socket handle is retlurfilee handle
<FTP handle is used to reference the FTP session in all
following FTP commands.

I/TERROR Otherwise
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1 .2 +iFDL — FTP Directory Listing
Syntax: AT+IFDL:<_hre[,<path>]
Returns a full FTP directory listing.
Parameters:
<F_hr> An open FTP session handle
<path> Directory or filename wild card
Command Options:

<F_hr> Must have been obtained by a previous executi@m o
AT+FOPN command during the current Internet mode session.

<path> Optional directory name or filename wild card<ffath> is a
directory, that directory’s files are listed. Ifigta filename wild
card, only matching filenames in the current dimegtare listed.

If <path> is not specified, the current directory is listedull.
Result Code:
I/OK To acknowledge successful receipt of the command.

I/IERROR If <F_hr> is not an open FTP session or otherwise some erro
has occurred.

Returns: A list of filenames with file attributdSach file is listed on a
separate line, terminated by <CR/LF>. The file deta syntax
is FTP server-dependant.

Followed by:
I/ONLINE After successfully retrieving the directory list.

AT+i Programmer‘s Manual Versior 8.3z 10-2



File Transfer Protocol (FTP)

1 .3 +iFDNL — FTP Directory Names Listing

Syntax: AT+IFDNL:<_hr>[,<path>]
Returns the FTP directory name list.
Parameters:
<F_hr> An open FTP session handle
<path> Optional directory or filename wild card
Command Options:

<F_hr> Must have been obtained by a previous executi@m o
AT+IFOPN command during the current Internet mode session.

<path> Optional directory name or filename wild card<gfath> is a
directory, that directory's files are listed. Ifigta filename wild
card, only matching filenames in the current doegtre listed.

If <path> is not specified, the current directory is listedull.
Result Code:
I/OK To acknowledge successful receipt of the command.

I/IERROR If <F_hr> is not an open FTP session or otherwise some erro
has occurred.

Returns: A bare list of filenames. Each file nasésted on a separate
line, terminated by <CR/LF>. No attributes are reéd in
addition to the filename.

Followed by:
I/ONLINE After successfully retrieving the directory list.
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1 .4 +iFMKD — FTP Make Directory

Syntax: AT+IFMKD:<F_hn>,<path>
Creates a new directory on the FTP server's fistesy.
Parameters:
<F_hr> An open FTP session handle
<path> Directory pathname
Command Options:

<F_hr> Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

<path> Directory name. A new directory will be createtter the
current directory, as indicated bgth If path includes
nonexistent subdirectories, some FTP servers valte them
as well.

Result Code:
I/OK To acknowledge successful completion of the command

I/IERROR If <F_hr> is not an open FTP session or otherwise some erro
has occurred.
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1 .5 +iFCWD — FTP Change Working Directory

Syntax: AT+IFCWD:¥_hr>,<path>
Changes the current FTP working directory.
Parameters:
<F_hr> An open FTP session handle
<path> New directory path name
Command Options:

<F_hr> Must have been obtained by a previous executi@m o
AT+IFOPN command during the current Internet mode session.

<path> Absolute or relative path name of the new dirgctdhe special
directory—|| signifies—oe directory ufp.
Result Code:
I/OK  After successfully changing the working directory.

I/ERROR Otherwise
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1 .6 +IFSZ—FTP File Size

Syntax: AT+FSZ:€_hr>,<path>
Reports an FTP file size.
Parameters:
<F_hr> An open FTP session handle
<path> File pathname
Command Options:

<F_hr> Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

<path> Absolute or relative path name of the remote file
Result Code:

I/ <file size> iChip reportgath's file size in bytes if the file exists and the
FTP server supports the file size FTP commandofeit! by:
I/OK.

I/ERROR Otherwise
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1 .7 +IFRCV — FTP Receive File

Syntax:

Parameters:
<F_hr>
<path>

Command Options:
<F_hr>

<path>
Result Code:

I/OK

I/IERROR

Followed by:
I/IERROR
_or_

Followed by:

Followed by:
I/ONLINE

AT+HFRCV:¥_hre,<path>
Downloads a file from an FTP server.

An open FTP session handle
File pathname

Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

Absolute or relative path name of the remote file

When command has been received and about to begsext

If <F_hr> is not an open FTP session or otherwise some erro
has occurred.

If the FTP RECV command could not be processed.
I/ <szz<CR><LF>

data strearm

where,

<sz> is the exact size (in bytes) of thdata strearm to follow.
If <sz> cannot be determined, iChip retutf®followed by the
data stream. When this is the case, the host musiton for a
timeout condition of at least 5 seconds without data being
transmitted before seeing tH®NLINE to deduce that the
data stream is complete.

If <sz> was reported but a transmission error occurred,
preventing the iChip from returning aléz> data bytes — an
I/ERROR command is issued after a 5 seconds non-
transmission period. See FTP Receive Flow Diagram.

After successfully retrieving file contents.
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1 .8 +iFSTO — FTP Open File for Storage
Syntax: AT+HFSTO:€_hn>,<path>[,<sz]
Opens a remote FTP server file for upload.
Parameters:
<F_hr> An open FTP session handle
<path> Destination file pathname

<sz> Optional size in bytes to reserve for the filetba remote FTP
server

Command Options:

<F_hr> Must have been obtained by a previous executi@m o
AT+IFOPN command during the current Internet mode session.

<path> Absolute or relative path name of the remoteidatbn file.

Following this command data is transferred to #raate file
using one or moreiFSND commands. The file transfer is
complete by issuing &aiFCLF (FTP File Close) command.

Result Code:

I/OK If file <path> was successfully opened for writing on the FTP
server.

I/ERROR Otherwise
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1 .9 +iFAPN — FTP Open File for Appending
Syntax: AT+IFAPN:€_hr>,<path>[,<sz>]
Opens an existing remote FTP server file for Append
Parameters:
<F_hr> An open FTP session handle
<path> File pathname
<sz> Size in bytes to reserve for the file on the serv
Command Options:

<F_hr> Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

<path> Absolute or relative path name of the remoteidatbn file.

Following this command data is transferred to graate file
using one or moreiFSND commands. The file transfer is
complete by issuing &iIFCLF (FTP File Close) command.

Result Code:

I/OK If file <path> was successfully opened for appending on the
FTP server.

I/ERROR Otherwise
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1 .10 +iFSND — FTP Send File Data

Syntax: AT+IFSND:€_hn>,<sz:<stream..>

Uploads data to a remote FTP server file. Valid/@fler a
successfuAT+IESTO or AT+iIFAPN command.

Parameters:

<F_hr> An open FTP session handle
<sz> The exact size of the data stream that follows
<stream» A byte stream of sizesz> composing the remote file contents
Command Options:

<F_hr> Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

<stream» An 8-bit byte stream of exactly sizez:. If <sz is larger than
256 bytes, iChip assumes host flow control. Depayadn the
setting of the FLW parameter, the flow control magleither
software or hardware. Under software flow controld®, the
host processor must respond to iChip's flow conth@racters.
The flow control protocol is detailed in thelost=» iChip
Software Flow Contrdjlsection later in this document. When
software flow control is active, it is recommendedet iChip
to Echo-Off mode.

Under hardware flow control, the ~CTS/~RTS RS232robnt
signals must be connected and the host must respaGtip‘s
~CTS signal. The host may send data only when thes~CT
signal is asserted (active low).

Several consecutive +iIFSND commands may be issued i
sequence to create a larger aggregate of dataderive

The file transfer is complete by issuingi&CLF (FTP Close
File) command.

Result Code:

I/OK After <sz bytes have been transferred successfully to e F
data socket.

I/ERROR Otherwise
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1 .11 +iFCLF — FTP Close File

Syntax: AT+IFCLF:¥<_hr>

Closes a file downloaded to a remote FTP servely @tid
after a successfllT+iIESTOor AT+iIFAPN command and
optional AT+iIFSND commands.

Parameters:
<F_hr> An open FTP session handle
Command Options:

<F_hr> Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

Result Code:
I/OK After successfully closing the file.
I/IERROR Otherwise
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1 .12 +iFDEL — FTP Delete File

Syntax: AT+FDEL:¥ _hr>,<path>
Deletes a remote FTP file.
Parameters:
<F_hr> An open FTP session handle
<path> File pathname
Command Options:

<F_hr> Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

<path> Absolute or relative pathname of the remote dasitin file to
delete.

Result Code:
I/OK After successfully deleting the remote file.
I/IERROR Otherwise
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1 .13 +IFCLS — FTP Close Session
Syntax: AT+[l|JFCLS:<_hr>
Closes the FTP link.
Parameters:
<F_hr> An open FTP session handle
Command Options:

<F_hr> Must have been obtained by a previous executi@no
AT+FOPN command during the current Internet mode
session.

I Stayonlineaftercompletingthecommand
Result Code:
I/OK  When command has been received and about to begsext.
Followed by:

I/DONE When the FTP link was the last open socket and afte
successfully closing the FTP link. Allow a 2.5 seds delay
for iChip re-initialization following an Internet ode session.

_Or‘_

I/ONLINE After successfully closing the FTP link, when aduhial
sockets are still active or the stay online flagg'specified.

_Or‘_
I/ERROR Otherwise
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1

Telnet Client

1 .1 +iTOPN — Telnet Open Session

Syntax: AT+ITOPN:servep
Opens a Telnet link (socket) to a Telnet servepan 23.
Parameters:
<server Logical name of the Telnet server or the serviét‘address.
Command Options:

<server The server name can be any legal Internet Seame that
can be resolved by iChip‘'s DNS (Domain Name Server)
settings. The server name may also be specified as
absolute IP address given in DOT form.

Result Code:
I/OK Upon successfully connecting to the remote Telaptes.
I/IERROR Otherwise
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1 .2 +ITRCV — Telnet Receive Data

Syntax: AT+ TRCV[.<max>]
Receives data from the Telnet server.
Parameters:

<max> Optionally specifies the maximum number of byttes
transfer.

Result Code:

I/ERROR If no Telnet session is open or otherwise some &i@e
occurred.

Returns: I/<sz[:<binary data strears]
where,
<sz> is the exact size of the binary data stream ltovio

If the socket input buffer is empty, iChip retuthS. In this
case the () andbmary data stream are omitted.

<sz> is guaranteed to be equal or less thamaxs, when
specified.
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1 .3 +ITSND — Telnet Send Data Line
Syntax: AT+ITSND:<ata line>

Sends data to the remote Telnet server.
Parameters:

<data line> A line of data bytes to be sent to the TelneteserChip
terminates the data line> with a <CR><LF> and sends it to
the Telnet server.

Command Options:
<data line> If the line to be sent incorporates iChip delenitharacters (,

double 6-quotes. AT+i command'’s terminatingCR> is
considered a terminating quote, as well.

Result Code:

I/OK After the data line> has been successfully sent to the Telnet
server.

I/IERROR Otherwise
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1 .4 +iTBSN[%] — Telnet Send A Byte Stream

Syntax: AT+ TBSN[%]:ssz:<strean»
Sends a byte stream of sizez<to the Telnet server.
Parameters:
<sz> The exact size of the byte stream that follows.
<stream» A byte stream of sizesz> to be sent to the Telnet server.
Command Options:
<sz 0..4GB

<stream» An 8-bit byte stream of exactly sizez:. If <sz is larger
than 256 bytes, iChip assumes host flow contropddeling
on the setting of the FLW parameter, the flow colmnode is
either software or hardware.

Under software flow control mode, the host processast
respond to iChip‘s flow control characters. Thenflcontrol
protocol is detailed in theHost=» iChip Software Flow

Control| section later in this document.

Under hardware flow control, the ~CTS/~RTS RS232robnt
signals must be connected and the host must regpond
iChip‘s ~CTS signal. The host may send data onlymthe
~CTS signal is asserted (active low).

% When the auto-flush ¢) flag is specified, the Telnet socket
is automatically flushed immediately after recegvthe
<stream» from the host. Otherwise, data will be transnditte
to the Internet only in integral quantities of gpecified
Maximum Transfer Unit (MTU) or when th&eT+iTESH
command is issued.

Result Code:

I/OK After <sz bytes have been transferred successfully to the
Telnet socket's output buffer.

I/ERROR Otherwise

AT+i Programmer‘s Manual Versior 8.3z 11-4



Telnet Client

1 .5 +iTFSH[%] — Flush Telnet Socket's Outbound Da ta

Syntax: AT+ TFSH[%)]

Flushes (immediately sends) all the data accunuliata
Telnet socket's outbound buffer.

Command Options:

% When the flush-and-acknowledgé«() flag is specified,
iChip flushes and waits for the Telnet server neicei
acknowledgment of all outstanding outbound data.

Result Code:

I/OK If all outbound data has been received and ackrdyele by
the Telnet server.

I/IERROR Otherwise
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1 .6 +ITCLS — Telnet Close Session
Syntax: ATH[!]TCLS

Closes the Telnet link.

Command Options:

I Stayonlineaftercompletingthecommand

Result Code:
I/OK
Followed by:

I/DONE

If an active Telnet socket exists.

When the Telnet link was the last open socket died a
successfully closing the Telnet link. Allow a 2écends

delay for iChip re-initialization following an Inteet mode
session.

_Or_

I/ONLINE After successfully closing the Telnet link, wherdanal

sockets are still active or the stay online flggq!specified.
_Or‘_

I/ERROR Otherwise
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1 Direct Socket Interface

1 .1 +iSTCP — Open and Connect A TCP Socket

Syntax: AT+iISTCP:kost,<port>[,<lport>]

Opens a Transmission Control Protocol (TCP) clemruket
and attempts to connect it to the specifipdr> on a server
defined by fosb.

Parameters:
<host Logical name of the target server or a host Eress
<port> 0..65535, target port
<lport> Optional local port on iChip
Command Options:

<host The server name may be any legal Internet seraee that
can be resolved by iChip‘s DNS (Domain Name Server)
settings. The server name can also be specifiad absolute
IP address given in DOT form.

<port> It is assumed that the server system is listeamthe specified
port.

<lport> Can be optionally specified to force iChip to ysart as the
local port when opening the TCP socket. If unspedjfiChip
allocates a port from its internal pdol

Result Code:

I/<sock handle Upon successfully opening and connecting the $@fRet to
the <host:<port>, a socket handle is returned. The socket
handle sock handle is in the range 0..9 and used to reference
the socket in all following socket commands.

I/IERROR Otherwise
The Socket Command Abort may be used to abort gresig

Note: iChip uses the port range [1025 .. 2048] wheigassy default local ports. The
host should refrain from specifying local portdhins range to ensure that Error 218 is not
generated as a result of requesting local portsoterlap internal assignments.
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1 .2 +iSUDP — Open A Connectionless UDP Socket

Syntax: AT+iISUDP:qo0st,<rport>[,<lport>]

Opens a UDP (User Datagram Protocol) socket arsciset
remote system‘skost:<port> address.

Parameters:

<host Logical name of the target server or a host &resk, or
0.0.0.0 to open a non-connected socket.

<rport> Remote port number to send to, or O to open acoomected
socket.

<lport> Optional local UDP port to use.
Command Options:

<host The remote system's name may be any legal Intserger
name that can be resolved by iChip&IS (Domain Name
Server) settings. The server name may also befsgukas an
absolute IP address given in DOT form. When thest is
defined, the resulting UDP socket is created amohected. If
<host=0.0.0.0, the socket is created but remains urexied.
The first UDP packet to arrive automatically latshiee
sender’s IP port, in effect connecting the socket.

<rport> Specifies the remote system's port.

<lport> Specifies the local port to use. If unspecifi€hip allocates a
port from its internal pool.

Result Code:

I/'<sock handle Upon successfully opening and connecting the dBéket to
<host:<port>, a socket handle is returned. The socket handle
<sock handle is in the range 0..9 and used to reference the
socket in all following socket commands.

I/IERROR Otherwise
The Socket Command Abort may be used to abort fdresig

AT+i Programmer‘s Manual Versior 8.3z 12-2



Direct Sccket Int erface

1 .3 +ILTCP — Open A TCP Listening Socket

Syntax: AT+ILTCP:port>,<backlog>

Opens a TCP listening socket on the local IP addaes the
specified port gort>. The backlog- parameter specifies the
maximum number of remote concurrent connectiormsaait
through the listening socket.

Parameters:
<port> 0..65535
<backlog> 1..10
Command Options:

<port> Listening port to be used by a remote system vdoemecting
to iChip.

<backlog> Specifies the maximum number of active connestibiat may
be concurrently established through the listenoakst.

Once the listening socket is open, it automaticadigepts
remoteconnectrequests up to the maximum allowed. When a
remote system connects through the listening spaketw

TCP socket is spawned internally ready to sendreceive

data. See thAT+ILSST command for details on retrieving the
handles of active sockets connected through alisgesocket.
When a connected socket is closed by the host tiseng
AT+SCLS command, the listening socket allows a new
connection in its place.

Result Code:

I/<sock handle Upon successfully opening a TCP listening sockebcket
handle is returned. The socket handieck handle is in the
range 10..11 and used to reference the socketfilalving
socket commands.

I/ERROR Otherwise
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1 .4 +ILSST — Get A Listening Socket’s Active Conn  ection Status
Syntax: AT+ILSST:4n>

Retrieves handles of active socket connectionbkshiad
through the listening socket identified blgrs=.

Parameters:
<hn> A TCP listening socket handle of an open listgrdacket.
Command Options:

<hn> Must have been obtained by a previddstiLTCP command
during the current Internet session.

Result Code:

l/(<hns>,...,.<hneackiog®) A list of active socket handles. The list consastvacklog
elements, wherebacklog> was used when opening the
listening socket identified byhw>.

Where,
<hn;> >=0 : A handle to an active connected socket
=-1: No connection has been established

I/IERROR If <hn>is not an open listening socket, or otherwiseesom
error occurred.
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1 .5 +iSST — Get A Single Socket Status Report

Syntax: AT+ISST:4n>

Retrieves a socket status report for a single soTkeés is a
subset of the generAll +iRP4report command.

Parameters:
<hn> A TCP/UDP socket handle
Command Options:

<hn> Must have been obtained by a previous executi@mo
AT+ISTCPor AT+iSUDP command during the current Internet
mode session. Or a socleetepted by a listening socket.

Result Code:
|/(<sockstat>) where,

sockstat=0 — Number of bytes pending in sockéiss's input
buffer

sockstak0 — Socket error code
I/ERROR If some error occurred
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1 .6 +iSCS — Get A Socket Connection Status Report

Syntax: AT+ISCS:an>

Retrieves a socket's connection status report witheporting
the number of buffered characters.

Parameters:
<hn> A TCP/UDP socket handle
Command Options:

<hn> Must have been obtained by a previous execufi@mo
AT+ISTCPor AT+iSUDP command during the current
Internet mode session. Or a socketepted by a listening
socket.

Result Code:
I/(<sockstaty where,

sockstat000— Socket is connected without any associated
errors.

sockstat0 — Socket error code
I/ERROR If some error occurred.
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1 .7 +iSSND[%] — Send A Byte Stream to A Socket

Syntax: AT+ISSND[%]:fin>,<sz:<streanr[<checksurm]

Sends a byte stream of sgao the socket specified by
the socket handleen.

Parameters:
<hn> A TCP/UDP socket handle of an open socket
<sz» The exact size of the byte stream that follows

<streanm» A byte stream of sizezto be sent to the specified
socket. When iChip is in checksum mo@&GEM set to
1), the socket is UDP or when sending data ove33in
socketszis limited to 2048 bytes.

<checksum A two-byte checksum. Checksum is calculated by
summing all the characters streammodulo 65536 and
taking two's complement of the result. Checksurseist
as big-endian. This parameter must be appendeeby t
host application when iChip is in checksum mode.

Command Options:

<hn> Must have been obtained by a previous executi@amo
AT+STCPor AT+iSUDP command during the current
Internet mode session. Or a socketepted by a
listening socket.

<szz Regular TCP socket: 0..4GB
SSL Socket, Checksum mode or UDP: 0..2048

<stream®» An 8-bit byte stream of exactly sige If szis larger
than 256 bytes, iChip assumes host flow control.
Depending on the setting of the FLW parameter, the
flow control mode is either software or hardware.

Under software flow control mode, the host processo
must respond to iChip‘s flow control characterseTh
flow control protocol is detailed in thédost=>» iChip

Software Flow Contrdlsection.

Under hardware flow control, the ~CTS/~RTS RS232
control signals must be connected and the host must
respond to iChip‘s ~CTS signal. The host may send da
only when the ~CTS signal is asserted (active low).

% When the auto flush (%) flag is specified for@PT
socket, the socket is automatically flushed immigtiya
after receiving thetream Otherwise, data is transmitted
to the Internet only in integral quantities of 8pecified
Maximum Transfer Unit (MTU) or when th&T+iSFSH
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command is issued. When using a UDP socket, every
SSND command generates and flushes a packet.

Result Code:

I/OK<CR><LF><CR><LF> After szbytes have been transferred successfully to the
socket's output buffer.

I/IERROR Otherwise

Note: When iChip is in checksum mode, it calculates tiecksum of the data received
from host and compares it withecksunsent by host. If the two match, the result code is
I/OK . Otherwise)/ERROR (228)is returned and the data discarded. If host attemapt
send more than 2048 byté&RROR (227) is returned.

The Socket Command Abort may be used to abort fdresig
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1 .8 +iSRCV — Receive A Byte Stream from A Socket’ s Input
Buffer

Syntax: AT+ISRCV:qn>[,<max]

Receives a byte stream from the TCP/UDP socket
specified by the socket handia. Received data is
valid only if it already resides in iChip's sockeput
buffer at the time this command is issued.

Parameters:
<hn> A TCP/UDP socket handle of an open socket

<max> Optionally specifies the maximum number of bytes
transfer. Additional bytes may remain in the socket
input buffer following this command.

Command Options:

<hn> Must have been obtained by a previous executi@m o
AT+ STCPor AT+iSUDP command during the
current Internet mode session. Or a soekegpted by
a listening socket.

<max> If <max> is not specified, all available bytes residing
in the socket input buffer are returned.

Returns:
I/ <sz[.<strean®][<checksum] where,
szis the exact size of the binary data stream tovall

If the socket input buffer is empty, iChip returns
I/O<CR><LF>. In this casestreamis omitted.

szis guaranteed to be equal or less-thrx when
specified.

checksunis a two-byte checksum. This parameter is
calculated by iChip only when it is in checksum mod
(CKSM set to_1). checksunis calculated by
summing all the charactersstreammodulo 65536
and taking two's complement of the resahliecksum

is sent as big-endian. The host application israssu
to calculate its own checksum upon receipstofam
and compare it against the checksum bytes received
from iChip. If the two checksums don‘t match, the
host can issue an AT+i!SRCV command, which
causes iChip to re-transmit the data. The next
AT+SRCV command that the host issues causes
iChip to dump all data transmitted to host in the
previous AT+ISRCV command.
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I/ERROR If <hn> is not an open socket, or otherwise some error
occurred.
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1 .9 +iGPNM — Get Peer Name for A Specified Socket
Syntax: AT+IGPNM:sn>

Retrieves peer namel>:<Port>) of a remote connection to a
TCP/UDP socket specified by the socket handiie<

Parameters:
<hn> A TCP/UDP socket handle of an open socket
Command Options:

<hn> Must have been obtained by a previous execufi@mo
AT+ISTCPor AT+iSUDP command during the current Internet
mode session. Or a socleetepted by a listening socket.

Result Code:
l/(<IP>:<Port>) where,

<IP> is the remote peer's IP address, aibrt> is the remote
peer‘s port for this connection.

I/IERROR If <hn>is not an open socket handle, or otherwise somoe e
occurred.
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1 .10 +iSDMP — Dump Socket Buffer

Syntax: AT+iSDMP:qn>

Dumps all buffered data currently accumulated TrCd®
socket's inbound buffer. The socket remains open.

Parameters:
<hn> A TCP socket handle of an open socket
Command Options:

<hn> Must have been obtained by a previous executi@no
AT+ISTCP command during the current Internet mode
session. Or a sockatcepted by a listening socket.

Result Code:
I/OK If <hn>is a handle to an open socket.
I/IERROR Otherwise
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1 .11 +iSFSH[%] — Flush Socket’s Outbound Data
Syntax: AT+ISFSH[%]:dn>
Flushes (immediately sends) accumulated data IGR T
socket's outbound buffer.
Parameters:
<hn> A TCP socket handle of an open socket
Command Options:

<hn> Must have been obtained by a previous executi@mo
AT+iISTCPcommand during the current Internet mode session.
Or a sockeaccepted by a listening socket.

% When the flush-and-acknowledge (%) flag is spediand
<hn> is a TCP socket handle, iChip flushes and waitsHe
peer receipt acknowledgment of all outstanding ourtiol data.

Common errors associated with this flag are 21Figrdost)
and 203 (socket closed by peer in an orderly maoneid not
receive ACK after repeated attempts to retransmit
unacknowledged data).

Result Code:

I/OK If <hn>is a handle to an open socket and, whiem<s a TCP
socket handle, all outbound data has been recéaretiwhen
(%) flag specified also acknowledged) by peer.

I/IERROR Otherwise
The Socket Command Abort may be used to abort fresig
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1 .12 +iSCLS — Close Socket

Syntax:

Parameters:
<hn>

Command Options:
<hn>

I

Result Code:
I/OK
I/IERROR

Followed by:
I/DONE

_Or_
I/ONLINE

_Or_
I/IERROR

ATH+i[!]SCLS:in>
Closes a TCP/UDP socket.
If the socket is the only open socket and the stdipe flag (!) is

not specified, iChip terminates the Internet sesaiod goes
offline.

A TCP/UDP socket handle of an open socket

Must have been obtained by a previous executi@m o
ATHILTCP, AT+ISTCPor AT+iSUDP command during the
current Internet mode session. Or a soekegpted by a
listening socket.

A socket is always flushed before being closed. TGékets are
disconnected from the remote host server in anrlgrdeanner.

Stayonlineaftercompletingthecommand.

If <hn> is a handle to an open socket
Otherwise

After successfully closing the last open sockelowla 2.5
seconds delay for iChip re-initialization followirag Internet
mode session.

After successfully closing the socket, while aduial sockets
are still open or if the stay online flag (!) isesified.

Otherwise
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1 Special Modem Commands

1.1 +IMCM — Issue Intermediate Command to Modem

Syntax:

Parameters:
<AT command
Command Options:

<AT command>

Returns:
Followed by:

AT+HMCM[:<AT commanx]

Sends a single AT command to the modem during tennet
session or enters Modem Command mode.

Optional single AT command to be sent to modem.

iIChip puts the modem in command mode by issuindg+he)
escape sequence and then seds gommand to the modem,
followed by a <CR>. AT command must include thaT prefix.
After receiving the modem's response, iChip restdhe modem
to online operation mode by issuing the ATO command

If <AT command is not specified, iChip enters Modem
Command mode. In this mode, all following commaais
transferred as-is to the modem. Modem repliesedegyed back to
the host processor. iChip does not translate thextands.
Modem Command mode is exited after the host iskeATO
command. iChip transfers the ATO command to theeanodnd
relays the modem's response back to the host.

Modem's responses including command etboabled.

I/OK  When the modem successfully returns online.

I/IERROR

If modem was unable to go back online.
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1 IP Registration

When iChip goes online in a dial-up environmenis mormally assigned a dynamic IP
address during PPP establishment. Since a difféffeanldress is usually assigned every
session, it is not practical to use iChip as aesesince the clients do not know what IP
address to use. Furthermore, under these restisctibere is no practical way to know
whether a specific system is online or offline.

To overcome this problem, iChip incorporates bimlprocedures designed to register its
IP address on a server system each time it go@seoRince registered, client systems
may interrogate the servers in order to verifydhéne status of a specific system and
retrieve its currently assigned IP address. Thedfstration process is governed by
several AT+i parameters. Once these parameterafigured, iChip registers its IP
address accordingly when it goes online as a re$alh explicit AT+i command

(AT+iUP) or as a result of automated Internet sessiomlkestanent procedures, such as a
triggered Internet session or when going onlina &erialNET mode server.

In cases where iChip uses a NAT gateway to therateit can be configured to register

the NAT's IP address and a special port that isglihto iChip in the NAT's

configuration. See details in tiRRRL parameter description. When this is the case, the
RRRL parameters (IP and port) are used insteadeadbtal IP and port values that iChip
Is assigned, in all registration methods (RRMA, RR&1d RRWS).

iChip includes several IP registration methodsjescribed below.

1 .1 E-Mail Registration

IChip registers itself by sending an e-mail thattems its ID information and current IP
address. When tHiRRMA parameter contains an e-mail address, iChip semdsnaail
containing its current IP address orRRRL to the address defined in RRMA during the
registration procedure. The syntax of the e-mailyhs:

<BDY parameter contents>

iChip-<D/L/S> S/IN:<RP5> Version:<RP1>HN:<HSTN> IP: <IPA or RRRL>
Port:<LPRT or 80 or 0> http:// <IPA or RRRL><CR><LF >

The subject line of the e-mail is:

"RING RESPONSE LINK From: iChip-<D/L/S> S/N:<RP5> V ersion:<F/W ver>
HN:<HSTN> IP:<IPA or RRRL> Port:<LPRT or 80 or 0>"

where,

Port isLPRT f in SeriaINET mode; 80 if not in SerialNET modedAWS is enabled,
and 0 if not in SeriaINET mode and AWS=0. The reicgj end may refer to the contents
of the subject line to filter out this e-mail megea

AT+i Programmer‘s Manual Version 8.3. 14-1



IP Registration

1 .2 Socket Registration

IChip registers itself by opening a socket to astegtion server and sending its ID
information and current IP address. When iChRRSV parameter contains a value,
IChip establishes a socket to the server defindRRSV during the registration
procedure. When a socket is established, iChigtnés its ID information and current IP
address (or thBRRL) in the following format:

“iChip-<D/L/S> SIN:<RP5> version: <RP1> HN:<HSTN> | P:<IPA or RRRL>
Port:<LPRT or 80 or 0>"

The registration socket is then closed.

1 .3 Web Server Registration

iIChip registers itself by surfing to a web servathvits ID information and current IP
address as parameters.

If the RRWSparameter contains a URL (of a registration welesgyiChip registers its
ID information and IP using the URL by issuing aTGE&ommand along with a fixed
format parameter line:

“<RRWS path>?SN=<RP5>&IP=<IPA or RRRL>&WPt=<0 or th e port defined in
RRRL>&HN=<HSTN>".

The web server must contain a CGl, .asp page.etge which make use of these
parameters to register the iChip.

If several registration parameters are configui@tip goes through multiple registration
processes. If more than one registration procelss i@hip returns an /ERROR
describing the first failure encountered. If alfjistrations fail, iChip returns
I/ERROR(90).
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1 Secure Socket Protocol

iIChip supports the SSL3/TLS1 secure socket protdaded on RFC2246. iChip
supports the following Cipher suites:

= SSL_RSA_WITH_RC4_128_MD5
» SSL_RSA_WITH_RC4_128 SHA

= SSL_RSA_WITH_3DES_EDE_CBC_SHA
» TLS_RSA WITH_AES 128 CBC_SHA
= TLS RSA WITH_AES 256 CBC_SHA

1 .1Establishing An SSL3/TLS1 Socket Connection

IChip supports a single SSL3/TLS1 TCP/IP activekebconnection. Opening a secure
socket on iChip involves two steps:

1. Open a standard TCP/IP socket to a securerserv

2. Initiate an SSL3/TLS1 handshake over the gueket to establish a secure session.
SSL3/TLS1 handshake negotiations are initiatedguia AT+iSSL command.

iChip negotiates the secure connection based @aralesecurity-related parameters. It
authenticates the remote secure server by verityiagthe server's certificate is signed
by a trusted Certificate Authority (CA). The trust€A's certificate is stored in iChip's
CA parameter. Following a successful SSL3/TLS1 khaHe, iChip encrypts all data
sent across the socket according to the ciphes anidl keys agreed upon during the
handshake. Data received on the socket is decrigytédhip prior to making it available
to the host processor.

1 .2Sending and Receiving Data over An SSL3/TLS1  Socket

The AT+ISSND command is used to send data ovelSAt38 LS1 socket, using the
same syntax as for non-secure sockets:

AT+ISSND[%]:< hn>< size >:< data >

However, thesizeparameter is interpreted as the size of the datiegpdo encrypt. It is
limited to 2K. Receiving data on an SSL3/TLS1 sédekearried out using the
AT+SRCV command. iChip automatically decrypts dduat arrives on the secure
socket. The data transferred to the host is aldaygsypted data.

1 .3SSL3/TLS1 Handshake and Session Example

Take for example an SSL3/TLS1 serveseatre.sslserver.com running a secure
application on port 1503. Using iChip, the follogisequence opens a secure
SSL3/TLS1 socket to that application and exchanigés securely. For clarity,
commands sent to iChip appeabwid and iChip replies appear italics.
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AT+iSTCP:secure.sslserver.com,1503

1/000

AT+iSSL:0

I/OK

AT+ISSND%:0,323:<...323 bytes of plain text data>

I/OK

AT+iRP4

1/(1267,-200,-200,-200,-200,-200,-200,-200,

-200,-200)

AT+SRCV:0

1/1267:<...1267 bytes of plaintext data...>

AT+iscls:0

I/OK

I/DONE

1 .4Secure FTP Session on iChip

Open a TCP/IP socket to a
secure application.

iChip opens socket and returns
handle 0.

iChip is instructed to negotiate
an SSL3/TLS1 connection on
socket handle 0.

SSL3/TLS1 handshake was
successful. SSL3/TLS1
connection established on socket
handle 0.

Host sends 323 bytes of plain
text data via SSL3/TLS1 socket.
iChip encrypts data and sends
cipher text over the Internet. The
_9% attribute indicates
immediate flush.

IChip encrypted and sent data.
Request socket status

Socket 0 has 1267 plain text
bytes buffered. The data was
originally sent encrypted by the
server. iChip decrypted the
cipher text in the background.

Command to retrieve buffered
plain text.

IChip transmits buffered data to
host.

Close socket handle O
SSL3/TLS1 socket is closed
IChip is offline

iChip supports a secure FTP session using SSL3/Eb8kets for both the FTP
command and FTP data channels. The command useddomg a secure FTP session is

AT+IFOPS.

Secure FTP implementation in iChip is based on REZ8 (FTP security extensions) and
the IETF Internet draftSecuring FTP with TLE (draft-murray-auth-ftp-ssl-16.txt).
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When the AT+IFOPS command is used to initiate argeETP session, iChip performs
the following operations:

1.

R T

Opens an FTP control socket.
Sends\uTH TLS.

Performs the SSL3/TLS1 handshake.
Sends)SERcommand.
Send®Asscommand.

Send$Bsz 0, followed byPROT P.

Once the data channel TCP socket is establishexylzdequent data connections (send or
retrieve files as well as directory listings) staith an SSL3/TLS1 handshake. When a
data socket is re-opened for another FTP commanil iattempts a quick re-negotiation
using the previous SSL3/TLS1 session parameters.
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1 .5+iSSL — Secure Socket Connection Handshake
Syntax: AT+HSSL:.4n>

Negotiates a secure SSL3/TLS1 connection over an op
TCP/IP socket.

Parameters: k> = A previously open TCP/IP socket handle.
Command Options:

<hn> Must be obtained using the AT+iISTCP command dyiie
current Internet mode session. Or a soekegpted by a
listening socket.

When a Network Time Server is defined and NTODeists
1, iChip confirms the server's certificate dateidi#y using
the retrieved network time. If, for some reasoe, ietwork
time is not retrieved successfully, iChip does aatept the
certificate until the time is retrieved successfull

Result Code:
I/OK If the SSL3/TLS1 negotiation is successful.
I/IERROR Otherwise
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1 .6+i[@]FOPS — Secure FTP Open Session

Syntax:

Parameters:
<servep
<port>
<usep
<pass
<accnt
Command Options:
<servep

<port>

<usepr

<pass

<accnbt

@

Result Code:
I/<FTP handle

I/ERROR

AT+I[@]FOPS:sservep[,<port>]:<usep,<pass$[,<accnt’]
Opens a secure FTP link to a secure FTP server.

Logical name of the FTP server or the server‘adBress.
Optional FTP port in the range 0-65535

FTP user's name

FTP user's password

Optional FTP account

The server name may be any legal Internet sexaere that
can be resolved by iChip‘s Domain Name Server (DNS)
settings. The server name may also be specifiath as
absolute IP address given in DOT form.

Specifies the FTP server's listening port. If apéecified,
port 21 (decimal) is assumed.

User's name string. This must be a registered ars¢he
FTP server. Some servers allow anonymous logiwhich
caseuserFanonymous.

Password for user authentication. If special ati@rs are
used, the password must be specified within qudttes.
customary that servers that allow anonymous logguest
an e-mail address as a password.

Some FTP servers require an account in ordelitde a
certain subset of the commands. In this case, dbeuat
name must be specified when opening the FTP link.

The optional @ is used to flag the Force PASV mydieen
@ is specified, iChip uses only the PASV methodnwvhe
opening a data socket serverfor FTP data transfer.

Upon successfully connecting to the FTP servdr an
authenticating the user, a socket handle is returflee
handle €TP handle is used to reference the FTP session
in all subsequent FTP commands.

Otherwise
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Network Time Client

iIChip incorporates a Simple Network Time Proto@N{P) client. With this protocol
support, iChip can be configured to check SNTPessrfor current time and date each
time it goes online. iChip is configured to retetme data from a Network Time Server
each time it goes online with the NTOD parametdterdupdating its internal Time-Of-
Day (TOD) registers at least once, iChip continieglseep track of time independently,
even after it goes offline.

When iChip contains real TOD data, e-mails sentatematically stamped with Time
and Date of delivery, according to RFC (822) d&ifomi for the date header field. In
addition, the AT+iRP8 report returns the curremtdiand date.

iChip also contains parameters to configure loddlTGffset and a DSTD (Daylight
Savings Time) rule. These parameters allow iChigeti@rmine the local TOD. When
iChip is configured for TOD retrieval from a NetwoFime Server, iChip automatically
retrieves an updated time reading every two hotmgevenline. This configuration
improves the long-term accuracy of its internaldimanagement.
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MIME Encapsulated E-Mail Messages

.1iChip-Generated Binary Message Formats

Binary e-mail messages are sent via iChip usingosmaore AT+EMB commands. The
message format is limited to an optional body &t tend a single attachment.

The following fields are added by iChip to the maiassage header:

X-Mailer: iChip <software version>

Message-ID: <Unique #>@iChip

Mime-Version: 1.0

Content-Type: multipart/mixed; boundary="CONE-iChip -<softwareversion>"

The message's preface contains the following text:
“This MIME message was coded by iChip.”

If the host application includes a text body fag thessage, it also contains the following

lines in its header:

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
X-iCoverpage: Email

When no textual body contents are included — thcsien is omitted.

The binary attachment section follows, beginninthvei MIME attachment header

containing the following fields:

Content-Type: <User defined media type>/<User defin ed media subtype>;
name=<User defined attachment filename>
Content-Transfer-Encoding: base64

where,

* <mediatype  :=-text|| /| -image| / —adiol| | -videol| / —@plicaton|
» <media subtype := <A publicly-defined extension token.>

= <filename := <User-defined name (including extension)> or
<unique filename

* <media type defaults to—aplicaton|| when otherwise not defined.

* <media subtype defaults to—oiet-strean || when otherwise not defined.
Following the header, a base 64-encoded data siredndes the entire binary data
transferred to iChip from the host.

.2MIME-Related AT+i Commands and Parameters

Binary images are transferred to iChip for MIME s&ge encapsulation via one or more
AT+HEMB commands. An AT+IEMB command sequence nhesterminated by the
AT+IE* command, indicating the end of the binarynail message.

When several consecutive ATHEMB commands are ubedyost must issue the
commands with an inter-command delay, which do¢wviotate the SMTP server's
timeout constraints. Otherwise, the SMTP servelrtmileout and abort the session.
Average SMTP servers allow for delays in the ramig@0 to 120 seconds. Additional
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AT+i commands may be interlaced within a sequeh@TeiEMB commands, except
for the following AT+i commands: AT+HEMA, AT+IRMLAT+IRMH, AT+IRMM,
AT+IRFU, AT+iRLNK, AT+iBDRA, and AT+iSNMD.

IChip does not limit the size of the binary attaemn However, ISPs do have limitations.
An Internet connection is initiated immediatelyeafthe first AT+HEMB command, while
the rest of the command is received. Once the atiometo the SMTP server has been
established, iChip acts as a pipeline, receivimguyi info from the host, encoding it, and
transmitting it to the Internet on-the-fly. Follavg the AT+IE* command, the e-mail is
terminated and the Internet connection closed.

The escape sequence command ) is allowed within an AT+IEMB command,
provided there is a half-second silence periodreetioe ¢++) is sent. Upon receiving the
escape sequence, iChip aborts and orderly closdstidrnet session. The partial mail
message is not sent to the destination.

2.1 Binary Attachment Parameters

Parameter | Default Description

MT 4 (application) | Media Type:
0 —Text; 1 — Image ; 2 — Audio ; 3 —Video ;
4 — Application

MST octet-stream | Media Subtype String. For a list, see Appendix A.

FN None Attachment File Name (inc. extension). If a filamais
not defined, iChip generates a unique filenameautfan
extension.

BDY None ASCII text to be included in the e-mail‘s body iddition
to the attachment. (Multiple lines allowed).

Table 22-1 Binary Attachment Parameters

2.2 Defining A Textual Body for Binary Messages

1. Permanent textual body contents:
AT+IBDY:< textlines > ... <CR>.<CR>

The maximum fixed body size allowed is 96 charac(ercluding embedded
<CR><LF>). The text body is included in all futurmary messages. In addition, the
textual contents are committed to non-volatile mgnam board the iChip.

2. Single session textual body contents:
AT+iBDY~<text lines > ... <CR>.<CR>

The maximum temporary body size allowed is 1K ctiars (including embedded
<CR><LF>). The text body is included in the nexdsien binary message and then
purged.
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.3MIME-Encapsulated E-Mail Message Format

Note: Bold lines are added by iChip.

Received: from JFK by FTGate SmartPop;
Tue,2 3 Nov 1999 09:26:21 +0200
Received: from mail.inter.net.il (hrz-153-147.acces
[212.68.153.147])
by mail.inter.net.il (8.9.3/8.8.6/PA) with SMTP id
Mon, 22 Nov 1999 14:18:03 +0200 (IST)
Date: Mon, 22 Nov 1999 14:18:03 +0200 (IST)
From: lims@connectone.com
To: lims@connectone.com
To: connectl@inter.net.il
To: gadyl@netvision.net.il
X-Mailer: iChip ic401d05
X-Serial: 123456
Return-Receipt-To: lims@connectone.com
Message-ID: <15322@iChip>
Subject: iChip binary message via iModem
Mime-Version: 1.0
Content-Type: multipart/mixed; boundary="CONE-iChip
X-UIDL: ad0c01ac458208bedea8b8522012e4b6

This MIME message was coded by iChip.
--CONE-iChip-ic401d05

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
X-Coverpage: Email

.<Textual body, here>
~-CONE-iChip-ic401d05

Content-Type: image/tiff, name="Faximage.tif
Content-Transfer-Encoding: base64

.<Binary Base64-encoded data, here>

--CONE-iChip-ic401d05

s.net.il

OAA11594;,

-ic401d05”
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Flow Control

.1Host = iChip Software Flow Control

When issuing al\T+IEMB command to generate a binary e-mailAdriSSND
command to transfer data to a socketAdariTBSN to send a binary stream to a Telnet
server, or alMT+iIFSND command to transfer a file, the host transfersianyi data
stream to iChip. At times, this stream may be \arge.

Once iChip establishes a connection, it acts apadipe, transferring data received from
the host to the Internet. However, the data ratéseshost and Internet ends are not
always balanced. This happens for several reasons:

=  While iChip logs onto the Internet and establisae®nnection, the host proceeds to
send its data stream to iChip. During this timeipQieceives data from the host, but
cannot send it out.

=  When sending MIME attachments, iChip encodes tharip data using base 64. This
roughly inflates binary data by 30%. Thus, moreadseds to be transmitted than is
received from the host.

= When using a TCP/IP socket, iChip might need tbarsmit packets.

The amount of buffer space available in the iChipccommodate for this imbalance is
limited. Therefore, a flow control scheme is reqdito regulate hostiChip
communications. The FLW parameter is set to retleetpreferred flow control mode.

The software-driven flow control protocol is defthas follows:

1. While the host is transferring the binary atngfollowing the +iIEMB, +iSSND, or
+FSND prefixes, iChip issues WAIT* control character when it needs to pause the
host. The host application is required to moniteiserial receive line and pause the
transmission when &VAIT control character is received.

2. To resume the host transmission, iChip issu€ONTINUE' control character. The
host is required to monitor its receive line afiemg paused in anticipation of this
control character. Once received, the host mighticoe to transfer the data stream.

3. If an error occurs during the Internet sessibile the host is transferring the data
stream (or while paused), iChip issues BRROR* control character if some error
occurred. Immediately after issuing this contrahu@cter, iChip aborts the Internet
session and issues dfERROR (error number)‘ string. The host must cease
transmitting the data stream when tBRROR' control character is received.
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The control characters are defined as:

Control ASCII Dec | ASCIl Hex | Mnemonic
WAIT 22 0x16 SYN
CONTINUE | 24 0x18 CAN
ERROR 5 0x5 ENQ

Table 18-1 Software Flow Control Characters
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18.2Software Flow Control Diagram in Binary E-Mail Send

ISSUE AT+HEBA, <sz>

i

Yes
N 0 S7>256

a4
i

Send <sz> Bytes

h h i

i Wait for If
oK » Send Next Byte

D

_ No
f_f Evn?)ltr(fr?r:r% 4—YES Erorcoder >4 Wait code? ~CES <
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=z
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Yes Emmor code?

Continue No
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Figure 23-1 Software Flow Control in Binary E-Mail Send
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.3 Software Flow Control During A Socket Send

When a WAIT control is sent to the host during ek&b sendAT+iSSND) command, it
is automatically followed by aRP4socket status report in the following syntax:

I/(< sockOsz >,< socklsz >,...,< sock9sz >)<CR/LF>
See theAT+RP command for a full description.

While the host is waiting for the CONTINUE contrdlmay analyze the sockets' input
buffer status. If the host detects a need to erezsocket receive command to empty one
or more socket input buffers, it may escape theectiiSSND command by issuing a
_Pause’sequence immediately after receiving tlEEONTINUE' control.

The _Pause’sequence is defined as: half a second of silerlmaied by ¢-- ) (three
consecutive minus sign characters). iChip respbygeematurely terminating the SSND
command, including flushing the current sockehd (%) flag is specified. Following
this, the I/OK message is issued and the host ssaeithe requireBRCVcommand in
addition to any other operations it needs to execlite host may return to the pre-
empted socket at any time and issue a new SSND eochio send out the balance of
data.
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.4 Software Flow Control Diagram in Socket Send

ISSUE

AT+iSSND:<hn>,<sz>:

}

No

Send <sz>

A 4

Wait for /OK
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o
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No
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A
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I/Error(M~
y

A
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Send Next
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End

Yes
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Pause?
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Figure 24-2 Software Flow Control in Socket Send
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.5Host = iChip Hardware Flow Control

As an alternative to the software flow control noethwhich requires some software
attention on behalf of the host, iChip offers adwaare flow control mode.

This mode is selected by setting iChip‘s FLW paregnBit 0, using theAT+iFLW
command. Note that to set FLW Bit 0, the ~CTSH dige&ds to be LOW (enabled),
otherwise iChip returns I/ERROR (063). This conw@msafeguards iChip from lockup,
which may arise if FLW Bit 0 is set while the ~CTSlHdnal is constantly HIGH.

For hardware flow control to operate properly, #&l'S and ~RTS signals between the
host and iChip UARTS must be interconnected.

The iChip ~CTSH and ~RTSH signals can be short@if¢omvent hardware flow
control.

Under this mode, iChip assumes that the host tressgon might be paused by de-
asserting the ~CTS signal. The host must adheres@onvention. Most UARTS support
hardware flow control. However, if this is not tbase, iChip‘s ~CTS signal must be
monitored by the host software on a general purpGse

The host can also pause iChip by de-asserting iTs$S<Ignal.

If a transmission error occurs during processing sénd comman&EMB, SSNDQ
TBSN, ESND), iChip accepts all remaining characters pertgitnanthe current command
(as specified by thesz> parameter) before returning the relevant I/ERR€@$ponse.

EE—————
HosT | RTS—— ~RTSH
T e I
~Rx ~Rx

Figure 24-3 Minimum Hardware Flow Control Connectso

iChip
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Remote Firmware Update

.1 Introduction

iChip accepts remote firmware updates from an H®T PTP server. The firmware
update is stored as an .imz file on the host seawdrdownloaded by iChip acting as a
client. iChip replaces its existing firmware witietnew one through a special application
that is part of the .imz file. This method is espl¢ convenient when managing

firmware updates in a globally distributed instadise of internet-enabled devices.

.2Updating Firmware from a Remote Server

This method involves placing the firmware updatez.file on an HTTP or FTP server.
iChip has the provisions to use its respective H6rFTP client to download the
firmware update file and perform the update process

Before the actual remote firmware update commandeassued, the following
parameters must be set:

» USRV — Defines the protocol to be used (HTTP oPJ;Tand the name of the host
on which one or more .imz files are stored.

» UUSR — Defines FTP user name (FTP only).
= UPWD — Defines FTP user password (FTP only).

» UEN — This flag indicates whether iChip updates formware version that is newer
than the currently installed one only, or to amgnfivare version it finds.

In addition, an appropriate .imz firmware update fhust be placed on the remote server
at the location specified by the USRV parameter.

Once the above parameters are defined, the firmwadate process can be initiated by
sending the following command to iChip:

AT+RFU

iChip returnd/OK to acknowledge receipt of the command. As the wpdeicess may
take up to 4 minutes to complete, iChip issueBWRDATE message to notify the host
that it is in the process of updating its firmwarée host must allow for an extended
delay period until iChip completes the process.é&cmmpleted, iChip re-boots the new
firmware and issues dfDONE message when in dialup mode.

Several safeguards have been instated to ensuce@ssful firmware update. The
firmware update file is structured by Connect Oma specific format, which allows
iChip to authenticate its origin as a legal firme@anage. iChip also verifies that the
firmware update is the correct version for its laace environment. iChip rejects an
update file if it contains an image that is ideatio the one already installed.

The remote firmware update procedure is detailéale
1. iChip downloads the new firmware imz file.
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N

If the download fails, iChip returns an emoessage and continues to work as before.

w

If during the download iChip is going overeset cycle (SW or HW), iChip re-boots
and executes the old firmware.

If the download is successful, iChip authatgs the firmware image file.
iIChip replaces the old image with the new iag

If the replacement process fails, for exandple to power failure, iChip re-boots
from boot loader in the flash memory and re-trles teplacement process until
successful.

7. If the replacement process is successful p@nboots and executes the new
firmware.
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.3+IRFU — Remote Firmware Update

Syntax: AT+RFU

Downloads and updates iChip firmware from a remote
HTTP or FTP server. The value of the USRV paramister
used to determine the remote server from which to
download the firmware. The value of the UEN flagised

to determine whether to update any firmware version

only a version that is newer than the one alreastalled.

In addition, if an FTP server is specified for déead, the
UUSR and UPWD parameter values are used to determin
FTP user name and password.

Result Code:
I/OK To acknowledge successful receipt of the command
I/IERROR Otherwise
Followed by:
I/UPDATE If a qualifying firmware update .imz file is found
I/IERROR Otherwise
Followed by:
I/DONE After successfully updating new firmware in dialmnoede
I/IERROR Otherwise
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2 iIChip Parameter Update

2 .llntroduction

The iChip remote parameter update file allows useremotely modify various non-
volatile parameters in iChip products. The filearsASCIl-formatted text file, edited by
the user or created by a dedicated application fildie size must not exceed 10k.

The remote parameter file (RPF) naming convensodilename-.rpf. If a parameter is
assigned a legal value within the file, that valkejglaces the current value in iChip‘s non-
volatile parameter database. A parameter valuashmtt referred to in the file, or that is
not defined using the correct syntax rules, spettifielow, does not affect the current
parameter value.

2 .2Remote Parameter File (RPF) Structure

The RPFfile must include the lettefRP_|| as its first 3 characters, and can include
additional header lines (defined below), as welasous parameter assignments.
Assignments follow the rules defined for parametdtings, but excluding the AT+i

prefix. For example, to assign the valghameto the POP3 mailbox name parameter,
the correct assignmentMsX=mynameTl his is equivalent to the host sending
AT+iMBX=mynameto iChip. Each line, terminated with <CR>/<LF>, gamntain one
assignment only. The order of assignments is nporant, except for the RPF header
parameters, which must be first and must followhbader definitions below. After the
first non-RPF header parameter, additional heaalempeters are ignored.

Comment lines can appear anywhere in the file. Cenriine syntax is defined as:
#<anything >CR/LF

The first line in the file that is not a commemidiis considered the authentication header
line and must have the following syntax:

RP_[GROUP=string ><space_character >][RP_DEST=<string >]CR/LF
The remainder of the header must contain lines thighfollowing syntax:

<header_parameter_name >=<general_parameter_value >CR/LF
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2 .3Header Parameter Names and Values

Name Value Default
RP_DEST Single NONE
RP_GROUP string, no | \ioNE
space
characters
RP_START_FROM_FACTORY_DEFAULTS YES/NO | NO

Table 26-1 Header Parameter Names and Values

RP_GROUP— If the RPF Group Name parameter contains a véheeRPF file

must include an RP_GROUP definition and its valusste identical to the RPF
value. Otherwise, the parameter update file wiltdjected. Nevertheless, if the RPF
parameter is set to the special value (*) (matgl),ahe RPF file will be accepted
with any value of RP_GROUP, as well as without aalye at all. The RPF Group
Name parameter can be viewed and changed by semd&t+iRPG?command to
iChip.

RP_DEST— If the RPF file contains this parameter, the peeter update file will

be rejected unless the value given in this paranieidentical to the unique ID of the
IChip it was sent to. The unique ID can be viewgdénding arAT+IRP5 command
to iChip, but cannot be changed. This feature itatds sending a parameter update to
a specific iChip controller only.

RP_START_FROM_FACTORY_DEFAULTS — This flag defines the initial
value of parameters. A YES value will initially tege all iChip parameters to their
factory default values before processing the new RP values.
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2 .4Uploading A Parameters Update File to iChip

By default, receiving and processing a parametedsite file is disabled in the iChip. To
enable this option, the RPG parameter must besatrhe value. If a value other than (*)
is set, the value must match the parameters ufitaiRP_GROUP value. This feature
facilitates group updates, and can be used assa/pa$to secure parameter updates.

A remote parameters update file can be uploadedhip using iChip‘s internal
configuration site.

The nonvolatile parameter RPG controls the paranug@ate. If it does not contain a
value, the update process is effectively disaldfaticontains an (*), it is fully enabled. If
it contains a value, the update process is resttittt RPF files containing that value in
the RP_GROUP header parameter.

Note: See Appendix B for a sample RPF file.
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2 iIChip Embedded Web Server

2 .llntroduction

iChip includes a web server that handles HTTP 110Akb interactions independently of
its host processor. It allows system designeraitiol bveb-based products, which can be
remotely monitored, configured, and managed vidrternet using a standard web
browser interface.

iChip devices host two on-chip websites storedan-wolatile memory. One website is
inherent to the iChip firmware and dedicated toipgGtonfiguration and maintenance.
The second site is uploaded to iChip for devicdiegion use. This website can include
multiple linked HTML pages, links to external pagesages, graphics, Java applets,
WAP pages, and more. A special facility allows web pages to include references to
the embedded application’s variables.

iChip‘s embedded web server is designed to integréth the existing iChip-to-host API
methodology based on Connect One's AT+ commaretfete.

2 .2Features

= Responds to standard web browser GET and POST aadsissued on port 80.
= Supports up to three concurrent remote browsers.
= Serves on-chip HTML pages stored in non-volatienmory.

= Canincorporate WAP pages to allow browsing iChipebsite using an Internet-
enabled cellular handset.

» The internal iChip configuration website suppaemote iChip parameter
configuration, remote iChip firmware upload, anthcge application website upload.
This is achieved using a standard web browser.iQursition access is protected by
an SHA1-encrypted password mechanism.

= Supports monitoring and controlling the host dewising a pre-defined set of
parameters embedded within the application welfsise SHA1 password
protected).

= Allows OEMs to design their own embedded webssiegistandard web authoring
tools along with Connect One'‘s windows-based weljsiicking utility.
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21.3Web Server Modes

Two web server modes are defined as (see figure below):
=  1Chip configuration mode
= Host interaction mode

Each of these modes 1s supported by a dedicated website and a parameter access
password.

The 1Chip configuration mode allows remote 1Chip configuration. It encompasses web
interactions between 1Chip and a remote browser to carry out 1Chip parameter
maintenance and 1Chip firmware and application website uploads. The host processor
does not take part in the interactions under this mode. Moreover, the host processor is not
required at all for this mode to operate. Once an 1Chip is online and in possession of an IP
address, any remote browser may surf to the 1Chip and update its non-volatile parameters
without the host‘s involvement. The iChip configuration site is located at:

HTTP://<iChip_IP_Address>/ichip/

In Host interaction mode, 1Chip 1s used to host, serve, and manage web interactions with
a remote web browser on behalf of the embedded device‘s host processor. The host gains
access to the web-based parameters via AT+ commands sent to 1Chip through the seral

connection.

= R

e T S . S .
1U P COIN EUT 411011 V1iodae

o mmm o e - A
] 1
] 1
; ¥
. Modemy/
HOST <r‘-—’\ iChip N LAN Browser
: 44 !
Embedded System ¢ | : :______________________________________________________;
Host Interaction Mode

Figure 27-1: iChip Web Server Modes

21.4The Application Website

The application website is stored in non-volatile memory. It consists HTML code, which
can include links to local or remote web pages, graphic images, text files, Java applets,
WAP pages, and more.

Device manufacturers can design their own embedded website using any web authoring
tool. The iChip implementation supports a maximum website size of 64K. The site is
uploaded to 1Chip through the serial connection, or through 1Chip‘s configuration
website.
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2 .5Parameter Tags

iIChip and host real-time parameters can be reféa@uthe embedded websites through
the use of Parameter Tags. When Parameter Tagéaaesl in an HTML web page,
actual values are sent by iChip‘s web server corappowhen the page is served out.
Parameter Tags are also used to change correspqratimmeter values from a remote
web browser. Syntactically, Parameter Tags arenpetex names enclosed between two
(~) characters. If the (~) character needs to beidse in a Web page, two consecutive
(~) characters must be used (~~).

The iChip Internet configuration parameters defimethe AT+i API retain their name
when used as Parameter Tags. For example, the ofalbeTOAAT+i parameter (Send
to E-Mail Address) may be referenced in the weldsjte TOA~.

Host Parameter Tags defined by the parameter ngar@r®, may be referenced in the
website using ~garant~. paran® can be any freeform parameter name consistiag of
single word that does not include blanks or iCheprditers. For example, a parameter
reflecting a temperature reading can be cdbedperatureand referenced in the website
as temperature.

2 .6iChip Configuration Mode

IChip configuration entails monitoring and updati@dip parameter values. By making
use of iChip's inherent configuration website, &hip device can be configured
remotely using a standard web browser in additopeing configurable locally using the
Ymodem protocol over the serial link, via PSTN imadem environment, or remotely
via e-mail. The iChilRPGparameter is used to password-protect remote iQdnigmeter
updates. See Security and Restrictions.

The configuration site includes web forms to monéond update most iChip parameters
and an upload page consisting of file upload forlwe that, the following iChip
parametersannotbe configured remotely and are therefore not disgalaon iChip‘s
configuration website:

=  WiFi security parameters
» Fast USART parameter (BDRD)
» Analog-to-digital converter (ADC) parameters

Each upload form allows file uploading using theAOmethod for a single file. The
forms support uploading the following files:

» Firmware update *.imz file
= Parameters update *.rpf file
» Packed application website *.img file

When new firmware (*.imz file) is uploaded to iChighip submits an acknowledgment
page to the browser, after receiving the complatezfile, and then goes offline and
updates its firmware.

In some rare cases, iChip's internal configurati@ipsite may be accidentally corrupted.
This happens when iChip fails to complete a rerfiatevare update process via web. To
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resolve this problem, iChip includes a recovery siteh This website allows a user at the
remote browser end to upload the .imz file agaiargrer to restore iChip‘s internal
website.

iIChip‘s configuration site is located at:
HTTP://<iChip_IP_Address>/ichip/

2 .7Host Interaction Mode

Host Interaction mode allows OEMs to design andieément a product-related
embedded website that is managed by iChip on beh#ie host. The host-defined
embedded website supports live host parameter ororgtand updating by a remote
browser. This is achieved by a dynamic AT+i layaplemented across the serial link
between the host and iChip.

The application developer creates a website usingentional web authoring tools. The
HTML or WAP files can then be edited to containdaeter Tags. Parameter tags are
regarded as placeholders in HTML or WAP files. They replaced on-the-fly with real-
time values as the page is served to the browsewd#rs may also change values of
Parameter Tags in order to submit the value batkedost via iChip. This is done by
defining the Parameter Tag in the NAME field inlihiML FORM (without the (~)
characters). The iChig/PWD parameter is used to password-protect remote Ptgame
Tags update. See Security and Restrictions.

Once a website is created and Parameter Tags ited &g the site is packed and
uploaded to iChip. The website is linked into t6&ip firmware, automatically
expanding the existing AT+i command set to encompias website Parameter Tags.
This happens when the web server is activated usagWWW command.
Extended AT+i commands have the following syntax:

> AT+i< param >=<value >

> AT+i< param >?

for setting and querying Parameter Tag values easely.

For example, the ~temperature~ Parameter Tag refenlén a web page, can be set
using:

> AT+itemperature="45 Deg.’

and queried using:

> AT+itemperature?

When the host issues a Set Parameter Tag Value and)nChip links the updated value
to the Parameter Tag and stores it in its inteR#e\1. In response to a browser's GET
request, the real value is substituted everywhetka page where the Parameter Tag
exists while the page is being served, on-the-fly.

Parameter Tag values are printable ASCII text. Thrsvention allows implementing any
part of an HTML or WAP page as a parameter tag:aninwvalues, links, file names,
HTML code, etc. A Parameter Tag value is limite@%® characters.
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Parameter Tag values can be changed and submttadHhe browser end using HTML
forms. iChip stores the updated values and respappiopriately to host AT+i parameter
query commands. Thus, the host can poll specifiarpaters for value changes. Status
Report 7 AT+iRP7) can be used to facilitate polling on all applicatweb parameters.
RP7 returns a bitmap result, where bit 10 is sefltd one or more application web
parameters have been remotely changed. The iChipADRDY signal is an associated
hardware signal that can be used to generate emupt on the host CPU when new data
has been buffered in iChip. The ISR can issue antBEetermine if the new data is a
result of an application web parameter change.

The ATHWNXT command can be issued to scan through the applicatb parameters
that have been remotely updated and not yet retlidy the application.

The iChip application site is located at:
HTTP://<iChip_IP_Address>/

2 .8Website Creation, Packing, and Uploading

Device manufacturers can design their own embedadsite using any typical web
authoring tool. A website can include one or mdaesfresiding in a dedicated file
directory structure on the designer's PC. The tagtrdorectory of this structure is
referred to as the websiteot directory. The root directory must contain an HTigkhge
named index.htm, which serves as the default hage.p

Before downloading the website to an iChip devibe,entire website needs to be
packed. In order to pack the site into an uploaslabbge file, the designer must run
Connect One's web packing utility and specify thetrdirectory of the site. The utility
packs all files in the root directory and its sutérs in a format suitable for iChip. If the
site contains Parameter Tags, the user is prontpteater a maximum value length for
each Parameter Tag. Any Parameter Tag specifiédanero length value will not be
included in the resulting packed file. After theeubas entered all parameters max value
length, the user is prompted to specify a destindtr the packed file.

The following restrictions apply when creating thecked website:

» The length of a single Parameter Tag must notezk2&6 characters.
= The sum of all Parameter Tags' value lengths masexceed 8K.

= The total packed file must not exceed 64K.

To take effect, the packed website file needs tagdeaded to iChip. This is done
through iChip‘s configuration website over the hmiet.

2 .9Manipulating Variables in the Application Web  site

The application website is composed of HTML or Willés, which may contain links to
internal or external websites, Java Scripts, VBo$ergraphic files, and more (See list of
supported file types). Using Parameter Tags, tlge gan also be used to dynamically
display and update values of iChip‘s configurafp@mameters and device-specific
Parameter Tags in the manner described above.
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For example, to display the current value oflteadlineweb parameter, enter
~headline- anywhere on the page, as in the following example:

<HTML>

<HEAD>

<TITLE>SAMPLE PAGE</TITLE>
</HEAD>

<BODY>

<hl>~headline ~</h1>
</BODY>

</HTML>

When serving this home page, iChip‘s web servdaogs the keadline- string in the
served page with the current value of that paramete

-5

For example, if the host issues: =& = e = =

Eok - = - DA A Amach GiFveres Phey | D-IW-TE S
g\ Chie o

[P e 3 oe |Jumn

AT+i headline ="Helloworld” ' |
Hello world

a browser pointing to iChip‘s
URL address will display the
image as seen on the right.

To update iChip configuration
parameters via the web page,
simply use iChip‘s parameter
names (excluding the AT+i prefix
in an HTML form.

For example:

=
[5i e
<HTML> o B 0 Ry B EO AR | 0] 0 51 Al o1 3/ 5l 1E5 3 ] 21| WTBOH 3

<HEAD>

<TITLE>SAMPLE PAGE</TITLE>

</HEAD>

<BODY>

<FORM METHOD="GET' ACTION=">

Dial To:<INPUT type="text’ name="ISP1’ value="~ISP1 ~'>
<input type="submit’ size='8' value='Submit'>

</[FORM>

</BODY>

</HTML>

Note that the variable name is used in the NAMHEfierhile ~gparameter nante~ is
used to display the current value.

After activating SUBMIT, the browser issues a GE&fenand to iChip‘s web server that
includes the parameter's name and the new valwzezhin the form. The page is then
served to the browser again with the updated values
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In addition to specifying iChip configuration paraters and Parameter Tags, it is also
possible to display iChip reports and iChip‘s MA@deess. For example:

<table>
<tr>
<td width=250><b>MAC Address: ~MACA~ <b></td>
</tr>
<tr>
<td width=250><b>Bootblock Version: BBIC~RP3~</b> < /td>
<td width=400><b>Firmware Version: ~RP1~</b></td>
</tr>
<tr>
<td width=250><b>Serial Number: ~RP5~ </b></td>
<td width=400><b>Hardware Version: ~RP0O~</b></td>
</tr>

</table>

2 .10 Security and Restrictions

The authorization to view and update iChip‘s confagion parameters, firmware, or
application website via the web can be passwortepted using thAT+iRPG parameter
(Remote Parameter Group/Password).

When the RPG parameter in an iChip device contawealue, it is considered a password
that restricts remote iChip parameter viewing/upgaBy default, iChip‘s configuration
site can be viewed (browsed), unless the Secuiggiide Mode (SDM) bit 3 is set, in
which case the user is authenticated by submithiadRPG value. To enable remote
updates, a distant user is always authenticatedibmitting that value. The iChip
configuration site includes an authentication fahat automatically pops up on the
remote browser when parameter updates are attendfitegpassword submitted through
this form must match the actual value of iChip'sdbRPG parameter. Otherwise, remote
value updates are rejected.

iChip uses the industry standard SHAL algorithrauthenticate the remote user.
According to SHAL, the password typed into the aatitation form is not literally
communicated back to iChip. Rather, a SHA1-enc/pd&en is transferred. To achieve
this, iChip‘s web server sends a JavaScript, wbhatbulates SHAL encryption at the
browser end together with the authentication faf@hip also issues a different random
number, used as part of the encryption key, eash fiuthentication is required, to
eliminate the possibility of impersonation baseceamesdropping to a legal
authentication session.

If the RPG parameter is empty (AT+iRPG=remote iChip configuration parameter
update is fully restricted. In other words, it @t possible to update configuration
parameter values using a remote browser. Conveigélg RPG parameter contains an
(*) character (match any), the configuration partareecan be updated freely, without
requiring authentication at all.
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The Parameter Tags defined in the application welse secured from remote updates
in the same manner as the iChip configuration patars. In this case, the authentication
password is stored in iChip‘s local paramé&&?WD (Web Password). If the WPWD
parameter contains a value, a remote user neesisu®this value as an authentication
password in order to gain update access to thecapiph level Parameter Tags. Like in
the case of the RPG parameter, if WPWD is emptyliegtion level Parameter Tags are
fully restricted, whereas when WPWD contains anpdates are unrestricted and
authentication is not required.

When authentication is required, iChip‘s web seaugtomatically issues an
authentication form to the remote browser in respedn an attempt to update Parameter
Tags. This procedure allows the application sitm¢tude HTML submit instances
anywhere in the website without worrying about alghentication process.
Authentication is automatically activated dependinghe local value of the WPWD
parameter.

Authentication needs to be submitted only oncespssion in order to enable browsing,
Parameter Tags, or iChip configuration updatesadudition, authentication automatically
expires after 10 minutes of inactivity.

2 .11 Parameter Update Error Handling

An attempt to assign an illegal value to a paramsikfail and a string containing the
relevant error message will be stored in a spé&Clap Parameter Tag named WST (Web
Server Status). This value can be displayed ip#ye as any other parameter value
(using WSF). For Example:

<b>Update Error Message: ~WST~</b>

2 .12 File Types Supported by iChip’'s Web Server

= The following files can include parameter tags:
HTM, .HTML, .JS, .VBS, .INC, .STM, .XML, .XSL, .HC,.CSS, WML, .WMLS,
XHTML

= The following files cannot include parameter tags:
.CLASS, .GIF, .JPG, .PDF, .DOC, .PPT, .BMP, .X\SMLC, .WMLSC, .WBMP
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2 IChip RAS Server

2 .llntroduction

iIChip features an internal Remote Access ServelSRAat allows a remote dialer to dial
into iIChip using an active modem platform. Whenfgpmed as RAS, iChip answers the
incoming call and negotiates a PPP connection.

IChip‘s RAS supports acknowledging an IP addregsest from the remote dialer side,
as well as assigning a default IP address. Onceathieection is established, the client
can browse iChip‘s website. (If the AWS paramesesat to a non-zero value.) All other
iChip IP protocol functionality is also enabledpaling the host to issue Internet
protocol AT+i commands based on the PPP connedtiote, however, that since iChip

is not connected to an actual ISP in this modeip@bes not have access to the public
Internet and thus only direct connections betw&dmnp and the connected PPP client are
possible.

2 .2RAS Parameters

Three parameters govern the use of iChip‘'s RASeserv
RAU RAS Login User Name

The RAU parameter defines the allowable user nam®§in purposes
when iChip answers an incoming call as a RAS. Eneote dialer must
specify the correct user name and matching passwwandler to
successfully complete the PPP connection. Thisnpater must have a
non-empty value for the RAS feature to be enalll#berwise, when RAU
is empty, iChip‘s RAS is effectively disabled. WheAU contains the
special character (*), RAS is enabled but no autbation is required.

RAP RAS Login Password

The remote dialer must provide the correct passwoaider to
successfully complete the PPP connection. WheR &R parameter is
empty or contains a (*), any password string isspted, in effect
nullifying the authentication process.

RAR Number of RINGs before picking up the line.

When the RAS feature is enabled, the RAR parantetianes the number
of RINGs that must arrive before iChip picks up line and transfers
control to its RAS.
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2 .3 RAS Theory of Operation

When a remote client dials into iChip, the modemN®Istrings are transferred by iChip
(which defaults to transparent mode) to the hogtelthe RAS feature is enabled (RAU
contains a value), iChip picks up the line and nia¢gs a PPP connection by issuing the
ATA (modem) command after RAR RING strings haverbeseeived.

If the host chooses to manage a direct (modem-tdem@ data connection, it can pick up
the line before RAR RING strings have arrived lspisag the ATA modem command.

During RAS PPP negotiations, iChip will replies pto (+++) (escape sequence) and
AT+iRPn commands. Specifically, iChip replie€onnecting a®AS|| tothe AT+RP2
(iChip status) command. The escape sequence aaseldeo abort the RAS session at
any time. The AT+iRP2 command is the only meangHerhost processor to determine
that a PPP session is in progress. iChip manageRAIS protocol internally and does not
transfer any information to the host. Any other caamds received from the host are
disregarded by iChip.

Once the PPP connection has been fully negotiatddestablished, iChip responds to all

AT+i commands as when it is online. Specificall@hip replies—RAS Gnneted|| to the
AT+IRP2 command.

As part of the PPP negotiation, iChip assignsfitbel default IP 192.168.0.1 and
allocates 192.168.0.2 as the client IP. HowevVéhg client requests a specific IP, iChip
always grants the client’'s request and uses tkatiIP minus 1 as its own IP.

The following restriction to the minus 1 rule aggli If the IP requested by the client
minus 1 is an IP address that ends with 0x00 obBx the last nibble, iChip assigns
itself with the client's IPlus 1 instead of minus 1. This is done to assure tieatR that
iIChip assigns itself never violates the rule theftrees that a network or host IP segment
may not be all binary 1's, nor all binary 0's.

After a RAS PPP connection is established, iChtpmatically activates the internal web
server, if the AWS parameter is set to a non-zatoer Thus, the remote client can
browse iChip‘s website.

2 .31 Auto PPP RAS Mode

IChip allows combining RAS and direct modem-to-mmdsommunication sessions. A
special mode, named Auto PPP RAS, supports dialioghe iChip with a PPP dialer or
a regular modem.

Auto PPP RAS mode is enabled by enabling RAS naodiadding a +100 offset to the
RAR parameter, where RAR>-100] determines the number of RINGS after whichip
automatically picks up the line and negotiates B E&hnection. The host processor can
instruct the modem to pick up the line beforehapdsbuing the ATA (modem)
command or by setting the modem to auto-answer las than [RAR>-100] RING
strings. This is normally done in order to managkrect modem-to-modem (non-PPP)
communication session.

When iChip is in the Auto PPP RAS mode, it monitibes data stream following the
modem CONNECT line. If the first character transedtby the remote end is (~) (OX7E),
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iIChip defers to PPP negotiation. The (~) is thedastracter transmitted to the host end to
signal that iChip has taken over the negotiatifon this event, iChip continues to
negotiate a PPP connection internally in a maningias to the procedure that occurs
when iChip picks up the line after receivinBAR> RING strings. If, however, the first
character received from the calling end after t@NGIECT line is not a (~) (OX7E),

iIChip remains in Transparent mode, and a regulatemsto-modem data session takes
place.

2 3.2 SerialNET Mode

The RAS can also be enabled while iChip is in $deamode. In this case, however, the
modem RING strings are not forwarded to the hosalsgort. Once the PPP connection
Is established, iChip proceeds to act as it wofikt aeceiving a RING event and creating
a PPP connection to a remote RAS server. Thatliseaing socket is established on the
LPRT socket, available for a SerialNET connection. Tirsvides an alternative means
to wake-up a SerialNET server device.

2 3.3 Lost Carrier

When iChip is online as a result of a RAS connecéind the carrier signal is lost (due to
an error or due to the PPP client closing the comm), iChip checks if the host used the
PPP connection (tried to open an Internet sessian)g the connection. If the host did
not use the connection, or iChip was in SeriaINEJd®) iChip silently performs a
software reset and no indication of the disconoeds given to the host. Otherwise, if
the host did use the connection, iChip acts dssfis a regular session created by the
host that was terminated with a lost carrier sigihhk error code is returned to the host
on the next command that requires the use of thaemiion and only then will a software
reset be performed.

2 .34 Restrictions

Modem RING strings are not detected while the bhatel between iChip and the host is
not yet established. This means that in order éotlis RAS feature, one of the following
must apply:

» BDREF is set to a fixed value (3-9 or h).
» [Chipisin SeriaNET mode with its baud rate defil by the SNSI parameter.

= Ana orAwas previously received from the host serial pod &hip has determined
the host's baud rate.

In addition, Modem RING strings are not detectee&mwIChip is in Modem Command
(MCM) mode.
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3  File Transfer Protocol (FTP) Theory of Operation

3.1 Introduction

The FTP client component in iChip extends iChipsegral-purpose sockets to
incorporate an additional, dedicated socket for B€tvities. From the host's
perspective, the FTP capabilities are a logicatmsion of the capabilities of e-mail and
direct socket manipulation.

As in all other iChip protocol implementations, hos/olvement in the specifics of FTP
is minimal. iChip needs to deal with non-standaf# Fssues, such as possible
differences between FTP server responses, on its Mwiti-stage FTP protocol
sequences are atomized under iChip control to nogirromplexity and need for host
processor intervention.

The FTP protocol is described in RFC 959.

3.2 iChip Family FTP Client Command Set

= Open FTP link to FTP Server

= Retrieve File List from Server

= Change Directory on Server

= Retrieve File Contents from Server

= Open a New File on Server

= Open an existing File on Server for Append

= Send Binary Data to an open File on Server

» Close a File on Server After Binary Data Send
= Delete File on Server

» Close FTP Session

3.3 iChip FTP Client Operation Mode

FTP specifies several operational modes. The RH€foaa minimum implementation,
which should be observed by all FTP servers. iCbgtricts its operation mode to the
minimum implementation to assure best intersystempatibility.

Character Types: ASCII Non-print
Structure: File
Mode: Stream

3.4 FTP Command Socket

The FTP command socket is normally on port 21 (debiof an FTP server. However,
other ports can be specified to support speciasas
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23.5FTP Receive Flow

Issue:
ATHFRCV Command

Return /ERROR >
Return JERROR )

Accumulate
Quiet Time

Next chars.
I'ERROR?

(Re‘rurn I/ERROR

D

<§7> YES
equals 0 ?
| Accumulate
T Quiet Time
i X NO
NO . .
S FTP Data FTP Data NO
Available? Available?

Next chars:
IVONLINE or
LERROR?

Retrieve FTP Data Retrieve FTP Data

v
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Decrement <sz> Reset Quiet
¢ Time
Reset Quiet
Time NO
Return
LONLINE or FERROR
YES

Figure 30-1 FTP Receive Flowchart

AT+ Programmer‘s Manual Version 8.32

23-2



Telnet Client Operation

Telnet Client Operation

There are four operation modes for most Telnetiegipbns, namely, half-duplex,
character at a time, line at a time, and line mode.

IChip incorporates two methods to send data to¢h®te Telnet server: One line at a
time, namely, an AT+i commangiT SND) is used to send a single (CR/LF terminated
line to the Telnet server); and Binary Transmissghere an AT+i command-(TBSN)

is used to send an arbitrary amount of binary data.

Data is retrieved from the remote Telnet servat ssmade available. Embedded Telnet
options in the server's response stream are stitipgeChip before being turned over to
the host.

Telnet specifies many operational options. iChgirrets its operation mode to the
minimum implementation to assure best intersystempatibility.

Following are the Telnet options negotiated by hi

Option ID Name Val RFC
1 Echo OFF 857
3 Suppress go ahead | Suppress 858
24 Terminal type VT100 1091
31 Window size Whatever 1073

Any other options negotiated by the Telnet serverajected by iChip.
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2 Secure Socket Protocol Theory of Operation

2 .llntroduction

iChip implements an SSL3/TLS1 client socket conimectiWhen connecting to an
SSL3/TLS1 server, iChip negotiates an SSL3/TLSiseconnection. During the
negotiation process, the server identifies itsethe client (iChip) by sending a
certificate. The certificate's main purpose is llowa iChip to determine that the server is
indeed the server it claims to be.

To fulfill its purpose, the certificate containetkerver's ID information (name, address,
description, etc.) and its public key. It also @ns$ a digital signature, signed by a third-
party called a Certificate Authority (CA), whichtaenticates this information. The client
must trust the CA in order to accept its signature certificate. Furthermore, the trust
relationship between the client and the CA mustdiablished prior to the
communication session and preferably using altermedthods. iChip‘s CA parameter is
used to store the CA's certificate. Once a tru§tééks certificate is stored on iChip, it

will accept certificates signed by that CA from SBLLS1 servers it connects to.

2 .2Generating Certificates for Use with Servers

The most common way to obtain a certificate isug bne from a commercial certificate
authority. This results in a public key that hasribdigitally signed by a trusted third-
party. Any clients receiving this certificate cam $ure they are communicating with an
authentic entity. However, in a trusted environmérns possible to create an in-house
CA and to self-sign the certificate.

Commercial CA's are usually preferred when conmegcto multiple unknown servers.
However, in distributed system configurations whaoe more than a handful of secure
servers are deployed; an in-house CA is probablyerappropriate and just as secure.

Several free software packages are available foergéing certificates. The following
sections describe how to use the standard Open&3dage to generate certificates. They
contain instructions on how to obtain your own ifiedtes suitable for use with servers

to which iChip will connect. Furthermore, most F3é&tvers that support SSL3 include a
certificate generation utility that may be usedjémerate self-signed certificates. The
self-signed certificate is part of the FTP serveosfiguration and may also be loaded
into iChip to allow it to connect to that FTP sarusing SSL3 secure sockets.

2 .3Using the OpenSSL Package to Create Certifica tes

OpenSSL is a widely used SSL toolkit availableffee download at
http://www.openssl.orgThe SSL toolkit contains source code that cacdmepiled for
Unix, Linux, or Windows. Pre-compiled binaries atso available for these platforms.
OpenSSL comes with a command line utility for gatiag keys, creating CA's, and
creating certificates.

The following instructions assume the OpenSSL pagekeas been installed and
configured properly on your machine. The instrugsiovalk you through using OpenSSL
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to create an in-house Certificate Authority, sigmuyown certificates, and generate the
proper requests in order to receive a signed watH from a commercial CA. The signed
certificates can then be installed on servers tizlviChip will connect in a secure
(SSL3/TLS1) manner.

2 .4Creating a Certificate Authority

The certificate generated using the following stegs be used in deployed systems, in
whichyou are the trusted authority. Users of these certékaan be confident of your
identity. For example, iChip devices communicatvith servers that are setup and
configured by the device vendor can secure theirmaanications using certificates
signed by the vendor-created Certificate Authority.

In order to store the files to be generated, craatew directory name@stCA.

Open a command shell (on Windows, emt®ad in the Start > Run dialog box). Change
the command shell's working directorytestCAand follow these instructions:

2 4.1 Creating the CA Environment

The creation of a CA produces several files thastrbe preserved throughout the
lifecycle of the CA. You can sign an unlimited nuenlof certificates using a single CA.
These files are written to each time you sign &faate.

1. Under theestCAdirectory create sub-directoriesrtsandprivate
2. Create a new file namedrial. In this file enter the numeral®1 and save the file.

3. Create an empty file namieulex.txt

2 4.2 Creating the Test CA Configuration File

Whereas you can enter all configuration informafioa command line, creating a
configuration file makes these steps easier toodpre and allows you to save the
options used to create a CA.

1. Create a new file namé&Acnf.causing a text editor of your choice.
2. Add the following basic CA configuration infoation:

[ca]
default_ca= CA _default

[ CA_default]

dir = /testCA

certificate = $dir/cacert.pem

database = $dir/index.txt

new_certs_dir = $dir/certs

private_key = $dir/private/caprivkey.pem
serial = $dir/serial

default_crl_days=7

default_days = 365

default_md = md5

policy = CA_default_policy
x509_extensions = certificate_extensions
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[ CA_default_policy ] commonName
= supplied stateOrProvinceName =
supplied countryName = supplied
emailAddress = supplied
organizationName = supplied
organizationalUnitName = optional

[ certificate_extensions]
basicConstraints = CA:false

[req]

dir = /testCA

default_bits = 1024

default_keyfile = $dir/private/caprivkey.pem
default_md = md5

prompt = no

distinguished_name = root_ca_DN
x509_extensions = root_ca_extensions

[root_ca DN]

commonName = Common Name # Server name or YOUR name
stateOrProvinceName = My State

countryName = US # 2 Letter Code

emailAddress = myemail@mydomain.com # Your Email Ad dress
organizationName = My Organization

organizationalUnitName = Organization Unit #UnitN ame (ie, section)

[ root_ca_extensions]
basicConstraints = CA:true

Note that botldir entries under [CA_default] and [req] must be seéhwpath to the
testCAdirectory created earlier. Tmeot_ca_DNsection can be changed to enter
information specific to your organization.

2 .43 Creating a Self-Signed Root Certificate

A certificate authority is essentially a self-signeot certificate. This root certificate is
used to respond to new certificate requests tdeeaigned certificate. In this case,
iIChip is both the CA and the originator of the dexate request, so no identity
verification issues exist. In a more typical sitaaf however, a CA can only be trusted if
it performs sufficient background checks into thigiaator of the certificate request to
verify its identity.
1. Setthe OPENSSL_CONF system environment arialpoint to the newly created
configuration file.

= On Linux\Unix, type the following:
OPENSSL_CONF=/testCA/CAcnf.ca
export OPENSSL_CONF

= On Windows, type the following:
set OPENSSL_CONF=C:\testCA\CAcnf.ca
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2. Enter the command for generating the selfesdgoot certificate (all text is a single
command typed on one line):

openssl req —x509 —newkey rsa:1024 —out cacert.pem —outform PEM

3. You are prompted to enter a PEM pass phrdss.ig your password to the CA
private key. It is essential for the security of #ystem that both this passwairth
the CA private key are kept secret.

An encrypteccaprivkey.penfile, which is the private key for the CA is novostd under
theprivate sub-directory. The self-signexdcert.pentile is stored under the top-level
testCAdirectory.

Thecacert.pencertificate can be used to sign new certificateiests as detailed in the
following steps. Alternatively, theacert.pencertificate can be used as-is in a server
system if the single level hierarchy is considesetflicient.

Thecacert.pencertificate has to be loaded into iChip‘s CA partanéo enable iChip to
trust and communicate securely with servers whesticate iscacert.penor that use
certificatessignedwith cacert.pen(see description on how to do that with the
iIChipConfig utility or using iChip‘s web server).

2 .5Signing a Certificate with a CA Certificate

2 .51 Creating a Certificate Request

Now that the CA has been created, you can usesigjtonew certificates. In this

example, iChip plays the role of the CA, the cexdife subject, and the end-user of the
certificate, so no trust issues exist. A typicalgass, however, involves communication
between the certificate subject (you) and a tru€tadUsually someone wishing to issue
certificates to end-users would generate a caatdicequest file and submit it to the
administrators of a CA. Once the administratorthefCA have determined the request to
be valid, a self-signed root certificate would 3ed to sign the certificate request and
create a new certificate to be returned to thermatigr of the request, and eventually to
the end-user.

1. Reset the OPENSSL_CONF environment variabledgalefaulbpenssl.cnfile.
Generating a request has nothing to do with a (Gfarbet is actually submitted. It is
safe to point OPENSSL_CONF to the default configarefile because it will force
the request command to prompt the user for alrmé&tion regarding the certificate
request. Set the environment variable to the defdeiby typing the following:

= On Linux\Unix:

OPENSSL_CONF=/OpenSSL/apps/openssl.cnf
export OPENSSL_CONF

=  On Windows:
set OPENSSL_CONF=C:\OpenSSL\bin\openssl.cnf

2. Generate the request with the following sirigie command and answer all questions
at the prompt:
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openssl req —newkey rsa:1024 —keyout myprivkey.pem —keyform PEM —out
myreq.pem —outform PEM

If you do not want an encrypted private key, adddedo the above command. At the
conclusion of this step two new files are creafidte myprivkey.penfile contains the
encrypted private key. This file must never be sianot even with the CA. The other
file is the certificate request filepyreq.pemwhich will be used by the CA to create the
final signed certificate.

2 .52 Using the Test CA to Issue the Certificate

The final step of the process is to use the CAsglied certificate to sign the certificate
and return it to the originator of the request {sat).

1. Reset the OPENSSL_CONF system environmenrdhlario reference the CA
configuration file again.

= On Linux\Unix type the following:

OPENSSL_CONF=/testCA/CAcnf.cnf
export OPENSSL_CONF

=  On Windows type the following:
set OPENSSL_CONF=C:\testCA\CAcnf.cnf

Make sure that the request file is in the currergatiory and run the following command.
The PEM password you are prompted to enter is &lsevword for the CA private key file:
openssl ca —in myreq.pem

You will be requested to enter the pass phrasth®CA private key that was generated

above. Enter the pass phrase to continue.

Answer_y‘ at the next two prompts, then at the conclusibthis step several files are
updated and a new certificate is created.

The new certificate can be found in textssub-directory. It is named as the serial
number it is associated with by the CA. The file b& renamed, but the .pem extension
must be preserved for clarity. Therialfile itself increments its count for the next
certificate request and tlidex.txtfile shows a record of the creation. The new
certificate file and thenyprivkey.penfile are now suitable for use by an SSL server to
which iChip needs to connect. As mentioned abdwejChip+iCA parameter must
contain the CA certificateacert.penused to sign the server's certificate.
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Remote AT+i Service

.1Introduction

The LATI parameter allows configuring iChip to maintain ancounication channel that
supports interacting with iChip from a remote logatusing the AT+i command set as if
the commands are administered through the locall gert. When LATI is set to a non-
zero value, iChip opens a TCP listening socketam 4. ATI>. In a dial-up

environment, this occurs only after the PPP conoeds$ established. This listening
socket can be used to connect to iChip‘s remotei A&nvice.

.2Remote AT+i Commands

When a remote client connects to iChip‘'s LATI sd¢ck@hip redirects the socket's data
flow to the AT+i parser, in effect allowing the &@¢ to take over the parser. Any data
coming from the socket is processed by iChip #@scéime from the host serial port and
the replies are returned to the socket instea@ioigosent to the host serial port. iChip
replies with an I/BUSY to commands coming from kst serial port, while the remote
client is connected.

An exception to this is the-{+) escape sequence. On detection-ef ) from the host
serial port, iChip closes the remote connectionrabdots.

If iChip was in the process of performing some finé& activity initiated by the host at
the time the remote client connected, iChip allthvs activity to end and the final reply
to reach the host before passing control over #nsgp to the remote client.

.3Closing A Remote AT+i Session

To close a remote AT+i session, the remote cliantahoose to issue AT+iDOWN via
the socket. In response to this, iChip restartdy @K is returned over the socket
before it is closed by iChip. Alternatively, themete client can close the socket in order
to disconnect, leaving iChip‘s Internet sessiomsadn the latter case, iChip returns
control over the parser to the local host port. LTA&I listen remains active, available to
service additional remote connections. After a LA&ssion is closed, the LSR (last
session error) web parameter contains the valuedB@licate that a LATI session has
been disconnected.

Note: (+++) sent over the LATI socket is not recognized asstape sequence.

.5 SerialNET Initiation/Termination Using a Remote  AT+i Session

A remote client may connect t6hip‘s LATI socket and instruct initiation or termination
of SeriaINET mode. Please refer to the chapteiudsiog SerialNET Theory of
Operation for a complete description.
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.6 Caveats and Restrictions

=  When iChip in dial-up mode is in auto baud rateedigon mode (after re-starting with
BDRF=a or in response to the AT+IBDRA commandgmote AT+i session cannot
be established, even if the LATI parameter contaipsrt value.

= During a remote AT+i session, the remote cliekinig over the parser cannot make
use of iChip‘s mechanisms of Hardware or Softwhoe tontrol, which exist for the
local host port. The only mechanism iChip will is¢his mode is TCP level flow
control (using the TCP window).

= The remote AT+i commands socket cannot be usedrtd AT+i command to iChip
when iChip is in SerialNET mode.
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Nonvolatile Parameter Database

.1 Parameter Descriptions

ty

N

d

D.

Parameter | Type | Range | Default | Description
Operational

XRC Byte 0.4 4 Extended Return Code. Same as AT

DMD Byte 0..2 0 Modem Dial Mode: ATDs>
m: Tone (0); Pulse (1); None (2)

MIS String 126 —A&FEOV | Modem initialization string. May

chars 1X4Q0&D2 | contain several consecutive AT
M1L3\r|| commands.

MTYP Byte 0..11 0 Modem Type Designator

WTC Byte 0..255 45 Wait Time Constant. Initialization
constant for modem's S7 register.
Defines a timeout constant for a varie
of modem activities.

TT0O INT 0..3600 | O TCP Timeout. Number of seconds to
wait before returning a timeout error ¢
a TCP transaction.

PGT Unsigned | 0-65535 | 0 [mSec] Timeout to resend a PING request.

INT

MPS Byte 0..3 0 (1500) Max PPP Packet Size.

TR INT 1000.. 3000 [mSec] | Timeout to resend an unacknowledge
65535 TCP packet over PPP, in millisecond

BDRF Byte 3..9]a’| | _a' (Auto) Sets the iChig>Host to a fixed baud
h rate.

BDRM Byte 3..9]a’| | _a' (Auto) Sets the iChig>modem baud rate to a
h fixed baud.

AWS Byte 0..c 0 Sets flac to cefine web server
activation. O (web server disabled
12| 3(web server enabled).

LATI INT 0-65535 | 0 (Disabled) | Remote AT+i Service, port number.

FLW Byte 0.7 0 (S/IW) Flow Control Mode

PSE Byte 0..255 0 (Disabled) | Sets Power Save Mode:
Disabled(0); idle time in seconds
before activating Power Save mode
(1..255)

SDM Byte 0.7 0 (Al Service Disable Bitmap

Enabled)

DF Byte 0.1 0 IP Protocol Don'‘t Fragment Bit

CKSM Byte 0.1 0 (Disabled) | Sets checksum mode

HIF Byte 0.5 0 Sets host-to-iChip interface

MIF Byte 1.5 2 (USART1) | Sets iChip-to-modem interface

ADCL Byte 0-255 0 A/D Converter base level

ADCD Byte 0-255 0 A/D Converter delta

ADCT INT 0-65535 | O Time interval between queries of the
A/D Converter's register
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Parameter | Type | Range | Default | Description
Operational
ADCP INT 0-96 0 iChip‘s I/O pin to be asserted by the
A/D Converter's polling mechanism
RRA Byte 0-6 0 iChip readiness indication
RRHW INT 0-96 0 iChip readiness HW pin
ISP Connection
ISPn Phone # | 96 chars | NULL ISP‘s access phone numben>1..2
ATH Byte 0.2 1 (PAP) Use CHAP (2), PAP (1) or Script (0)
authentication
USRN String 64 chars | NULL ISP Connection User Name
PWD String 64 chars | NULL ISP Connection Password
RDL Byte 0..20 5 Number of Redial tries
RTO Byte 0..3600 | 180 Timeout before redialing [seconds]
Server Prafiles
LVS Byte 0.1 1 (YES) Leave on Server: 1(YES), 0 (NO)
DNSHp] IP 0.0.0.0 Domain Name Server IP address
address <n>:1..2
SMTHp] String 64 chars | NULL SMTP Server Name
SMA Byte 0.1 0 (None) Define SMTP Authenticated Method:
0 (None) 1(Login authentication)
SMU String 64 chars | NULL SMTP Authentication User Name
SMP String 64 chars | NULL SMTP Authentication Password
POP3p] String 64 chars | NULL POP3 Server Name
MBX String 64 chars | NULL Mailbox User Name
MPWD String 64 chars | NULL Mailbox Password
NTSn String 64 chars | NULL Network Time Server namens: 1..2
NTOD Byte 0.1 0 Network time-of-day retrieval flag
(Disabled)
GMTO Byte -12..12 |0 iChip location's GMT Offset
DSTD String 64 chars | NULL Sets iChip‘'s Daylight Savings transition
rule
PD&h String 64 chars | NULL Sets iChip‘'s PING Destination servers),
used for online status verification.
PFR INT 0-65535 | 0 Sets PING destination server polling
(Disabled) | frequency.
User Fields
UFn String 128 NULL User Storage field and Macro
chars Substitution €>: 01..12
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Parameter | Type | Range | Default | Description
E-Mail Format

XFH Byte 0.1 1 Transfers e-mail headers. 1 (Enable)
0 (Disable)

HDL Byte 0..255 0 (no limit) | Limits number of header lines retrieved.

FLS String 64 chars | NULL Filter string must exist in message

(no filter) header to Qualify for Retrieve.

DELF String 64 chars | None E-mail Delete Filter

SBJ String 96 chars | NULL Contents of the e-mail subject field

TOA[N] String 64 chars | NULL E-mail Addressee

T0 String 96 chars | NULL Addressee Description/Name in e-mai
header

REA String 64 chars | NULL Returns e-mail address.

FRM String 96 chars | NULL Sender Description/Name in e-mail
header

CCn String 64 chars | NULL Alternate Addressee (CC: field)
<n>:1.4

BDY Text 96 chars | NULL Textual body contents for MIME-

lines encapsulated e-mail messages
MT Byte 0.4 4 (app.) Media Type:

0: Text; 1: Image ; 2: Audio ; 3: Video
4: application

MST String 64 chars | octet-stream Media Subtype String. For a list see
Appendix A.
EN String 64 chars | None Attachment File Name (inc. extension).

If a file name is not defined, iChip
generates a unique filename.
IP Recistration

RRMA String 64 chars | NULL Sets the e-mail address to use for
dynamic IP address registration after
going online.

RRSV String 64 chars | NULL Sets the server name/IP and port to

contact for dynamic IP address
registration after going online.

RRWS String 128 NULL Sets the web server URL used for
chars dynamic registration after going online
RRRL String 64 chars | NULL Sets the Return Link IP address to use

when performing an IP address
registration behind a NAT.

HSTN String 64 chars | NULL iChip‘s Network Host Name, included
in all IP registration methods
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Parameter | Type | Range | Default | Description
HTTP
URL String 128 None URL string used for subsequent
chars +IRLNK and+iSLNK commands.
CTT String 64 chars | NULL Defines the-€ontent-type|| field sent in
the POST request by théSLNK
command.
WPWD String 64 chars | NULL Password for restricting host paramete
updates via a web browser.
RAS Server
RAR Byte 2..20 4 Number of RINGs after which iChip
will activate its internal RAS Server.
RAU String 64 chars | NULL RAS Login User Name
RAP String 64 chars | NULL RAS Login Password

=
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Parameter | Type | Range | Default | Description
SeriaNET Mode

HSRVor String 64 chars | NULL Set the remote host server name/IP and

HSRn port.

HSS String 3 chars | NULL Switches among three possible HSRV
parameters.

DSTR String 8 chars | NULL Set the disconnection string template.

LPRT :}J\ln_l_signed 0-65535 | 0 Set the SerialNET mode listen socket.

MBTB INT 0-2048 | O Max bytes to buffer while iChip is
establishing a connection.

MTTF Unsigned | 0-65535 | O (None) Max inactivity timeout in milliseconds

INT before flushing the SerialNET socket.

FCHR Byte 1 char 0 (None) Flush character. When received,
SerialNET socket will be flushed.

MCBF INT 0-1460 | O (None) Max. characters before flushing the
SerialNET socket.

IATO INT 0-32768 | 0 (None) Inactivity timeout in seconds before
closing the SeriaINET connection.

SNSI String 9 chars | —5,8N,1,0] | SeriaINET mode Serial interface
configuration. Defines baud, bits, parity,
stop and flow control.

STYP Byte 0.1 0 (TCP) Set the SerialNET mode socket type.

0 (TCP) or 1 (UDP).
SNRD INT 0..3600 | O (No Delay time in seconds before re-
Delay) enabling SerialNET mode after a failec
connection.

SPN String 96 chars | NULL SerialNET Phone Number to wake-up
SerialNET Server.

SDT Byte 0..255 20 SerialNET Dial Timeout. When waking
up a SerialNET server, iChip will
hangup after SDT seconds have elapsed.

SWT INT 0..65535| 600 SerialNET Wake-up Timeout. Number
of seconds to allow for the SerialNET
server wake-up procedure.

PTD INT 0..65535| 0 (No Specifies the number of Packets to Drop

Filter) during a SerialNET session.
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Parameter | Type | Range | Default | Description
Remote Firmware Update
UEN | Byte | 0.1 |0 | Remote Firmware Update flag
Remote Parameter Update
RPG String 64 chars | NULL Remote Parameter Update
Group/Password
Secure Socket Protocol (SSL3/TLS1)
CS Byte 0, 4,5, 0 Set the cipher suite to be used during
10, 47, | (propose SSL3/TLS negotiations.
53 all)
CA String 1300 NULL Set iChip‘s SSL3/TLS trusted
characters Certificate Authority (CA).
CERT String 4 Kbyte | NULL Set iChip‘'s SSL3/TLS certificate.
PKEY String 4 Kbyte | NULL Set iChip's private key.
iRouter Mode
ARS Byte 0.1 0 Causes iChip to automatically enter
iRouter mode upon power-up or soft
reset.

Table 34-1 Nonvolatile Parameter Database
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.2 +IFD — Restore All Parameters to Factory Default s

Syntax: AT+iFD

Restore iChip‘s non-volatile parameter databaseesaio
factory defaults.

Each of iChip‘'s nonvolatile parameters, describethe
following section, has an associated default valins
command restores all parameters to their factofgudte
values.

This command disables iChip‘s DHCP client. In orttere-
activate the DHCP client process, you need to perfo
HW or SW reset.

This command also resets iChip's active IP addsts®d in
the IPA parameter.

An exception to the above are tldS (Modem Init String),
RPG(Remote Parameter Group/Password) GRd-
(Communications Platform) parameters, which wilVays
retain the last set value.

Result Code:
I/OK After restoring parameters to factory default value
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.3 Operational Parameters

3.1 +iXRC — Extended Result Code

Syntax: AT+iXRC=

Extended Result Code. Same as ATXn. This command
selects which subset of the result messages wilsbd by
the modem to inform the Host of the results of cands.

Parameters: n=0..4

Command For a detailed description of the command opti@esthe
Options: ATXncommand in the AT command set manual for the
modem in use.

Default: 4
Result Code:
I/OK If nis within limits
I/ERROR Otherwise

AT+XRC~n Temporarily sets the Extended Result Code for one
session. The permanent value will be restored after
completing the next session, both if the sessios wa
successful or not.

AT+XRC? Report the current Extended Result Cod=lughen
dialing the ISP. The reply is followed DK .

AT+IXRC=? Returns the message4|| followed byl/OK .

AT+i Programmer‘s Manual Versior 8.32 27-8



Nonvalatile Parameter Database

3.2 +iDMD — Modem Dial Mode

Syntax: AT+IDMD=n

Permanently sets the modem dial mode to Tone, Pulse
none. This parameter defines the dial charantesed
when issuing the ATBr dial command to the modem.

Parameters: n=0..2

Command
Options:

n=0 Use Tone dialingnf=T)
n=1 Use Pulse dialingr=P)
n=2 Use modem's default dialingh€&*)
Default: 0 (Tone Dialing)
Result Code:
I/OK If nis within limits
I/ERROR Otherwise

AT+IDMD~n Temporarily sets the modem dial mode for one sassio
The permanent value will be restored after compigtine
next session, both if the session was successfubtor

AT+DMD? Reports the current modem dial mode usédmdialing
the ISP. The reply is followed B{OK .

AT+IDMD=? Returns the messag@e-2||. The reply is followed by
I/OK.
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3.3 +IMIS — Modem Initialization String

Syntax: AT+IMISsstr[;str...]
Sets the Modem Initialization String.
Parameters: str=Modem initialization string

Command
Options:

str=" Empty: No modem initialization string defined.

str=<string> string will be used as the modem initialization string. If
string contains special characters, such as quotationanark
(_or - these may be included $tring by prefixing each
special character with a backslast).(For example:
-AT+CGDCONT \[IP\[,\[INTERNET\|||. string must
include the AT prefix and the modem reply is expddb
include_OK'. MIS may include several consecutive
modem commands separated by a semicolon. Each
command must begin withAT* and its modem reply must
include_OK'. iChip will send each AT* command
separately, followed by <CR> and wait for ti@K" before
proceeding.

Default: _AT&FEOV1X4Q0&D2M1L3’

Note: This default value is shipped from the factotye T
AT+iFD command does not restore MIS to this value.

Result Code:
I/OK If stris an empty or a legal string
I/IERROR Otherwise

AT+IMIS~ Temporarily sets the modem initialization string to

str[;str...] str[;str...]. The permanent value will be restored after
completing the next session, both if the session wa
successful or not.

AT+IMIS? Reports the current modem initializatidnrgy. If the
modem initialization string is empty, only <CRLFxI\vbe
returned. The reply is followed BJOK .

AT+IMIS=? Returns the messadstring' followed byl/OK .
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3.4 +IMTYP — Set Type of Modem Connected to iChip

Syntax: AT+MTYP=n
Sets the modem type.
Parameters: n=0..9

Command
Options:

n=0 Standard, Hayes compatible, dialup modem
n=1 Silicon Laboratories Si2400 modem. See notevhelo
n=2 Standard GSM modem
n=3 AMPS CM900 modem
n=4 Falcom GSM modem
n=5 Silicon Laboratories high-speed modems Si24183/
n=6 Standard 2400 baud modem (increased timeout)
n=7 GSM 536 modem (packets limited to 536 bytes)
n=8 CDPD cellular modem
n=9 Wavecom Fastrack cellular modem

n=10 SiLABs World modem

n=11 Telit GE862-PY cellular modem

+100 Add 100 to any modem type to prohibit iChipnir
issuing an ATZ to the modem before dialing the ISP
when an Internet session is activated. This isulisethe
modem needs to be initialized manually before an
Internet session. Note that an ATZ will be issudtew
the session is terminated.

Default: n=0 Standard, Hayes compatible, dialup modem
Result Code:
I/OK If nis within limits
I/IERROR Otherwise

AT+IMTYP? Returns current modem type designatdofeed by
I/OK.

AT+IMTYP=? Returns the message11| followed byl/OK .

Note 1 Configuring the iChip to work with Silicon Laboraies
Si2400:
1. AT+IMTYP=1
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Note 3

Note 4

AT+IMIS =|

AT+iBDRF=3

AT+iBDRM=3

Configuring the iChip to work with GPRS modems:
AT+HIMTYP=2 — GSM/GPRS modem type
AT+iXRC=0 — blind dialing

AT+iISP1=<ISP/Provider dial number (usually *99**1#)
AT+IMIS =|| AT+CGDCONT=L1,IP,Proxy>||

Changing from modem type 4 (Falcom GSM):

When iChip is configured with MTYP=4, the MTYP
parameter must first be changed to the speciakv@®ubefore
it can be changed to some other value.

Working with SILABS World modems:

With modem type 10 selected, iChip waits 300mstar af
issuing ATZ at the end of a session before issadafdjtional
commands to the modem.

AT+i Programmer‘s Manual Versior 8.32 27-



Nonvalatile Parameter Database

3.5 +iWTC — Wait Time Constant

Syntax: AT+WTC=
This parameter is used to set the modem registén 82
required value (using théATS7=n| command).
Parameters:n=0..255

Command The WTC parameter defines a timeout constant for a
Options: variety of modem activitie$-or a detailed description of
this parameter, see the ATS¥eommand in the AT
command set manual for the modem in use.

Default: 45 seconds
Result Code:
I/OK If nis within limits
I/ERROR Otherwise

ATHWTC~n Temporarily sets the Wait Time Constant value foe o
session. The permanent value will be restored after
completing the next session, both if the session wa
successful or not.

ATHWTC? Reports the current Wait Time Constantdugéhe reply is
followed byl/OK ..

AT+WTC=? Returns the messagk255||. The reply is followed by
I/OK.
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.3.6 +TTO — TCP Timeout

Syntax:

Parameters:

Command
Options:

Default:

Result
Code:

I/OK
I/ERROR
AT+HTTO~n

ATHTTO?

ATHTTO=?

ATHTTO=

Sets the number of seconds iChip allots an Internet
transaction to complete before returning the tinheoror.

n=0..3600 seconds

The TTO parameter defines the timeout constant for
Internet transactiongChip will return with a timeout error
for any TCP/UDP/IP transaction that didn‘t complete
properly withinnt10%. Timeout measurement is defined
between receipt of an AT+i command and an iChip
response to the host.

In dial-up environments, timeout measurement begjirhg
after establishing a PPP connection. Furthermare, a
additional 10-15 seconds may be required to allwav t
IChip to disconnect the modem.

n=0 is a special case where internal timeout cotstaiti
be used.

0 (use iChip's factory default timeout was)

If nis within limits
Otherwise

Temporarily sets the Internet transaction timea@lui& for
one session. The permanent value will be restdted a
completing the next session, both if the session wa
successful or not.

Reports the current Internet transactiorebut used. The
reply is followed byl/OK .

Returns the messade3600|| followed byl/OK .
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3.7 +iPGT — PING Timeout

Syntax: AT+PGT=

Sets the timeout in milliseconds, after which iChigi
reissue a PING request that has not been replied to

Parameters: n=0..65535 milliseconds

Command After issuing a PING request, in response toAheiPING
Options: command, iChip will wait up ta milliseconds for a reply.
If a reply is not received, iChip will reissue tRENG
request.

n=0 is a special case where a timeout of 2 secandsead.
Default: 0 (use iChip's factory default 2 secondsebut)

Result
Code:

I/OK If nis within limits
I/ERROR Otherwise

AT+HPGT~n Temporarily sets the PING transaction timeout vétue
one session. The permanent value will be restdted a
completing the next session, both if the session wa
successful or not.

AT+PGT? Reports the current PING transaction tiotesed. The
reply is followed by/OK .

AT+IPGT=? Returns the messa§e5535]| is followed byl/OK .
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3.8 +iIMPS — Max PPP Packet Size

Syntax: AT+IMPSH

Limits the size of an outgoing PPP packet in dial-u
environments. In effect, the MPS parameter lintits t
iChip‘s MTU (Maximum Transfer Unit).

Parameters:n=0..3

Command
Options:

n=0 1500 bytes
n=1 256 bytes
n=2 536 bytes
n=3 1024 bytes
Default: n=0
Result Code:
I/OK If nis within limits
I/IERROR Otherwise
AT+IMPS? Returns current value followed B@K .

AT+IMPS=? Returns the message3| followed byl/OK .
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3.9 +iTTR — TCP Retransmit Timeout
Syntax: AT+ITTR=

Sets the timeout, in milliseconds, after which an

unacknowledged TCP packet will be retransmitted ave
PPP connection by iChip.

Parameters: n=1000..65535

Default: 3000 milliseconds

Result
Code:

I/OK if nis within limits
I/IERROR Otherwise

ATHTTR? Reports the current value followed QK .
AT+ TTR=? Returns the messagk000-6553% followed byl/OK .
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.3.10 +iBDRF — Define A Fixed Baud Rate on Host Con nection

Syntax:

Parameters:
Command Options:

n=a

n=3

n=4

n=5

n=6

n=7

n=8

n=9

n=h

Default:
Result Code:
I/OK

I/ERROR
AT+IBDRF?

AT+IBDRF=?

AT+iBDRF=1x>

Sets the baud rate on host serial connection. This
parameter is saved to nonvolatile memory and aetiva
only after power-up.

n=3..4_h'

set baud rate to Auto Baud
set baud rate to 2400

set baud rate to 4800

set baud rate to 9600

set baud rate to 19200

set baud rate to 38400

set baud rate to 57600

set baud rate to 115200
set baud rate to 230400

When BDREF is set ta, iChip boots in auto baud rate
mode. In this mode, iChip synchronizes on the éirst

A character sent (normally as part of an AT or AT+i
command) and detect its baud rate. The detectedl bau
rate remains in effect until the iChip is powerlegtor
issued théAT+iBDRA command.

If BDRF is set to a fixed value and the MSEL sigisal
pulled low for more than 5 seconds during runtime,
iChip enters Rescue mode and forces auto baud rate
detection. BDRF value will be used again upon teet n
power-up.

_d (Auto Baud)

If nis within limits. iChip will continue operating ithe
current baud rate setting. Further power-ups will
initialize the baud rate to the new selected valmg] a
different AT+iBDRF command is issued.

Otherwise

Returns the code for the specified fixedid rate
followed byl/OK .

Returns the messag®9,_d or _hf| followed byl/OK .
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311 +IBDRM — Define A Fixed Baud Rate on iChip < Modem Connection

Syntax:

Parameters:
Command Options:
n=a
n=3
n=4
n=5
n=6
n=7
n=8
n=h
Default:

Result Code:
I/OK

I/ERROR
AT+IBDRM?

AT+iBDRM=?

AT+iBDRM=<x>
Sets the baud rate on modem connection. This paéeainse
saved to nonvolatile memory and activated afteryepewer-
up.

3..9(|_H

set baud rate to Auto Baud

set baud rate to 2400

set baud rate to 4800

set baud rate to 9600

set baud rate to 19200

set baud rate to 38400

set baud rate to 57600

set baud rate to 230400

_d (auto baud)

The iChip= modem connection will be set to the same baud
rate as that detected on the K®SChip connection.

If n is within limits. The iChip will continue opating in the
current baud rate setting. Further power-up witiatize the
baud rate to the new selected value, until a dffer
AT+iBDRM command is issued.

Otherwise

Returns the code for the specified fixaddem baud rate
followed byl/OK .

Returns the messag®-9,_d or_h{ followed byl/OK .
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3.12 +iBDRD — Baud Rate Divider
Syntax: AT+IBDRD=x>

When set to 0 iChip sets its host USART baud rate according
to the value of the BDRF parameter. When set tovahye in

the range 1-255, it divides the maximum supportaddtrate —
3Mbps — by that value. The quotient of this diusie set as

the host baud rate, and the value of BDRF is ighore

Parameters:
n=0 Host baud rate is determined by the BDRF paramet
n=1-255 Host baud rate is set by dividing 3Mbpsby

For example, ih=2, the host baud rate will be set to
3Mbps+2=1.5Mbps.

Default: 0 (host baud rate taken from BDRF paramete
Result Code:
I/OK If nis within limits
I/IERROR Otherwise
AT+BDRD? Reports the current value followed 69K .
AT+IBDRD=? Returns the messatf255” followed byl/OK .
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.3.13 +IAWS — Activate WEB Server Automatically

Syntax: AT+HAWS=v
Sets Activate Web Server flagvo
Parameters:v=0|1]2]|3
Command Options:
v=0 Automatic web server activation disabled
v>0 Web server will be activated automatically wih@hip
goes online in SeriaINET mode or as a result of a
triggered Internet session initiation. Maximum n@nbf
concurrent browser connectionsis
Default: 0 (Automatic web server activation disable
Result Code:
I/OK if v=0-3
I/ERROR Otherwise
AT+HAWS? Reports the current value of the Activi{&B Server
flag followed byl/OK .
AT+IAWS=? Returns the messagk3| followed byl/OK .
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3.14 +iILATI — TCP/IP Listening Socket to Service R emote AT+i
Commands

Syntax: AT+iLATI=<port>

Sets the Remote AT+i service listening port numiénen
connected to the Internet, opens a TCP/IP listeketmn
the local IP address and the specifedit.

Parameters: port=0..65535
Command Options:
port=0 Remote AT+i service disabled

port=<portnum> Listening port to be used by a remote system when
connecting to the iChip Family in order to send AT+
commands over the Internet

The listening socket withcceptone remoteonnect
request. When a remote system connects throudistbe
socket, iChip will disable its local host seriarpand
spawn a new TCP/IP socket, ready to receive AT+i
commands. AT+i response strings will be transmibiadk
to the same socket.

When the connected socket is closed, the localdesstl

port will be re-enabled and the listen socket bdiready

to accepta new connection. The remote end may also issue
the AT+iDOWN command to force iChip to disconnect

and reboot.

Default: 0 (Disabled)
Result Code:

I/OK Upon successfully opening the remote AT+i service
TCP/IP listening socket.

I/IERROR Otherwise

AT+ILATI~n Temporarily set the remote AT+i servicésten port. The
permanent value will be restored after completimgriext
session, both if the session was successful or not.

ATHLATI? Returns current AT+i service listening paumber
followed byl/OK ..

AT+ILATI=? Returns the messagé-65535| followed byl/OK .
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.3.15 +iFLW — Set Flow Control Mode

Syntax:

Parameters:
Command Options:

n=

Default:

Result Code:
I/OK
I/IERROR
AT+HFLW~n

AT+HFLW?
AT+HIFLW=?

AT+HFLW=n
Sets the flow control mode.
n=0..7

Bitmapped flags:

Bit0 0 = Host S/W flow control, using Wait/Contiau
control characters.

1 = Host hardware flow control based on ~CTS/~RTS
hardware signals.

Bit1 0O = No Modem flow control.

1 = Modem hardware flow control based on
~CTS/~RTS hardware signals.

Bit2 0 = All hardware control signals: ~CTS, ~RTS,
DTR and DSR are mirrored across iChip when
transferring data transparently to the DCE.

1 = Hardware signal mirroring is disabled.

_0'(Host software flow control, no modem hardware
flow control)

If nis within limits. See Note.
Otherwise

Temporarily set the flow control mode fone session.
The permanent value will be restored after compigti
the next session, both if the session was sucdessfu
not.

Returns current flow control mode followbg I/OK .

Returns the messag@7|| followed byl/OK .

Note: When setting Bit O (Host hardware flow control)e thCTSH signal must
be LOW (enabled), otherwise iChip will retul/ERROR (063).
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3.17 +IPSE — Set Power Save Mode
Syntax: AT+IPSEn
Enables or disables iChip‘s Power Save Mode.
Parameters: n=0..255
Command Options:
n=0 Disable Power Save mode.

n=1..255 Enable Power Save mode. When Power Save imod
enabled, iChip automatically shuts down most o€iitsuits
after a period oh seconds without any activity on the host or
modem serial ports. Renewed activity on the seoais
restores iChip to full operational mode.

Default: 0 (Disabled)
Result Code:
I[/OK If nis within limits

I/ERROR Otherwise

AT+HPSE? Reports the current Power Save mode gdtllowed by
I/OK..

AT+IPSE=? Returns the message55|| followed byl/OK .
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.3.18 +iISDM — Service Disabling Mode

Syntax: AT+iSDM=
Sets the service disabling mode bits.
Parameters:n=0 .. 7
Command Options:
n= Bitmapped flags:

Bit 0: Disable iChip‘s response to ICMP ECHO (PING
requests. When this bit is set, iChip will not r@sg to any
PING requests, thereby eliminating the possibdity PING
attack on iChip.

Bit 1: Disable iChip‘s remote debug daemon. Whues bit
is set, iChip will not enable its internal (UDP)baig port,
which is normally activated for administering remot
support.

Bit 2: Disable unauthenticated viewing of the i€hi
internal website. When this bit is set, the intekvab site
may be browsed only if the remote browser provities
RPG parameter (password). In this case, when tli@ RP
parameter contains a password value, iChip‘s Cardiipn
Web site will first display a password entry forithe remote
end must submit the correct RPG value in ordeptdioue
to the Configuration site's home page. iChip ubesSHA1
hash algorithm throughout the authentication preces
actual password values are never transmitted. \Whebit

is set, but the RPG parameter is empty, the Cor#tgun
Web site is effectively disabled, as all passwalligs will
be rejected. However, if the RPG parameter conthias
special_* wildcard value, authentication is bypassed amel t
authentication form will be skipped altogetherthis case,
the Configuration website‘'s home page will be cagpdd
immediately.

Default: 0 (All services enabled)
Result Code:
I/OK If nis within limits
I/IERROR Otherwise
AT+ISDM? Returns current Service Disabling modédioked byl/OK .

AT+iSDM=? Returns the messag7| followed byl/OK .
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.3.19 +iDF — IP Protocol ‘Don’t Fragment’ Bit Value

Syntax: AT+iDF=

Sets the value of the Don‘t Fragment bit usedlin al
subsequent IP packets.

Parameters:n=0..1
Command Options:
n=0 [P packets transmitted may be fragmented byersut
n=1 IP packets transmitted may not be fragmenteabters.
Default: 0
Result Code:
I/OK If nis within limits
I/ERROR Otherwise

AT+IDF~n Temporarily sets the IP protocol Don‘t Fragmenttbih
for one session. The permanent value will be redtafter
completing the next session, both if the session wa
successful or not.

AT+IDF? Reports the current IP protocol Don‘t Fragrhbit setting
followed byl/OK .

AT+IDF=? Returns the message]l || followed byl/OK .
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.3.20 +ICKSM — Checksum Mode
Syntax: AT+ CKSM=x>
Sets iChip‘s checksum mode. With this mode enabled,
iChip calculates the checksum of data it returnisast upon
receiving the AT+iISRCV command. At the same time,
iChip expects the host to append checksum to ttzeida
sends with the AT+iISSND command. iChip compares the
checksum it calculates with the one calculatechieyhtost to
verify that data was not corrupted during transiaiss
between host and iChip.
Parameters: n=0 | 1
Command Options:
n=0 Checksum mode disabled
n=1 Checksum mode enabled
Default: n=0 (checksum mode disabled)
Result code:
I/OK If nis either 0‘ or _1".
I/IERROR Otherwise
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3.21 +iHIF — Host Interface

Syntax: AT+iHIF=

Specifies the interface to be used for communioatio
between the host processor and iChip in subsequent
sessions. This parameter takes effect only afterepaip.

Parameters:

n=0 Automatic host interface detection. In this matie first
character sent from the host over one of the supgor
interfaces sets the host interface to be used dgiaut that
session until the next iChip power cycle.

If HIF is set to a fixed interfacen£1-5) and the MSEL
signal is pulled low for more than 5 seconds duringime,
IChip switches to auto host interface detection enod
(HIF=0).

n=1 USARTO
n=2 USART1
n=3 USART2
n=4 USB Device
n=5 USB Host
Default: 0 (Automatic host interface detection)
Result Code:
I/OK If nis within limits
I/IERROR Otherwise
AT+iHIF? Reports the current value followed B@K .
AT+iHIF=? Returns the messag@5” followed byl/OK .

AT+i Programmer‘s Manual Versior 8.32 27-



Nonvalatile Parameter Database

.3.22 +iMIF — Modem Interface

Syntax:

Parameters:
n=1
n=2
n=3
n=4
n=5

Default:
Result Code:
I/OK
I/IERROR
AT+IMIF?

AT+IMIF=?

AT+IMIF=

Specifies the interface to be used for communipatio
between iChip and a dialup or cellular modem in
subsequent sessions. This parameter takes effigct on
after power-up.

USARTO
USART1
USART2
USB Device

USB Host (only Motorola G24 USB GSM modem is
supported)

2 (USART1)

If nis within limits
Otherwise
Reports the current value followed BQK .

Returns the message5| followed byl/OK .
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.3.23 +IADCL — ADC Level

Syntax: AT+IADCL=devebk

Specifies an ADC base level, or threshold, in Hrege
0-255 that corresponds to an analog voltage meadsuré¢he
input pin of iChip‘s A/D converter.

Together with ADCD, these two parameters determihen
the A/D converter asserts the GPIO pin specifietheyADCP
parameter. ADCL must be greater than ADCD.

Parameters:
leveEQO A/D converter polling is disabled
levekF1-255 ADC threshold level
Default: 0 (polling disabled)
Result Code:
I/OK If level is within limits
I/IERROR Otherwise
AT+HADCL? Reports the current value followed BQK .
ATHADCL=? Returns the messaf@-255” followed byl/OK .
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.3.24 +IADCD — ADC Delta

Syntax: AT+IADCD=<elta>

Specifies an ADC delta. Together with ADCL, thea® t
parameters determine when the A/D converter assets
GPIO pin specified by the ADCP parameter. ADCD must
be less than ADCL.

Parameters:
delta=0-255 ADC delta
Default: 0 (zero delta)
Result Code:
I/OK If deltais within limits
I/IERROR Otherwise
AT+HADCD? Reports the current value followed B@K .
AT+HADCD=? Returns the messag®255” followed byl/OK .
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.3.25 +IADCT — ADC Polling Time
Syntax: AT+IADCT=<nterval

Specifies the time interval between consecutive
gueries of the value of the A/D converter's registe
iChip‘s response time to value changes is up tos40m

Parameters:
interval=0  A/D converter polling is disabled.
intervakE1-65535 Time interval, in milliseconds, betweerges.
Default: 0 (polling disabled)
Result Code:
I/OK If intervalis within limits

I/IERROR Otherwise

AT+HADCT? Reports the current value followed B@K .
AT+IADCT=? Returns the messaffe65535” followed byl/OK .
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.3.26 +IADCP — ADC GPIO Pin

Syntax: AT+IADCP=%in>

Defines which of iChip‘s general-purpose I/O pins

(GPIO) is asserted by the A/D converter's polling
mechanism.

Parameters:

pin=0
pin=1-32
pin=33-64
pin=65-96
Default:

Result Code:

I/OK
I/IERROR
AT+IADCP?
AT+ADCP="?

A/D converter polling is disabled.
Pins 1-32 of PIOA (general-purpose I/O pircug A)
Pins 1-32 of PIOB (general-purpose /O grsup B)

Pins 1-32 of PIOC (general-purpose 1/O girmaip C)
0 (polling disabled)

If pinis within limits

Otherwise

Reports the current value followed Ibl9K .
Returns the messa§:96” followed byl/OK .
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.3.27 +IRRA — iChip Readiness Report Activation

Syntax:

Command Options:

n=0
n=1

n=2

n=3

n=4

n=5

n=6

Default:

AT+IRRA=q>

Sets the type of iChip readiness indication sethédost
following a hardware reset.

No indication is sent.

Anl/ATI message is sent, indicating iChip is ready to
accept AT+i commands.

An|I/<IP Address> message is sent, indicating iChip has
an IP address and is ready for IP communication.

In a dialup/cellular environment, this messageaaths
that a PPP connection has been successfully esdtadli
with a PPP server.

The 1/O pin specified by the RRHW parametersiseated
Low, indicating iChip is ready to accept AT+i commis.

The 1/O pin specified by the RRHW parametersseated
Low, indicating iChip has an IP address and is ydad
IP communication.

Anl/ATI message is serandthe I/O pin specified by
the RRHW parameter is asserted Low, indicatingpG#i
ready to accept AT+i commands.

Anl/<IP Address> message is serdandthe 1/0 pin
specified by the RRHW parameter is asserted Low,
indicating iChip has an IP address and is readyFor
communication.

0 (No Indication)
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Result code:
I/OK If nis alegal value.
I/IERROR Otherwise
AT+IRRA? Returns the current RRA value followedIliyK .
AT+IRRA=? Returns the messaff6” followed byl/OK .

Notes:
4. The I/ATI and I/<IP Address> messages are Geiytif:
» iChip is set to communicate with the host oveixad interface (HIFEO).

= Either the host interface is not a USART, or k®&Ehip baud rate is set to a fixed
value (BDRFa).
= [Chip is not configured to operate in SeriaINETd®ao

5. In adialup/cellular environment, the I/<IPdxdss> message is sent only if iChip is
configured to operate in Always Online mode (TUR=2)
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.3.28 +IRRHW — iChip Readiness Hardware Pin
Syntax: AT+IRRHW=<in>

Defines which of iChip‘s general-purpose I/O pins
(GPIO) will be asserted Low to indicate iChip
readiness to the host. iChip readiness indicaton i
specified by the RRA parameter.

Parameters:
pin=0 No hardware indication is given.
pin=1-32 Pins 1-32 of PIOA (general-purpose I/O pirsug A)
pin=33-64 Pins 1-32 of PIOB (general-purpose /O mreup B)
pin=65-96 Pins 1-32 of PIOC (general-purpose I/O gimap C)
Default: 0 (no hardware indication is given)
Result Code:
I/OK If pinis within limits
I/IERROR Otherwise
AT+HIRRHW? Reports the current value followedIl9K .
AT+IRRHW=? Returns the messafe96” followed byl/OK .

Note: Before specifying the 1/O pin for this parametérsirecommended that you

consult the pin-out section of the iChip datashieebrrect selection of pin might cause
unexpected iChip behavior.
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.4 ISP Connection Parameters

4.1 +ilISPn — Set ISP Phone Number

Syntax:

Parameters:
dial-s=

Command Options:
dial-s=_*
dial-s=<numbep
Default:

Result Code:
I/OK
I/IERROR

AT+iISPn~dial-s

ATH+iISPNn?

AT+ISPn="?

AT+iISP=dial-s
Sets the ISP's access phone numbers.
Usen=1 to set the ISP‘s primary access phone number.

Usen=2 to set the ISP‘s alternate number. The alternate
number is dialed after exhausting all redial attesgd the
primary number.

n=1..2
Telephone number string, composed of digifs,-', W,

_w, ¥ #, 1"or _'. See description of the standard ATD
command.

Note: If a character that is defined as a delimiter isdus
within the dial string, the string must be entebedween
apostrophes.

Empty access number
numbermwill be set as ISP access number
Empty. No permanent ISP access numbeneiefi

If dial-sis a legal phone number string.
Otherwise

Temporarily sets the ISP‘s primary/alternate acoessber.
The permanent value will be restored after compigtine
session, whether the session was successful or not.

Reports the current value of the ISP's primaefiaate
access numbers. If the number does not exist,<@RLF>
is returned. The reply is followed WOK .

Returns the messagehonef| followed byl/OK .
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4.2 +iATH — Set PPP Authentication Method

Syntax: AT+ATH=v
Sets authentication methodwo
Parameters:v=0 .. 2
Command Options:
v=1 Use PAP authentication
v=2 Use CHAP authentication
Default: 1 (PAP)
Result Code:
I/OK If v is within limits
I/IERROR Otherwise

AT+HATH~v Temporarily sets the authentication method tor the
duration of the next session. The permanent vallidev
restored after completing the session, whetheséission
was successful or not.

AT+HATH? Reports the current setting of the autieation method
followed byl/OK .

AT+ATH=? Returns the message-2| followed byl/OK .
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4.3 +iUSRN — Define Connection User Name

Syntax: AT+iUSRN=user
Sets connection user name.
Parameters: usernser name to be used when logging onto the ISP.
Command Options:
user—{ Empty: No user name defined.
userE<user-name> user-nams used to login to the ISP.
Default:

user—{ Empty. No user name defined. The login user namebea
defined Ad-Hoc.

Result Code:
I/OK If useris an empty or legal ISP login name.
I/IERROR Otherwise

AT+HUSRN-~user Temporarily sets the login user nameuger.The
permanent value will be restored after complethgriext
session, whether the session was successful or not.

AT+HUSRN? Reports the current login user namehdf iser name does
not exist, only <CRLF> is returned. The reply iidwed
by I/OK.

AT+IUSRN=? Returns the messagring' followed byl/OK .
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4.4 +iPWD — Define Connection Password
Syntax: AT+iPWD9ass
Sets connection password.
Parameters: passPassword to be used when logging onto the ISP.
Command Options:
pass" Empty — no password defined.
pass<password passwords used to login to the ISP.

Default: Empty — no password defined. The logingpasd can be
defined Ad-Hoc.

Result Code:

I/OK If passwords an empty or a legal ISP login password.
I/IERROR Otherwise

AT+PWD~pass Temporarily sets the login passwordo@ss.The permanent
value will be restored after completing the nexdssan,
whether the session was successful or not.

AT+IPWD? Reports the current login password. Theoreed value will
consist of *' characters. The number of *' chtgexshall
reflect the number of characters in the actualywass If a
password does not exist only <CRLF> will be retakriEhe
reply is followed byl/OK .

AT+IPWD=? Returns the messagiring' followed byl/OK .
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45 +iRDL — Number of Times to Redial ISP

Syntax: AT+iRDL=n
Sets the number of times to redial ISP.

Parameters: n= Number of redial attempts to the ISP. If the [&Pnber
is busy or the ISP does not pick up the line, gstesn will
attempt to redial the ISP after a delay periodedgdd in
the RTO parameter. If all redial attempts are exhausted, an
attempt to dial the alternate ISP number will beleaf an
alternate number exists. In the event that the runsb
busy or the ISP does not respond, the system tidlirgot
to redial up tan times, as with the primary ISP number. If
all redial attempts are exhausted, the systemquitl with

the error messageAll Redial Attempts Failé.||

If the ISP does not pick-up the line, the iChiplwiheout
and determine a redial situation after the numlber o
seconds stored in tTC iChip parameter.

Command Options:n=0 .. 20
Default: n=5
Result Code:
I/OK If nis within limits
IIERROR Otherwise

AT+HRDL~n Temporarily sets the number of times to rediallBf. The
permanent number of redial attempts will be restaifter
completing the next session, whether the sessien wa
successful or not.

AT+RDL? Reports the current value of the numbetiroes to redial
ISP followed byl/OK .

AT+RDL=? Returns the message-20| followed byl/OK .
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4.6 +IRTO — Delay Period between Redials to ISP

Syntax: AT+IRTO=
Sets delay period, in seconds, between redialSRo |

Parameters: n= Number of seconds to delay before redialing 8, |
after a busy signal or in the event that the 1SPnadit
answer the call. iChip will enforce a minimal 5 sed delay
for values ofn less than 5 seconds.

Command Options:n=0 .. 3600 [seconds]
Default: n=180 [seconds]
Result Code:
I/OK If nis within limits
I/IERROR Otherwise

AT+HRTO~n Temporarily sets the number of seconds to delagrbef
redialing the ISP. The permanent value will beaest after
completing the next session, whether the sessien wa
successful or not.

AT+HRTO? Reports the current number of secondstaydbefore
redialing the ISP. The reply is followed QK .

AT+IRTO=? Returns the messagg 3600 followed byl/OK .
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.5 Server Profile Parameters

5.1 +iLVS — ‘Leave on Server’ Flag

Syntax: AT+ILVS=v
Sets theLeave on Server* flag te.
Parameters:v=0]1
Command Options:

v=0 After successful retrieval, messages will betdel from
server.

v=1 All messages will remain on server.
Default: 1
Result Code:
I/IOK Ifv=0or1l
I/ERROR Otherwise

AT+LVS~v Temporarily sets the Leave on Server flag for the
duration of the next session. The permanent vallideav
restored after completing the session, whethesdission
was successful or not.

AT+ILVS? Reports the current value of the LeaveSemver flag
followed byl/OK .

AT+iLVS=? Returns the messagi1 || followed byl/OK .
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5.2 +iDNSn — Define Domain Name Server IP Address

Syntax: AT+IDNS[p]=IP
Sets the Domain Name Server IP Address.

Usen=1 to define the Primary IP address of the Domain
Name Server associated with the ISP.

Usen=2 to define the alternate IP address.
IP::=<nnn>.<nnn>.<nnn>.<nnn>
where
<nnn>: [000..255]
Parameters:
n=1..2

p= Optional communication platform modifier for i@hPlus.
Where,p='S' to force the (serial) dial-up platformp.may be
used to select any platform.gfis omitted, the active
platform will be used.

Command Options:
IP=0.0.0.0 Empty: No DNS defined.

IP=<IP add> IP add.will be used to communicate to the Domain Name
Server on the Internet.

Default: Empty. No DNS defined. The DNS must bardef Ad-Hoc.

In a dial-up environment, the ISP will assign a DIRSo0 an
empty DNS, if the ISP supports RFC 1877 (PPP Exiess
for Name Server Addresses).

Result Code:
I/OK If IP is an empty or legal IP address.
I/ERROR Otherwise

AT+IDNSn[p] ~IP Temporarily sets the DNS IP addressEse permanent values
will be restored after completing the next sesswamether the
session was successful or not.

AT+IDNSn[p]? Reports the current main/alternate DNS addréas. DNS
address exists, 0.0.0.0 will be returned. The repfgllowed
by I/OK .

AT+IDNSn[p] =? Returns the messadP Addr.* followed byl/OK .

Note: This parameter may be omitted when the target s&\aefined with an IP
addresses rather than a symbolic name.
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5.3 +iISMTP — Define SMTP Server Name
Syntax: AT+iISMTHp] =server Permanently sets the SMTP Server Name or
IP.
Parameters: server= An SMTP server name or IP address.

Server names must be resolvable by the primary or
alternate DNS.

p = optional communication platform modifier for
iIChip Plus. Wherep="S' to force the (serial) dial-up
platform.P may be used to select any platformp If

is omitted, the active platform will be used.

Command Options:
server=" Empty: No server name defined.
server=<SMTP_SRVR> SMTP_SRWHI be used to locate and
establish an SMTP connection when
sending Email messagesSMTP_SRVR
is a symbolic name, a DNS server will be
used to resolve the IP address.
Define HSMA, +iSMU and #SMP if the SMTP
server requires authentication.

Default: Empty. No SMTP server defined. To send Ema
messages, the SMTP server name must be defined Ad-
Hoc.
Result code:
I/OK If serveris an empty or legal IP address or SMTP

server name.
I/ERROR Otherwise.

AT+ISMTP[p] ~server Temporarily set the SMTP server nameséover.
The permanent server name will be restored after
completing the next session, whether the session
was successful or not.

AT+ISMTP[p] ? Report the current SMTP server name. If a server
name does not exist, only <CRLF> will be
returned. The reply is followed by I/OK.

AT+ SMTP[p] =? Returns the messagdgiring/IP".
The reply is followed by I/OK.
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5.4 +iISMA — SMTP Authentication Method
Syntax: AT+iISMA=v Permanently sets SMTP authentication method.
Parameters: v=0orl

Command Options:
v=0 SMTP authentication will be disabled.

v=1 iChip will support theAUTH LOGIN]|
SMTP authentication method, if forced by
SMTP server.

Default: 0 (SMTP authentication disabled)
Result code:

I/OK if v=0or1.
I/ERROR Otherwise.

AT+ISMA? Report the current value of the SMTP

authentication method.
The reply is followed by I/OK.

AT+ISMA="? Returns the message "0-1".
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5.5 +iISMU — Define SMTP Login User Name
Syntax:  AT+iSMU-=user Permanently sets Authenticated SMTP login User
Name
Parameiers: user= User Name to bi use(when logging on to

an SMTP server that requires autlenticetion (if
SMA is set to e nonzero value).

Command Options:
user" Empty: No SMTP authentication User Name
defined.
user<user-name> user-nameill be used to login to an
authenticated SMTP server.

Default: Empty. No User Name defined.

Result code:
I/OK If useris an empty or a legal SMTP login name.
I/IERROR Otherwise

AT+iSMU~user Temporarily set the SMTP login User Name to
user.The permanent value will be restored after
completing the next session, whether the session
was successful or not.

AT+ISMU? Report the current SMTP login User Nanighé
User Name does not exist, only <CRLF> will be
returned. The reply is followed by I/OK.

AT+ISMU="? Returns the messadgtring'.
The reply is followed by I/OK.
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5.6 +iISMP — Define SMTP Login Password
Syntax: AT+ISMP®ass Permanently sets authenticated SMTP login
password.
Parameters: pass= Password to be used when logging on to an

SMTP server that requires authentication.
Command Options:
pass" Empty: No SMTP authentication password
defined.
pass<password passwordwill be used to login to an
authenticated SMTP server.

Default: Empty. No password defined.
Result code:
I/OK If passwords an empty or a legal SMTP login
password.

I/ERROR Otherwise.

AT+iSMP~pass Temporarily set the SMTP login passworgass.
The permanent value will be restored after
completing the next session, whether the session
was successful or not.

AT+ISMP? Report the current SMTP login passworde Th
reported value will consist of *' characters. The
number of *' characters shall reflect the number o
characters in the actual password. If a password
does not exist, only <CRLF> will be returned.
The reply is followed by I/OK.

AT+ISMP=? Returns the messaggring'.
The reply is followed by I/OK.
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5.7 +iPOP3 — Define POP3 Server Name

Syntax: AT+IPOPR] =server

Parameters:

Command Options:
server="

Permanently sets the POP3 Server Name or IP.

server=a POP3 Server Name or IP address. The
Server Name must be resolvable by the primary or
alternate DNS.

p = optional communication platform modifier for
iIChip Plus. Wherep="'S' to force the (serial) dial-up
platform.

Empty: No Server Name defined.

server= <POP3_SRVR> POP3_ SRWHI be used to locate and

Default:

Result code:
I/OK
I/IERROR

AT+IPOP3p] ~ server

AT+POP3p] ?

AT+POPJp] =?

establish a POP3 connection when
recieving Email messages. If
POP3_SRVHKs a symbolic name, a DNS
server will be used to resolve the IP
address.

Empty. No POP3 server defined. To retriEveall
messages, a POP3 Server Name must be defined Ad-Hoc

If serveris empty or a legal IP address or POP3
server name.
Otherwise

Temporarily set the POP3 server nameduover.

The permanent server name will be restored after
completing the next session, whether the session
was successful or not.

Report the current POP3 server name. If a server
name does not exist, only <CRLF> will be
returned. The reply is followed by I/OK.

Returns the messagdgtring/IP".
The reply is followed by I/OK.
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5.8 +iMBX — Define POP3 Mailbox Name

Syntax:  AT+iMBX=mailbox

Parameters:

Command Options:
mailbox="

Permanently sets mailbox name.

mailbox= Mailbox name to be used for Eiha
retrieve.

Empty: No mailbox name defined.

mailbox=<mbox-name>mbox-namevill be used to retrieve Email

Default:

Result code:
I/OK
I/IERROR

AT+IMBX~ mailbox

AT+MBX?

AT+HMBX=?

messages.

Empty. No mailbox defined. To retrieve Bima
messages, a mailbox name must be defined Ad-
Hoc.

If mailboxis an empty or legal mailbox name.
Otherwise.

Temporarily set the mailbox namert@ilbox.The
permanent value will be restored after completing
the next session, whether the session was
successful or not.

Report the current mailbox name. If a nbakk
name does not exist, only <CRLF> will be
returned. The reply is followed by I/OK.

Returns the messagstring'.
The reply is followed by I/OK.
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5.9 +IMPWD — Define POP3 Mailbox Password
Syntax: AT+HIMPWD=MBxPass Permanently sets POP3 mailbox password.

Parameters: MBxPass= Mailbox password to be used for
authentication, when retrieving Email messages
from the mailbox.

Command Options:
MBxPass=" Empty: No mailbox password defined.
MBxPass=<mbox-pass>mbox-passvill be used to authenticate
receiver, when retrieving Email messages
from the mailbox.

Default: Empty. No mailbox password defined. Toieste
Email messages, the mailbox password must be
defined Ad-Hoc.

Result code:
I/OK If mbox-passs an empty or legal mailbox

password.
I/ERROR Otherwise.

AT+IMPWD~ MbxPass Temporarily set the mailbox password to
MBxPassThe permanent password will be
restored after completing the next session, whether
the session was successful or not.

AT+IMPWD? Report the current mailbox password. Tégorted
value will consist of *' characters. The number of
*' characters shall reflect the number of chanacte
in the actual password. If a mailbox password does
not exist, only <CRLF> will be returned.
The reply is followed by I/OK.

AT+HIMPWD="? Returns the messadstring'.
The reply is followed by I/OK.
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5.10 +iINTSn — Define Network Time Server

Syntax: AT+INTS=<server>

Sets the networkime server name or IP.
Usen=1 to define the primary time server.
Usen=2 to define an alternate time server.

Parameters: n= 1.2
server= A network timeserver name or IP address.
See Appendix C for a list of NIST Time servers.
Command Options:
Server" Empty. No Network Time Server defined.
Server=<nts> The server name or IP addrests,will be used to
retrieve the current time-of-day — if therOD
parameter is set to enable time-of-day retrieval.
Current Time-of-Day will be returned in response
to theRP8command. Outgoing Email messages
will be Time and Date stamped.

Default: Empty. No Network Time Servers defined.

Result code:
I/OK

AT+INTSn~server Temporarily sets the Network Time Server to value
server The permanent value will be restored after
completing the next session, whether the session
was successful or not.

AT+INTSNn? Reports the current value of NT.3f NTSn is
empty, an empty line containing only <CRLF> will
be returned.
The reply is followed by I/OK.

AT+INTSn=? Returns the messagdgtring / IP Addr.".
The reply is followed by I/OK.
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5.11 +NTOD — Define Network Time-of-Day Activation  Flag

Syntax: AT+INTOD= Sets the network time-of-day activation flagito
If this flag is enabled, iChip will retrieve an
updated time reading the next time it goes online.

Parameters: n=0or 1l

Command Options: n=0: Network time retrieval from timeserver is

disablec

n=1. Network time letrieval is enablec — iChip
will conrect to the ime server and Ietrieve
an upcated tme reading each time it
conrectsto the retwork. From that poir
on, IChip will maintain time internally.
While iChip is orline, retwork time will
be refreshec every two hours
Current time-of-day will be returned in
response to thRP8 command. Cutgoing
e-mail mes:ages will betime and cate
stamyed.
The expiry data of an incoming server
certifi cate in s«ecure SSL communication
will also bechecked. If iChip annot leed
the timefrom the tim: server, an SSL
session cennot beestabished.

Default: 0 (time server retrieval disabled)
Result code:
I/OK
AT+INTOD~n Temporarily sets the network time-of-day activation

flag to valuen. The permanent value will be
restored after completing the next session, whether
the session was successful or not.

AT+INTOD? Reports the current value of the netwimke-of-
day activation flag followed byOK .

AT+INTOD="? Returns the messadgel'.
The reply is followed by I/OK.
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5.12 +iGMTO — Define Greenwich Mean Time Offset

Syntax: AT+HGMTO= Permanently sets iChip location‘s Greenwich mean
time fset, in hours.

Parameters: = -12..12
Default: 0
Result code:
I/OK
AT+IGMTO~n Temporarily set the Greenwich Mean Time Offset

to valuen. The permanent values will be restored
after completing the next session, whether the
session was successful or not.

AT+HGMTO? Report the current value of GMTO. Thelyeis
followed by I/OK.

AT+IGMTO="? Returns the messagé&2-+12°.
The reply is followed by I/OK.
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.5.13 +iIDSTD — Define Daylight Savings Transition R ule

Syntax: AT+IDSTDDST rule Permanently sets the daylight savings time
transition rule.

Parameters: DST rule ::= <HH1.DD1.MM1>;<HH2.DD2MM?2 > ||

Where, <HH1.DD1.MM1> indicates the
date when Daylight Saving
Time starts and
<HH2.DD2.MM2> indicates
the date when Daylight
Saving Time ends.
HHn ::= Full Hour (two
digits).
DDn ::= Either specific day, or <F/L><Day of Week>.
<F/L> ::= F = First, L = Last Day of the month.
For example: FSun indicates the First
Sunday of the month.
<Day of Week> ::{-Sun||, -Monl||, -Tue|, “Wed|,
—Fhul|, Frill, -Sa||}.
MMn ::= Month.

Command Options:
DST_rule=" Empty — no Daylight Saving Time definition is apgali
DST_rule=<dst>Daylight Savings rule defined ostwill be applied
to the time retrieved from the Time Server when
reporting the current time.

Default: Empty. No Daylight Saving Time is applied.

Result code:
I/OK

AT+IDSTD~DST _rule Temporarily set the Daylight Saving Time
Definition toDST _rule. The permanent value will
be restored after completing the next session,
whether the session was successful or not.

AT+DSTD? Report the current value of the Dayli§aving
Time Definition.
The reply is followed by I/OK.

AT+IDSTD="? Returns the messadgtring'.
The reply is followed by I/OK.
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5.14 +iPDSn — Define PING Destination Server

Syntax AT+iPDSn=Server Permanently sets the PING destination server name
or IP.
Usen=1 to define the pmary cestination server.
Usen=2 to define the secondary destination server.

Parameters: n= 1.2
Server= A network server name or IP address.

Command Options:
Server* Empty. No PING destination Server defined.
Server=<nps>The server name or IP addresgs,will be
PING‘ed in order to verify iChip‘s online status,

when iChip is inFAlways Onlingl mode. If the
primary server does not respond, iChip will try the
secondary server (if it exists). When both servers
do not respond to PING requests, iChip will retry
to establish the connection by going offline and
then online again.

Default: Empty. No PING destination Servers defined

Result code:
I/OK

AT+iPDSn~Server Temporarily set the PING destination server to
valueServer The permanent value will be restored
after completing the next session, whether the
session was successful or not.

AT+iPDSn? Report the current value of PRI PDSh is empty,
an empty line containing only <CRLF> will be
returned.

The reply is followed by I/OK.

AT+PDSn=" Returns the messagdgtring / IP Addr.".
The reply is followed by I/OK.
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.5.15 +iIPFR — PING Destination Server Polling Frequ ency

Syntax:  AT+PFRA

Parameters:

Command Options:

Default:

Result code:
I/OK
I/ERROR

AT+IPFR~—

AT+PFR?

AT+IPFR=?

Permanently sets the time interval, in seconds,
upon which iChip will issue a PING request to one
of the PING destination servers.

n=0..65535 [seconds]

O (Disabled PING polling)

If nis within limits
Otherwise

Temporarily set the PING polling interval value for
one session. The permanent value will be restored
after completing the next session, whether the
session was successful or not.

Report the current PING polling intervakd.
The reply is followed by I/OK.

Returns the message "0-65535".
The reply is followed by I/OK.
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.6+iIUFn — User Fields and Macro Substitution
Syntax: AT+ UR=<String> Permanently sets user fiaid

Parameters: n=01.12
String= Parameter string-value.

Command Options:
String=" Empty User Field.
String=<Str>  Stris stored in the specified User Field.
Maximum Strlength is 128 characters.

A User Field may be used for general-purpose séorag

In addition, a User Field may be used as a mag@acement wherever an AT+i
Command<parameter>is allowed:

The_#' character is used to prefix the bparameter to define indirection.
When used, the value of the User Field will be stilied in the command
before the command is processed. #UF01 -- #UF12laneed.

For example:
Given: AT+iIUF01=ftp.domain.com
Issuing: AT+IFOPN:#UF01:anonymous,myemail@domaimco

Is equivalentto:  AT+iFOPN:ftp.domain.com:anonymaorge mail@domain.com

The advantage of this is that the FTP server magpkeified dynamically by changing
the UF01 parameter without requiring a change énAfi+iFOPN command.

Default: Empty. No User Field value defined.

Result code:
I/OK

AT+HUFNn~<String>  Temporarily set User Fieldto valueString. The
permanent value will be restored after completing

the next session, whether the session was suctessfu
or not.

AT+HUFN? Report the current value of bHf the User Field is

empty, an empty line containing only <CR/LF> will
be returned.

The reply is followed by I/OK.

AT+HUFN=? Returns the messagdgtring'.
The reply is followed by I/OK.

AT+i Programmer‘s Manual Versior 8.32 27-



Nonvalatile Parameter Database

.7Email Format Parameters

7.1 +iXFH — Transfer Headers Flag
Syntax:  AT+iIXFH=v Permanently setsTransfer Headers® flag ta
Parameters: v=0orl

Command Options:
v=0 Retrieve only Email body - No headers.
BASE64 MIME attachments will be
decoded by iChip, on-the-fly.
v=1 Retrieve Email headers with Email body.
Attachments shall not be decoded.

Default: 1

Result code:
I/OK If v=0or1l
I/ERROR Otherwise.

AT+iIXFH~v Temporarily set theTransfer Headers Flag' to
for the duration of the next session. The permanent
value will be restored after completing the next
session, whether the session was successful or not.

AT+iIXFH? Report the current value of thEransfer Headers
Flag'.
The reply is followed by I/OK.

AT+IXFH=? Returns the message "0-1".
The reply is followed by I/OK.
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7.2 +iHDL — Limit Number of Header Lines
Syntax:  AT+iHDL=n Sets maximum number of header lines to retrieve.
Parameters: n=0-255
Default: 0 (no limit)
Result code:
I/OK If nis within limits
I/IERROR Otherwise
AT+IHDL~n Temporarily set the maximum limit of header lines

for the duration of the next session. The permanent
value will be restored after completing the next
session, whether the session was successful or not.

AT+HDL? Report the current value of the headee liimit.
The reply is followed by I/OK.

AT+IHDL="? Returns the message "0-255".
The reply is followed by I/OK.
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7.3 +iIFLS — Define Filter String
Syntax:  AT+FLSsstr Permanently sets a filter string.
Parameters: str = ASCII string which qualifies an Email message

to be listed or retrieved by the iChip. This stringst
exist in the Email header for the message to qualif
If the string does not exist, the message will be
ignored.

Command Options:
str=" Empty string: Filter disabled. All messageslisha
gualified for retrieval.
str=<f/string> Setf/stringto be the qualifying filter.

Default: Empty. Filter disabled.

Result code:
I/OK If stris an empty or legal filter string.
I/ERROR Otherwise

AT+iFLS~f/string Temporarily set the filter string fidsstring The
permanent value will be restored after completing
the next session, whether the session was
successful or not.

AT+IFLS? Report the current value of the filterirsgy. If no
filter is defined, only <CRLF> will be returned.
The reply is followed by I/OK.

AT+HFLS=? Returns the messaggring'.
The reply is followed by I/OK.
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7.4 +IDELF — Email Delete Filter String

Syntax:  AT+DELF=[#ptr

Parameters:

Command Options:
str="

Permanently sets the Email delete filter string.

str = ASCII string which qualifies an Email message
to be deleted from the mailbox. This string mussiex
in the Email header for the message to qualifthdf
string exists in at least one header field, thesags
will be deleted from the mailbox during the next
Email retrieve sessioiAT+iIRMM).

Empty string: delete filter disabled. No messag
shall be deleted.

str=<f/string> Setf/stringto be the qualifying Email delete filter.

# flag

Default:

Result code:
I/OK
I/IERROR

AT+IDELF~[#]f/string

AT+IDELF?

AT+IDELF=?

When the optiona##' (NOT) flag precedes the
filter string, iChip will reverse the deletion
criterion. In other words, iChip will delete all u
Emails that qualify the filter.

Empty. Delete filter disabled.

If stris an empty or legal filter string.
Otherwise.

Temporarily set the Email delete filter string to
f/string. The permanent value will be restored after
completing the next session, whether the session
was successful or not.

Report the current value of the Emailedelfilter
string. If no filter is defined, only <CRLF> willéh
returned. The reply is followed by I/OK.

Returns the messadstring'.
The reply is followed by I/OK.
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7.5 +iSBJ — Email Subject Field

Syntax:  AT+iSBJubject

Parameters:
Command Options:
subject”

Permanently sets Email header‘s Subject field.

subject= Contents of subject field.

Empty string. Subpct:’ Field in
Email header will be left empty.

subject<subject string> The_Subgct:* field in the Emaill

Default:

Result code:
I/OK
I/ERROR

AT+iSBJ~subject

AT+ISBJ?

AT+ISBJ="?

header will contairsubject string

Empty.

If subjectis an empty or legal string.
Otherwise.

Temporarily set the contents of tifeubject:* field

of the next Email to be sent. The permanent value
will be restored after completing the next session,
whether the session was successful or not.

Report the current contents of tBebject:’
parameter. If no subject is defined, only <CRLF>
will be returned.

The reply is followed by I/OK.

Returns the messagring'.
The reply is followed by I/OK.
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7.6 +ITOA — Define Primary Addressee

Syntax: AT+TOAN] =Email@ Permanently sets Email addressee.

Parameters: Email@= Email addressee. This is the default
Email addressee, which will be used to direct
Email messages sent by iChip.
n = optional index of addressee. Whers not
specified, TOAO (primary addressee) is used.

Command Options:
Email@=" Empty address: No addressee defined.
Email@=<addr> addrwill be used as a destination address for
future Email SEND commandsiEMA, +iIEMB).

n= 01..50
Default: Empty. No addressee defined.
Result code:

I/OK

AT+HTOA[N] ~<add>  Temporarily set the Email addresseadtil. The
permanent value will be restored after completing
the next session, whether the session was
successful or not.

AT+HTOA[N] ? Report the current value of the Email addred§ee.
the addressee does not exist, an empty line
containing only <CRLF> will be returned.

The reply is followed by I/OK.

AT+HTOA[N] =? Returns the messagdgiring'.
The reply is followed by I/OK.
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a7 +iITO — Email ‘'To’ Description/Name
Syntax:  AT+ITOto Permanently sets Email headef®:* description.
Parameters: to = Contents of 'To:' description/name field.
Command Options:
to=" Empty string.

to=<to_str> The 'To:" description field in the
Email header will contaito_str.
Default: Empty

Result code:
I/OK If tois an empty or legal string.
I/ERROR Otherwise.

AT+TO~to Temporarily set the contents of the 'To:" desaipti
field of the next Email to be sent. The permanent
value will be restored after completing the next
session, whether the session was successful or not.

AT+HTO? Report the current contents of thearameter. If
theto parameter is empty, only <CRLF> will be
returned.

The reply is followed by I/OK.

AT+HITO=" Returns the messadstring'.
The reply is followed by I/OK.
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7.8 +iIREA — Return Email Address

Syntax: AT+REAEmail@ Permanently sets the Return Email Address. This is
theEmail adaressthat will be usecwhen replying
to this Email.

Parameters: Email@= Email addressee.

Command Options:
Email@=" Empty address: No return address defined.
Email@=<addr> addrwill be used as the return Email address.

Default: Empty. No return Email address definede Téturn
Email address will be defined Ad-Hoc.

Result code:
I/OK

AT+HREA~<addr> Temporarily set the return Email addressudalr.
The permanent value will be restored after
completing the next session, whether the session
was successful or not.

AT+HREA? Report the current value of the return Ema
address. If the return Email address does not exist
an empty line containing only <CRLF> will be
returned.

The reply is followed by I/OK.

AT+HIREA=? Returns the messadgtring'.
The reply is followed by I/OK.
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7.9 +iIFRM — Email ‘From’ Description/Name

Syntax:  AT+iFRMfrom
Parameters:

Command Options:

Permanently sets Email head&rom:‘ description.

from = Contents of 'From:' description field.

from=" Empty string.
from=<from string> The 'From:' description field in the
Email header will contaifrom
string.
Default: Empty
Result code:
I/OK If fromis an empty or legal string.
I/ERROR Otherwise.

AT+IFRM~from

AT+FRM?

AT+IFRM=?

Temporarily set the contents of the 'From:'
description field of the next Email to be sent. The
permanent value will be restored after completing
the next session, whether the session was
successful or not.

Report the current contents of them parameter.
If the from parameter is empty, only <CRLF> will
be returned.

The reply is followed by I/OK.

Returns the messadstring'.
The reply is followed by I/OK.
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.7.10 +iCCn — Define Alternate Addressee <n>

Syntax:  AT+iICQ=Email@ Permanently sets alternative addressee.

Parameters: n=1.4
Email@ = Email addiessee. Thisis the Email
address, whicl will be usecto ccpy Email
mes:ages seniby the iChipto the frimary
addrescee list.

Command Options:

Email@=" Empty address: Alternate addresse®t
defined.
Email@=<addr> addrwill be used as alternate Email addressee
n.
Default: Empty. No alternate addressees defined.
Result code:
I/OK
AT+ CCn~<addr> Temporarily set alternate addressde addr. The

permanent value will be restored after completing
the next session, whether the session was
successful or not.

AT+ICCn? Report the current value of alternate aedsieen. If
the alternate addressee does not exist, only
<CRLF> will be returned.

The reply is followed by I/OK.

AT+ICCn=? Returns the messagtring'.
The reply is followed by I/OK.
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7.11 +IMT — Media Type Value

Syntax:  AT+iMT=ype Permanently sets the media type used for
generating Email messages with a MIME
encapsulated attachment.

Parameters: type= Media type.

Command Options:
type=0..4 typevill be used as the media type:

0 — text

1 —image
2 —audio
3 —video

4 -- application
Default: 4 (application)

Result code:
I/OK If typeis in the range: 0..4
I/ERROR Otherwise

AT+IMT~type Temporarily set the media typEhe permanent
value will be restored after completing the next
session, whether the session was successful or not.

AT+MT? Report the current media type value. Thayeas
followed by I/OK.

AT+MT=? Returns the messag@-4|.
The reply is followed by I/OK.
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7.12 +IMST — Media Subtype String

Syntax:  AT+MSTs=str Permanently sets the media subtype string used for
generating Email messages with a MIME
encapsulated attachment.

Parameters: str = Media subtype string.

Command Options:
str=" Empty: No media subtype string defined, the default
will be used.
str=<string> string will be used as the media subtype string. A list
of subtype strings is detailed in appendix A.

Default: _odet-stream'

Result code:
I/OK If stris an empty or a legal media subtype string.
I/ERROR Otherwise.

AT+IMST~str Temporarily set the media subtype stringto
The permanent value will be restored after
completing the next session, whether the session
was successful or not.

AT+MST? Report the current media subtype strifighé
string is empty, only <CRLF> will be returned.
The reply is followed by I/OK.

AT+IMST="? Returns the messadstring'.
The reply is followed by I/OK.

AT+i Programmer‘s Manual Versior 8.32 27-



Nonvalatile Parameter Database

.7.13 +iFN — Attachment File Name

Syntax:  AT+iFN#$name

Parameters:

Command Options:
fname="

Permanently sets the attachment file name string
usec for generating Email messaes with e MIME
encepsuatec attachment

fname= Attachment file name.

Empty: No file name string defined, the defaultiwil
be used.

fname=<str> str will be used as the file name string when

Default:

Result code:

I/OK

I/IERROR

AT+iIFN~fname

AT+HFN?

ATHFN=?

constructing a MIME attachment. The file name
should be complete with an explicit extension.

iChip generated unique filename, without a
extension.

If fnameis an empty or a legal file name string.
Otherwise

Temporarily set the file name stringfttame.The
permanent value will be restored after completing
the next session, whether the session was
successful or not.

Report the current file name string. If filename
is empty, only <CRLF> will be returned.
The reply is followed by I/OK.

Returns the messadgtring'.
The reply is followed by I/OK.
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BHTTP Parameters

.8.1 +iURL — Default URL Address

Syntax:  AT+iURL=URLadd

Parameters:

Command Options:
URLadd="

Sets the URL address string used for downloading
web rages and filesand uploadincfiles toweb
servers.

URLadd= URL address string.

Empty: No URL address string defined.

URLadd=<str>  str will be used as the URL address string when

Where,

Default:

Result code:
I/OK

IIERROR

AT+URL~URLadd

AT+IURL?

AT+HURL=?

downloading a Web page or file.
The URL address format is:
<Protocol>://<host>[[:<port>]/[<absolute_link>]/]

<protocol> --HTTP or HTTPS

<host> -- Web Server Name: IP address or serveenam
resolved by DNS.

<port> -- Port number on server. Default: 80 forTHPT

443 for HTTPS.
<absolute link> -- Absolute path name of Web pagfi®on
server.

None

If URLaddis an empty or a legal URL address
string.
Otherwise

Temporarily set the URL address string to
URLadd.The permanent value will be restored
after completing the next session, whether the
session was successful or not.

Report the current URL address stringh# URL
address is empty, only <CRLF> will be returned.
The reply is followed by I/OK.

Returns the messagdstring’.
The reply is followed by I/OK.
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8.2 +ICTT — Define Content Type Field in POST Requ est
Syntax: AT+ICTT=sstring>

Defines the contents of th€ontent-typg| field that is
sent in the POST request by tA&+iSLNK command.
This field specifies the type of file being sent.

Parameters: string=max length 64 bytes
Command Options:

string=|| Empty. A default value of
—application/x-www-form-urlencoded l
will be used, and the server will expect the datbé the
data sent in aSubmt| of a form.

string=<Content-type> type of file being sent by the AT+iSLNK command.
Default: Empty
Result Code:
I/OK If stringis empty or a legal string.
I/ERROR Otherwise
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.8.3 +IWPWD — Password for Application Website Auth  entication

Syntax:  AT+HIWPWD=ass

Permanently sets the application website's remot

parameter update Password.

Parameters:

Pass= Password to be used for authentication,

when accepting application Web site parameter
updates from a remote Web browser.

Command Options:
Pass="

Pass=<password>

Pass=|*||

Empty: Remote application Web site
parameter updates over the Web are
effectively disabled.

passwordill be used to restrict
application Web site parameter updates
via a remote Web browser.
A passwordwill not be required to
authenticate application Web site
parameter updates via the Web,
effectively unrestricting remote
parameter updates.

Default: Empty. No Password defined. ApplicationiwWe
site parameter updates via a remote browser are
fully restricted.

Result code:

I/OK If passis an empty or legal Password.

I/IERROR

AT+IWPWD~pass

Otherwise

Temporarily set the application Web site parameter

Update Password fmass The permanent Password
will be restored after completing the next session,
whether the session was successful or not.

AT+HWPWD?

Report the current Password. If a Pasdwioes

not exist, only <CRLF> will be returned.
The reply is followed by I/OK.

AT+HWPWD="?

Returns the messaggtring'.

The reply is followed by I/OK.
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.9 RAS Server Parameters

9.1 +IRAR — RAS RINGs
Syntax:  AT+RAR= Sets the number of RINGs that will activate
iChip‘s internal RAS if RAU is not empty.
Parameters: n = number of RINGs iChip will detect before
answering an incoming call and activating its
internal RAS.

If nis set to a value greater than 100 and an
incoming call is picked up by the host or the
modem after less than100 RINGs, iChip will
activate its internal RAS.

The RAS server will negotiate a PPP connection if
a_~'is received as the first character from the
modem after the CONNECT line to indicate a PPP
packet. Otherwise, iChip will revert to transparent
mode communications, allowing the host to
conduct direct modem to modem data transfer.

Command Options:
n= 2..20
+100 Add 100 to any RAR value to force iChip to
activate its internal RAS even if the call was
picked up by the host or the modem (if-4is
received as the first character from the modem
after the CONNECT line to indicate a PPP packet).

Default: n=4
Result code:

I/OK If nis within limits.
I/ERROR Otherwise.

AT+IRAR? Returns RAR's current value.
The reply is followed by I/OK.

AT+RAR=? Returns the message "2-20".
The reply is followed by I/OK.
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9.2 +IRAU — Define RAS Login User Name
Syntax:  AT+iRAU=user Permanently sets RAS login user name.
Parameiers: user= User Name to b usec for authenticetion

when accepting a céll from a FPP client conrecting
toiChip‘s irternal RAS.

Command Options:

user" Empty: iChip‘s internal RAS is effectively
disabled.

user=<user-name> user-namevill be used to establish login rights
of a remote PPP client connection to iChip‘s
internal RAS.

user=||*| A user-namawill not be required to authenticate
a remote PPP client connection to iChip‘s
internal RAS, effectively unrestricting remote

access.
Default: Empty. iChip's internal RAS is effectivetlysabled.
Result code:
I/OK If useris an empty or a legal login User Name.

I/IERROR Otherwise.

AT+RAU~user Temporarily set the RAS login User Nameuser.
The permanent value will be restored after
completing the next session, whether the session
was successful or not.

AT+IRAU? Report the current RAS login User Namethié
User Name does not exist, only <CRLF> will be
returned. The reply is followed by I/OK.

AT+HRAU=? Returns the messagdstring’.
The reply is followed by I/OK.

AT+i Programmer‘s Manual Versior 8.32 27-



Nonvalatile Parameter Database

9.3 +iRAP — Password for RAS Authentication

Syntax:  AT+iRAP+ass

Parameters:

Command Options:

Sets the RAS Password.

Pass= Password to be used for login
authentication when accepting a call from #PP
client connecting to iChip‘s internal RAS.

Pass=" orPass="*" A passwordwill not be required to

authenticate a remote PPP client
connection to iChip‘s internal RAS.

Pass=<password> passwordill be used to restrict access

Default:

Result code:
I/OK
I/IERROR

AT+IRAP~pass

AT+IRAP?

AT+RAP=?

of a remote PPP client connection to
iChip‘s internal RAS.

Empty. No Password defined.

If passis an empty or legal Password.
Otherwise.

Temporarily set the RAS passwordpass The
permanent Password will be restored after
completing the next session, whether the session
was successful or not.

Report the current RAS Password. If a Rasd
does not exist, only <CRLF> will be returned.
The reply is followed by I/OK.

Returns the messaggtring'.
The reply is followed by I/OK.
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.12 IP Registration Parameters

2.1 +IRRMA — IP Registration Mail Address
Syntax: AT+HIRRMA=Email@ Permanently sets the IP registration addressee.

Parameters: Email@= Email addressee. This addressee will
receive a registration Email message after iChip
establishes an Internet session connection as a
result of an explicit AT+i command or as a result
of automated Internet session establishment
procedures. The Email will contain the iChip‘s ID
and dynamically assigned IP address, in ASCII
form. See Email IP Registration.

Command Options:
Email@=" Empty address: No Email will be sent after
iChip goes online.
Email@=<addr> addrwill be used as the IP registration Email

addressee.
Default: Empty.
Result code:
I/OK
AT+IRRMA? Report the current value of the IP regsbn
addressee. If the IP registration addressee ddes no
exist, an empty line containing only <CR/LF> will
be returned.
The reply is followed by I/OK.
AT+HIRRMA=? Returns the messadstring'.

The reply is followed by I/OK.
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A12.2 +IRRSV — IP Registration Host Server Name

Syntax:  AT+IRRSV=server_name:port
Permanently sets the IP registration server name
or IP and port number to be used in an IP
registration procedure .

Parameters: server_name A server name or IP address.
Server names must be resolvable by the primary
or alternate DNS.
port=0..65535

Command Options:

server_name"  Empty: No IP registration server name defined.

server_name<ip_registration_server>
ip_registration_servewill be used to locate
and establish a connection after iChip
establishes an Internet session connection as a
result of an explicit AT+i command or as a
result of automated Internet session
establishment procedures. The dynamically
assigned IP address will be sent to the server
in ASCII form, after which the socket will be
closed. See Socket IP Registration.

port=<port number>
It is assumed that the host server is "listening"”
on port number

Default: Empty. No server defined.

Result code:
I/OK If ip_registration_serveris an empty or legal
server name angort is within limits.
I/ERROR Otherwise.

AT+HRRSV? Report the current IP registration senvame and
port number. If a server name does not exist, e@R/LF> will
be returned.

The reply is followed by I/OK.

AT+HRRSV=? Returns the messad¢éame/IP:Port'.
The reply is followed by I/OK.
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12.3 +IRRWS — IP Registration Web Server

Syntax:  AT+iIRRWSarl Permanently sets the IP registration web server
URL.
Parameters: url = The web server URL to use for registratio

after going online.

Command Options:

url = Empty: No IP registration URL defined.

url =<Reg_URL>
Reg_URLwill be used to dynamically register
iChip‘s IP and Port after going online as a
result of an explicit AT+ command or as a
result of automated Internet session
establishment procedures. See Web Server IP
Registration.

Default: Empty. No Registration Web server defined.

Result code:
I/OK If Reg_URLs an empty or legal URL string.

I/IERROR Otherwise.

AT+HIRRWS? Report the current IP registrationetWserver
URL. If a URL does not exist only <CR/LF> will beturned.
The reply is followed by I/OK.

AT+IRRWS=? Returns the messaggiring|.
The reply is followed by I/OK.
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A12.4 +IRRRL — IP Registration Return Link

Syntax:  AT+HRRRLAP[:Port] Permanently sets the IP registration Return Link
IP and Web Port.

Parameters: IP = IP address to use for registration after going
online.
Port = Port number to assign to iChip‘s Web
server.

See description of RRRL when registering IP.

Command Options:

IP=0.0.0.0 Empty: No Return Link defined.

IP =<IP_add> IP_addrwill be used when registering after
establishing an Internet session, rather than the
iChip‘s actual local IP address. This is useful
when the iChip receives an internal IP address
behind a NAT. Assigning the NAT's IP address to
IP_addrwill allow reaching the iChip from the
Internet. In SerialNET, thePRT parameter may
be pre-configured in the NAT to connect to the
iChip device. See SerialNET Server Devices.

Port = Web_port Optional port to map iChip‘s Web server in order
to allow surfing iChip across a NAT in association

with IP_addr.
Default: Empty. No return link IP and Port defined.
Result code:
I/OK If IP is a legal IP address ambrt is a legal IP

port number.
I/ERROR Otherwise.

AT+HRRRL? Report the current return link IP andtpor
The reply is followed by I/OK.

AT+IRRRL=? Returns the messagdame/IP[:Port].
The reply is followed by I/OK.
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.14 Remote Firmware Update Parameters

4.1 +IUEN — Remote Firmware Update Flag
Syntax: AT+HUEN=«>
Sets the remote firmware update flag.
Parameters:v=0or 1

Command Options:
v=0 Update only to a firmware version that is nethan the

currently installed one.
v=1 Update to any firmware version available.
Default: 0O
Result Code:
I/IOK Ifv=0or1l
IIERROR Otherwise
ATHUEN~v Temporarily set the remote firmware update flag for the
duration of the current session. The permanentevaill be
restored after completing the current session.
AT+HUEN? Reports the current value of the remoteWare update flag
followed by I/OK.
AT+UEN=? Returns the message-1|| followed by I/OK.

AT+i Programmer‘s Manual Versior 8.32 27-



Nonvalatile Parameter Database

14.2 +IUSRV — Remote Firmware Update Server Name

Syntax: AT+USRV=<protocob://<host[:<port>]/[<relative_patt¥/]|
Sets name of server to be used for updating iGimpafare
remotely. This server must contain one or morewiare .imz
files. The actual update process is initiated usiegAT+iRFU
command.
Parameters: protocob = http or ftp
<host = Host name or IP address
<port> = 1..65535
Defaultport for http is 80. Defaulport for ftp is 21.
<relative_path» = Path to a directory which contains one or more
.imz files on the host or a path to a text file tadming a list of one
or more <CRLF>-separated .imz filenamedative pathmust be
relative to the FTP home directory.réflative_pathcontains sub-
directories, they can be divided using eitheor _/-
absolute_patmust end with\' or _/*.
Command Options:
AT+IUSRV=— Empty. No server name defined.
Default: Empty. No dedicated remote firmware updaever defined.
Result Code:
I/OK If hostis an empty or legal host name.
IIERROR Otherwise
AT+HUSRV~ Temporarily set the firmware update server nanteosi.The
—pgrotocob://<host permanent value will be restored after complethregriext session.
>|
AT+HUSRV? Report the current firmware update senamne. If a server name
is not defined, only <CRLF> will be returned. Theply is
followed by I/OK.
AT+IUSRV=? Returns the messaggiring / IP Addr ‘ followed by I/OK.
Example: at+iusrv=" ftp://172.20.101.5:21/RFU C02128/"
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14.3 +IUUSR — Remote Firmware Update FTP User Name

Syntax: AT+IUUSR=«isername
Sets name of user to logon to the FTP server dfiméhe
AT+IUSRYV parameter.

Parameters: username = Name of user to logon to the FTP servéris
must be a registered user on the FTP server. Serers allow
anonymous login, in which cassernameanonymous.

Command Options:
AT+HUUSR=— Empty. No user name defined.
Default: Empty. No user name defined.
Result Code:
I/OK If usernamas an empty or legal user name.
I/ERROR Otherwise
AT+HUUSR~<username Temporarily set the user nameusernameThe permanent
value will be restored after completing the nexsssan.
AT+HUUSR? Report the current user name. If a useneis not defined,
only <CRLF> will be returned. The reply is followey
I/OK.
AT+HUUSR=? Returns the messagring’ followed by I/OK.

AT+i Programmer‘s Manual Versior 8.32 27-



Nonvalatile Parameter Database

14.4 +iIUPWD — Remote Firmware Update FTP User Pass word

Syntax: AT+IUPWD=passworc
Sets user password to logon to the FTP serveratkfinthe
AT+IUSRYV parameter.

Parameters: password = User password to logon to the FTP serier.
special characters are used, the password shosioelo#ied
within quotes. Servers that allow anonymous loginally
request an Email address as a password.

Command Options:
AT+HUPWD=— Empty. No user password defined.
Default: Empty. No user password defined.
Result Code:
I/OK If passwords an empty or legal user password.
I/ERROR Otherwise
AT+HUPWD~<password Temporarily set the user passworgasswordThe
permanent value will be restored after complethmgriext
session.

AT+HUPWD? Returns a string of asterisk (*) charast@dicating the
number of characters in the password. If a passvgandt
defined, only <CRLF> will be returned. The reply is
followed by I/OK.

AT+IUPWD=? Returns the messag#ring* followed by I/OK.
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.15 Remote Parameter Update

Syntax: AT+IRPGEroupPass Sets the remote parameter update group/password.
Also used to authenticate a remote
technician connecting for remote debug
purposes.

Parameters: GroupPass= Group/Password to be used
for authentication when accepting iChip
parameter updates from a remote web
browser.

Command Options:

GroupPass=" Empty: Remote Email Parameter
Update and remote Web parameter
updates are
effectively disabled.

GroupPass=<grp-pass> grp-paswill be used to authenticate the
RPF file retrieved and restrict iChip
parameter updates via a remote Web
browser.

GroupPass||*|| A password will not be used to

authenticate

the RPF file retrieved or parameter
updates

via the Web. Effectively
unrestricting any remote iChip
parameter updates.

Default: Empty. No Group/Password defined. When
retrieving Email Parameter Update mails shall be
skipped. iChip parameter updates via a remote
browser are restrictetl.

Result code:

I/OK If Group-pasds an empty or legal
Group/Password. /ERROR

Otherwise.

AT+IRPG~GroupPass Temporarily sets the Parameter Update
Group/Password tGroupPassThe permanent
Group/Password will be restored after completing
the next session, whether the session was
successful or not.
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AT+HRPG? Report the current Group/Password. If a
Group/Password does not exist only <CRLF>
will be returned.

The reply is followed by I/OK.

AT+HRPG=? Returns the messaring'.
The reply is followed by I/OK.

Note: This default value is shipped from the factory. Fie-iFD
command doesotrestore RPG to this value
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.16 Secure Socket Protocol Parameters

6.1 +iCS — Define the SSL3/TLS Cipher Suite

Syntax:

Parameters:
Command Options:
n=0

Default:
Result code:

I/OK
I/IERROR
AT+ICS?

AT+ICS=?

AT+CS=#

Sets the cipher suite to be used in SSL3/TLS natoris
with a secure server.

The default valueQ* is the all-cipher selection. With this
value, iChip sends its full list of supported cipheo the
server. The server selects the most appropriateecip use
during the handshake procedure. When a specifigeval
specified, iChip requires the server to use thatsio
cipher.

n = A supported cipher suite code, as defined in RHE62

Set cipher suite t@ropose all’. When CS is set to
_popose all', iChip offers all supported ciphertssifor
SSL3/TLS negotiations. The server selects the most
appropriate cipher suite during the handshake poee
Set cipher suite to SSL_RSA WITH_RC4_128 MD5
Set cipher suite to SSL_RSA WITH_RC4 128 SHA
Set cipher suite to
SSL_RSA_WITH_3DES_EDE_CBC_SHA

Set cipher suite to TLS_RSA_WITH_AES_128 CBBAS
Set cipher suite to TLS_RSA WITH_AES 256 CBBAS
Add 1000 to any cipher suite to prohibit upaathis
parameter from the internal configuration website

0 (Propose All)

If nis a supported cipher suite code

Otherwise

Returns the current cipher suite value. femy is followed
by I/OK

Returns the messae4,5,10,47,53]|. The reply is followed
by I/OK
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16.2 +ICA — Define SSL3/TLS Certificate Authority
Syntax: AT+iCA[n]=ca

Sets the certificates of the trusted certificatihaxities. This authority is the one eligible
to sign a server's certificate. iChip accepts &eses identity only if its certificate is
signed by one of these authorities.

Parameterstca= PEM format DER-encoded X509 certificate

Command Optiongca=<CR><CR> Empty: No trusted certificate authotitg.=<cert>

Optionaln: certis referenced as the trusted certificate autharitgrtificate during
SSL3/TLS1 socket connection establishment (handgha&hip establishes an SSL3/TLS1
socket connection only to servers having a cedtié@uthenticated by this certificate

authority. iChip expectsertto be multiple lines separated by <CR>, beginniftf§ w
————— BEGIN CERTIFICATE-----

and terminating with

Maximum size otertis 1300 characters.

nis optional and may be 2, 3 or 4. Use n to spaisrnative CA certificates (CA2, CA3
and CA4). When more than one CA certificates ex@jp will check all its CA's when
verifying a Server certificate.

Default: Empty. No trusted Certificate Authorityfohed.

Result code: I/OK Itcais an empty or legal certificate.
I/ERROR Otherwise

AT+ICA? Report the current trusted certificate @is. The reported value displays
the Certificate Authority name, certificate validate range, and the
entire PEM contents. If the trusted certificatenspty, only <CRLF> is
returned. The reply is followed by I/OK.

AT+ICA=? Returns the messadgtring* followed by I/OK.

Sample PEM format DER-encoded X509 certificate:

----- BEGIN CERTIFICATE-----
MIICPDCCAaUCEHC65B0Q2SkO0tjjKewPMur8wDQYJKoZIhveNAQECBQAWXZELMAKG
ALUEBhMCVVMxFzAVBgNVBA0TDIZIcmITaWduLCBIbmMuMTcwNDQQLEY5DbGFz
cyAzIFB1YmxpYyBQcmitYXJ5IENIcnRpZmljY XRpb24gQXV0aG9  yaXR5MB4XDTk2
MDEyOTAWMDAWMFoXDTI4MDgwMTIzNTk10VowXzELMAKGALUEBMMIXFzAVBgNV
BAOTDIZIcmITaWduLCBIbmMuMTcwNQYDVQQLEy5DbGFzeyAzIFBY mxpYyBQcmit
YXJ5IENIcnRpZmljYXRpb24gQXV0aG9yaXR5MIGIMAOGCSqGSIb 3DQEBAQUAA4GN
ADCBIQKBgQDJIXFmMe8huKARSOENSEQNVjV69qRUCPhAWLOTPZZ2RHJYHyX3KghE
BarsAx94f56 TuZoAgiN91gyFomNFx3InzPRMxnVx0jnvTOLwdd8 KkMaOIG+YDlis
119wKTakyYbnsZogy1Olhec9vn2a/iRFM9x2FeOPonFkTGUugWh  FpwIDAQABMAOG
CSqGSIb3DQEBAgUAA4GBALIMEIVPLCYATXxQT3ab7/AoRhlzzKBxnki98tsX63/Do
Ibwdj2wsqFHMcOikwFPwTtYmwHYBV4GSXiHx0bH/59AhWM1pF+N EHIJwZRDmJXNyc
AAIW|QKZ7aKQRUzkuxCkPfAYAW7xzvjoyVGM5mKf5p/AfbdynMk  20mufTqj/ZAlk
----- END CERTIFICATE-----
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.16.3 +iCERT — Define SSL3/TLS1 Certificate
Syntax:  AT+ICERT=t

Set iChip's SSL3/TLS1 certificate.

Some SSL3/TLS1 servers require the client side to
authenticate its identity by requesting the clienprovide a
certificate during the SSL socket negotiation phases is

called-elient sideauthenticatn||.

If the CERT parameter contains a certificate, iChip
provides it to the server upon request. iChip alBseds a
private key (see PKEY parameter) in order to eratgp
certificate before sending it to the server. Iniadd, the
certificate should be signed by a certificate aritiio
accepted by the server for the client side autbatitin to
succeed.

Parameters: ct = PEM format DER-encoded X509 Certificate
Command Options:
ct=<CR><CR> Empty. No trusted certificate authority.
ct=<cert> certis used as iChip‘s certificate during client side
authentication.
The certificate must be signed by a certificateharty

acceptable by the server. iChip expectst to be multiple
lines separated by <CR>, beginning with

Default: Empty. No trusted certificate authorityfided.

Result code:
I/OK If ctis an empty or legal certificate.
IIERROR Otherwise

AT+HCERT? Displays current certificate contentshi trusted certificate
is empty, only <CRLF> is returned, followed by I/OK
AT+ICERT=? Returns the messagdring‘ followed by I/OK.
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16.4 +IPKEY — Define iChip’s Private Key
Syntax: AT+IPKEY9ky

Set iChip's private key.

The private key is required to perform an RSA eption of its certificate (see CERT
parameter) when performing client side authenticatSpecial care should be taken to
protect private key contents from unauthorizedipsutor this reason, once the
private key is stored on iChip, it cannot be reamhly erased or overwritten.

Parameters: pky= PEM format

Command Options:
pky =<CR><CR>Empty. Any existing private key is erased.

pky=<pkey>pkeyis used as iChip‘s private key to RSA encrypt its
certificate during client side authentication.

iChip expectgpkeyto be multiple lines separated by <CR>, beginniith w
————— BEGIN RSA PRIVATE KEY-----

and terminating with
————— END RSA PRIVATE KEY-----

Default: Empty. No private key defined.

Result codel/OK lipkyis an empty or legal private key.
I/IERROR Otherwise
AT+IPKEY? Reports the current private key's stréngt

(number of bits in key). If the key is empty, o”RIERLF> is returned.
There is no way to retrieve pkey contents. Theyrepfollowed by I/OK.

AT+HPKEY=? Returns the messadgtring‘ followed by I/OK.

Example:

----- BEGIN RSA PRIVATE KEY----- )
MIICXAIBAAKBgQCoMGVCcZ3HNFB/CRIWP7vdZrRK+YB+lezO7mAN5Zcd4C19Xi6M6

dmewb6gQ6TRYC1gBhJ+KtMopGoqQ3v1VSuOVe/ZrjWNXLNIUALR MubtkGz2j60Ct
IX4WsFUWebF8QEEmM9+3coMnRqtAdIuYEU2F2PTeWUsQfiRQQmBijis/yOwwIDAQAB
A0GBAKWaKWOHk1zbENfhpn1XTQNmMT4tVuDNHGi6gaeRNbM79Wby8ozHtcWOH
y3tZiAjOngyEIH3CXWdxuLOPrkmdSk39+VOEIUAOSRxyUTb3/LI DU9DpxIYXBYK5
Kclg2gH5GBvV28QJChG6/dfvu08alJyPwD61iOvBvBye/C7TQRAKE  AluU7pT8ejcxf
ZLwaBwUift9Y 1kpzrdHYngJggrhGeZg4blb8ioOFEgB+JKXSxaQ ZgxUslkDVzkO/
+J/HB8KZKywJBAMhcGEftwPqtZMWyqis7rSUpsewaxg79QYDZVSR wi5SynLqtqui4d
GVSftbXvtZHRs8uyp3plTFUVFNVPRsUJpukCQEZyJzdola+OS8d ~ OEooymLhWply4
U2ur2wNF37V6iz/aBIMvPSJI7MuhP2QpSgeHghax/CFTCRFS1yPz MBFNTcDKCQEHq
ko5veNK/4uxruDJbAr68Ne3gbRKXXUp/tdQONgpGEKOQ7EmphyD hHk4J2+lgXUWB
tDM/Q9gmAmyfI8BBSakCQAaOIOMGdUnyFuanp19jRfLB2900gqMQ qyV90r25AxOcN
HD8Jsmn5vBYm4wdtR8x84Gh7128RfuBS8J0hFh90yRY=
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28 SerialNET Theory of Operation

28.1 Introduction

iChip‘s SerialNET mode extends a local asynchrorsauil link to a TCP or UDP

socket across an Internet connection. Its maingaa|s to allow simple devices, which
normally interact over a serial line, to interacti similar fashion across a network without
requiring any changes in the device itself. In otdeachieve this, SeriaINET mode defines
a set of associated operational parameters, wigtgrrdine the nature of the desired
network connection.

When iChip is put in SerialNET mode, it acts asater between the device's serial port
and the network. Devices that communicate withriteal over a serial link fall into three
major categories:

1. Output only (i.e. printers).
2. Input only (i.e. controllers).
3. Interactive (bi-directional communications).

The latter are subdivided further intlents andservers Generally, clients initiate
communications by sending service demands to &isemhile servers respond to client
demands.

SerialNET mode reacts differently to client or srdevices. When a client device initiates
communications, SerialNET mode must establish wortconnection to a remote server
before data may flow between the two systems.

On the other hand, when a remote client needs/tikena device, the remote client first
contacts the iChip and SerialNET is invoked to @acommunication flow to the local
server device.

SerialNET mode includes components to handle bertbes and client local devices. The

iChip under SeriaNET mode routes full-duplex dagtwveen a networked terminal and
both types of devices.
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28.2 SeriaINET Mode

SerialNET mode is established by first definingralated parameters using AT+i
commands, followed by a special Enter SerialNET odmmand.

SerialNET can be entered by:

* Issuing a special AT+i command from the local h#gi+iSNMD.
* Issuing the commandT+iSNMD from a Remote AT+i Service.
* Enabling SerialNET mode from the embedded configomavebsite.

Once in SerialNET mode, no additional AT+i commaaas be sent, as the host serial link
will be dedicated to raw local-device data. In thisde, auto baud rate is also disabled,
since it cannot be guaranteed that the deviceisgille an a‘ or_A' as its first character.

Thus, a predefined fixed baud rate must be spedifegore switching over to
SerialNET mode. Similarly, the host interface carmodetermined automatically and
therefore you must set iChip‘s Host Interface toARS 0 (HIF=1) or USART1 (HIF=2).

SerialNET mode extends across power-down, sinseagsumed that once acting in this
mode, iChip is not necessarily connected to an Adinare host.

SerialNET mode can be terminated by:

» Pulling the MSEL signal low for more than 5 secaridsa dial-up environment,
the iChip goes offline and waits for another RIN{@der.

* The iChip MSEL signal (see iChip datasheet) caloered to GND to emulate the
RING event. This is useful for testing and debuggmrposes of the SerialNET
connection procedure or as a means to cause iGligtivate the ring response
procedure as a result of some TTL hardware signal.

* Aremote client may terminate a socket withoutfiyotg the iChip. The same client
may recover and try initiating the connection agHiprevious socket is still
established drPRT port and a second connection is made by the saerg,dhe
first socket will beclosed and the new socket bdlactive. Any other connection
from different clients willbe denied by iChip.
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28.3 Client Devices

Client devices initiate communications to a serVéhen a client device first sends data on
its serial link, iChip (in SeriaNET mode) buffdise incoming data bytes and attempts to
establish a connection to a remote server.

After going online, iChip performs an IP registoatiprocess according to tRRSV,
RRWS andRRMA parameters. Once the socket connection is estatlisGhip transmits
the buffered data collected during the connectiemogl.

TheMBTB parameter dictates the maximum number of bytesiti@b If additional bytes
are received on the serial port before the conoiedsi
established, they are discarded.

iChip will dial-up the ISP to establish an Intereennection before attempting to open the
server socket. The iChip closes its listening sb(kene is defined by thePRT
parameter) to avoid remote client devices from eating during this session.

The remote server's IP and port are part of thea&ET mode configuration
parametersiSRV, HSR1 HSR2 Once a data connection is established, datal@an f
freely between the local client device and the renserver. If a connection cannot be
obtained, eventually the client device's data Wéldiscarded (similar to the case of a
device transmitting serial data without a seriddleaonnected).

Data continues to flow until a predefined activtgymination event is triggered, upon which
the remote connection is dropped.
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28.4 Secure SerialNET

When the paramet&8TYPis set to 2 (AT+STYP=2), iChip assumes that theesedefined
in theHSRV parameter is an SSL3 server and shall negotiaBS&183 connection to that
server. The secure connection is applicable fentldevices and should be setup
accordingly.

If a non-zero value is define IIPRT and a remote system opens a TCP
socket to th&.PRT port, a regular TCP (non SSL3) socket shall be taaiad for that
SerialNET session.

SSL related parameters should be set prior toiegt&erialNET modeCS, CA, CERT,
PKEY

28.5 Automatic SerialNET Server Wake-Up Procedure

A SerialNET client may be configured to wake ugmote SerialNET server provided it
has its phone number. TB®Nparameter is used to store this wakeup number.

WhenSPNcontains a phone number and no Host Server NanlerdRdare defined, the
SerialNET client tries to retrieve them from thgistration e-mail of a remote SerialNET
server.

When characters are received from the host patS#riaNET client dials the SerialNET
server and then hangs up, causing the server ttecoto its ISP, send a registration e-mail
containing its IP address and local port, and apbstening socket on that port.

The client, after waking up the server, connecissttSP and starts polling the
predefined mailbox for the server's registratiomat. Once this e-mail arrives, the client
opens a socket to the IP address and port defimégkie-mail.

TheSWT (SeriaINET Wakeup Timeout) parameter defines havg IiChip will wait for this

procedure to conclude before stopping. Data trmmsfluntil a predefined activity
termination event is triggered, upon which the rearemnnection is dropped.
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28.6 Transmit Packets

Data originating in the local device is bufferedcketized, and transmitted to the remote
system over the network. Packets are formed asudt if meeting at least one of the
following criteria:

» A predetermined number of bytes has been recerosd the local link ICBF).

» The TCP/IP connection MTU was met.

» A predetermined flush character has been receVEHIR).

» A predetermined inactivity timeout event was triggeMTTF).

Until one of these events occurs, data is bufferdde iChip. When an event occurs, a
packet is transmitted. The event parameters arigooed by setting AT+ parameters prior
to initiating SerialNET mode.

When a UDP connection is used, data packets an@@tmaintaining their original size.
When a TCP connection is used, packets can be cechbiefore being actually transmitted.
This follows from the stream nature of the TCP pcot. Data originating in the remote
system is routed to the local device as it is neadeglable. Flow control can be governed
locally using hardware flow control only.

ThePTD parameter can be used to define the number of attkbe cyclically
discarded in a SerialNET mode session. When PTIZ¥p first discards gtd> packets

before actually sending one to the SerialNET socKeis can be used to dilute repetitive
information.

28.7 Completing a SerialNET Session

A socket is closed, and a SerialNET session is ¢etegb when one of the following occurs:

» The local device transmitted the disconnectiomgiras defined in thBSTR
parameter.

» Following an inactivity timeout, as defined in tlRerO parameter.

In a modem environment the iChip goes offline wtirenSerialNET session is
terminated.

28.8 SerialNET Failed Connection

If the iChip fails to establish a SerialNET conneet SerialNET mode is deactivated for a
delay period defined in tfeNRD parameter.
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28.9 Local Serial Port Configuration

Prior to entering SeriaNET mode, iChip‘s localiakport can be configured to comply
with a wide range of devices by assigning a vatudné¢SNSIparameter.

Serial port configuration entails settings to:

Baud rate 600, 1200, 2400, 4800, 9600, 19200, 38400, 56KK1230K or a
division of 3Mbps as determined by tBBRD parameter.

Bits/byte 7o0r8

Parity None, Even, or Odd

Stop Bit 1,150r2

Flow Control None (0) or Hardware (1)

28.10 Activation Command

The iChip is forced into SerialNET mode by issuihg following command:
AT+I[!|@]SNMD or AT+iISNMD=n, where n=1, 2, 3 or 4

If the minimal SerialNET parameters are definedhipgdeplies with/OK followed by
I/DONE or I/ONLINE or I/OFFLINE . The 1O signal designated by t8eED
parameter is asserted LOW.

If the iChip is online at the time this commandssued, it closes the Internet session in
an orderly manner. This includes closing all opecksts and disconnecting from the ISP
in a modem environment.

When iChip boots up in SerialNET mode, it setshbst serial channel to the fixed baud
rate and serial interface parameters defined iisth®I parameter.

In an iChip dial-up environment, the modem is poblier the RING string. If one or more
ring-response registration methoBRMA, RRSVor RRWS contain values, iChip waits
for the RING strings to subside and connects tdriternet. Once online, it registers via
e-mail, TCP socket or Web server as defined. Tdmesmission contains the dynamic

IPaddress received from the ISP and the listenamg pn which iChip has an open listening
socket, ready to serve the remote client.

iChip terminates the socket connection if one effthllowing events occurs:
» The remote peer closes the SerialNET socket.

» ThelATO parameter is defined and times out.

» The terminating string defined in tRESTR parameter is received.
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When the optional (!) (Auto-Link mode) flag is sifesd, iChip immediately goes online
in response to thaT+iI!'SNMD command, opens the SerialNET listening socket {# i
defined in thd.PRT parameter) or attempts to establish a socket tdSHn address (if
anyHSRn is defined and.PRT is not).

In this case, if one of the terminating events osciChip does not go offline. Rather, the
SerialNET socket is closed while iChip stays onkmel opens the listening or active socket
again, after waiting thENRDdelay.

When the optional (@) (Deferred Connection mod®] fs specified, iChip immediately
goes online in response to thé+I@SNMD command. It opens the SerialNET listening
socket (if it is defined in thePRT parameter) but does not attempt to establish aesock
to theHSRV address if it is defined. In this case, if onela terminating events occurs,
iChip does not go offline. Rather, the SerialNETlksa is closed while iChip stays online
and opens the listening socket again, after wathe@GNRD delay.

The optionalAT+iISNMD=4 flag (SerialNET over TELNET) expands the Auto-Link

mode (!SNMD). The data socket is opened as a TELB&EKket, which allows

negotiations of TELNET options over the same souwkele the host is sending and
receiving raw data only. iChip exits SeriaINET madeen one of the Escape procedures is
activated.
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28.11 Remote Initiation/Termination

iChip‘s SerialNET tab in the Configuration Web dgiteludes links that may be used to
activate or terminate SerialNET mode. When iChipriBne and its Web server is
enabled, a remote browser may surf to iChip‘s Gumtion Web site, select the
SerialNET tab and activate SerialNET mode (if iCisimot in SeriaINET mode) or exit
SeriaNET mode (if iChip is currently in SerialNETode).
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When iChip is not in SerialINET mode, but onlines t/ATI socket may be used to remotely
connect to iChip and issue tAg@ +i[!|@]SNMD command to initiate SerialINET mode. A
remote user may connect to th&Tl socket while iChip is in SerialNET mode. Tbennected
socket may then be used to send_the+ SerialNET termination string and cause iChip to
exit SeriaNET mode. The host microcontroller carsend and receive data thre local
interface while thé ATl socket is connected, but can still terminate S8Edl mode with any
of the termination methods.

Note that changing the SerialNET mode status isygviollowed by a Soft-Reset, which will
cause the remote browser to disconnect andAfié socket to disconnect. When iChip
reboots again it will obtain an IP address andmgjme according to its parameter settings
and environment. If iChip is online and #&.ATI or +IAWS parameters are set to values
larger than zero, theAT| socket will re-open or the iChip Web server shalelmabled. The
remote socket or web connection may be re‘estaddigassuming iChip‘s IP address is
known).
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28.12 SerialNET over TELNET

SerialNET over TELNET mode of operation opens adatcket as a TELNET socket,
which allows negotiations of TELNET options ovee tame socket while the host is
sending and receiving raw data only. This modegbrisupports the RFC2217 standard.

SerialNET over TELNET mode is entered by sendirgdbmmandAT+iSNMD=4 after
setting iChip‘s Host Interface to USARTO (HIF=1) or USART1 (HIF=2). An error code -

I/IERROR (124) - is returned upon setting tiENMD parameter to 4 while the HIF
parameter is not set to either 1 or 2.

Mode of Operation

SerialNET over TELNET mode expands the Auto-Linkdad!SNMD). In this mode,
iIChip immediately goes online upon activating S&H&T, regardless of whether serial
data has arrived or not.

If the LPRT (Listening Port) parameter is defined, iChip opatistening port and awaits
a connection, and so it acts as a TELNET serveonithe other hand,PRT s not
defined, buHSRYV (Host Server) is defined, iChip acts as a TELNE&ntland
immediately opens a TELNET socket link to the TELIN&erver.

Note that, even when configured as a client, iGhiipacts as a server in RFC2217. See
the following sectiorr -RFC2217 Implementation|| - for a more detailed explanation.

The SerialNET over TELNET mode expands iChip‘'s TELNET client in the following
aspects:

= |t allows iChip to operate both as a TELNET seraed client.

» |t partially supports RFC2217.

In this mode, data is retrieved from the remote sidl it is made available. TELNET
options embedded in the server/client responsarstege stripped by iChip before being
turned over to the host. TELNET specifies many apenal options. iChip restricts its
operation mode to the minimum implementation tassest inter-system
compatibility.

Following are the TELNET options negotiated by i&hhny other options negotiated by
the remote side are rejected by iChip.
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Option ID | Name Value RFC

1 echo OFF 857

3 suppress go ahead | suppress 858

24 terminal type VT100 1091

31 window size whatever 1073

44 com port partial implementation | 2217
Notes:

1. In SerialNET over TELNET mode, a BREAK sigtt#t is detected on the host
USART is relayed to the remote side and no regegiiformed.

2. If the host interface is USARTL, then DSR aigthanges are not detected.

RFC2217 Implementation
The RFC2217 implementation in SerialINET over TELNM®de is designed to:

» Add the ability for a remote client that connectsChip to send COM port

configuration information to the host device connected to the Internet via iChip‘s
TELNET server. The configuration changes take ¢ffamediately, but are not
preserved over software or hardware reset. Thevatlcconfigurations are the same
ones available by theNSIparameter.

= Add the ability for the host device to inform tteanote side about signal changes in
CTS and DSR.

» Add the ability for the remote side to changeuhkie of the RTS and DTR signals of
the host device.

» Add the ability to exchange BREAK signal indicaisobetween the host device and
the remote side.

The table below lists the RFC2217 options and qutisos supported by iChip. Note that
iChip does not send any replies to commands or comdmnwalues not supported. For
more information about RFC2217, refer to BieC2217 protocol document
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When issuing any of the following commands, iChligoyp the role of a server.

Option Allowed Values
Baud Rate 300-115200 bps
Data Size 7 or 8 bits
Parity None | Odd | Even
Stop Bit 1
Flow Control BREAK ON | BREAK OFF | DTR ON | DTR OFF | RTS ON |
RTS OFF
Notify Line State One octet (byte). The value is a bit-level composition made up from

the value table that appears in the RFEC2217 protocol document.
Only bit 4 is supported, value 16, meaning BREAK-detect error.

Notify Mode State One octet (byte). The value is a bit-level composition made up from
the value table that appears in the RFC2217 protocol document.
Only the following bits are supported:

Bit Position Value Meaning
5 32 Data-Set-Ready Signal State
4 16 Clear-To-Send Signal State
1 2 Delta Data-Set-Ready
0 1 Delta Clear-To-Send

AT+i Programmer‘s Manual Version 8.32 28 SerialNET



29 SerialNET Mode Initiation

29 SerialNET Mode Initiation

29.1 +iISNMD — Activate SeriaINET Mode

Syntax: ATHi[! | @]SNMD

Activates SerialNET mode. Instead of using theanal (1)
and (@) flags, you can use the following syntax:

AT+ISNMD=1 is equivalent to AT+iSNMD
AT+ISNMD=2 is equivalent to AT+i!SNMD
AT+iISNMD=3 is equivalent to AT+i@SNMD

AT+ISNMD=4 causes iChip to enter SerialNET-over-
TELNET mode

Command Options:

AT+iISNMD Activates SerialNET mode. iChip does not immediatgien
a socket to the server defined in tH8RV parameter and

or waits for data to arrive on the local host integfain modem
AT+SNMD=1 environments iChip remains offline.

AT+!SNMD Optional Auto-Link mode. When this flag is speaifjeChip
“or- immediately goes online when activating SerialNEGde

(even when serial data has not yet arrived). IfLtART
AT+ISNMD=2 (Listening Port) parameter is defined, iChip optes
listening port and awaits a connectionLHRT is not
defined, buHSRYV (Host Server) is defined, iChip
immediately opens a SerialNET socket link to thevee

AT+H@SNMD Optional Deferred Connection mode. When this fiag i
specified, iChip automatically goes online (asha tase of
AT+i!SNMD). However, if theHSRV parameter is defined, a
AT+iISNMD=3 socket is not opened until data arrives on thel Iseaal port.

If the SeriaNET mode listening port is defingdPRT),
iChip opens a listening socket and waits for a femo
connection during the idle period before data agign the
local serial port.

When the SerialNET socket type (STYP) is TCP amihse
data arrives, iChip buffers the data in MBTB Buffer and
tries to connect tblISRQ If HSROdoes not respond, iChip
triesHSR1 thenHSR?2 If all three connection attempts falil,
iChip retries them all. After three full retry ced, iChip
dumps theMBTB buffer and remains idle until new serial
data arrives.

_Or_
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AT+ISNMD=4 Optional SerialNET over TELNET mode. In this mou&hip
opens a data socket as a TELNET socket, which allow
negotiations of TELNET options over the same soukele
the host is sending and receiving raw data onlys ode
partially supports the RFC2217 standard. For more
information about this mode, refer to tBerialNET over
TELNET description.

Note: Before entering SerialNET mode, you musti€atp‘s Host Interface to
USARTO (HIF=1) or USARTL (HIF=2).

Result Code:

I/OK If all minimum required parameters for SerialNETdro
operation are definedHSRV or LPRT and HIF. In a modem
environment, alséSP1, USRN PWD)

I/IERROR Otherwise
Followed by:

I/DONE After successfully activating SeriaINET mode in adam
environment. Allow a 2.5 seconds delay for iChip re
initialization.

_Or_

I/ONLINE After successfully activating SerialNET mode. Alla2.5
seconds delay for iChip re-initialization.

Note: To terminate SerialNET mode, issue the ESC sempig++) or issue a Serial

BREAK signal, as defined in the SDM parameter. iigively, pull the MSEL signal
low for more than 5 seconds. After exiting SerialNBode, iChip returns to normal

AT+i command mode.
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30 IP Registration

When iChip goes online in a dial-up environments mormally assigned a dynamic IP
address during PPP establishment. Since a difféfPeaaddress is usually assigned every
session, it is not practical to use iChip as aesesince the clients do not know what IP
address to use. Furthermore, under these restisctibere is no practical way to know
whether a specific system is online or offline.

To overcome this problem, iChip incorporates bmlprocedures designed to register its
IP address on a server system each time it goegeoRince registered, client systems
may interrogate the servers in order to verifydhéne status of a specific system and
retrieve its currently assigned IP address. Thedfstration process is governed by
several AT+i parameters. Once these parameterafigured, iChip registers its IP
address accordingly when it goes online as a re$alh explicit AT+i command

(AT+iUP) or as a result of automated Internet sessiotkstanent procedures, such as a
triggered Internet session or when going onlina &erialNET mode server.

In cases where iChip uses a NAT gateway to therateit can be configured to register

the NAT's IP address and a special port thatis linked to iChip in the NAT's

configuration. See details in tRRRRL parameter description. When this is the case, the
RRRL parameters (IP and port) are used instead of tta¢ IB and port values that iChip
is assigned, in all registration metho8RMA, RRSV, andRRWS).

iChip includes several IP registration methodsgjescribed below.

30.1 E-Mail Registration

iChip registers itself by sending an e-mail thattains its ID information and current IP
address. When trfeRRMA parameter contains an e-mail address, iChip semdsnaail
containing its current IP address orRBRLto the address defined in RRMA during the
registration procedure. The syntax of the e-mailybs:

<BDY parameter contents>

iChip-<D/L/S> S/N:<RP5> Version:<RP1> HN:<HSTN> IP: <IPA or RRRL>
Port:<LPRT or 80 or 0> http:// <IPA or RRRL><CR><LF >

The subject line of the e-mail is:

"RING RESPONSE LINK From: iChip-<D/L/S> S/N:<RP5>V ersion:<F/W ver>
HN:<HSTN> IP:<IPA or RRRL> Port:<LPRT or 80 or 0>"

where,

Port isLPRT f in SeriaINET mode; 80 if not in SerialNET modedAWS is enabled,
and 0 if not in SeriaINET mode and AWS=0. The reicgj end may refer to the contents
of the subject line to filter out this e-mail megsa
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30.2 Socket Registration

iChip registers itself by opening a socket to astegtion server and sending its ID
information and current IP address. When iChip‘sSRRparameter contains a value, iChip
establishes a socket to the server definddR$Vduring the registration procedure. When
a socket is established, iChip transmits its Iinfation and current IP address (or the
RRRL) in the following format:

“iChip-<D/L/S> SIN:<RP5> version: <RP1> HN:<HSTN> | P:<IPA or RRRL>
Port:<LPRT or 80 or 0>"

The registration socket is then closed.

30.3 Web Server Registration

iChip registers itself by surfing to a web serveathvits ID information and current IP
address as parameters.

If the RRWSparameter contains a URL (of a registration webesgriChip registers its
ID information and IP using the URL by issuing aTGE&ommand along with a fixed
format parameter line:

“<RRWS path>?SN=<RP5>&|P=<IPA or RRRL>&WPt=<0 or th e port defined in
RRRL>&HN=<HSTN>".

The web server must contain a CGl, .asp page,etxe which make use of these
parameters to register the iChip.

If several registration parameters are configui@tip goes through multiple registration
processes. If more than one registration procélss i@hip returns an /ERROR
describing the first failure encountered. If alyjistrations fail, iChip returns
I/ERROR(90).
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31.1 +iIDSTR — Define Disconnection String for SerialNET Mode
Syntax: AT+[![DSTR:<disconnect_string

Permanently sets SerialNET device disconnectiongstin a modem
environment, iChip also goes offline following tiegent.

Parameters: disconnect_string The string expected on a serial link to
signal socket disconnection.

Command Options:

disconnect_string" Empty string- the connection will never be terminated
due to a string arriving on serial link.

disconnect_string<string> string received on serial link signals socket disconnectio

string consists any combination of printable ASCII
characters and characters represented by two harsale
digits, such as: \xhh, where h is a hexadecimat @i or
A..F. Hexadecimal representation allows specifying-
printable characters.

I iChip will not send a DSTR to the socket uponedébn.
When this flag is not specified, iChip will sen®&TR
each time it detects it.

Default: Empty
Result code:
I/OK If disconnect_strings an empty or legal string.
I/IERROR Otherwise

AT+IDSTR? Reports the current contents of disconnect_string
parameter. If theisconnect_stringgarameter is empty,

only <CRLF> are returned. If the _!| flag is specified, the
- *|| string is appended to the report.

For example, the reply to a AT+iDSTR? command bl
-&&& *|| in case AT+i!DSTR=&&& was previously
specified.

The reply is followed by I/OK.
AT+IDSTR=? Returns the message _String* followed by I/OK.
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31.2 +iFCHR — Flush Character

Syntax: AT+FCHR#ush_chr Permanently sets flush character in SerialNET
mode.

Parameters: flush_chr= character received on serial link to
signal socket flush in SerialNET mode.

Command Options:
flush_chr=_* Empty: No Flush character defined. The
SerialNET socket will not be flushed as a
result of receiving a special flush

character.
flush_chr= A -z A -2 0" - 9| <hex_char>
where,

<hex_char> = \x<hh>

<hh> = 00-FF
Default: Empty. No flush character defined.
Result code:

I/OK If flush_chris empty or a legal character

representation.
I/IERROR  Otherwise.

AT+FCHR? Reports the current flush character.
The reply is followed by I/OK.

AT+FCHR=? Returns the message _String".
The reply is followed by I/OK.
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31.3 +iHSRV | +iIHSRn — Host Server Name/IP

Syntax: AT+{HSRV | HSR} = server_name:port

Sets the host server-name or IP and port numbse to
used in SerialNET mode.

Usen=0 or HSRYV to define the primary server.
Usen=1 or 2 to define secondary servers.

Parameters:n=0.. 2

server_name A server name or IP address. Server
names must be resolvable by the primary or alternat
DNS.

port = 0..65535
Command Options:

server_name" Empty: No server name defined. Serial datastratted
from device in SerialNET mode will be ignored uratil
remote client accesses iChip.

server_name<server> servewill be used in SerialNET mode to locate and
establish a connection when serial data is tratsdit

from thedevice or when -Auto Link|| SerialNET modes
are defined. The server name may be any legalnietter

server name, which can be resolved by the iChip‘s DNS
(Domain Name Server) settings. The server name may
also be specified as an absolute IP address givB@Il
form. If the primary server does not respond, iGhilb

try the secondary servers (if they are defined).

port=<port number> It is assumed that the host server is "listeningport
number
Default: Empty
Result code:

I/OK If server_namés an empty or legal server name ot
is within limits.
I/ERROR Otherwise

AT+{HSRV | HSRn}? Reports the current host serard port as:
<servep:<port>. If a server name does not exist, only
<CRLF> will be returned.

The reply is followed by I/OK.

AT+{HSRV | JHSRn=? Returns the message _Name/IP:Port".
The reply is followed by I/OK.
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31.4 +iIHSS — Assign Special Characters to Hosts

Syntax:

Parameters:

Command Options:
control_characters="

control_characters=<string>

Default:
Result code:

I/OK
I/IERROR
AT+HSS?

AT+HSS=?
Example:

AT+i Programmer‘s Manual

AT+IHSS= sontrol_characters

When iChip is connected téSRn (wheren=0..2) in
SerialNet mode, and characte&Zr® (where
HSS=<C0><C1><C2>) arrives from the host, iChip will
flush all characters received from host prior @m>,
close the socket to remote seri#A3Rn, and open a
socket to remote servetSRm. In the special case when
n=m, iChip doesn‘t do anything. In any case, the control
character will not be sent to remote server over th
socket. iChip doesn‘t perform software reset, and stores
all characters received from the hosMBTB (if
defined). In addition, thENRD parameter doesn‘t have
any affect.

control_characters= A string containing three control
characters.

No control characters are defined. iChip will neswond
to control characters to switch amadA§RVs.

strings <C0><C1><C2>, where 4€> is an ASCII
character or a binary escape sequence (or an empty
character). A binary escape sequence is represasted
\xhh (4 characters) where h is a hexadecimal @igi or
A..F. For example: AT+iIHSS=abc¢

Empty

If control_characterss an empty or legal string.
Otherwise

Reports the current contents of ¢batrol_charactersif
no control_characters are definednly <CRLF> will be
returned

The reply is followed by I/OK.

Returns the message _String* followed by I/OK.
at+ihss=\x23\x24\x00

When a number sign character _#' is received from host
(ASCII 023 in hexadecimal notation), switch to paim

remote serverH{SR0O. When a dollar sign _$* arrives,
switch toHSR1 When a Null character arrives, switch to

HSR2
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31.5 +IIATO — Inactivity Timeout
Syntax:  AT+HIATO=n

Parameters:

31 SeriaINET Mode Parameters

Permanently sets maximum inactivity timeout in
seconds to signal socket disconnection in
SerialNET mode. When signaled, iChip will close
the connected SerialNET communication socket.
In a modem environment, the iChip will also go
offline following this event.

When iChip is in iRouter mode afddJP< >2, if no
activity is detected for the specified period, i€hi
will disconnect its modem side and go offline.

n = number of seconds of inactivity, on a connected
SerialNET socket, to signal socket disconnection.

Command Options:n =0 .. 65535

When iChip is in Server SerialNET modePRT defined) and it goes online in response
to a triggering event: RING signal, MSEL signallpdllow orAT+I!SNMD -- timeout
calculation commences only after the iChip opemrslikten port. When the Web server is
activated (usindAWS=1), an external reference to the Web server wdtart the IATO

timeout calculation.

Default: 0- No timeout limit.
Result code:
I/OK If nis within limits.
I/IERROR  Otherwise.
ATHIATO? Reports the current inactivity timeoutseconds to
signal socket disconnection in SerialNET mode.
The reply is followed by I/OK.
AT+IIATO="? Returns the message "0-65535".

The reply is followed by I/OK.
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31.6 +iLPRT — SerialNET Device Listening Port

Syntax:  AT+LPRT=

Parameters:

Default:

Result code:

I/OK
I/IERROR

AT+ILPRT?

AT+ILPRT=?

Permanently sets the port number on which iChip
will listen for client connections in
SerialNETmode.

n = 0-65535

0 (no port).

If nis within limits.

Otherwise

Reports the current value of the SerialNdevice
listen port.

The reply is followed by I/OK.

Returns the message "0-65535".
The reply is followed by I/OK.
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31.7 +iIMBTB — Max Bytes To Buffer
Syntax: AT+IMBTB=

Permanently sets max bytes to buffer while thep@hestablishing an
Internet connection.

Parameters: n = number of bytes to buffer while establishing the
connection in SerialNET mode.

Command Optionsn=0 .. 204

Default: 0- No Buffering.

Result code:
I/OK If nis within limits.
I/ERROR Otherwise

AT+MBTB? Reports the current setting of max byte$uffer.
The reply is followed by I/OK.

AT+MBTB="? Returns the message "0-2048".
The reply is followed by I/OK.
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31.8 +iIMCBF — Maximum Characters before Socket Flush
Syntax: AT+IMCBF=

Permanently sets max number of characters bdimkifg the SerialNET socket.

Parameters: n = maximum number of characters received on thalseri
link before flushing the SerialNET socket.

Command Options: n=0.. 1460

Default:0 No specific limit. Flushing governed betork.

Result code:
I/OK If nis within limits.
I/ERROR Otherwise.

AT+MCBF? Reports the current maximum number ofrabters before
flushing the SerialNET socket. The reply is follahlay
I/OK.

AT+HMCBF=? Returns the message "0-1460".

The reply is followed by I/OK.
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31.9 +iIMTTF — Max Timeout to Socket Flush
Syntax: AT+HIMTTF=

Sets max inactivity timeout before flushing BerialNET socket.

Parametersa = number of milliseconds of inactivity on seriaikito signal socket flush in
SeriaINET mode.

Command Options:
n=0..65535
Default: 0- No timeout.
Result code:
I/OK If nis within limits.
I/ERROR Otherwise.

AT+HMTTF?  Reports the current timeout bef&erialNET socket flush in milliseconds.
The reply is followed by I/OK.

AT+IMTTF=? Returns the message "0-65535". The repfpllowed by I/OK.
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31.10 +iSDT — SerialNET Dialup Timeout
Syntax: AT+SDT=

Permanently sets the SerialNET Dial timeout whekimgup a
remote SerialNET server.

Parameters: n = Number of seconds to allow after dialing up tbeote
SerialNET server, before hanging up.

Command Options: [0..255] seconds

Default: 20 seconds

Result code:

I/OK If nis within limits.
/ERROR Otherwise

AT+SDT? Reports the cutrerialNET dial timeout.
The remyollowed by I/OK.

AT+SDT=? Returns the mggsd-255".
The reply is followed by I/OK.

AT+i Programmer‘s Manual Version 8.32 31 SerialNET Mode Parameters



31 SeriaINET Mode Parameters

31.11 +iSLED — SerialNET Indicator Signal
Syntax: AT+ISLED=x>
Define a GPIO as the SerialNET signal.

Active LOW when iChip is in SeriaINET mode.
Parameters:

n=0 No signal defined
n=1..6 Use PIOC [r>-1] as the SerialNET signal
Default: 0-no SerialNET signal used

Result code:

I/OK If nis a legal value.
I/IERROR Otherwise

AT+HSLED? Returns the current SLED value followedI/OK .
AT+SLED=? Returns the messatfe6” followed byl/OK .

Note: The command\T+iFD doesNOT restore SLED to its default value.
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31.12 +iSNRD — SerialNET Device Re-Initialization Delay

Syntax:  AT+iSNRD=

Parameters:

Command Options:

Sets SerialNET mode re-initialization delay in
seconds.

n = number of seconds iChip will pause before re-
initializing SerialNET mode after a failed attempt
to establish a socket connection to the peer or a
connection related fatal error. A new SerialNET
connection will only be attempted after SerialNET
re-initializes. The SNRD delay will not be in effec
as a result of an Escape Sequdpee+’).

n=0..3600

Default: 0- No delay.

Result code:
I/OK
I/ERROR

AT+iSNRD?

AT+iISNRD=?

If nis within limits.
Otherwise.

Reports the current SerialNET re-initzalion
delay in seconds.
The reply is followed by I/OK.

Returns the message "0-3600".
The reply is followed by I/OK.
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31.13 +iSNSI — SerialNET Device Serial Interface

Syntax:  AT+iSNSIsettings_str Sets serial interface settings for SerialNET mode.

Parameters: settings_str Serial link settings in SerialNET
mode.

Command Options:

settings_stt| <baud>,<data_bits,<parity>,<stop_bits,<flow> |

where,

<baud> =0.9o0rh

<data_bits =7|8

<parity> =N|E|O

<stop_bits =11]15|2

<flow> =01

_Or_
settings_str <baud>
where,
<baud> =0.9o0rh
The following table summarizes supported baud rates
Baud Baud
Code| Baud Rate | Code| Baud Rate
0 Seenote |6 19,20(
below

1 60C 7 3840(
2 120( 8 5760(
3 240( 9 11520(
4 480( h 230,40(
5 960(

Note: Baud Code _0‘ means that hostiChip baud rate in SerialNET mode is
determined according to the value of BIeRD parameter.

Default: -5,8N,1,0]| - baud rate 9600bps, 8 bits, No parity, 1 stop
bit, no flow control.
Result code:
I/OK If settings_strs a valid serial link setting string.
I/IERROR Otherwise
AT+ISNSI? Reports the current serial settings gtfollowed
by 1/0OK .
AT+ISNSI=? Returns the message -String| followed by I/OK .
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31.14 +iSPN — SerialNET Server Phone Number

Syntax:

AT+iISPNaumber

Parameters:

Command Options:

Default:

Result code:
I/OK
I/ERROR

AT+ SFN?

AT+ SFN=?

Permanently sets the SerialNET phone number to
use to wake up a remote SerialNET server.

number= Telephone number to use to dial up a
remote SerialNET server in order to wake it ugd an
activate its preprogrammed Ring-Response
procedures. The SerialNET client will attempt
RDL redials. During each dial-up attempt it will
wait for SDT seconds before hanging up.

Empty. Do not attempt to wake up a remote SerialNET
server.

If numberis a legal phone number string.
Otherwise

Reports the current SerialNET wakeup telephone mumb
The reply is followed by I/OK.

Returns the messagBhone #".
The reply is followed by I/OK.
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31.15 +iSTYP — SerialNET Device Socket Type

Syntax:  AT+ISTYPw Sets SerialNET socket typevo
Parameters: v=0,1or2

Command Options:
v=0 TCP
v=1 UDP
v=2 SSL3/TLS1

Default: 0 (TCP)

Result Code:
I/OK if v=0,1o0r2
I/ERROR Otherwise

AT+HSTYP? Reports the current value of the SerialNgbcket
type followed byl/OK .

AT+HSTYP=? Returns the messdie2” followed byl/OK .

Note: Setting STYP=2 for creating an SSL3/TLS1 TCP socketpplicable only
for the server defined in theHSRV, HSR1 and HSR2 parameters. SSL
related parameters should be set prior to enteBagalNET mode:CS, CA,
CERT, PKEY. If a remote system opens a TCP socket to tRRT port, a
regular TCP (non SSL3) socket shall be maintaioedhat SerialNET session.

Note: If a character that is defined as a Delimiter isclithin the dial string,
the string must be entered between apostrophes.
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31.16 +iSWT — SerialNET Wake-Up Timeout
Syntax: AT+HSWT=

Sets the SerialNET wake-up timeout when waking tgnaote
SerialNET server.

Parameters: n = Number of seconds to allow the entire
SerialNET server wakeup procedure before
hanging up and retrying.

Command Options:
n=0..65535 [seconds]

Default: 600 [seconds].
Result code:

I/OK If nis within limits.
I/IERROR Otherwise

AT+HSWT? Reports the current SerialN\&ake-up timeout
The reply is followed by I/OK.

AT+SWT=? Returns the message -0-65535]|.
The reply is followed by I/OK.
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31.17 +iPTD — SerialNET Packets to Discard

Syntax:  AT+IPTD=

Sets the number of packets to be cyclically diseaiid a SeriaINET mode session.
A packet is defined as the group of charactersveden the serial link,meeting one
(or more) of the socket flush conditions definedFCHR, +iIMTTF, +iIMCBF).

Parameters: n=0-65535
Default: 0- No packet filtering. All data is transferred.
Result code:
I/OK If nis within limits.
I/ERROR Otherwise.
AT+IPTD? Reports the current value.

The reply is followed by I/OK.

AT+IPTD=? Returns the message "1-65535".
The reply is followed by I/OK.
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.1 MIME content types and subtypes

Type

Subtype

text

plain

richtext

enriched

tab-seperated-values

html

sgml

vnd.latex-z

vnd.fmi.flexstor

multipart

mixed

alternative

digest

parallel

appledouble

header-set

Form-data

related

report

voice-message

signed

encrypted

message

rfc822

partial

external-body

news

http
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Type Subtype Subtype
application | octet-stream vnd.music-niff

postscript vnd.ms-artgalry
oda vnd.truedoc
atomicmail vnd.koan
andrew-inset vnd.street-stream
slate vnd.fdf
wita set-payment-initiation
dec-dx set_payment
dca-rft set-registration-initiation
activemessage set-registration
rtf vnd.seemail
applefile vnd.businessobjects
mac-binhex40 vnd.meridian-slingshot
news-message-id vnd.xara
news-transmission sgml-open-catalog
wordperfect5.1 vnd.rapid
pdf vnd.enliven
zZip vnd.japannet-registration-wakeup
macwritel vnd.japannet-verification-wakeup
msword vnd.japannet-payment-wakeup

remote-printing

vnd.japannet-directory-service

mathematica

vnd.intertrust.digibox

cybercash

vnd.intertrust.nncp

commonground

vnd.ms-tnef

iges

vnd.svd

riscos

eshop

x400-bp

sgml

cals-1840

pgp-encrypted

pgp-signature

pgp-keys

vnd.framemaker

vnd.mif

vnd.ms-excel

vnd.ms-powerpoint

vnd.ms-project

vnd.ms-works
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Type

Subtype

image

jpec
gif

ief

g3fax

tiff

cgm

naplps

vnd.dwg

vnd.svf

vnd.dxf

png

vnd.fpx

vnd.net-fpx

audio

basic

32kadpcm

vnd.qcelp

video

mpeg

quicktime

vnd.vivo

vnd.motorola.video

vnd.motorola.videop
Table 35-1 MIME Content Types and Subtypes
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