NelLomm:

Broadband Solutions

NCT240 IP DSLAM with IAC4500 VLAN Tagging Implementation

The NetComm NCT240 24 Port IP DSLAMs support 802.1Q VLAN Tagging. This
white paper is written to help IP DSLAM system integrator to set up and configure
NetComm’s NCT240 IP DSLAMSs running firmware version V3.0.9 to work with an
IAC4500 Internet Access Controller for Internet access and billing application using
the VLAN Tagging and Port Location Mapping. It is recommended that the readers of
this document has read and understood the Installation Guide and User Manual of the
NCT240 IP DSLAM.

The NCT240 IP DSLAM combined with an IAC4500 offers two methods of connection.
User can either be issued with a unique user name and password which is required on
log in, or using VLAN tagging and the Port Location Mapping Feature in the IAC4500.
Rooms can then be recognized via its room number.

Both options in the I1AC4500 offer zero configurations for subscribers/hotel room
guests. Guests simply plug the Ethernet cable into their laptop, enter a username and
password or simply accepts the terms and conditions and they are connected without
changing any settings at all.

Figure 1 illustrates the logical network diagram for NCT240 IP DSLAM working with an
IAC4500.
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Figure 1: NCT240 with IAC4500 Internet Access Controller

VLAN Management

A VLAN allows a physical network to be divided into several logical networks. A device
can belong to more than one VLAN group. Devices that are not in the same VLAN
groups can not talk to each other. VLAN can provide isolation and security to users
and increase performance by limiting broadcast domain. VLAN tag can be added to
the MAC header to identify the VLAN membership of a frame across bridges. A
tagged frame is four bytes longer than an untagged frame. Each port of NCT240 is
capable of passing tagged or untagged frames.

Each port has its own Ingress rule. If Ingress rule accept tagged frames only, the
switch port will drop all incoming non-tagged frames. If Ingress rule accept all frame
type, the switch port simultaneously allow the incoming tagged and untagged frames.
An untagged frame doesn’t carry any VID to which it belongs. When an untagged
frame is received, Ingress Process insert a tag contained the PVID into the untagged
frame. Each physical port has a default VID called PVID (Port VID). PVID is assigned
to untagged frames or priority tagged frames (frames with null (0) VID) received on
this port. Figure 2 illustrates the VLAN Tagging relationship between the NCT240 and
the IAC4500.
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Figure 2: 802.1Q VLAN Tagging relationship between NCT240 and IAC4500

NCT240 VLAN Tagging Configuration

There are 3 types of management interfaces available for NCT240 IP DSLAM system
management. The web management interface, the CLI interface and the Telnet
interface.

It is recommended to use the built-in web management interface for NCT240 system
configuration. This white paper is written in the basis of using the web management
interface of the NCT240 IP DSLAM.

The characteristic nature of IAC4500’s 802.1Q VLAN tagging feature is that the IAC
will accept VLAN tagged packets form its LAN network and only respond to its LAN
network with untagged packets. Due to this VLAN tagging behaviour of the IAC4500,
NCT240 will be configured to the following way in this test scenario.

1. All traffics from the 24 ADSL ports (data upstream direction) will leave the
NCT240 with a VLAN tagged number (room number).

2. All the traffic coming from the IAC4500 to the NCT240 (data downstream
direction) are with untagged default VLAN number 1.

Please refer to screens shots shown in following section.
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Step 1
Connect the PC to the management port. Manually configure your PC to 192.168.1.x
address (eg: 192.168.1.2/24)

Login to NCT240 web management interface.

Default IP address for ixp0 (system management port): 192.168.1.1/24
Default User Name: admin

Default Password: admin

address |4 http:/{192.168.1,1fcgi-bin/Baslogin.cai v B ks

The BAS (Broadband Access Switch) is an
basic platform of Broadband IPSwitch that
provides 2 high capacity Gigabit Ethernet
uplinks andaggregates/manages 24 ADSL/ADSL2+
interfaces on user side in a singlerack unit
package The ADSL interface complies with ITU
G.992.1 (G.dmt), G.992.2(G.1lite),G.992.3
(ADSL2) and G.992.5(ADSI.2+) standards and
connects up to 24ADSL2/2+ modems (ATU-R).

orer none |
roreors

Navigate to:

Home > Switch > VLAN
» Basic VLAN Settings > (Refer to settings as shown) then click Apply then OK.
» VLAN Switch Mode > (Refer to settings as shown) then click Apply then OK.
» VLAN Frame Type > (Refer to settings as shown) then click Apply then OK.
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address | @] http://192.168.1.1/main. html v|B)eo ks

Broadband Access Switch

" VLAN Basic Setting

DeviceID: 0 TargetID:0O

Basic VLAN Setting
Default VLAN Priority MinPortID PVC ID MaxPortID PVC ID

MM (0-2095) [ co-7)

VLAN SwitchMode

Forwarding by MAC anly v
Apply

VLAN FrameType

lefleNeNeNeloNeloNele,

q PVC
FrameType MinPortID ) MaxPortID

Adrmit both untagged and tagged packets w
Apply

A E YLAM Set DK11 ' E YLAM SwitchMode Set to Mac Only Made

Microsoft Internet Explorer

" E YL&M FrameType Set to Admit both untagged and kagged packets

By following the above settings, it means that ADSL port 1 (PVC1: 8/35) packets are
to be assigned with a VLAN 101 number and will be tagged as they leave the uplink of
the NCT240 IP DSLAM. NCT240 will both admit untagged and tagged packets.

Repeat the above VLAN configuration to create VLAN 101 ~ VLAN 124 for all the 24
ADSL Ports in the NCT240. Example: refer to screen shot for VLAN 102 configuration
shown as follows
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address 4 http:/{192,168.1,1/main.html Links **

- EHGD

Broadband Access Switch

& Home " VLAN Basic Setting

Basic VLAN Setting
Default VLAN Priority BEVC ID MaxPortID PBVC ID

M 0-2005) [ o-»

VLAN SwitchMode

Forwarding by MAC only hd
Apply

VLAN FrameType

. BPVC BVC
FrameType MinPortID MaxPortID

ID ID
Admit both untagged and tagged packets w
Apply

To view the current VLAN setting, click on DisplayVLANSettings to view the current
VLAN information for all the 24 ADSL ports.

address 4 http:/f192,168.1,1/main.html B Lk ”

Broadband Access Switch

" Display VLAN Setting |

Default Stack Stack RX

Dort PVC Priorit -
= VLAN TLOTILY  yran Priority  Strip Tag

101 101

gquratian

1
1
1
1
1
1
1
1
2
2
2
2
2
2

oy || e [ G| M || ] el | ] ey | | e[
[=Ri=R{0=RI=R=R =R =R =R =R =R =R =R =R =]
(=21 =21 =R =R =R =R =R =R =R =R = = = =]
(=1 I=H =N =R =R = = = =R == =T =]
(=R =R =N =R =R = =R =R == = =]
(=R =R =N =R =R = =R =R == = =]
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Step 2

Navigate to:
Home > Configuration > Save > click on Save then Ok.

address 4 http:/f192,168.1,1/main.html v B ks

Broadband Access Switch

- Save Changes .

De ): 0 TargetID: (O

Save changes to flash!!!

Microsoft Internet Explorer |X‘

! : Save Done!!!

@ Opening page http: /f192.168.1.1 jcgi-binfConSave.cgi... :] 8 Internet
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IAC4500 Internet Access Controller Configuration

The following settings are made to the IAC4500. Connect the PC to the LAN port of
the IAC4500.

IAC4500 Default IP Address: 10.59.1.1/8
Default User Name: admin
Default Password: admin

1. Enter all system information to the IAC4500

System

System/Host Narme |NetCommIAC4SDD |

Domain Mame |NetComm |
Location MName: |NetComm Ltd |Max.=50
Address: |Unit1,2—6 Crion Rd |Max.=QDD
City: [Lane Cove | Max.=50
State / Province |NSW | Max.=50
Tip / Postal Code: | [2065 | Max.=10

Location Information
Country: |Au5tra\ia |Max =50
Contact Mame: | | hax. =50
Contact Telephone |EIE 9424 2000 |Max.=50
Contact FAX |02 94242010 | Mazx.=50
Contact Email: |5uppon@netcomm.com.au |Max.=5El
Date: [ 2007 «[/[4 |/ 26 v |(reanMonth/Day)
Time : : (Hour: Minute : Secand)

2. Configure IAC4500 WAN/LAN settings — configure the WAN to a mode and
with IP addresses that suitable for your network environment. Eg You may set
the IAC4500 WAN to a static IP of 172.17.1.34/24 with gateway 172.17.1.1/24.
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Internet Subscriber Server 111

FLUG AND FL SECURE ACCESS CONTR

|

WANILAN

3 Configuration Menu

If:!a System Sefting LAN IP Address: 10.59.1.1
o -] Bystem Subnet Mask: 255000
) AN ILAN

@ Default

WAN MAC Address O Change to: ‘DD |: |DD |: |DD |: |DD |: |DD ‘: |DD

-] Server
-] MAT Pool

O Get automatically from a DHCP server
-] Authentication

-] Biling @ Use fixed IP address

-] Accounting

PaortLocation IP Address: 17217134
Mapping
By Advanced Setting Subnet Mask: 2556.255.265.0

[“_'| Systern Status
®{3 Systern Tools

WAN Port Mode Default IP Gateway 172190

Primary DMS Server:

Secaondary DMS Server

721711

- pry
ra
ra
ra

O PPPoE { Mostly for ADSL modem users )

IACA500

Internet Subscriber Server lll

3. Set IAC4500 to use Built-in Authentication Scenario A — Bill by room number

Authentication Configuration

Authentication Type
O No Authentication

O User Agreement

O Rediect URLLink|  |Code

@ Standard User Agreement page
@ Built-in Authentication
Three pre-configured options are provided for easy setup. Select an option that
best suits your network needs. You must then proceed to configure the "Billing"
and "Accounting” settings to complete your setup.

Current preset option: Scenario A Select option
O RADIUS

[ Check Local Account first

@ Accumulation
© Time to Finish (Mo idle timeout)

Server IP address
Primary RADIUS Authentication Port |0
Server Accounting Port 0
Shared Secret
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| Billing Profile | PMS Configuration |

Billing Profile

Currency: (Mumber of decimals places:

Mo | Active Marne Description Profile Setting
01 Profile 1 1 day $10.00
02

03

04

05

08

07

0g

0s

Oooooo|lboooo

10

Default Billing Profile is used in this test scenario.

Scenario Guide

Express way to fit your business model

lterms check @ Scenario A O Scenario B O Scenario C
Yes
PMS billing system [ Cutput bill to AG Yes Mo
Mumber Ufcup\es
Infrastructure Port-Lacation Mapping General General

Meed username/password

when guests go to Intermet Mo fes Yes
Meed to create . .
static accounts Option Yes Option
Allow guests to select service Ves Yes o

when first lagin

@ Time to Finish
O Accurnulation

Idle Tirneout

Billing maode Titne to Finish Titne to Finish Min(s).c1 - 13400

Accurnulation account will
be deleted after logged in
& Based on Roormn

BillingCl d - -
fingtharge made () Based on Subscriber

MNeed to continue MNeed to continue
- configuring "Billing" and configuring "Billing" and
Default Billing Profile choose at lease one active choose at lease one active D3 Allow Credit Card Payment

4. Create a port location mapping table with all the VLAN ID that were set in the
NCT240 IP DSLAM.

Port-Location Mapping
Single Create
Location Identifier {ID) [101 Port Identifier {ID) [101
Description [Room101

Status: © Mo Charge @ Charge for use (" Blocked _
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Address 48] http:/{10.59.1. 1 enter.cqi v| Go Links **

@ — .
Nellomm Internet Subscriber Server 111
WWW.NELCONTITL.EOM. U CESS GONTROLLER
Port-Lacation Mapping List b
[ Location 1D ] [ Puort ID ] [ Description ] Delete
& Confiquration Menu
E‘a Systern Setin 101 10 Room 101 Charge for use P
: ) system 102 102 Room 102 Charge for use (|
) VAN LA 103 103 Roorn 103 Charge for use O
-] Berver 104 104 Room 104 Charge for use O
1) NATPool 105 105 Roorn 105 Charge for use |
Authenticat
1) Authentication 106 106 Roorn 106 Charge for use |
-] Billing
107 107 Roorm 107 Charge for use O L
-] Accounting
Foklocatior 108 108 Roam 103 Charge for use .|
Mapping
'I:I Advanced Settin 109 109 Roam 109 Charge for use .|
I:I Systern Status 110 110 Roam 110 Charge for use |
B Systern Tools 111 111 Raom 111 Charge for use O
112 1z Room 112 Charge for use .|
13 113 Room 113 Charge for use |
114 114 Room 114 Charge for use F
115 115 Room 1158 Charge for use P w

1AC4500 dli Internet Subscriber Server lil

Address | @1 http:{f10.59.1. 1fenter.cal v B ks ?
Neltomm®
WHWW.ISLEOTNTICOML.aY
m
Configuration kMenu 108 103 Charge for use |
a Configuration Menu 110 110 Charge for use O
By Sy ing
= Syslem Seltin 111 11 Charge for use .|
o) Bystem
112 112 Charge for use |
] AN AN
) serer 113 113 Charge for use |
) NAT Pool 114 114 Charge for use |
-] Authentication 115 15 Charge for use O
-] Biling 116 116 Charge for use O
- Accounting 17 17 Charge for use F
j Port-Location
: Mapping 118 118 Charge for use |
B3 Advanced Setting W
119 119 Charge for use F
H{g System Status
B3 System Tools 120 120 Charge for use (|
121 121 Charge for use |
122 122 Charge for use O
123 123 Charge for use O
124 124 Charge for use O

1ACA500 ¢ Handlink Internet Subscriber Server Ill

5. Save Configuration and Reboot System.
6. Back up configuration file & Port Location Mapping Table.
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Connect Test Modems & Test Internet Access

1. Set the test modems at the guest rooms to WAN: Bridged Mode; LAN DHCP
Server OFF. If the CPE you are using is loaded with NetComm Bridged
firmware, then there is no need to re-configure the modem in the room, it will be
just a plug and play device for this test scenario.

2. Connect the test modems to an ADSL Port of the NCT240 DSLAM system (The
ADSL data point socket in the guest room) and wait for ADSL light on the test
modem turn solid green.

3. Connect test PC to the LAN Port of the test modem. (Note: TCP/IP setting of
the PC is to be set to obtain IP Address/ DNS address from DHCP server

automatically).
4. Wait for a valid IP address assigned by the IAC4500 to your subscriber PC.
[ B85
General | Support
Connection status
ﬂ Addrezs Tepe: Agzigned by DHCP
-
=5 P pddiess: 10.59.1.2
Subnet Maszk: Z85.0.0.0
Default Gateway: 105811
Windows did not detect problems with this -
conhection. IF you cannot connect, click
Fiepair.

5. Once a valid IP address received by the subscriber/guest room PC, open

Internet browser & select and accepts Internet access condition and hit Enter
then OK.
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Login - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help

- - @ ﬂ_l‘ ||:| htp:jil.1.1.1jhttp.en-gb.start2.mozila.comjfirefox ?client=firefox-atsls=org.mozilla: en-GB: official |'| [i'] |'|Google |kxl

E_%.

[ Latest Headines | ) My Emails | My Learning [ My Program [ ) My Clhents ) My Mew Gadgets | My TV [ My Courses

Welcome
Please choose from the following service selection | 1 day $10.00 |+
How many units of Internet access would you like to purchase?

*Please kindly note that there will be no refund once connectivity is confirmed.

FPlease note thatthe time blods of selected service is based on continuous usage.

Please click ENTER to confirm your acceptance of the usage charge or CAMCEL to exit. The selected senvice charge

Q vou will be charged immediately after this confirmation !

Copyright (5 2004~2015 All Rights Reserved.

6. Surf the Internet. Test complete!

¢| - - @ ﬂ_l‘ | hittp: j v, netcomm, com, auf |'| bl |v|G00gIe ‘L\] Ym?i% N
@ Latest Headlines ) My Emails ) My Learning |—) My Program |—) My Clients ) My Mew Gadgets | ] My T¥ | ] My Courses | ) My Intranet | ) My Factory | ) Compliance Report 3
Nelbomm®

Broadband Solutions

PRODUC WHERE TO BUY SUPPORT RESELLERS ABOUT NETCOMM CONTACT US

Technical Support

e BROADBAND i |

1. How do | connect using to QO‘ etk &M;”Mw
wireless? NSGUO_IW

. With MetComm's wireless 3G router, you can access broadband
2. ‘Where's my Username and : gt
Password? from almost anywhers — all you need is & MextGiEG mobils phone

netweork. o -~ - \ :}Windows VISl'a

It allovys you to ink up and provide broadband access to all of the . .
computers in your home or office without & wired ADSL ﬂ” Meed Nndnws Wista drivers and
eed to travel or move house, it et instructions for your MetComm

3. wWhat iz EasyConfig?

4 How do | configure my

products?
1.1.1.1 - Information - Mozilla F ) Davenload Windows Vista drivers
it broachand access that is bath and installation instructions for
Informatien Window embedded inthe product. MetCamm producs here
You can use Internet now! ireless 3G router
Thiz iz an information window to show the usage and notice. -
“You can type hitp:#1.1.1.1info to open this window again () Slash your phone bil |
without VBN sonne ction. 3G Router with 54Mbps Wireless
Remaining Usage Fits i Yok buskises Q
with 2 Wireless Hotspot ",
&

but not as Wireless starter Pack

The BPS04UK Wireless Bundle
' iz the perfect solution to
' starting a wireless netwark.

Comhbining & fully featured S4hbps

Done @

(P
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Appendix A

To view or disconnect current IAC4500 login user, please login to the IAC4500 and
navigate to Configuration Menu > System Status > Current User List

Address @ http:ff10,59.1, 1 enter cgi

v| Go Links ™

lﬂﬂ”ﬂ © [ IncncSubscrbcr Server I1I

ECOTHTL. OO 8L

Configuration Menu

Current User List
‘A Configuration Menu

_
H{] System Seffing

-I:I Advanced Setting Mo. [ Username ][ Billing Profile ] [ Login Time ][ Expiration ]IPAddress MAD Address Disconnect

) 200710422 200710423
E| ! 0D:E0:FT:
a System Status 1 |Location 101 1 Prafile 1 7R 174522 10.58.1.2 |00:0D:60:77:BC.FB O

] Svstern
) LurreniUser (st Discannect Disconnect Al

DHCP Clients »EO Page M First 1 Previous Mext ¥ End W
Session List

NAT Pool Table

LAMN Devices

I_E,I_,ILI_E,I_E,E

Billing Lo

-] PMSTransaction

) Static Routing Table

lﬁm

IACA500 [

awered by Handlink Technology

Internet Subscriber Server [l
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