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Safety Notes

For Installation

For Using

For Service

Warning

Caution

O

Use only the type of power source indicated on the marking labels.
Use only power adapter supplied with the product.

Do not overload wall outlet or extension cords as this may increase the risk of
electric shock or file. If the power cord isfrayed, replace it with a new one.

Proper ventilation is necessary to prevent the product overheating. Do not block or
cover the slots and openings on the device, which are intended for ventilation and
proper operation. It is recommended to mount the product with a stack.

Do not place the product near any source of heat or expose it to direct sunlight.
Do not expose the product to moisture. Never spill any liquid on the product.

Do not attempt to connect with any computer accessory or electronic product
without instructions from qualified service personnel. This may result in risk of
electronic shock or file.

Do not place this product on an unstable stand or table.

Power off and unplug this product from the wall outlet when it is not in use or
before cleaning. Pay attention to the temperature of the power adapter. The
temperature might be high.

After powering off the product, power on the product at least 15 seconds later.
Do not block the ventilating openings of this product.

When the product is expected to be not in use for a period of time, unplug the

power cord of the product to prevent it from the damage of storm or sudden
increasesin rating.

Do not attempt to disassemble or open covers of this unit by yourself. Nor should you
attempt to service the product yourself, which may void the user’s authority to operate it.
Contact qualified service personnel under the following conditions:

O

O
O
O

o 0o

If the power cord or plug is damaged or frayed.
If liquid has been spilled into the product.
If the product has been exposed to rain or water.

If the product does not operate normally when the operating instructions are
followed.

If the product has been dropped or the cabinet has been damaged.
If the product exhibits a distinct change in performance.

This equipment must be installed and operated in accordance with provided
instructions and a minimum 20 cm spacing must be provided between computer
mounted antenna and person’s body (excluding extremities of hands, wrist and feet)
during wireless modes of operation.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for
compliance could void the authority to operate equipment.
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Before You Use

Before You Use

Thank you for choosing the Asymmetric Digital Subscriber Line (ADSL) Router. With the
asymmetric technology, this device runs over standard copper phone lines. In addition, ADSL allows
you to have both voice and data services in use simultaneously all over one phone line.

ADSL Router is designed to offer cost-effective high-speed services for home or office users. It
provides a downstream rate of up to 8 Mbps and upstream rate of up to 1 Mbps for ADSL
connection, even offers auto-negotiation capability for different flavors (G.dmt, G.lite, T1.413 Issue
2 and so on) according to central office DSLAM’s settings (Digital Subscriber Line Access
Multiplexer). Also the feature-rich routing functions are seamlessly integrated to ADSL service for
existing corporate or home users. Now users can enjoy various bandwidth-consuming applications
viaADSL Router.

Features

ADSL Compliance
For Annex A model (RTA770W)

ANSI T1.413 Issue 2

ITU G.992.1 Annex A (G.dmt)
ITU G.992.2 Annex A (G.lite)
ITU G.994.1 (G.hs)

Support dying gasp

For Annex B model (RTA770BW)
@ I1TU G.992.1 Annex B (G.dmt)
@ I1TU G.994.1 (G.hs)

RTITVR

ATM Features
Compliant to ATM Forum UNI 3.1/ 4.0 Permanent Virtual Circuits (PVCs)

Support UBR and CBR with traffic shaping

RFC2684 LLC Encapsulation and VC Multiplexing over AALS

RFC2364 Point-to-Point Protocol (PPP) over AALS

RFC2225 Classical 1P and ARP over ATM

RFC2516 PPP over Ethernet: support Relay (Transparent Forwarding and Client functions)

Support PPPoA or PPPoE Bridged mode (the | P address got from | SP can be passed to the
user's PC and behave as the |P address of the user’'s PC.)

OAM F4/F5 End-to-End/Segment Loopback Cells

RTVITBVARIIIVR

=

Bridging Features
@ Supports self-learning bridge specified in IEEE 802.1D Transparent Bridging




ADSL Router User Manaul

&
=3

Supports up to 4096 learning MAC addresses
Transparent Bridging between 10/100 Mb Ethernet and USB

Routing Features

R W

=

RV

NAT (Network Address Trandation) / PAT (Port Address Trandation) let multiple users on the
LAN to access theinternet for the cost of only one IP address.

ALGs (Application Level Gateways): such as NetMeeting, MSN Messenger, FTP, Quick Time,
mIRC, Real Player, CuSeeMe, VPN pass-through, etc.

Port Mapping: the users can setup multiple virtual servers (e.g., Web, FTP, Mail servers) on
user’slocal network.

Support DMZ

UPnP IGD (Internet Gateway Device) with NAT traversal capability
Static routes, RFC1058 RIPv1, RFC1723 RIPv2

DNS Relay

ARP Proxy

Security Features

&
&
=3

PAP (RFC1334), CHAP (RFC1994) for PPP session
Firewall support | P packets filtering based on IP address/Port number/Protocol type

Support DoS (Deny of Services) which detect & protect a number of attacks (such as
SYN/FIN/RST Flood, Smurf, WinNuke, Echo Scan, Xmas Tree Scan, etc)

Wireless LAN Compliance Features

RV

RV

R R VR

=

R

=

|EEE 802.11g and |IEEE 802.11b
Data Rate: 54, 48, 36, 24, 18, 12, 9, 6 Mbps for 802.11g/11, 5.5, 2, 1 Mbps for 802.11b

Modulation Technique: OFDM for 802.11g; CCK (11 Mbps, 5.5 Mbps) for 802.11b; DQPSK
(2Mbps) for 802.11b; DBPSK (1 Mbps) for 802.11b

Network Architecture: infrastructure
Operating Frequency: 2.4 ~ 2.497 GHz

Operating Channels: depending on local regulations. For example, 11Channels (Northern
America), 13 Channels (Europe), and 14 Channels (Japan)

RF Output Power: 15dBm maximum

Antenna Connectors: Hardware diversity support. One external antenna and one internal
antenna are provided.

Coverage Area
802.11g: LOS (Outdoors): Max. 50 meters; Indoors: Max. 20 meters
802.11b: LOS (Outdoors): Max. 180 meters; Indoors: Max. 60 meters

Power Consumption:
TX peak: 550 mA @ 3.3 VDC; RX peak: 350 mA @ 3.3VDC
Idle: 225 mA @ 3.3 VDC; Radio disabled: <10 mA @ 3.3VDC

Support WEP (Wired Equivalent Privacy) mechanism which uses RC4 with 64-bit or 128-bit
key length

Support WPA, WPA-PSK, WPA-802.1X

Support the Access Control function: only registered WLAN clients can be allowed to
associate to the router.

SSID can be hidden for the security issue (Don't broadcast SSID).
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Configuration and Management

@ User-friendly embedded web configuration interface with password protection
& Remote management accesses control

&  Telnet session for local or remote management

@ HTTP firmware upgrades via web browser GUI directly

@ Distribute IP addresses to end users via DHCP server provided by ADSL router
@ SNMPv1/v2 agent with MIB-Il, ADSL Line MIB

Unpacking

Check the contents of the package against the pack contents checklist below. If any of theitemsis
missing, then contact the dealer from whom the equipment was purchased.

& ADSL Router

@ Power Adapter and Cord

& RJ11ADSL LineCable

& RJ-45 Ethernet Cable

@ Quick Start Guide

@ Driver & Utility Software CD

& USB Cable (for model with USB interface only)

Subscription for ADSL Service

To use the ADSL Router, you have to subscribe for ADSL service from your broadband service
provider. According to the service type you subscribe, you will get various | P addresses:

Dynamic IP; If you apply for dial-up connection, you will be given an Internet account with
username and password. You will get adynamic IP by dialing up to your ISP,

Static IP address: If you apply for full-time connectivity, you may get either one static IP address
or arange of |P addresses from your ISP. The number of | P addresses varies according to different
ADSL service provider.

Xi
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Chapter 1: Overview

Chapter 1

Overview

This chapter provides you the description for the LED and connector for front and rear view of the
router. Before you use/install this router, please take alook at thisinformation first.

Physical Outlook

Front Panel

The following illustrations show the front panel of the ADSL Router (with USB interface and
without USB interface):

DSL WLAN USB LAN4 LAN3 LAN2 LAN1 DIAG PWR
o o o ® o o o ® ®

LED Indicators

The ADSL Router is equipped with five LEDs on the front panel as described in the table below
(from left to right):

LED |Color Status Description

DSL Green Unlit Power off or ADSL line connection is handshaking or
training is in progress.

Blinking |User data is going through ADSL port.
Solid ADSL line connection is OK.

WLAN |Green Unlit Power off or no radio signal (WLAN card is not present
or fails to function).

Blinking | Traffic is going through Wireless LAN interface.

Solid Wireless LAN interface ready to work.

USB Green Unlit Power off or wait for USB connection going up.

Blinking |User data is going through USB port.
Solid USB connection is OK.

LAN 1 |Green Unlit Power off or no Ethernet carrier is present.
-4

Blinking |Ethernet carrier is present and user data is going
through Ethernet port.

Solid Ethernet carrier is present.
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LED |Color Status Description
DIAG |Green Unlit Power off or initial self-test of the unit is OK.

Blinking |When software downloading or updating operation
parameters located in FLASH memory is in progress.

Solid Initial self-test failure or programming FLASH memory
failure.
PWR |Green Unlit Power off.
Solid Power on.

Note: The USB LED is useful for the model with USB interface only.

Rear Panel

The following figures illustrate the rear panel of your ADSL Router (with USB interface and without
USB interface).

16 VAC 4 3 2 1
O o "WYY O
PWR O LAN usB DSL
Connector |Description
16VAC 16VAC Power connector
) Power switch
LAN 1- 4 Ethernet RJ-45 connector
USB USB connector (for the model with USB interface only)
DSL RJ-11 connector
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Chapter 2

Installation

Choosing a place for the ADSL Router

(1] Place the ADSL Router closeto ADSL wall outlet and power outlet for the cable to reach it
easily.

® Avod placing the device in places where people may walk on the cables. Also keep it away
from direct sunlight or heat sources.

(3) Place the device on aflat and stable stand.

Connecting the ADSL Router

Follow the steps below to connect the related devices.

© Please attach one end of the Ethernet
cable with RJ-45 connector to the LAN
port of your ADSL Router.

@  Connect the other end of the cable to the
Ethernet port of the client PC.
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© Connect the supplied power adapter to
the PWR port of your ADSL Router,
and plug the other end to a power outlet.

O Tunonthe power switch.

USB Driver Installation

If the ADSL Router is connected to a PC through USB interface, you will be prompted for the USB
drivers when plugging the USB cable to the PC. Refer to the relevant operating system to install the
USB drivers. Otherwise, you may skip this chapter.

Note: This section is for the model with USB interface only. If

your router does not support USB interface, please skip this
section.

For Windows ME

(1] Run the USB installation program from the CD provided by your router package.

An Install Shield Wizard will appear. Please wait for a moment.

When the Install Shield Wizard Complete appears, click Finish.

© 00

Plug the USB cable between your router and PC.

Note: If the USB device is not detected, check the USB cable
between the PC and the device. Also verify that the device is

power on.

(5) The USB driver installation finished. You can use the router now.

For Windows 2000

Run the USB installation program from the CD provided by your router package.
An Install Shield Wizard will appear. Please wait for a moment.

When the welcome screen appears, click Next for next step.

When the Install Shield Wizard Complete appears, click Finish.

® 0O 0C

Plug the USB cable between your router and PC.

Note: If the USB device is not detected, check the USB cable
between the PC and the device. Also verify that the device is

power on.

(6] The system will detect the USB driver automatically. When the system detectsiit, adialog
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of Digital Signature Not Found will appear. Click Yes for next step.
Now, the system will copy the proper files for this router.

When the file copying finished, the dialog above will close. Now the USB driver is
installed properly. You can use the router.

For Windows XP

® 0 O 0C

®©0 O 0

Run the USB installation program from the CD provided by your router package.
An InstallShield Wizard will appear. Please wait for a moment.

When the welcome screen appears, click Next for next step.
When the Install Shield Wizard Complete appears, click Finish.

Plug the USB cable between your router and PC.

Note: If the USB device is not detected, check the USB cable
between the PC and the device. Also verify that the device is

power on.

The system will detect the USB driver automatically. When the system detectsiit, adialog
of Welcome to the Found New Hardware Wizard will appear. Click Next for next step.

The system istrying to find proper driver for your router and copying the files
automatically.

After the file copying is finished, a completing dialog will appear. Click Finish.

You can use the router now.

Uninstall the USB Driver

For Windows ME
For uninstall the USB driver, please do the following.

(2]

©

o

Run the USB ingtallation program from the CD provided by your router package. The
InstallShield Wizard screen will appear.

The system will search all the USB drivers on your computer. Please wait for a minute.
Then, adialog appears to ask you confirm if you want to remove the USB driver or not.
Please click Ok.

When the Maintenance Compl ete screen appears, the USB driver isremoved successfully.
Please click Finish.

Unplug the USB cable between your router and your PC.

For Windows 2000
For uninstall the USB driver, please do the following.

(2]

Run the USB ingtallation program from the CD provided by your router package. The
InstallShield Wizard screen will appear. Please wait for a moment.

A dialog appears to ask you confirm if you want to remove the USB driver or not. Please
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©

o

click Ok.

When the Maintenance Complete screen appears, the USB driver is removed successfully.
Click Finish.

Unplug the USB cable between your router and your PC.

For Windows XP
For uninstall the USB driver, please do the following.

(2]
©
(4]

Run the USB installation program from the CD provided by your router package. The
InstallShield Wizard screen will appear. Please wait for a moment.

A dialog appears to ask you confirm if you want to remove the USB driver or not. Please
click Ok.

When the Maintenance Complete screen appears, the USB driver is removed successfully.
Click Finish.

Unplug the USB cable between your router and your PC.
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Chapter 3

Configuration

In order to access the Internet through the router, each host on your network must install/setup
TCP/IP. Please follow the steps below for select a network adapter.

Setting TCP/IP on Client PC

To access the ADSL Router via Ethernet, the host computer must meet the following requirements:
+**  With Ethernet network interface.
% Must have TCP/IP intalled.
+*  Set client PC with obtain an IP address automatically or set fix |P address.

¢ With aweb browser installed: Internet Explorer 5.x or later.

The ADSL Router is configured with the default IP address of 192.168.1.1 and subnet
mask of 255.255.255.0. Asthe DHCP server is Enable by default, The DHCP clients should
be able to access the ADSL Router. Or you could assign an | P address to the host PC first for initial
configuration.

You aso can manage the ADSL Router through aweb browser-based manager: ADSL ROUTER
CONTROL PANEL. The ADSL Router manager usesthe HTTP protocol via aweb browser to
allow you to set up and manage the device.

To configure the device viaweb browser, at least one properly-configured PC must be connected to
the network (either connected directly or through an external hub/switch to the LAN port of the
device).

If TCP/IP is not already installed, follow the steps below for installation.
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For Windows 98

1.  Click onthe Start menu, point to
Settings and click on Control
Panel.

2. Double-click the Network icon

3. TheNetwork window appears. On the
Configuration tab, check out the list of
installed network components.

Option 1: If you have no TCP/IP protocol,
click Add.

Option 2: If you have TCP/IP protocol, go to
Step 6
Your network

interface card.

Check out if TCP/I
for your NIC is
installed or not.

4.  Highlight Protocol and click Add.

£
<
Z
g
2
c
g
2
a
s

Wirip

Brograms >

Favoiies ,

@ Documents 3

By settings N Control Panel

Printers:

]
(3]
@ Eind » M Taskbar & Start Menu
@ Hel 12 Folder Options...
® = Active Deskiop v
%9 Bun By Windows Updae...
-§ &, Logon
.§ Shut Down...
£l
B Control Panel M= 3
J File Edit “iew Go Favoites Help |

jcz,c'o-‘éé =
|

Biack Fariward Up Cuit Copyp
Address I@ Control Panel j
OCDBCData  Passwords Paovier

Sources [32hbit) M anagement
PFrinters Fegional Sounds J
Settings _I
| Iy Comnputer

Network EE

Canfiguration | identiication | Access Contol |

The following network components are installed:

EE Client for Mictosoft Metworks ;|

= Microsoft Family Logon
& Dial-Up Adapter
# Intel 82695-Based Ethernet

TCRAP ->Intel £2505-B ased Ethemet =
| |

Add... Femove Properties

i e 1 o] | e
Primary Network Logan:

IC]jenl for Microsoft Networks L]

File and Print Sharing... I

Deseription

Select Metwork Component Type

Add x |
Cancel |

Click the type of network. component you want to install:

Protocal iz a language’ a computer uzes. Computers
must use the same protocol to communicate:
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5.

On the left side of the windows, highlight
Microsoft and then select TCP/IP on the
right side. Then click OK

When returning to Networ k window,
highlight TCP/IP protocol for your NIC and
click Properties.

On I P Addresstab:

Enable Specify an | P address option. Enter
the IP Address: 192.168.1.x (X is between 2
and 254) and Subnet M ask: 255.255.255.0 as
in figure below. On Gateway tab: Add a
gateway |P address: 192.168.1.1 and click OK

Select Network Protocol

Click the Network Pratocal that you want to install, then click OK. If pou have
g an installation disk for this device, click Have Disk,

Manufacturers: Metwork Protocols:

PS5 PH-compatible Protacal
Microsaft 32-bit DLC
Microsoft DLC

NetBELI

Al
B
Have Disk..
Cancel

Network EHE

Configurafion | Identification | Access Conirol |

The following network components are installed:

Client for Microsoft Networks _:j
= Microsoft Family Logon

E al-Up Adapter

i Intel 82595-Based Ethemet

Add... Remave | Properties hl
Primary Network Logon:
|Cl|en| for Microsoft Networks :j
FEile and Print Sharing..
Description

{
TCPAIP is the protocol you uge to connect to the Intemet and }
wide-aiea networks. |

ok | Cancel

TCP/IP Properties HE

Bindings | Advanced | NetBI0s 1
DNS Configuiation | Gateway | WINS Configuration P Address

An P address can be automalicaly assianed o this compuler.
IF your network, does not automalically assian IP addiesses, ask
vout netwiark administiator for an address. and then lype & in
the space below

" Obtain an |P address automatically

15 Specify an|P address:

IP hddress 192, 168, L , 100
Subnet Mask: 255,255, 255, 0

Cancel

TCP/IP Propertics HE

Bindings | Advanced | NetBI0s I
DNS Configuiation  Gatewiay | WINS Configuration | 1P Address

The first gateway in the Installed Gateveay list will be the defaul,
The address order in the list will be the order in which these
machines are used.

New gateay,
Add

Installed gateuays

Remove

Cancel
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8.  When returning to Networ k window, click Network

[7]x]
OK

Configuration | identiication | Access Contol |

The following network components are installed:

Client for Microsoft Metworks ;|

= Miciosoft Family Logon
& DialUp Adapter
¥ Intel 82595-Based Ethernet

%~ TCP/IP ->Intel 32595-Based Ethemet -
| e
N | e |
Ay
Primary Network Logon:
ICli.ent for Microsoft Networks ﬂ
File and Print Sharing... I
i Description

0K | Concel |

9.  Wait for Windows copying files.

Sowrce:
Windows 98 CD-ROM
Destination:
Sanning. ..
Cancel |
. .
10. When prompted with System Settings m
. . ‘You must restart pour computer befare the neve settings will take
Change dialog box, click Yesto restart your @ aifect,

computer.

Do you want ta restart your computer now?

Ne |
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For Windows ME

1. Click onthe Start menu, point to
Settings and click on Control Panel.

2. Double-click the Network icon.

3. The Network window appears. On the
Configuration tab, check out the list of
installed network components.

Option 1: If you have no TCP/IP
protocol, click Add.

Option 2: If you have TCP/IP protocol,
go to Step 6.

4. Highlight Protocol and click Add.
On the left side of the windows,
highlight Micr osoft and then select

TCP/IP on theright side. Then click
OK.

6. Whilereturning to Networ k window,

highlight TCP/I P protocol for your NIC

and click Properties.

7. OnthelP Addresstab, select Specify
an |P address. Enter the | P address:
192.168.1.x (X is between 2 and 254),
Subnet Mask: 255.255.255.0 and
Default gateway: 192.168.1.1. Then
click OK.

8. Whilereturning to the Network
window, click OK.

Network 2] x]
Configuration | {dentficalion | Access Control |
The following network components are installed:
E& Client for Microsoft Networks _:j

= Microsoft Family Logon

S8 Dial-lp &dapter

E Intel 82595 -Based Ethemet

Y~ TCP/IP - >Intel 82595-Based Ethemet

< |

Add.. I Remove | Praperties bl
Primary Network Logon:
|Chen1 for Microsoft Networks _'_j

Eile and Print Sharing...

Description
TCPAIP is the protocol pou use to connect to the Intemet and
wide-area networks.

TCF/IP Froperties

Bindngs |  Advanced | NetBIOS
D'NS Configuration | Gateway | WwIMS Configuration P Address

An IP address can be automatically azsigned to this computer,
If wour network. does not automatically assign |P addresses, ask
your network, administrator for an address, and then type it in
the space below.

" Dbtain an IP address automatically

% Specify an P addiess:

IPAddiess.  [192 168, 1

Subnet Mask: | 255 .265.2586. 0

100

¥ Detect connection to network medis

e ]

Cancel
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9. Wait for Windows copying files.

10. When prompted with the System
Settings Change dialog box, click Yes
to restart your computer.

For Windows NT

1. Click Start, point to Settings, and then
click Control Panel.

Programs
= Diocu

ments +
as v| B3 Control Panel
(5] Printers
.

a Taskbar...

193

WindowsNT V

2. Double-click the Network icon. 5 Cantrol Panel I [= B

File Edit “iew Help

el & B B & -

Accessibiity  Add/Remave Conzole Date/Time Devices

Options Progiams

lay Fants Internet Keyboard

-
B

o

Dy

i
5
&

Modems Mouse Multimedia 0DBC
Jid
‘Eonliguras network hardware and software 4
3. The Network window appears. On the Network HE
Protocols tab, check out the list of Identificationl Services FProtocols |Adapters| B\ndingsl
installed network components. Network Protocols:
Option 1: If you have no TCP/IP S NetBETT Protosol
H % NWLink IPX/SPE Compatible Transport
Protocol, click Add. S NWLink HaBI0S
Option 2: If you have TCP/IP Protocol
installed, goto Step 7.
Add... |\l BRemave FProperties... Update
— Description:
ADSL Management and Monitor Interface

Cancel |
4. Highlight TCP/IP Protocol and click el (s e [71x]

OK . Click the Metwork Protocal that pou want ta install, then click OFK. IF
‘T‘ you have an installation disk for this component, click Hawve Digk.

Metwork Pratacol:

W WetBEUI Pratosol =]
T NwLink IP3/5P Compatible Transport

%~ Point Ta Point Tunneling Pratocal

U Streams Environment

LF [C" P Froiocol =

Have Disk. |
ok D | Cancel |

12
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5.

6.

Click Yesto use DHCP.

Insert the Windows NT CD into your
CD-ROM drive and type the location of
the CD. Then click Continue.

Returning to the Networ k window, you
will find the TCP/I P Protocol among
thelist. Select TCP/IP Protocol and
click Properties.

Enable Specify an | P address option.
Enter the IP Address: 192.168.1.x (X
is between 2 and 254) and Subnet
Mask: 255.255.255.0 and Default
Gateway: 192.168.1.1 asin figure
below.

TCPAP Setup B

If there is a DHCP server on wour netwark, TCPAP can be
configured to dynamically provide an [P address. |f you are
niot sure, ask your system administrator. Do you wish to uze
CHCP?

Windows NT Setup

@ Setup needs to copy some Windows NT files.

Setup will laok for the files in the location specified below Cancel
IF pou veant Setup bo look in a different place, type the

new location. When the location is corect, click
Continue.

| d:i388

Hetwork HE
Identification | Services FProlocols |Adapters| Bindings |
Network Pratacols:

U™ WtBEUT Protocol

% NWLink IPX/SPE Compatible Transport
T NWLink NetBIOS
[ TCP/IF Protocol

Add... BRemave

FProperties... I\l pdate
49

— Description:
Trangport Control Protocal/intemet Protocol. The default wide
area netwark protocal that provides communication across
diverse interconnected networks.

coo |

Microsoft TCP/IP Properties EE

IP Address | DNS | WINS Address | Routing |

An |P address can be automatically assigned to this network card
by a DHCP server. If pour network does not have a DHCP server,
ask your network administrator for an address. and then type it in
the space below.

Adapter:
[17Intel 82595-Based Ethemet |

" Obtain an IP address from a DHCP server
—(+ Specify an IP address

IP Address: 192, 169, 1 .100

Stk
Default Gateway: | 192, 168, 1 |, 1

Advanced... I

Concel | dmby |

[ & ]

13
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9.  When returning to Networ k window,

Clle C|0$ Identificationl Services Protocols IAdaplers' Bind\ngsl

Mebwarl. Protocols:

W NetBEUI Protocol
- WWLink IPE/APY Compatible Transport
5 WL ink NetBIOS

Add. Hemave Properties.... pdate

i~ Diescription:

Transport Contral Protocol/Intemet Protocol. The default wide
area network protocal that provides communication across
diverse interconnected netwarks.

10. When prompted with Network

%t“ ngS Cha.nge d| al Og bOX, Cl | Ck Y es & “rou must shut down and restart pour computer before the new
to restart your computer.

zettings will take effect.

Metwork Settings Change [ <]

Do you want to restart pour computer now?

14
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For Windows 2000

1. From the Start menu, point to Settings B iidons Undate
and then click Network and Dial-up ez
Connections.

Programs

Documents

3
[£] Printers
iﬂ Taskbar & Start Menu...

Log OFf Stella...

Shut Down, ..

l@um e &=m

2. Right-click the L ocal Area {4 Hetwork and Dial-up Connectons =] [E3
COﬂnGC'IEIOﬂ icon and then click J File Edit Wiew Fawvorites Tools ™
Properties.

J 4=Eack - =, o~ | £ Search =
J Address I Metwork and Dial-up Cnnnj {‘J‘}GD
F
=
Make Mew
Connection Disable
Statins
Creake Shortcuk
bElEte
Rename
Q‘ Displays the properties of the selected connectic

3. OntheGeneral tab, check out the list Local Area Connection Propertics BE
of installed network components. General |
Option 1: If you have no TCP/IP ot s
Protocaol, click Install. |m Intel 52595-Based Elhemet

Option 2: If you have TCP/IP
Protocol, go to Step 6.

Configure
Components checked are used by this connection:

4 E Client for Microsaft Netwarks
v .:3 File and Printer Sharing for Microsoft Netwoarks
T2k § |riternet Protocol (TCPAP)

- Descrption
Transmission Control Protocol/ntemet Protocol. The default
wide area network protocal that provides communication

Install . ; Uninstal Properties |
across diverse interconnected networks. }

I™ Show icon in taskbar when connected

oK ; Cancel

15
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4.

5.

Highlight Protocol and then click
Add.

Click Internet Protocol (TCP/IP) and
then click OK.

When returning to Local Area
Connection Properties window,
highlight Internet Protocol (TCP/IP)
and then click Properties.

Under the General tab, enable Use the
following I P Address. Enter the P
address: 192.168.1.x (x is between 2
and 254), Subnet M ask:
255.255.255.0 and Default gateway:
192.168.1.1. Then click OK.

Select Network Component Type EHE

Click the type of network component you want to install:
Client
Service

— Descrption

& protocol iz a language your computer uses to
caommunicate with ather computers.

Add.. Cancel |

Select Network Protocol

Click the Network Pratocal that you want to install, then click OK. If pou have
g ah installation disk for this component, click Have Disk.

Manufacturers: Metwork Protocok:
Microzaft AppleTalk Pratocal

MetBEUI Protocol

Metwork Monitor Driver

MNw/Link IF=/SP</NetBI0S Compatible Transport Pr
KT I

Have Digk..

Cancel

Local Area Connection Properties ﬂ ﬂ
General I
Connect using.

|!9 Intel 52595-Based Ethemst

Configure

Components checked are used by this connection:

2 Client for Microsoft Networks

Install . 1 Uninstall i Properties NN ’

Description

|
Transmission Control Protocol/intemet Protocol. The default i
wide area network protocol that provides communication |
|
J

acioss diverse interconnected networks.

™ Show icon in taskbar when connected

Close sariee|

Internet Protocol {TCP/IP) Properties [ 7]

General ]

You can get IP settings assigned automatically if vour network. supports
thiz capability. Othenwise, pou need to ask your network administrator for
the appropriate IP settings.

" Obtain an IP address automatically
-+ Use the following IP address:

IP address: 192 168, 1 . 100
Subriet mask: ! 265 . 266 . 266 O

Drefault gatevway: !

£ [tstain BHE senver addfess aut

ratically

—4% Use the following DNS server addiesses——————————— —
Freferred DMS server. i . . .
Alternate DNS server: i . . .

Advanced... i

o[ cova |
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For Windows XP

1. Fromthe Start menu, point to Control
Panel and then click Network and
Internet Connections.

2. Click Network Connection and then
click Properties.

3. Click Network Connection and then
click Properties.3. On the General tab,
check out the list of installed network
components.

Option 1: If you have no TCP/IP
Protocal, click Install.

Option 2: If you have TCP/IP Protocol,
go to Step 6.

4. Highlight Protocol and then click Add.
Click Internet Protocol(TCP/IP) and

then click OK.
6. On the L Ocal Area ConneCti on -4 Local Area Connection Properties E‘@
Propertieswindow, highlight I nter net el | Autheriication | Advanced
Protocol (TCP/IP) and then click c _
. ohnect using:
Pr Opertl €s. 8 |ntel 92595-Based Ethernet
This connection uses the following items:
G4 E! Client for Microsaft Networks
2 BFiIe and Printes Sharing for Microsoft Networks
W 81005 Packet Scheduler
2" Internet Protocol [TCP/IP)
Description
Transmission Control Protocol/Internet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.
["] Show icon in notification area when connected
7. Under the General tab, enable Usethe Internet Protocol (TCP/IP) Properties

following | P address. Enter the | P
address: 192.168.1.x (x is between 2

| You can get [P settings assigned automatically if your network. supports

and 254) Su bna M ag( . 255 255 255 O | thiz capability. Otherwize, you need to ask your network administratar far
! ° R " b the appropriates [P setings.

and Default gateway: 192.168.1.1. Then

CI | Ck Ok | (O Obtain an P address autamatically
’ (&) Uge the following IF address

(%) Use the fallowing DNS server addresses:
Prefered DNS server:

Altemate DMNS server:

|

__Adxanced. 3

17
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Configure PC to get IP address from DHCP

If your ADSL Router operates as a DHCP server for the client PCs on the LAN, you should
configure the client PCsto obtain a dynamic | P address. Please follow the previous section to install
TCP/1P component. Only that you do not need to specify an |P address when configuring TCP/IP
properties.

The following section describe the procedures for CPESs to get |P address:

For Windows 98

Onthe P Addresstab, select Obtain an IP TCP/IP Properties HE

address automatically. Then click OK. Bindngs |  Advanced | Ne®ios |
DNS Configuration I Gateway I WINS Configuration [P Address

An IP address can be automatically assigned to this computer.
If your network. does not automatically assign [P addresses, ask
your network, administrator for an address, and then type it in
the space below.

& i0btain an [P address automaticalls

" Specify an IP address:

()8 I Cancel

For Windows ME

Onthe P Addresstab, select Obtain an IP TCP/IP Properties HE

address automatically. Then click OK. Bindrgs | Advanced | Nemios |
DS Configuration I Gateway I WINS Configuration | Address

An P address can be automatically assigned to this computer.
IF your network. does not automatically azzign IF addreszes, ask
your network. administrator for an address, and then tpe it in
the space below.

& Obtain an 1P address automaticalls

" Specify an IP address:

ak I Cancel

18
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For Windows NT

On the P Addresstab, click on the Microsoft TCPAIP Properties (2] %]
drop-down arrow of Adapter to select IP Address | DNS | WINS Adchess | Routing |
reqUI red adapter Enable Obtal nan l P An IP addiess can be automatically assigned to this network card
addressfrom a DHCP server and then click by a DHCP server. If your network does not have a DHCF server,

ask your network administrator for an address, and then type it in
OK.. the space below.

Adapter:

|[17 Intel 82595-Based Ethernet =l

(& Obtadn an IP address from a DHCP server
€ Specify an IP address ‘

Advenced..,

1] 4 I Cancel | Apply |

When prompted with the message below,
CI |Ck Y esto Conti nue. & DHCF protocol will attempt to automatically configure wour
workstation during spstem initialization. Any parameters specified in

these property pages wil overide any values obtained by DHCP. Do
you want to enable DHCP?

For Windows 2000

Enable Obtain an | P address automatically Irtmmet Pratacol {TCP/IP} Froperties
and then click OK. [

T s e TP e n e driend i vl i il Pk, SUDERT
thio capabiiy, Ctharars, pou resd o ek pour neteecs; scrannd sior o
ety SppaOpa s I jedinge

& Dbz an F address suboraiic sl
7 Uzn Ba lokesang | P sddars

—
—
—

& i DRG sete Sddnss sunsiicals
& U e plowang DRES beves sithe s

——
—

sswwnced

e
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For Windows XP
Onthe P Addresstab, select Obtain an IP Internet Protocol (TCP/IP) Praperties el
address automatically. Then click OK. General  Alemate Conliguration

You can get IP settings assigned automatically if vour network supports
this capabilty. Otherwise, pou need to ask your network adrministrator for
the appropriate [P zettings.

(%) Obtain an IP address automatically
() Use the following IF address:

(&) Obtain DMS server address automatically

() Use the fallawing DNS server addresses:

Renew IP Address on Client PC

There is achance that your PC does not renew its | P address after the ADSL Router ison line and
the PC cannot access the Internet. Please follow the procedures below to renew PC's | P address.

For Windows 98ME

1. Select Run from the Start menu. . .
7es| Programs
Favarites 4
Documents 4
@ Setftings 4
A End v
& u
4]
@
=
-§ & Log OFf Stella..
li Shut Diawin,..
2. Typewi ni pcf g inthedialog box and Run HE

the Cl I Ck OK - Type the name of a program, folder, document, or Interet
resource, and ‘Windows will open it for you.

Oper: Iwinipcfg j

20
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3. When the figure below appears, click [£]1P Configuration 1]
Release and then Renew to get an IP e i
addre$. [Iniel 82595-Based Ethernet ":J
. e
IPaddess [ 1g2168.1 2
.
i TEETE

Releage | Renew I

Releasell | Renewall | Morenfoss |

For Windows NT
1. Select Run from the Start menu.

g WirnZin

B O oo
]

Al

<

Shut Down....

2. Select Run from the Start menu.

3. Typecnd inthedialog box and the click Run HE
OK.

Type the name of a program, folder, or document, and
“windows will open it for pou.

Oper: |00 j

¥ [ Firiit Separate M Eman S pace:

DK|: I Cancel | Browse... |

4. Typei pconfi g at prompt. Thenyou
will see the IP information from DHCP
server.

5. If you want to get a new |P address, type
i pconfig /rel ease toreleasethe
previous | P address and then type
i pconfig /renew togetanew one.
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For Windows 2000

1.

From the Start menu, point to
Programs, Accessories and then click
Command Prompt.

Typei pconfi g at prompt. Then you
will see the I P information from DHCP
server.

If you want to get a new |P address, type
i pconfig /rel ease toreleasethe
previous | P address and then type

i pconfig /renew togetanew one.

For Windows XP

1.

Typei pconfi g at prompt. Then you
will see the IP information from DHCP
server.

From the Start menu, point to
Programs, Accessories and then click
Command Prompt.

Typei pconfi g a prompt. Then you
will see the IP information from DHCP
server.

If you want to get a new |P address, type
i pconfig /rel ease toreleasethe
previous | P address and then type

i pconfig /renew togetanew one.

% ‘Windows Lpdate

Winzip

L4 % Accessibility 3
3 % Communications ~ #

% Entertainment L3
% Games 4
% System Tools r
Address Baok
Caleulator

-
E @ Documents P @& Internet Explorer

@ - , [ Outloak Express
ettings .

Search L3

;E @ Help

Q
i ==
§ & Log OfF Stella. ..

9 synchranize

15 windows Explorer

FEi FEET-TT R A —

Run...




Chapter 4: Web Configuration

Chapter 4

Web Configuration

Using Web-Based Manager

Once your host PC is properly configured, please proceed as follows:

2(x|| 1. Startyour web browser and type the private IP address
of the ADSL Router inthe URL field: 192.168.1.1.

2. After connecting to the device, you will be prompted
to enter username and password. By default, the
username is admin and the password isadmin. See

User name; |€ adrin =l the example for running under Windows XP.

Webadrmin

Password: | LYTT TS

I™ Remember my password

If you login successfully, the main page will appear.
From now on the ADSL Router acts as aweb server
oK Cancel sending HTML pages/forms on your request. You can
fill in these pages/forms and apply them to the ADSL
Rouiter.

23
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Outline of Web Manager

For configure the web page, please use admin as the username and the password. The main screen
will be shown as below.

-
DSI <= [ & o
Quick Start | Status | Advanced : Diagnostics | Management
e .

Connect to Internet Connect to Internet
Quick Setup

Your DSL router is not ready to connect to ADSL.
Status: Down

Enter your ADSL user name and password, then click "Connect”.

Internet Connection: pppoe_8_35

Taotal Online Time: 0 secs

ADSL User Name |

Password |

Cannect |
Title: It indicates the title of this management interface.
Main Menu: Includes Device Info, Quick Setup, Advanced Setup, Wireless, Diagnostics and
Management.

Main It is the current workspace of the web management, containing configuration or status
Window: information.

To Have the New Settings Take Effect

After select or adjust the settings to your desire, your customizations will be saved to the flash
memory before you restart the router. And only after restarting the router, your customizations take
effect.
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Quick Start

Connect to Internet

A quick way to connect to Internet by using
PPPOE interface, click Connect to Internet

Conrecl in intEmet

r NEL mesder i oo ready e connet to A

to open the web page. St [T
Enter the user name and password for your L T T L Y
ADSL router and click Connect. Il rat St ppsos_a_15
The system will connect automatically. T b
Cormect
Quick Setup
The quick setup wizard will guide you to Quick Setup
Conﬁgure the DSL router through some This Quick Setup will guide you through the steps necessary to configure

DEL Router,
steps. T
VPI (Virtual Path Identifier): Identifies the o ok b b ) _ -

. . . Select ti ol the Int: t fo i i LIt
virtual path between endpointsin an ATM racommenced that Ehers is no any PUC canfiarad in yaur DSL Rauter before
network. The valid rangeis from 0 to 255, ~ f=7omn? =ue-seanning sannacton,

MOTE: All of original settings will be replaced by new settings after vou finish
these steps.

|_ Auto Scan Internet Connection (PUVC)

VCI (V| I’tua| Channel I den“f'er) Configure Internet Connection -- ATM P¥C
Iden“ﬂ €s the \'l rtual Channd endp0| ntsinan Elease enter WPI and YCI numbers for the Internet connection which is provided
ATM network. Thevalid rangeisfrom32to ™ """

65535 (1 to 31 is reserved for well-known v B (o-2s5)
protocols). velr [35 (3z-65539)

After finished entering the VPI/VCI value, et > |
please click Next for next step

Connection Type

After clicking on the Next button from the
VPI/VCI web page, the following screen will
appear Please ChOO% the ConneCti on type Eg?ic‘ntsihricut;%tggzl Eauna;nlcapsulatiun type over the ATM PVC that your ISP
and encapsulation mode that you want to use
and click Next for next page.

For example, PPP over Ethernet (PPPOE) in
this screen is selected.

Configure Internet Connection - Connection Type

Pratocal: PPP over ATM (PPPOA)

PPP over Ethernet (PPPoE)

MaC Encapsulation Routing (MER)
IP over ATM (IPoA)

Bridging

Encapsulation Type: ILLCJ’SNAF‘ B

o T T T T |

< Back Nest =
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PPP over ATMZ/ PPP over Ethernet

If the type you choose is PPP over ATM or PPP over Ethernet, please refer to the following
information.

Configure Internet Connection - Connection Type

According to the |SP’'s configuration on the

wver’ you can Ch00$ PPPOE and PPPOA ﬁi?ﬁs;ﬁﬁ;;ﬂtigﬂl taonﬂsl?;causulaticun type over the ATM PVC that your ISP
modes.

Protocal; £ PPP over ATM (PPPO&)
@ ppp over Ethernet (PPPOE)
€ MAC Encapsulation Routing (MER)
© 1P over ATM (IPoA)
" Bridging

Encapsulation Type; [LLC/SHMAP =

Choose PPPoA or PPPoE and click Next.

< Back Nest =

R Configure Internet Connection - WAN IP Settings
In this screen, you have to choose the _ _ _
Enter information provided to you by your ISP to configure the WaN 1P

settings for WAN IP. To get the | P address settings.

automatlcal Iy, CI |Ck the Obta] nan I P # Obtain an IP address automatically
address automatically radio button. Or € Use the fallowing 1P address:

click Use the following | P addr ess button wani 0 adaress: [L0E0
and enter the IP address for WAN interface. & enabls et

Click Enable NAT if you want. <Back | Nexts |

Click Next for next screen.

Configure Internet Connection - PPP User Name and Password

PPP Uw name: In arder to establish the Internet connection, please enter PPP user name
Type in the username tha[ yOU gOt from yOUr and password that your ISP has provided.,
ISP PPP User Name: Itest
PPP P d PPP Password: I****—
asswor d:
. Session established by: ¢ ajways on
Type in the password that you got from your © il on Demand
ISP Disconnect if no activity for |20 minutes
Manually Connect
Always On:
Check this button to make the connection is _<pank |_tewe> |
always active.

Please type the username and password that you got

Dial on D d: i
1al on Deman from your ISP. Then click Next.

Click this button to make a connection while
in demand. Enter the timeout to cut off the
network connection if there is no activity for
this router.

Manually Connect:

Click this button to make a connection by
pressing the Connect button on the
Advanced Setup- WAN - Internet web page.

PPP | P extension:

Check this box to invoke the PPP IP
extension. When you check this box, only
one user is allowed to access into the web
page for configuration at one time.
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Conligure LAY wele Selling

Primary IP Address:

Typeinthefirst IP address that you got from  Ee i o e ies st Sutonn s for Lty rimrtncn
your ISP for your LAN connection. - e
gl M = i
Subnet M ask: T [Frres
Type in the subnet mask that you got from Doman Mare:  [fome
your ISP for your LAN connection. T B I T A .
Configure the second IP Address and Erabirey CHECE Sarvr o LA incisiacs 2un previde th pmspar 3 Addn
Subnet Mask for LAN interface: SN S S
Check this box to make another set of IP ¥ Crahin DHCP Sarvr on e Lok
Address and Subnet Mask to connect to your part [P iddsren:[TRE1B01E
router if they are not included in the range End IP dldmer: [0 1201594
that DHCP server accepts. teasea e 17 dars [ howe '
< A M

Secondary |P Address: T
Type in the second | P address that you got
from your ISP for your LAN connection. On the Configure LAN side Settings web

. page, the IP address and subnet mask will
subnet Mask: be shown on it. You can modify them if

Type in the subnet mask that you got from coded
your ISP for your LAN connection. n '
Typein all the necessary settings and

Enable DHCP server on the LAN: click Next for next page.

Check thisitem if DHCP service is needed
on the LAN. The router will assign IP
address, gateway address for each of your
PCs.

Start |P Address:
Type in the start point IP address.

End IP Address:
Type in the end point |P address.
Leased Time:
Type in the duration for the time. The default
is 1day.
You can check it at thistime. If you find Quick Setup - Summary
. .. . Make sure that the settings below match the settings provided by your ISP,
something isincorrect, click Back to change o e
. Internet (WAN) Configuration:
the setti ngs. VPI / vCI &/35
e PPPo& LLC/SNAP, Dial on Demand, Idle Timer 20
mins
If everything is OK, click Finish to accept NAT on
H WAN IP Address Automatically Assigned
the% Htl ngs Default Gateway Automatically assigned
DNS Server Automatically Assigned
LAN Configuration:
Primary LAN IP 192.168.1.1 f 255.295.255.0
Secondary LAN IP 0.0.0.0/0.0.00
DHCP Server Enabled
DHCP IP Range 192.168.1.2 ~ 192,168,1.254
DHCP Lease Time 1 days 0 hours 0 minutes

Click "Finish" to accept these settings, and reboot the system.

Click "Back" to make any modifications.
< Back | Finish

Reboot DSL Router

Now, the system will reboot to activate the
new %ttl ngs that yOU ha\/e done n thls Close the DSL Router Configuration window and wait for 2 minutes before

1 reopening your web browser. If necessary, reconfigure your PC's IP address
%Cu on. to match your new configuration.

The DSL Router has been configured and is rebooting.

Please wait for 2 minutes for restarting the
router.
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MAC Encapsulated Routing (MER)
If the type you choose is MAC Encapsulated Routing (MER), please refer to the following

information.

MER mode is used in business environment
where static | P address and subnet are
assigned by your | SP.

Choose M ER and click Next.

Obtain an | P address automatically: Click
this button to make the system get an IP
address automatically.

Usethefollowing I P address:

If you want to set WAN |IP address by
yourself, you have to click on this button to
invoke the following entries.

WAN IP Address:
Type in the IP address that you got from ISP
for the WAN interface.

WAN Subnet M ask:
Type in the subnet mask address that you got
from ISP for the WAN interface.

Default Gateway:
Type in the default gateway that you got
from ISP for the WAN interface.

Obtain DNS server address automatically:
Click this button to make the system get
DNS server automatically.

Usethefollowing DNS server address:

If you want to set DNS server by yourself,
you have to click on this button to invoke the
following entries.

Preferred DNS server:
Typein your preferred DNS server that you
got from ISP,

Alternate DNS server:
Typein the alternate DNS server that you got
from ISP.

Enable NAT:
Check Enable NAT to enable this function.

Primary IP Address:
Typein thefirst IP address that you got from
your ISP for your LAN connection.

Subnet M ask:
Type in the subnet mask that you got from
your ISP for your LAN connection.

Configure Internet Connection - Connection Type

Select the protocol and encapsulation type over the ATM PVC that yvour ISP
has instructed you to use.

Protocol: © PPP over ATM (PPPOA)
© PPP over Etheret (PPPOE)
f:' MAC Encapsulation Routing (MER)
© 1P over ATM (IPoa)
© Bridging

Encapsulation Type: [LLC/SMNAP 'I
= Back | Next

Configure Internet Connection - WAN IP Settings

Enter information provided to you by your ISP to configure the Wak IP
settings.

€ Obtain an IP address automatically
& Use the following IP address:

WAN TP Address: 10.32.95.3

WM Subnet Mask: |255.255.255.0

Default Gateway: [10.2.95.1

€ Ohtain DNS server address automatically
& Use the following DNS server addresses:

Primary DNS server: 163.95.1.1
Secondary DMS server;|168.95,192.1

¥ Enable MAT

< Back | Meut =

Please type in the WAN 1P address, Subnet Mask,
Default Gateway and DNS server addresses. Then
Click Next to get the following page.
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Configurethe second I P Addressand
Subnet Mask for LAN interface:

Check this box to make another set of IP
Address and Subnet Mask to connect to your
router if they are not included in the range
that DHCP server accepts.

Secondary |P Address:
Type in the second | P address that you got
from your ISP for your LAN connection.

Subnet M ask:
Type in the subnet mask that you got from
your ISP for your LAN connection.

Enable DHCP server on the LAN:
Check thisitem if DHCP service is needed
on the LAN. The router will assign IP
address, gateway address for each of your
PCs.

Start |P Address:
Type in the start point IP address.

End IP Address:
Type in the end point |P address.

Leased Time:
Type in the duration for the time. The default
is 1day.

You can check it at thistime. If you find
something isincorrect, click Back to change
the settings. If everything is OK, click
Finish to accept these settings. And the
following page will appear.

Now, the system will reboot to activate the
new settings that you have donein this
section.

Please wait for 2 minutes for restarting the
router.

Configure LAN side Settings

LAN side IP Address
Enter the DSL Router IP address and Subnet Mask for LaN interface,

Primary 1P Address: |192.168.1.1

Subnet Mask: 255.255.255.0
Host Name: RTA230
Domain Mame: home

[ Configure the second IP Address and Subnet Mask for L&N interface.

DHCP Server

Enahling DHCP Server on LAN interface can provide the proper 1P Address

settings to your computers.

¥ Enable DHCP Server an the LAN

Start 1P Address:|192.168‘1.2
End IP Address: |192.168‘1.254
Leased Time: Il_ days IU_ hours IEI_ minutes

< Back Mest >

On the Configure LAN side Settings web page, the
IP address and subnet mask will be shown onit. You

can modify them if needed. Click Next for next

page.

Quick Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Internet (WAN) Configuration:

VPI / ¥CI 8/35
Connection Type MER. LLC/SHAP
NAT on

WAN IP Address 10.3.95.3
Default Gateway 10.3.95.1

DNS Server 168.95.1.1 ; 168.95.192.1

LAN Configuration:

Primary LAN IP 192,168.1.1 / 255.255.255.0

Secondary LAN IP 0.00.0/0000

DHCP Server Enabled

DHCP IP Range 192.168.1.2 ~ 192.168.1.254

DHCP Lease Time 1 days 0 hours 0 minutes

Click "Finish" to accept these settings, and reboot the system.
Click "Back" to make any modifications,

< Back I Finish I

Reboot DSL Router

The DSL Router has been configured and is rebooting.

Close the DSL Router Configuration window and wait for 2 minutes before
reopening your web browser. If necessary, reconfigure your PC's IP address

to match your new configuration.

29




ADSL Router User Manaul

IP over ATM
If the type you choose is |P over ATM, please refer to the following information.

|POA iS an alternaive Of LAN emulation, It Configure Internet Connection - Connection Type

aI I ows TCP/' P network to access ATM Select the protocol and encapsulation type over the ATM PVC that your ISP
network and uses ATM quality of service's ~ "esinstruered youm use.
features. Protocol; " PPP over &TM (PPPo&)
" PPP over Ethernet (PPPOE)
Ch00$ I POA and CliCk NeXt © MAC Encapsulation Routing (MER)
& 1P over ATM [IPoA)
 Bridging

Encapsulation Type: [LLC/SMNAP -

< Back | Next =
None: ) . .
.. Configure Internet Connection - WAN IP Settings
If it is not necessary to set the WAN IP _ _ . ,
R . Enter information provided to you by your ISP to configure the WaM IP

address, please click this button. settings.

. . . . © MNone
Obtain an |P address automatically: Click & cpeain an 1p zdiress automaticaly
this button to make the system get an IP € Use the fallowing IP address:
address automatically. W IP address;

Wal Subnet Mask:

WAN l P Addre$: & Obtain DNS server address automatically
Type in the |P address that you got fromISP ¢ use the following Dus server addresses:

for the WAN interfa:e_ Primary DNS server: l—
Secondary DS server:|
WAN Subnet M ask:

W Enable
Type in the subnet mask address that you got e
from ISP for the WAN interface.
< Back Mext = |

Obtain DNS server address automatically:
Click this button to make the system get
DNS server automatically.

Usethefollowing DNS server address:

If you want to set DNS server by yourself,
you have to click on this button to invoke the
following entries.

Primary DNS server:
Typein your preferred DNS server that you
got from ISP,

Secondary DNS server:
Typein the alternate DNS server that you got
from ISP.

Enable NAT:
Check Enable NAT to enable this function.

Please type in the WAN IP address, Subnet Mask and DNS server addresses. Then Click
Next to get the following page.

Primary IP Addre$_ Corfigars LAY skle Sellegs

Typeinthefirst IP addressthat you got from ~ Las side s asdewse )
your ISP for your LAN connection. '

Subnet M ask: d

Type in the subnet mask that you got from
your ISP for your LAN connection.

Configurethe second IP Addressand
Subnet Mask for LAN interface:
Check this box to make another set of I[P

30




Chapter 4: Web Configuration

Address and Subnet Mask to connect to your ~ Configure LAN side Settings
router if they are not included in the range LAN side IP Address

Enter the DSL Router IP Address and Subnet Mask for LA interface.
that DHCP server accepts.
Primary IP Address: [192.168.1.1

%Condary I P Addre$. Subnet Mask: 255.255.255.0

H [a}y ame:
Typein the second IP addressthat yougot ="' l:?rff—
from your ISP for your LAN connection. ‘

¥ Canfigure the second IP Address and Subnet Mask far LAN interface.
Subnet M ask:

H Secondary 1P l—
Type in the subnet mask that you got from address: oo.0.0

. Subnet Mask: 0.0.0.0
your ISP for your LAN connection. e

Enable DH CP server on the LAN EE@}E&EQE{{%%?;::&'&;?N interface can provide the proper IP Address
Check thisitem if DHCP serviceis needed ¥ Enable DHCP Sarvar on the LAN
on the LAN. The router will assign IP
Start IP Address:|192.168.1.2
address, gateway address for each of your rdl 1P Adcrecs: [132 188 1259
PCs. Leased Time: ll_ days ID_ hours ID_ minutes

Start |P Address: < Back | Next >
Type in the start point 1P address. ) ) )
On the Configure LAN side Settings web page, the IP

End IP Address: address and subnet mask will be shown on it. You can
Typein the end point IP address. modify them if needed. Click Next for next page.
Leased Time:
Type in the duration for the time. The default
is 1day.
Quick Setup - Summary
YOU can CheCk |t at th|S t| me. |f yOU f| nd Make sure that the settings below match the settings provided by your ISP,
something isincorrect, click Back to change  internet (wan) configuration:
the settings. If everything is OK, click 2P e 8/35
Finish to accept these settings. And the comectonType ol
fOI IOWI ng pwe WI” appear WAN IP Address Autormatically Assigned
Default Gateway Automatically Assigned
DNS Server Automatically Assigned

LAN Configuration:

Primary LAN IP 192.168.1.1 f 255.255.255.0
Secondary LAN IP 0.0.0.0 f0.0.0.0

DHCP Server Enabled

DHCP IP Range 192.168.1.2 ~ 192.168.1.254
DHCP Lease Time 1 days 0 hours D minutes

Click "Finish" to accept these settings, and reboot the system,

Click "Back" to make any modifications.
< Back Finish

Reboot DSL Router

Now, the system will reboot to activate the
new %ttl ngs thaI yOU ha\/e done n thls Close the DSL Router Configuration window and wait for 2 minutes before

1 reopening your web browser. If necessary, reconfigure your PC's IP address
%CU on. to match your new configuration.

The DSL Router has been configured and is rebooting.

Please wait for 2 minutes for restarting the
router.
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Bridging
If the type you choose is Bridging, please refer to the following information.

The brldgl ng mOde can Configure your router configure Internet Connection - Connection Type
to %nd paCketS receivaj on any pOl't &JCh as Select the protocol and encapsulation type over the ATM PWC that your ISP
ATM PV C or Ethernet with a broadcast 138 InstruEEed You tD .

MAC address to all other ports. Pratocal: PPP over ATM (PPPOA)

PPP over Ethernet (PPPoE)

MAC Encapsulation Routing (MER)
IP ower ATM (IPoA)

;Bridging

Encapsulation Type: | LLC/SHAP 'I

Choose Bridging and click Next.

< Back Mest

Primary IP Address:

Configure LAN side Settings

Type in the I P address that you got from This sten is ontional.
your ISP for LAN Interfa:e. Iéggrs::gg IDPSI?gg[ﬁ:ZIS’ IP Address and Subnet Mask for LAN interface,
Subnet M ask: Primary IP Address: W
Typein the subnet mask that you got from SubnetMask:  [255.255.2550
your ISP for LAN interface. sy p
You can modify them if needed. Click Next
for next step.
You can check it at thistime. If you find Quick Setup - Summary
somethi ng is inCOfreCt, click Back to Change Make sure that the settings below match the settings provided by your ISP,
the settings. If everything is OK, click Internet (WAN) Configuration:
Finish to accept these settings. And the edilihe 5 8/3
Connection Type Bridge LLC/SMAP

following page will appear.
LAN Configuration:
Primary LAN IP 192.168.1.1 f 255.255.255.0

DHCP Server Disabled

Click "Finish" to accept these settings, and reboot the system.

Click "Back” to make any modifications.
< Back | Finish

Now, the system will reboot to activate the Reboot DSL Router
new setti ngs that you have donein this The DSL Router has been configured and is rebooting.
%Ction. Close the DSL Router Configuration window and wait for 2 minutes before

reopening your web browser, If necessary, reconfigure your PC's IP address
to match your new configuration.

Please wait for 2 minutes for restarting the
router.
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Status

Overview
This page is displaying the current status for the DSL connection.

Overview of Device Information

This information reflects the current status of your DSL Router,

Wireless Network Enabled
ADSL Port Enabled

Downstream Line Rate

Upstream Line Rate

LAMN IP Address 192.168.1.1
Default Gateway

Primary DNS Server 192.168.1.1
Secondary DNS Server 192.168.1.1
Firmware Version 2.12,3.15_a023g

System Up Time Duration 00:00:23:320
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ADSL Line

This page shows all information for ADSL.
For knowing the quality of the ADSL
connection, please click ADSL BER Test
button to have advanced information.

Click More Information to show more
detailed information about ADSL Line
Status.

ADSL BER Test

This test determines the quality of the ADSL
connection. It isdone by transferring idle
cells containing a known pattern and
comparing the received data with this known
pattern to check for errors.

After select the test duration time and click
Start, the following dialog appears to tell
you the test is running. You can stop the test
by click Stop or close this dialog by click
Close.

ADSL Line Status

Current ads! line status is as the below.

Line Mode Line State

Down

Latency Type Line Up Time Duration

N/A

Line Coding Line Up Count

Statistics Downstream Upstream

Line Rate

Attainable Line Rate

Moise Margin

Line Attenuation

Output Power

More Information %

ADSL BER Test

The ADSL Bit Error Rate (BER) test
determines the quality of the ADSL
connection. The test is done by transferring
idle cells containing a known pattern and
comparing the received data with this
known pattern to check for any errors,

Select the test duration below and click
"start",

Tested Time (sec): IED vl
Star‘tl Close |

ADSL BER Test - Start

ADSL BER Test - Running

The ADSL BER testis in progress. The
connection speed is Kbps, The test will
run for 20 seconds,

Click "Stop" to terminate the test,

Stopl Close |
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When the test is over, the result will be
shown on the following dialog for your
reference. Click Close to close this dialog.

Internet Connection

This page displays the connection
information for your router, such as PVC
name, category, protocol, invoking NAT or
not, | P address, link status and so on.

Traffic Statistics

This table shows the records of data going
through the LAN and WAN interface. For
each interface, cumulative totals are

displayed for Received and Transmitted.

DHCP Table

This table shows all DHCP clients who get
their IP addresses from your ADSL Router.
For each DHCP client, it shows the Host
Name, MAC Address, |P Address and the
Lease Time.

#E i BITIET ] =} =

ADSL BER Test - Result

The ADSL BER test completed successfully,

Tested Time 20

Total Transferred Bits 0

Total Error Bits 0

Error Ratio 0.00e+00

Close |

Internet Connection

Current Internet connections are listed below.

WAN IP Status /
P¥C Name |¥PI/VYCI Category  Protocol | NAT address | Online Time
ADSL Link

nppoa s 35| /39 UBR Lf&gﬂp on Down
00:00:00:00

Traffic Gtatistics

The statistics of user data going through your DSL Router are listed belows.

Received Transmitted

Interface

Bytes |Packets Errors |Drops |Bytes |Packets|Errors Drops
Ethernet 153244 |1723 0 0 537115 1974 1] 1]
uUse 0 0 0 0 [u] o [u] [u]
Wireless |0 0 0 0 14540 |91 1] 1]
WAN ul ul ul ul a] o a] a]
Reset
DHCP Table

Those devices which get their IP addresses from your DSL Router are listed
below.

Host Name | MAC Address 1P Address

CH 00:C126:04:69:26 | 192,168.1.2 | 00:23:55:31

Lease Time
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Wireless Client

This table shows the MAC address for al of  wireisss citents Tabte
W| I’el ess LAN Cl | eﬂtS Curl‘enﬂy aﬂ)c' ataj to 2l of wireless LAN clients currently associated to your DSL Router are listed helow.

yOUI’ DSL Routel’ NOTE: The list below might include wireless clients which are no longer connected to your
DSL Router.You need to wait for a few seconds for the list to be fully updated.

‘ MAC Address | On-line Time

Routing Table

This table shows the routing method that Routing Table

your router uses. All of current routing rules in your DSL Router are listed below,
Destination | Netmask Gateway | Interface | Metric
192,168.1.0 | 255.255.255.0 |0.0.0.0 bro u]

ARP Table

This table shows the IP address record for ARP Table
|P—tO-PhyS Ca| transl ation in yOLIr router. The IP-to-Physical address translation entries recorded in your DSL Router

are listed below,

IP address |Physical Address | Interface | Type
192,168.1.2 | 00:C1:26:04:69:28 | brO Dynamic
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Advanced Setup

LAN- IP Address

This page is the same as you can see in the Configure L AN side Settings page while running the
Quick Setup. It dlowsyou to set IP Address and Subnet Mask values for LAN interface.

Pri mary IP Address: LAN 1P Address Configuration
Type inthefirst IP address that you gOt from noTE: Hew settings only take effect after the router is rebooted, If necessary,

. reconfigure your PC's [P address to match new settings.
your ISP for your LAN connection.
Enter the DSL Router IP Address and Subnet Mask for LAN interface,

SUbnet M a§(: Primary IP Address: |192,168.1.1
Type in the subnet mask that you got from Subnet Mask: ESsessossn
your ISP for your LAN connection. Host Name: RTA77DW

Dornain Name: home

Configurethe second | P Addressand I Enablo Uphe

Subnet Mask for LAN interface: -
CheCk thlS bOX to make another et Of | P _E_;Configure the second IP address and Subnet Mask for LAN interface,
Address and Subnet Mask to connect to your  5Fedary I
router if they are not included in the range submetMask: [
that DHCP server accepts.
_toply |

Secondary |P Address:
Type in the second | P address that you got
from your ISP for your LAN connection.

Subnet M ask:
Type in the subnet mask that you got from
your ISP for your LAN connection.

Apply:

Click this button to activate the settings
listed above.

LAN-DHCP Server
This allows you to set DHCP server on LAN interface.

Enable DHCP server on the LAN: DHCP Server Configuration
Cha:k th's |tem |f DHCP wVice is r]eedaj Enahling DHCP Server on LAN interface can provide the proper IP address
on the LAN. The router will assign IP SEMENGS 0 yOUr CompLter.
address, gateway address for each of your T evessary, Toconiaare your Pere 1P sdaress ko makch rew settings.
PCs.
¥ Enable DHCP Server on the LaN

Start |P Address: Start IP Address: [192,168.1.2
Type in the start pOI nt I P addre$ End IP Address: |192.16EI.1.254
End IP Address: Leassd Tims: [T days[0 hours[0 minutes
Type in the end point |P address.

. Wiew Reserved IP Address List I Apply I
Leased Time:
Type in the duration for the time. The default
is 1day.
Apply: _ _ _
Click this button to activate the settings
listed above.
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You can reserve one specific |P addressfor a E

certain PC for certain purpose. Simply add a
mapping entry of MAC address & |P address
for that PC by pressing the View Reserved
IP Address List button. The following
picture will appear.

Click the Add button to open another dialog
asfollows. On PCs MAC Address and
Assigned | P Address boxes, please type in
the correct information for the one that you
want to add and click Apply.

The new one will be shown on the dialog
right away. That is, the specified address will
be reserved and not be assigned by DHCP
for other computer.

WAN - Internet Setting

Reserved IP Address List

You can reserve one specific ip address for a certain
PC by adding the mapping entry of MAC address & IP
address,

MAC Address IP Address |De|ete |

Add' Close |

PC's MAC Address: |
(2.q.,00:90:96:01:24:38)
Assigned IP Address: I

(e.0.,192.168.1.2)

<= Back | Apply |

Add a new reserved IP address entry

You can reserve one specific ip address for a certain
PC by adding the mapping entry of MAC address & IP

address,
MAC Address IP Address Delete
00:90:96:01:24: 38 192.168.1.2 @]

Add| Close |

Reserved IP Address List

To set WAN settings for each service, please open Advanced Setup — WAN. This page allows you
to add new WAN settings, to edit or remove created WAN settings.

If you click the Connect line under the PVC
Name item, the system will connect to WAN
automatically. If the WAN connection is OK,
you can check the detailed information
directly.

Internet Connection Configuration

Choose add or Edit to configure Internet connection.
Choose Finish to apply the changes and reboot the system.

NOTE: The Internet connection is NOT active if the PVC name is maked with
(7). You need to click "Finish" to apply the changes and reboot the

system for activating this PVC,

WAaN IP .
PVC Name |¥PIfYCI|Category | Protocol MNAT Address Edit
pppoa_g&_35 PPPoA Auto 4 [
Connect & 8/25 UBR LLC/SHAP on assinged n]]]

Add | Finish
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Adding a New One

To add a new WAN connection, please click the Add button. The following screen appears.

VPI (Virtual Path Identifier):
Identifies the virtual path between endpoints
inan ATM network. The valid range is from
0 to 255.

VCI (Virtual Channd Identifier):
Identifies the virtual channel endpointsin an
ATM network. The valid range is from 32 to
65535 (1 to 31 isreserved for well-known
protocols).

Service Category:

There are five categories provided here for
your selection. Please choose any one of it as
you desired.

If you choose Non Realtime VBR, you have
to type in the following data.

Therange for Peak Cell Rateisfrom 1 to
1690.

Therange for Sustainable Cell Rateisfrom
1 to 1689 and must be smaller than Peak Cell
Rate.

The range for Maximum Burst Sizeisfrom 1
to 100.

Configure Internet Connection -- ATM P¥C

Please enter WPI and %CI numbers for the Internet connection which is
provided by your ISP,

w8 (0-255)
vl [35 (32-69535)

LBR Without PCR vl

Service Category:

< Back MNext > |

Configure Internet Connection -- ATM PYC

Please enter WPI and VCI numbers for the Internet connection which is
provided by your ISP.

wen e (oess)
wer 35 (32-65535)

Service Category:

IEI cells/s (1-1630)

Peak Cell Rate:

Sustainable Cell

Rate: fo cells/s (1-1689)
Maximum Burst Size: ID cellsfs (1-100)

= Back | Next

You have to typein the VPI and VCI valuesin the entry boxes. Then click Next. The screen will get
into the Connection Type page of Quick Setup and ask you to fill in the data according to the
request of the screen. Refer to Quick Setup for more information if you don’t know how to set the

configuration.

WAN - ADSL Settings

M odulation:
There are five selections for your choosing.
Select the one that you need.

ADSL Settings
¥ Enable ADSL Port
Select the line mode below,
@ putn mode (G.dmt, G lite or T1.413)
€ G.dmt / G.lite
©T1.413
€ G.dmt

© Gllite

Apply |
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IP Routing - Static Route

Routing Table shows all static route status and allows you to add new static |P route or delete IP
route. A Static IP Routing is amanually defined path, which determines the data transmitting route.
If your local network is composed of multiple subnets, you may want to specify arouting path to the
routing table.

Destination Network Address:
Display the IP address that the data packets
are to be sent.

Netmask:
Display the subnet mask that the data
transmitting is passing through.

Static Route

Current static routes:

WAaN

Destination Interface

Netmask ‘ Gateway ‘ Delete ‘

Add

Gateway:
Display the gateway that the data
transmitting is passing through.

WAN Interface:
Display the interface that the data
transmitting is passing through.

Remove:
Allow you to remove the selected static route
settings.

Adding a New One

To add a static route, please choose Static Route - Add. Type the destination network address, subnet
mask and gateway that you get from ISP and click Apply.

Destination Networ k Address: Add New Static Route

1 1 Enter the Destinati MHet k &dd , Met k, Gat lable WaN
The deﬂl natl on I P addreSS Of the netWOfk inr;eigaceethgri g?iiqugpp?y"{wtoor add tLEessentrey g;ashe r;u?i:;laobrlgva‘ e
where data packets are to be sent.

Destination Metwaork (For default route, type 0.0.0.0 or leave blank)

Subnet Mask: 1P Add 192.168.1,10
. ress. . d

Type in the subnet mask that you got from Netrmact. T
ISP,

Forward Packets to
Gate/\/ay I P Addl’eSS . ) & Gateway IP Address: l—
Check this box to invoke thisfunction. Type ¢ wan nterface: pppoa_B_35 2]
in the gateway that you got from ISP,

Apply

WAN Interface:
Check this box to invoke this function and
choose the one from the drop down menu.

Click Apply to view the routing result. This page shows all the routing table of data packets going
through your ADSL Router.

Remove Static Route

If you don’t want the static route that you Static Route

created, please click theicon under Delete  current static routes:

from Routi ng Table Destination MNetmask Gateway WAN Interface Delete
' 0.0.0.0 255.255.255.0 |192.168.1.1 DT]]
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A dialog appears to ask you to confirm the
action. Click Yesto remove the static route,
or click No to keep the setting.

3 LDSL Eouter - Microsoft Internet Explorer

Are you sure to delete this entry?

YES

Configuring Other Routers on Your LAN

It isessential that all 1P packets for devices that are not on the local LAN can be passed to the Router,
so that they can be forwarded to the external LAN, WAN, or Internet. To achieve this, the local LAN
must be configured to use the Router as the default route or default gateway.

Local Router

Thelocal router isthe Router installed on the same LAN segment as the Router. This router requires

that the default route is the Router itself. Typically, routers have a special entry for the default route.
It should be configured as follows.

Destination: Normally 0.0.0.0 but check your router documentation.
Subnet M ask: Normally 0.0.0.0 but check your router documentation.
Gateway: The IP Address of the Router.

Other Routers on the Local LAN

Other routers on the local LAN must use the Router’s Local Router as the Default Route. The entries
will be the same as the Router’s local router, with the exception of the Gateway |P Address.

O  For arouter with adirect connection to the Router’s local Router, the Gateway |P Addressis

the address of the Router’s local router.

O  For routers which must forward packets to another router before reaching the Router’s local

router, the Gateway |P Address is the address of the intermediate router.

Example — Static Route
Here provides you an example of Static Route.

BB

e /E— 192.168.11 10.1.1.1

‘ AEESE—
192.168.1.x

j : ADSL
Router

Internet

192.168.1.254

RouterB [« .
192.168.10.1

‘ 192.468.10.x

L B B
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For the Router’s Routing Table

For the LAN shown above, with 2 routers and 3 LAN segments, the Router requires to add 2 static
routes as follows:

ADSL Router Dedtination 192.168.10.0
Subnet Mask 255.255.255.0 (Standard Class C)
Gateway 192.168.1.254 (Router B)

IP Routing — Dynamic Routing

Routing Information Protocol (RIP) is utilized as a means of exchanging routing information
between routers. It hel ps the routers to determine optimal routes. This page allows you to
enable/disable this function.

Version: It incorporates the RIP
information when receiving and .

. 5 You can enable RIP function on serveral interfaces of your DSL router, Select
broadcasti ng the RIP pa@kets Fromtheradio  the desired RIP version and operatin, followed by ticking the ‘Enablad'

checkbox to do so0 when clicking "Apply", or leave unticked if you would like

buttonS, %I ect a Rl P Verﬂ. onto be mcepted, to disable RIP on those interfaces.

Dynamic Routing

1, 2 or bOth Interface Version Operation Enabled
Oper ation: LAN [ 2 =l [Active =] r
There are two modes for you to choose, ppoasss || 2 & | [Pessiedl| T
Active and Passive. Select Active for Apply |

transmitting and receiving data, or select
Passive for receiving data only.

Enabled:

Click Enabled to enable the RIP function on
different interface. Otherwise, disable this
function.

Click Apply to invoke the settings set here.

DNS Server

If Enable Automatic Assigned DNS checkbox is selected, this router will accept the fir st received
DNS assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PV C(s) during the
connection establishment. If the checkbox is not selected, it is necessary for you to enter the primary
and optional secondary DNS server | P addresses. After typein the address, click Apply button to
saveit and invokeit.

Enable Automatic Assigned DNS: DNS Server Configuration

i i 1 If Enable Aut tic A: d DS checkb lected, th i Il
Cha:k thlS bOX tO enable thlS fUnCtlon, or accggt t?we?irgtmr‘?eg;wsesd‘ggl{els assig;rﬁgnt?ﬁo‘nsn 50?13 osthe F“gggg,egpvgloE or
uncheck th|s bOX to dlsab|e |t MER/DHCP enabled PCis) during the connection establishment. If the

checkbor is not selected, enter the primary and optional secondary DS
server [P addresses, Click "apply" to save it

Primary DNS server:
. . MNOTE: If changing from unselected Automatic Assigned DNS to selected
Type In your primary DNS server. Automatic Assigned DNS, You must rehoot the router to get the

automatic assigned DNS addresses,
Secondary DNS server:

. I_ Enable sutomatic Assigned DNS
Type in the secondary DNS server.

Prifmary DNS server:
If you are satisfied the setti ngs, click Apply Secondary DNS server:

Apply
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NAT - Virtual Servers

The Router implements NAT to let your entire local network appear as a single machine to the
Internet. The typical situation isthat you have local serversfor different services and you want to
make them publicly accessible. With NAT applied, it will trandlate the internal 1P addresses of these
serversto asingle | P address that is unique on the Internet. NAT function not only eliminates the
need for multiple public I P addresses but aso provides a measure of security for your LAN.

When the router receives an incoming | P packet requesting for access to your local server, the router
will recognize the service type according to the port number in this packet (e.g., port 80 indicates
HTTP service and port 21 indicates FTP service). By specifying the port number, you tell the router
which service should be forwarded to the local | P address you specify.

After you setting the virtual server you should modify the filter rule whichever port and service you
set on virtual server. Because the firewall has protect the route by filter rule so that you should
update the filter rule after you set up virtual server.

Virtual Server allows you to make servers on your LAN accessible to Internet users. Normally,
Internet users would not be able to access a server on your LAN because:

O  Your server does not have avalid external |P Address.
O  Attemptsto connect to devices on your LAN are blocked by the firewall in this device.

The Virtual Server feature solves these problems and allows Internet users to connect to your servers,

R R

1

192.168.1.1
(LANIP Addrjess)

B« R
—

Router / ——

192.168.1.10 203.70.212.52 192.168.1.20
(Web Server) (WANIP Address) (FTP Server)

Internet

Http://203.70.212.52 Ftp://203.70.212.52
(Remote PC using (Remote PC using
Web Server) FTP Server)

IP Address seen by Internet Users

Please note that, in the above picture, both Internet users are connecting to the same | P address, but
using different protocols.

To Internet users, all virtual servers on your LAN have the same |IP Address. ThisIP Addressis
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allocated by your ISP. This address should be static, rather than dynamic, to make it easier for
Internet users to connect to your Servers. However, you can use Dynamic DNS feature to allow
users to connect to your virtual servers by using a URL, instead of an IP address.

To set avirtual server, please open the
Virtual Serversitem from the Advanced
Setup - NAT menu. ‘5”"‘"

Name

Virtual Servers

Internal
Port

External
Port

Server IP
Address

Protocol Remove

Add| Remove |

Add New Virtual Servers

To add anew Virtual Server, please click Add. In the “Select from the following list” drop-down
list, you can select required entry

Select from the following list: virtual Servers

ChOO% one Of the %rvices from the ||$’ Select the service name, server IP address and dlick "apply” to forward IR
h SMTP WEB F_I_P DNS d packets for this service to the specified server.

such as y y y ana so on.

The corresponding datawill be shown onthe  service name:

& select from the following list: Iﬁ
data bOXGS bel ow. © Customized service: ? I—
Customized service: Protacal: =
Type anew service name for buildi nga Exteral port (port or partipart): |
customi zed service for specific reason. internal port (port or port-port); |

Internal server IP address: I—
Protocol:
Select a protocol for the service that you 2pply
choose.

External port for thisservice:

The port number will be shown
automatically when you select a service for
using. You can type anew number if you
want to do a customized service.

Internal port for thisservice:

The port number will be shown
automatically when you select a service for
using. You can type a new number if you
want to do a customized service.

Internal server |P address.

Type in the server | P address when you want
to specify a certain address for the virtual
server.

1. Select the protocol type from the
drop-down list.

2. Enter the TCP/IP port information in the
External and Internal Port for this service
fields.

3. Enter the |P address of the internal server
in the Internal server IP Address filed.

4. Click Apply.

I P addresses can be automatically redirected to local servers configured with private IP addresses. In
other words, depending on the requested service (TCP/UDP port number), the router redirects the
external service request to the appropriate server (located at another internal |P address).
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After adding a new virtual server, click
Apply to view the new virtual server. The

Yirtual Servers

following screen will be shown to display SERVet Lpreroeqi[EXtetnl Intemnals joctier 16 Remove
the status for this new one. = U P ” 19916014 -
If you do not want the new server that you s L

added, please check the one and click
Removeto discard it. Or if you want to add
another one again, click Add to add a new
one. And if you are satisfied with all settings
that you configure here, click Save.

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use the
Internet |P Address (the IP Address allocated to you by your ISP)  For example,
Http://203.70.212.52

Ftp://203.70.212.52

It is more convenient if you are using a Fixed |P Address from your ISP, rather than Dynamic.
However, you can use the Dynamic DNS feature to allow users to connect to your Virtual Server
through a URL, rather than an IP Address.

NAT - DMZ Host

Direct Mapping Zone (DM Z) uses a technology that makes Router forwarding all incoming packet
to internal specific server.

To activate aDMZ host, please typein the
DMZ Host IP Address and click Apply.

DMZ Host

The DSL router will forward IP packets from the WwaN that do not belong to
any of

the applications configured in the Virtual Servers table to the DMZ host
computer,

Enter the computer's IP address and click "Apply" to activate the DMZ host,
Clear the IP address field and dick "Apply" to deactivate the DMZ host,

DMZ Host IP Address:
Apply |

Thisfeature allows one computer on your LAN to be exposed to all users on the Internet, allowing
unrestricted 2-way communication between the specified | P address and other Internet users or
Servers.

O  Thisallowsamost any application to be used on the specified | P address.

O  The specified IP address will receive all “Unknown” connections and data.

O  If the DMZ feature is enabled, you must type in numbers to specify an IP address.
O  TheDMZ feature can be Enabled and Disabled on the NAT setting screen.

NAT - Dynamic DNS

This page allows you to access into virtual servers with adomain name and password.
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Dynamic DNS:
Selects Enable to enable DDNS; select
Disabled to disable this function.

Internet Connection:
Selects the interface that you want to use for
connecting I nternet.

User Name:
Type in the user name that you registered in
www.dyndns.org.

Password:
Type in the password that you registered in
www.dyndns.org.

Domain Name:

Type in the domain name that you registered
in www.dyndns.org. You can use letters and
dash for naming, yet other characters are not
allowed to use for preventing from making
troubles.

Status:
It displays current status for DDNS.

Dynamic DNS Configuration

This page allows you to provide Internet users with a domain name (instead
of an IP address) to access your virtual servers, This DSL router supports
dynamic DMS provided by the provider ‘bt ffwww . dynhdns.org', Please
reqister this service at 'www.dyndns.org',

The user name is configured when you register the service and then the
password will be sent to you via email. Domain name is allocated to you by
e dyndns.org'

Dyhamic DNS: " Disabled | & Enabled
Internet I—_I
Connection: Pppoa_B_35 =

User Name: |

Password: |

Damain Mame: |

Status:

Apply |
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Firewall

Thefirewall is a software that interrupts the data between the Internet and your computer. It isthe
TCP/IP equivalent of a security gate at the entrance to your company. All data must pass through it,
and the firewall (functions as a security guard) will allow only authorized data to be passed into the
LAN.

What the firewall can do? It can:

O  deny or permit any packet from passing through explicitly

O  distinguish between various interfaces and match on the following fields:
€  source and destination | P address
¢ port

To keep track of the performance of IP Filter, alogging device is used which supports logging of the
TCP/UDP and IP packet headers and the first 129 bytes of the packet (including headers) when a
packet is successfully passed through, a packet is blocked from passing through and it matches a
rule setup to look for suspicious packets

IP Filtering
An example for firewall setup:

f oeoo000 W

Router

This picture is the most common and easiest way to employ the firewall. Basically, you can install a
packet-filtering router at the Internet gateway and then configures the filter rule in the router to block
or filter protocols and addresses. The systems behind the router usually have a direct access to the
Internet, however some dangerous services such as NIS and NFS are usually blocked.

For the security of your router, set the firewall is an important issue.
Choose Disabled to disable the firewall

1P Filtering

funCtI on. This page allows you to specify the IP packet filkering rules to prevent the
services accessecd from the Internet hosts or limit the Internet access far
local hosts,
IP Filtering: & Disabled " Enabled Apply |
To open the IP Filtering, please click the 1P Filtering

Enabled rajlo bUtton' The Web page wi ” be This page allows you to specify the [P packet filtering rules to prevent the
Shown as the rl ght p| cture. services accessed from the Internet hosts or limit the Internet access for local

hosts.

Select the direction to filter packets:
The way of the data transmission. In Bound IP Filtering: O Disabled  ® Enabled
means the data is transferred from outside

Select the direction to filter packets: ® oOutbound traffic O Inbound traffic
onto your computer. Out Bound means the

data iS transferred from yOUI’ CompUter Onto Protocol Source IP addr | Dest IP addr A Rang: Allow Edit
outside through Internet. Please choose ek
Outbound traffic or Inbound traffic asthe Add

diractinn for filtarinn narkate
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direction for filtering packets.
Then, to add anew IP Filtering, click Add.

This page provides some settings for you to
adjust for adding a new outbound IP
Filtering.

Allow Traffic:
No stops the data transmission, Yes lets the
data pass through.

Protocaol:

Here provide several default policies for
security levels for you to choose. If you
don’t want to use the predefined setting, you
can use User Defined to set a customized
protocol for your necessity. When you
choose User Defined setting, you have to
type in a port number in the “as” field.

Sour ce/Destination | P address:

To specify |P address to allow or deny data
transmission, please pull down the
drop-down menu to choose a proper one.
All: This setting means that all the IP
addressed in the network are allowed or
denied to pass through in Internet. If you
choose Single, an IP addr field will appear to
theright side. You have to typein the
specific |P address as the start/end point to
let the router identify for granting or denying
pass through. If you choose Subnet, the IP
address and Netmask will appear to the right
side. Please type in the specific | P address
and netmask as the start/end point to let the
router identify for granting or denying pass
through.

Port Range:

The port range is from 0 to 65535. Please
type in the start point and end point for the
IP Filtering.

After finish the settings, click Apply. A
new one will be added and shown on the
web page.

Kl gy Daithosnd 1P FIDE risg Ride

Edlcree Tralfle: 1 Tmn Ko
Froboonl TP -
Souroe I[P eidreas ALl w
Destination [P addrass Al -
=art Rarge Erort Ered
Protocaol: TCF i
LIDF
CRAF
AH
ESF
GRE
ALL
User Defined

Add New Outbound IP Filtering Rule

&llow Traffic ® ves O Mo

Protocol: User Defined as

Source IP address:

Add New Outbhound IP Filtering Rule

allow Traffic @ ves O No
Protocal: TCP v

1P addr:
Metmask:

Source IP address:

Destination IP address: ALL b

Port Range: Start End
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A new IP filtering setting for Outbound
traffic is created in the web page. To edit the

1P Filtering

This page allows you to specify the IP packet filtering rules to prevent the

%tu ng, please CIiCk the penCI| mark to get ﬁig\;i;?s accessed from the Internet hosts or limit the Internet access for local
into the editing page. To delete the setting,
click the trash mark to eraseit. To set 1P Fitering: O Dissbled  ® Enabled

another IP filtering, click Add again.

Select the direction to filker packets: & Outbound traffic € Inbound traffic

Port Range
Protocol | Source IP addr | Dest IP addr Allow Edit
Start | End
uDP AL AL o 65535 | % M
add
For adding a new Inbound IP Filtering, click Add New Inbound IP Filtering Rule
Inbound traffic in the item of Select the Allaw Traffic Sy -
. . . fRYes o
direction to filter packets. Use the same
way to add a new one as stated above. Protocol: TCP hi
Source IP address: ALL v
Destination IP address: ALL v
Port Range: Start End

IGMP Proxy

The Internet Group Management Protocol (IGMP) is an Internet protocol that provides away for an
Internet computer to report its multicast group membership to adjacent routers.

Wireless

Ethernet

.. W Telephone
Line
uUsB

The hosts interact with the system through the exchange of |GM P messages. When you want to
configure IGMP proxy, the system will interact with other router through the exchange of IGMP
messages. However, when acting as the proxy, the system performs the host portion of the IGMP
task as follows:

»  Whenitisqueried, the system will send group membership reports to the group.

»  When one of the hosts joins a multicast address group to which none of other hosts belong, the
system will send unsolicited group membership reports to that group.

»  When thelast of hostsin a particular multicast group leaves the group, the system will send a
leave group membership report to the routers group.
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Internet Connection:
Thisfield displays the internet connection
that you currently use.

IGM P Proxy Enabled:
Check this box to enable this function or
uncheck this box to disable this function.

After finish the settings, click Apply.

1Ghr® P CRndiguisatian
Ersabdasd 1008 praap fufcDan Can 482 Tre users on yaur Roa networt 1o pla
TP ivareea B [wedend 0 anschind wimeh &anv? Aecim Vg sarvars on e el sl
Iitarae] Larmisiiman
COOOel_ 10 F

1M iy Ensbibed

Fpplp

i
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Wireless

The Wireless setting must match the other Wireless stations.

Basic

To set the basic configuration for the wireless features, please open Basic item from the Wireless

menu.

Enable Wireless Networ k:
Click this check box to enable the wireless
network function.

Hide Access Paint:

Checking this box can hide the SSID of this
access point. Then other people in the
network cannot find the SSID of this device.

Wireless Networ k Name (SSID):

The system will detect the SSID of your
router and displayed in thisfield for your
reference.

The SSID is the identification
characters of a router. The default
words will be shown on this page. If
you do not check the Hide Access Point
item, the router will periodically
broadcasts its SSID to allow the
wireless clients within the range to
recognize its presence. This can create

a security hole since any wireless
clients which got the broadcast might
associate to your system.

Please be noted that if you want to
communicate, all wireless clients
should use the same SSID with the
router or access point.

Channel:

The frequency in which the radio links are
about to be established. Select one channel
that you want from the drop down list.

As an administrator of network, he/she must
search which channels are available and then
assign one available channel asthe
communication channel. All the other clients
that want to transmission through this device
should choose the same channel that you set
inthisfield.

Transmission M ode:

It decides the mode of data transmission.
Choose the one that you want to use from the
drop-down menu. There are 802.11b only,
802.11g only and Mixed M ode provided
here.

Transmission Rate:

It decides the speed of data transmission.
Choose any one of it by using the drop-down
menu. This setting will change by the

Transmission Mode:

Transmission Rate:

Bpply |

Transmission Mode:

Transmission Rate:

Apply |

Wireless Network Mame (SSID): |RT¢-.??DW-52289E

202.11b anly vl

imixed mode
802 11h anly

802.11g onl

Channel:

Transmission Mode:

Transmission Rate:

Apply |

IBDE.'IHJ only vl
Auto v|

1 Mbit/s
2 Mbit/s
5.5 Mbit/s
11 Mbit/s

IBDQ.HQ only v|
Auto vl

1 Mbit's  *

2 Mbit/s
5.5 Mbit/s

B Mbit/s
9 Mbit/s

11 Mbit/s

12 Mbit/s

18 Mbit/s

24 Mbitfs

36 Mbit/s

48 Mbitfs

54 Mbits .|
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transmission mode that you set above. If you
choose 802.11b only asthe transmission
mode, the transmission rate settingsinclude  Transmission Rate:
1, 2, 5.5, 11Mbit/s and auto. If you choose

802.11g, the transmission rate settings

include 1, 2, 5.5,6,9, 11,12,18,24,36,48,  Lagily |

54Mbit/s and auto. If you choose mixed

mode, only Auto is available.

Click Apply to invoke the settings.

Transmission Mode:

Imi}{ed mode 'I
IAutu 'I
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Security

To configure security features for the Wireless interface, please open Security item from Wireless
menu. Thisweb page offers four authentication protocols for you to secure your datawhile
connecting to networks. There are four selections including None WPA, 802.1X,WPA, and
WPA-PSK. Different item leads different web page settings. Please read the following information
carefully.

For None WPA

A

—
. ADSL
Client
Router
Protected by WEP only
WiFi-Protected Access: The None item wireless Security
OfferS yOU the Ie$ prOteCtlon for wi reless Th\sncpage allows you ta_fcon;:igukll’e SECUKLY fea_tureks of the wi_re\sss LAN
H H i L it it o
communication. auEhentate this wireless network, enable data encrypton(WEP) with the
encryption strengthi{G4-hit or 128-hit),
Authent|cat|0n Type Click "apply" to configure the wireless security options.

The ADSL Router SUppOftS two Wi-Fi Protected Access: m
authentication types. Open System and —
Shared key. This should be considered with
the WEP (Wired Equivalent Privacy)

mechanism. s

Open System means that it allows any
client to authenticate and attempt to
communicate with a bridge. The client
can only communicate if its WEP keys

match the router’s WEP keys. For Open System (or Shared Key), 64-bit

Shared _Key means that a bridge or Wi Protectsd access: [Noms 5]
router will send an unencrypted text
string to any client attempting to Authentication Type: IOpen Systerm vl
communicate with the router. The client JREECCEE RIS LRI
requesting authentication encrypts the RIEIEIEEH
A1 I ale o - (o /R o i gl ae 01 n= Al olej gl Erter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys,
unencrypted and encrypted can be Format: € Hexadecimal digits (0-9,4-F,and a-f are valid)
monitored, yet it leaves the bridge & ASCII characters (any printable characters are
open to attack from any intruder if he valid)
calculates the WEP key by comparing  [EGEE I
the text strings That is why shared key RISl [
authentication can be less secure than Key3: —
—
|

Authentication Type:

Data encryption (WEP): | Off -

open authentication.
Key4:

Data encryption (WEP) Default Transmission Key:
Select the WEP mode for the WEP key

function. You can choose 64-bit or 128-bit Apply |

for your necessity. If you choose Off, the

Encryption Keyswill not be shown on this

page. If selected, datais encrypted using the

key before being transmitted. For example, if
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you set 128-bit in thisfield, then the
receiving station must be set to use 128 Bit
Encryption, and have the same Key value
too. Otherwise, it will not be able to decrypt
the data.

Format:

Choose the typing method of encryption key.
You have to click either Hexadecimal digits
or ASCII characters and type the keys on
thefields of Key 1to Key 4.

Key 1to 4.

Type the encryption key length and fill out
WEP keys. The system allows you to typein
4 kinds of the WEP key. For 64-bit WEP
mode, the number you can typeisthat 5
characters or 10 hexadecimal digits. Asfor
128-bit WEP mode, the number you can
type isthat 13 characters or 26 hexadecimal
digits.

Default Transmission Key:
Select one of network key that you set on the
Key boxes as the default one.

After finished settings, click Apply for
activation.

For Open System (or Shared Key), 128-bit

‘\Wi-Fi Protected Access: INDnE vI
Authentication Type: IOpen System 'l

Data encryption (WEP): IR

Encryption Keys
Enter 13 ASCII characters or 26 hexadecimal digits for 128-hit encryption keys.

Format: © Hexadecimal digits (0-9,4-F,and a-f are valid)
@ ASCII characters (any printable characters are
valid)

Keyvl; I—

Key2: l—

Key3: l—

Key: I—

Default Transmission Key: m

Apply |
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For 802.1X Wireless Network

802.1x enabled

Certificate Authority

LAN s
) ADSL —
Client Router RADIUS Server

When awireless client requests access to a network, it is required to be authenticated by a central
authentication server (RADIUS Server). Only an authenticated user can be granted by the network

access and thereby unauthorized is blocked.

WiFi-Protected Access: Choose 802.1x as
the authentication protocol, your data
transmission between the router and the
clientswill be protected with the settings that
you set in this web page.

RADIUS Server |P Address: RADIUS
Server isa protocol for carrying
authentication, authorization, and
configuration information between a
Network Access Server which desires to
authenticate its links and a shared
Authentication Server. Please type in the IP
Address for the RADIUS Server.

RADIUS UDP Port: Except for the IP
address of the RADIUS Server, you have to
enter the port number for the server. Port
1812 isthe reserved RADIUS-authentication
port described in RFC 2138. Earlier AP
(RADIUS clients) use port 1945. The default
value will be shown on this box. You can
keep and use it.

RADIUS Share Secret: A share secret is
like a password, which is used between
RADIUS Server and the specific AP
(RADIUS client) to verify identity. Both
RADIUS Server and the AP (RADIUS
client) must be use the same shared secret
for successful communication to occur. Type
in the words for the share secret.

Authentication Type:

The ADSL Router supports two
authentication types: Open System and
Shared key. This should be considered with
the WEP (Wired Equivalent Privacy)
mechanism.

Data encryption (WEP):

Select the WEP mode for the WEP key
function. You can choose 64-bit or 128-bit
for your necessity. If you choose Off, the
Encryption Keyswill not be shown on this
page. If selected, datais encrypted using the

Wireless Security

This page allows vou to configure security features of the wireless Lan
interface. You can specify whether an encryption key is required to
authenticate this wireless network, enable data encryption(WWEP) with the
encryption strengthi64-bit or 128-bit).

Click "apply" to configure the wireless security options,

Wi-Fi Protected Access: m
RADIUS Server [P Address: W
RADIUS UDP Port: [teiz
RADIUS Share Secret: l—
Authentication Type: IW
Data encryption (WEP): Off -

Apply |

For Open System (or Shared Key), 64-bit

Wi-Fi Protected Access: lm
RADIUS Server IP Address: IW
RADIUS UDP Port: [ieiz

RADIUS Share Secret: l—
Authentication Type: W
Data encryption {(\WEP):

Encryption Keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
Format: " Hexadecimal digits (0-9,A-F,and a-f are valid)

@ ASCII characters (any printable characters are
wvalid)

Keyl: l—
Keyz: [
Key3: l—
Keya: —
E

Cefault Transmission
Key:

Apply |
For Open System (or Shared Key),128-hit
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key before being transmitted. For example, if
you set 128-bit in thisfield, then the
receiving station must be set to use 128 Bit
Encryption, and have the same Key value
too. Otherwise, it will not be able to decrypt
the data.

Format:

Choose the typing method of encryption key.
You have to click either Hexadecimal digits
or ASCII characters and type the keyson
thefields of Key 1to Key 4.

Key 1to4:

Type the encryption key length and fill out
WEP keys. The system allows you to typein
4 kinds of the WEP key. For 64-bit WEP
mode, the number you can typeisthat 5
characters or 10 hexadecimal digits. Asfor
128-bit WEP mode, the number you can
type isthat 13 characters or 26 hexadecimal
digits.

Default Transmission K ey:

Select one of network key that you set on the
Key boxes as default one.

After finished settings, click Apply for
activation.

Wi-Fi Protected Access: m

RADIUS Server [P Address: IW

RADIUS UDP Port: [teiz

RADIUS Share Secret: l—

Authentication Type: lm
128-bi

Data encryption {(WEP):

Encryption Keys

Enter 13 ASCII characters ar 26 hexadecimal digits for 128-hit encryption
keys.

Format: " Hexadecimal digits (0-8,4-F,and a-f are valid)

& ASCII characters (any printable characters are
valid)

Keyl: I—
Keya: I—
Key3: I—
Key4: I—
Default Transmission -

Key:

Apply

Example for Configuration 802.1x environment
You will need the following components for establishing an 802.1x environment in your network.

O  Windows 2000 Server: RADIUS server installed using “Internet Authentication Service”.

Certificate Servicesisinstalled

O AP (Router): It should be connected to Windows 2000 Advanced Server through the LAN port.

The DHCP server for the router is used and 802.1x must be enabled.
802.1x client: A WLAN card supporting WEP is used.

Authentication Mechanism
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For WPA-PSK

WiFi-Protected Access: WPA-PSK is useful
for small places such as home environment
without having authentication servers. It
allows the use of manually-entered keys or
passwords and is designed to be easy to set
up for home users.

Format:

Choose the typing method of encryption key.
You have to click either Hexadecimal digits
or ASCII characters and type the keyson
the field of Pre-Share Key.

Pre-Share Key: Please type the key to be
between 8 and 63 characters, or 64
hexadecimal digits. Only the devices with a
matching key that you set here can join this
network.

WPA Group Rekey Interval: Typeinthe
time for the WAP group rekey interval. The
unit is second.

Data Encryption (WPA): Select the data
encryption for the WPA mode. There are
three types that you can choose, TKIP, AES,
TKIP+AES.

TKIP takesthe original master key only
asa starting point and derivesits
encryption keys mathematically from this
master key. Then it regularly changes and
rotatesthe encryption keys so that the
same encryption key will be never used
twice.

AES provides security between client
workstations operating in ad hoc mode. It
uses a mathematical ciphering algorithm
that employsvariable key sizes of 128, 192
or 256 bits.

TKIP+AES combines the featur es and
functionsof TKIP and AES.

After finished settings, click Apply for
activation.

Wireless Security

This page allows you to configure security features of the wireless LaN
interface. You can specfy whether an encryption key is required to
authenticate this wireless netwaork, enable data encryption(WEP) with the

encryption strength{64-bit or 128-hit),
Click "apply" to configure the wireless security options,

Wi-Fi Protected Access: IWF'A—F’SK 'I

WPA Pre-Shared Key

Enter the key to be between 8 and 63 ASCII characters, or 64 hexadecimal
digits

Format: " Hexadecimal digits (0-9,A-F,and a-f are valid)

@ ASCII characters (any printable characters are valid)

Pre-Share Key: [

] seconds

WPRA Group Rekey
Interval:

Data Encryption
(WPal:

Apply |

=Y
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For WPA (Wi-Fi Protected Access)

WiFi-Protected Access. The WPA is
suitable for enterprises. It must be used in
conjunction with an authentication server
such as RADIUS to provide centralized
access control and management. It can
provides stronger encryption and
authentication solution than others WPA
mode.

WPA Group Rekey Interval: Typeinthe
time for the WAP group rekey interval. The
unit is second.

RADIUS Server |P Address: RADIUS
Server isa protocol for carrying
authentication, authorization, and
configuration information between a
Network Access Server which desires to
authenticate its links and a shared
Authentication Server. Please type in the IP
Address for the RADIUS Server.

RADIUS UDP Port: Except for the IP
address of the RADIUS Server, you have to
enter the port number for the server. Port
1812 isthe reserved RADIUS-authentication
port described in RFC 2138. Earlier
RADIUS clients use port 1945. The default
value will be shown on this box. You can
keep and use it.

RADIUS Share Secret: A share secret is
like a password, which is used between IAS
and the specific RADIUS client to verify
identity. Both IAS and the RADIUS client
must be use the same shared secret for
successful communication to occur. Typein
the words for the share secret.

Data Encryption (WPA): Select the data
encryption for the WPA mode. There are
three types that you can choose, TKIP, AES,
TKIP+AES.

TKIP takesthe original master key only
asa starting point and derivesits
encryption keys mathematically from this
mater key. Then it regularly changes and
rotatesthe encryption keys so that the
same encryption key will be never used
twice.

AES provides security between client
workstations operating in ad hoc mode. It
uses a mathematical ciphering algorithm
that employs variable key sizes of 128, 192
or 256 bits.

TKIP+AES combines the featur es and
functionsof TKIP and AES.

After finished settings, click Apply for
activation.

Wireless Security

This page allows you to configure security features of the wireless LaN
interface, You can specify whether an encryption key is required to
authenticate this wireless network, enable data encryption(WEP) with the

encryption strength(64-bit or 128-bit),
Click "Apply" to configure the wireless security options,

\Wi-Fi Protected Access: WPA -
WA Group Rekey Interval: ID— seconds
RADIUS Server IP Address: IW
RADIUS UDP Part: [terz
RADIUS Share Secret: I—
Data Encryption (WPA): m

Apply |
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Access Control

The web page allows you to enable the wireless MAC control configuration.

Access Control:

Click Off to disable this function. Click On
in Allow mode to make any wireless MAC
address can be linked to. And click On in
Deny mode to disturb any wireless MAC
address to be linked to.

View Access Control List: Click this button
to view the wireless access control list and to
add a new access control.

The Wireless Access Control List dialog
allows you to add a new MAC address and
view current MAC address that you had
added.

To add a new MAC address to your wireless
MAC address filters, click on the Add button
from the Wireless Access Control List dialog
to show next page.

MAC Address of Wireless:

You haveto type in the MAC Address that
you want it to be linked to your router. And
click Apply.

The result of adding a new MAC address
will be shown the example as the right
picture.

If you want to delete the added MAC
address, simple click the delete button (like a
trash can), a dialog box will be shown to ask
you. Click Yes, then the new one will be
erased.

Wireless MAC Access Control

This page lets you to specify the wireless adaptors that are allowed to
connect to your DSL Router. This offers additional protection against
unwanted connections.

Click "apply" to configure the wireless access control mode,

ACCESS
Contral: & oft
¢ Onin allow mode (Only those wireless adaptors listed in
the access control table are allowed to connect to your
DSL Router, others are denied.)
¢ Onin Deny mode (Only those wireless adaptors listed in
the access control table cannot connect to your DSL
Router, others are allowed.)

Wiew Access Control List I Apply I

Wireless Access Control List:

MAC Address | Delete |

Add | Close |

Add a wireless adaptor to the control list

MAC Address of wireless 00:90:96:01:02:03

adaptor:
(e.3.,00:90:96:01:02:03)

< Back | Apply |

Wireless Access Control List:

MAC Address Delete
00:90:96:01:02:03 i

Addl Close
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Diagnostics

To check the link status for the network and your computer, a diagnostic test can guide you to detect
the network problem. The testing items are listed and accomplished one by one. If the previous one
isfailed, than the items below that failed one will be failed too. Use this diagnostic test to detect the
connectivity mistakes whenever you happen to the linked problem.

For the item which pass through the
diagnostics, a PASS word will be shown on
the right side of that item.

If not, a Fail word will be there.

N/A means that item is not necessary for the
system to test.

The Help link lets you know what the result
(Pass, Down, Fail) representsfor. In this
page you still can rerun diagnostic test at any
time.

Diagnostic Tests

This DSL Router is capable of testing your DSL connection. The individual tests are listed
below. If a test displays a fail status, click "Run Diagnostic tests” again to make sure
the fail status is consistent, If the test continues to fail, click "Help" and follow the
troubleshooting proceduras,

Select the Internet Connection: |pppoa_8 35 = Run Diagnostic Tests

Test the connection to your local network
|Test your Ethernet Connection: ‘PASS

Help

Test the connection to your DSL service provider

Test ADSL Synchronization: FAIL Help
Test ATM OAM F5 segment ping: NfA Help
Test ATM OAM F5 end-to-end ping: NS Help
Test ATM OAM F4 segment ping: NSA Help
Test ATM OAM F4 end-to-end ping: NfA Help

Test the connection to your Internet service provider

Test PPP server connection: N/ Help
Test authentication with ISP: NSA Help
Test the assigned IP address: N{A Help
Ping default gateway: N/ Help
Ping primary Domain Name Server: NSA Help

ADSL Synchronization Test

Pass:

Fail:

Indicates that the DSL router has detected a DSL signal from the
telephone company. & solid DSL LED on the router also indicates the
detection of a DSL signal from the telephone company.

Indicates that the DSL router does not detect a signal from the telephone
company's DSL network, The DSL LED will continue to flash green.

If the test fails, follow the troubleshooting procedures listed below and rerun the
diagnostics tests by clicking "Rerun Diagnostic Tests" at the bottom of this page. If
all the tests pass, close and restart your Web browser to access the Internet,

Troubleshooting:
1. Make sure your phone line is plugged into the router,

2. After turninig on your DSL router, wait for at least one minute to establish a
connection. Run the diagnostic tests again by clicking "Rerun Diagnostic Tests"
at the bottom of this page.

3. Make sure there is no DSL micro filter on the phone cord connecting the DSL
router to the wall jack.

4, Make sure you are using the phone cord that was supplied with your DSL
router or another similar phone cord with four copper wires visible in the plug.

5. If your DSL has been functioning properly for a long period of time and you
suddenly are experiencing this problem, thers may be a problem with the DSL
network. You may need to wait from 30 minutes to a couple of hours, and if
you still do not have a solid DSL LED on your router, call Technical Support.,

&, Turn off the power to the DSL router, wait 10 seconds and turn it back on.
Wait at least one minute and if the DSL LED on the router remains a solid
color, close your Web browser and restart it.

Rerun Diagnostic Tests

Contact ISP Technical Support if you have tried all of the above and still are
experiencing a fail condition.
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Management

Admin Account

This page allows you to type in the password for accessing into your DSL Router.

For the Admin Account, the default setting
for user password isadmin. If you want to
change the username and the password,
please retype the new password in the
Confirm field for confirmation. Then click

Apply.

Remote Access

There are four interfaces for the remote access.

remote access control.

Select the Inter net Connect:
Select one connection item from the drop
down list to enable the function.

Web Browser:

Choose this box if you want to have remote
control through HTTP. The default port
number will be shown in the box. Modify
this number whenever you want.

Telnet:
Choose this box if you want to have remote
control through telnet.

SNMP:
Choose this box if you want to have remote
control through SNMP agent.

Ping:

Choose this box if you want to have remote
control through ping command under DOS
prompt.

Admin Account

Admin account has unrestricted access to change and view configuration of
your DSL Router.

User Mame: Iadmin
Mew Password: I*****
Confirm Mew Password [***+*

Apply |

Please choose one of them if you want to enable the

Remote Access Control

Enable remote access to let an expert, e.g. helpdesk, configure your DSL Router
remotely,

Select the Internet Connection: IPPPDE_B_35 j‘

To allow remote access to your router via

© web Browser

Web server part on WAN interface: IM
[ Telnet
7 sump
™ Ping

Apply |

61




ADSL Router User Manaul

62

Date and Time

Therouter’s clock must synchronize with global Internet’s time. The time you set in the screen will

be adapted to system log.

Update:
Click this button to refresh the current time.

Set Time by:

The default setting is Manual. If you select
Time Server, you don't need to typein the
time setting manually. The system will set
automatically.

Time:

Set the start time by typing the year, the
month, the day, the hour, and the date to help
the router perform tasks.

Timezone:
Choose the time zone of your country where
you are going to use the router.

Apply:
Save the data on the screen and apply the
data after restarting the router.

System Log

As shown in the web page, you can view the
system log and configure system log
whenever you want.

Configure System Log

After you click Configure System L og, the
following screen will appear. You can enable
or disable the log function, choose log level,
display level and proper mode as you like.
Then click Apply.

Date & Time

To synchronize your router among other network devices you can set up its time
manually or by a time server,

Current time: 1970/01/01, 01:29 Update I

SetTime by: € Time Sef

aF & mManual

Year |19%0 Maonth |01
Time:
Hour |01
Timezane: | (GMT+08:00) Taipei =l

Apply

Date & Time

To synchronize your router among other network devices you can set up its time
manually or by a time server,

Current time: 1970/01/01, 01:29 Update I
Set Time by: f" Tim

Feer: |time.stdtime.gov tw

[ (GMT-+08:00) Taipei

rver ' Manual

Time

Time2qne:

Apply

System Log

The System Log dialog allows you to view the System Log and configure the System
Log options.

Click "view System Log" to view the System Log.

Click "Configure System Log" to configure the System Log options.

\igw System Log Configure System Log

System Log Configuration

This dialog allows you to configure System Log settings. all events greater than or
equal to the selected level will be logged or displayed. If the selected mode is
"Remote" or "Both" events will be sent to the specified UDP port of the specified log
SErver.

Select the desired values and click "Apply" to configure the system log options.

Log:  Disabled ¢ Enabled

Log Level: I\nformahona\ -
Display Level: IError -
Mode: ILocaI 'I

Apply
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There are 8 types for log level and display . —;[
level for your choose. The default is Log Level: Informational
Debugging. E;’QE@E”CY
Mode: Critical
' Errar
Warning
Motice
{Infarmational
Debugging

Display Level:

Apply |

The mode selection includes L ocal, Remote

and Both. The default oneis Local. If you Log Level: IInfnrmatinnaljv
choose Remote or Both, all the events will ; . I I

’ Display Level Erraor -
be sent to the specified UDP port of the b

specified log server.

Mode: IL::u:aI d

Apply |

Viewing System Log

For viewing the system log, please click the
View System L og button.

System Log

The System Log dialog allows you to view the System Log and configure the System
Log options.

Click "view System Log" to view the System Log.

Click "Configure System Log" to configure the System Log options.

\igw System Log Configure System Log

The screen will be shown immediately for
your reference.

System Log Refresh | Clase

|Date/Time Facility|Severity|Message|

GX]
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SNMP Setting

The SNMP, the abbreviation of Simple Network Management Protocol, is used to refer to a
collection of specifications for network management that include the protocol itself, the definition of
data structures and associated concepts.

A management station performs the monitoring function by retrieving the value of MIB objects. The
management station and agents are linked by a network management protocol that is SNMP. The
SNMP includes three key capabilities, get, set and trap. A single management station can handle
many agents as long as SNMP remains relatively “simple’, so the number can be high (hundreds or
S0).

Thefollowing pictureisthe typical configuration of protocols for SNMP. Asfor a stand-alone
management station, a manager process controls access to a central MIB at the management station
and provides an interface to the network manager. The manager process achieves network
management by using SNMP, which will be implemented on top of the UDP, 1P and the relevant
network-dependent protocols (e.g., Ethernet).

Management station Router
Network
manager Manager process Manager process
SNMP Central SNMP
MIB
UDP UDP

IP

Netword-dependent
protocols

IP

profocols

Netword-dependent

For an agent device that supports other applications, such as FTP, both TCP and UDP are required.
An agent may issue a trap message in response to an event that effects the MIB and the underlying
managed resources.

Note: There are no ongoing connections are maintained between a management station and its agents.
Instead, each exchange is a separate transaction between a management station and an agent.

Each agent is responsible for notifying the management station of any unusual event; for example, if
the agent crashes and is rebooted, a link fails or an overload condition as defined by the packet 1oad
crosses some threshold. These events are communicated in SNM P messages known as traps.

Please select the SNM P menu from M anagement. The dialog will appear.

SNM P Agent SNMP Configuration
Choose Disable to close this function;
choose Enabled to open this function.

Simple Metwork Management Protocol (SHMP) allows a management application to
retrieve statistics and status from the SMNMP agent in this device,

Select the desired values and dick "Apply" to configure the SNMP options.
Read Commun.”:y:. ) ) SMMP Agent @ Disabled © Enabled
The default setting is public, please typein
. Read Community  |public
the data that your ISP provided. write community orvam

Wr |te Community: E'.F‘EEnable Trap Service
The default setting is private, please typein Trap Manager 1P [0.0.0.0
the data that your ISP provided.

Apply |

Enable TRAP Service:

Check this box to enable this function,
otherwise uncheck this box to disable this
function.

TRAP Manager |P:

Typein an | P address as the remote
workstation. If there is any abnormal
condition happened, you can advice remote
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workstation by way of SNMP agent.

Backup Config

To backup your configuration for therouter  eackup configuration
to yOUI’ Compl.l'[ef, y0u can use BaCkUp Use to save your DSL Router's current settings into the computer,
Config web page to save the settings.

Backup |

And when you want to restore the settings in
the future, simply open Backup Config web
page and use Browse button to located the Restore Configuration

fl |e and Cl ICk Restol’e, Use to reset your DSL Router with settings previously saved on the computer.

Backup File: | ﬁl

Restore

Update Firmware

If you have to or want to update the Update Firmweare
fl rmware for thIS router, yOU can Open the Step 1: Obtain an updated firmware image file from your ISP,
Step 2: Enter the path to the image file location in the box below or dick "Browse" to

update software web page and choose the locats the mage fils, o

f|e b rn Brow% Then CI |Ck Step 3: Click "Update Firmware" once to upload the new image file.
CorreCt I y p = g ) MNOTE: The update process takes about 2 minutes to complete, and your DSL Router will
the Update Softwar e button. The system reboot.
Wi ” exa:Ute the Update procedure Current Firmware Version: 2.12.2.15_a023g

automatically. When it is finished, the
system will tell you the update is

SJCC%fLII |y Update Firmware

Mew Firmware File Narme: | Browse

Reset Router
To make effect the settings that you set for Reset Router

thls rOUtery plea% Open the Re%t ROUter To reboot your DSL Router, just dick "Reboot”, .
web page and dick the Reboot button to [t S RLep T e e tfets e i ne

invoke all settings.

I” Reset to factory default settings

Reboot |

You can reStore your Web pmes derau“ Restore Factory Default Settings
wttl ngs‘ S' mply CheCk Re%t to fa'Ctory The D5L Router configuration has been restored ta factory default settings and the
default settings and click Reboot. router is rebooting.

Close the DSL Router Configuration window and wait for 2 minutes before reopening
your web browser, If necessary, reconfigure your PC's IP address to match your new
configuration.
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UPNP for XP

Universal plug and play (UPnP) is an architecture for pervasive peer to peer network connectivity of
intelligent appliances and PCs of all form factors. It is designed to bring easy-to-use, flexible,
standards-based connectivity to ad-hoc or unmanaged networks whether in the home, in a small
business, public spaces, or attached to the Internet.

Only Windows XP supports UPnP function.
Please follow the steps below for installing UPnP components.

1. Click on the Start menu, point to Settings
and click on Control Panel.

2. %I ect Add or Rernove Pr Ogr ams > Windows Components Wizard
Add/Remove Windows Componentsto Windows Componers

3 ) YYou can add or remove components of Windows XP. [y
open Windows Components Wizard :
d| al Og bOX To add of remave a component, click the checkbox. A shaded box means that only

part of the companent wil be installed. To ses what's included in a component, click

Details.

LCompanents

[] =2 Message Quewing 0.OME A
¥ MSN Explorer 13.5ME

= | Natwork

[ 2% Other Network File and Print Services 0.0ME —
W1 2] Indate Ront Cetificates nnme_>

Diescription:  Contains a variety of specialized, network-related services and protocals.

Total disk space required: 0.2 MB
Space available on disk: 10342 MB
[ <Back J[_Mew> ] [ Cancel |
3. Select Network Services and click Networking Servioes X
Daal |S. CI | Ck the U nlva Sa.l Pl Ug and To add or remave a component, click the check box. A shaded box means that only part

of the component will be installed. To see what's included in a component, click Detals.

Play check box.

Subgomponents of Networking Services:

stener 0.0MB
imple TCPAP Services
Universal Plug and Play 0.2MB

Description:  Listens for route updates zent by routers that use the Routing Infarmation
Protocol version 1 [RIP1)

Total disk space required: 0.2MB
Space avallable on disk: 14526 MB

4. Click Ok. The system will install UPnP
components automatically

¥ My Network Places

5. After finishing the installation, go to My
Network Places. You will find anicon
(e.g., RTAXXX) for UPnP function.

File Edit Yew Favorites Tools  Help

) - 3 /,-\'Searth Folders  [TT3]~

v e

Local Network

.8 RTAXXX

The Internet

«Lr/ save o 10.3.1.2

w2 Add a network place

& Visw network
connections

% Setup ahome o small
affice netwark,

| view norkgroup
= computers

| Other Places

(@ Deskiop
i My Computer
() My Documents

6. Double click on theicon, the ADSL router
will open another web page with port for
UPnP function. The |E address will be : S
Changed as shown as the graphlc @Bar_k - _xj |zh g ) Search - Favorkes G\Med

Address

Ble Edkt  View Fgvorites Tools Help
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7. Now, the NAT traversal function will be
provided. The ADSL router will create a
new virtual server automatically for
mapping while the router detecting the
computer running some Internet
applications.
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Chapter 5

Connection Mode

Prior to configuring the ADSL Router, you must decide whether to configure the ADSL Router asa
bridge or as arouter. This chapter presents some deployment examples for your reference. Each
mode includes its general configure procedures. For more detailed information about web
configuration, refer to "Web Configuration”.

PPP over ATM (PPPoA)

PPPOoA |P Extenstion

PPP over Ethernet (PPPOE)

PPPOE | P Extension

MER Mode

Numbered IP over ATM (1PoA)

Numbered |P over ATM (IPoA)+NAT

Unnumbered |P over ATM (IPoA)

Unnumbered IP over ATM (IPoA)+NAT

Bridging

O0Oo0Ooooooaoao

For making sure that you can connect the ADSL to your computer well and get into Internet
successfully, please make sure the following first.

O  Makesureyou have installed a network interface card into your computer.

O  Make sure the connection between the ADSL and your computer is OK.

O  Check to see the TCP/IP protocol and set the |P address as “ Auto Get IP Address’.
When you are sure all above is Ok, you can open the Browser and typein “192.168.1.1" and start to
do the web configuration with different connection modes.

This chapter is going to introduce the function of each connection mode and tell you the basic
configuring steps that you have to do. If you did not follow the configuring steps for using these
connection modes, you might get some connection problems and cannot connect to Internet well.
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PPP over ATM (PPPoA) Mode

Dynamic Public IP Default Private IP
assigned by BRAS ] 192.168.1.1
\m
ISP ‘STM_l '"'"'4.. l l 192.168.1.3
S F—-
(Internet Service Provider) L Loop ~
A . .R!= olelelele ‘m Ethernet
=)
— L ADSL Hub
= BRAS DSLAM Router
RDAIUS
Server 192.168.1.2

X
\

PC(S)

*BRAS: Broadband PPP over ATM

Remote Access Server
PPPOA+NAT+DHCP

on Private LAN

Description:

In this deployment environment, the PPPOA session is between the ADSL WAN interface and BRAS.
The ADSL Router gets a public IP address from BRAS when connecting to DSLAM. The multiple
client PCswill get private IP address from the DHCP server enabled on private LAN. The enabled
NAT mechanism will translate the IP information for clients to access the Internet.

Configuration:

1.  Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button.  eg:
VPI -0
VCl -38

3. Onthe Configure Internet Connection -Connection Type page, select the PPP over ATM
(PPPoA) then click the Next button.

4.  Inthe PPP Username and Password page, enter the PPP username and password that you got
from your ISP,

5.  Select Dial on Demand and type in the number for inactivity timeout. The default is 20. Or
select Alwayson Then click Next.

6. Inthe Configure LAN side Settings page, type in the IP address and subnet mask for your
LAN. Check Enable DHCP Server on the LAN box. And type in the start and end points.
Then typein the leased time that you want. And click Next. eg:
Primary IP address:192.168.1.1
Subnet M ask: 255.255.255.0
Start IP Address;192.168.1.2
End IP Address: 192.168.1.254

7.  Check the network information. Make sure the settings match the settings provided by ISP.
Click Finish.

70




Chapter 5:Connection Mode

PPP over ATM (PPPoA) IP Extension Mode

Default Private IP

192.168.1.1
Dynamic Public IP
assigned by BRAS
S >

I S P Eijmm
STM-1 sarls LOOD
(Internet Service Provider) lil [ R K

. .?'f: Lo Ethornet N
s Hub N>
ADSL u
S — PC
IE AAA BRAS DSLAM Router
RDAIUS
Server

*BRAS: Broadband PPP over ATM

Remote Access Server
PPPOA+NAT+DHCP
on Private LAN

Description:

In this deployment environment, the PPPOA session is between the ADSL WAN interface and BRAS.
The ADSL Router acts as a bridge and gets a public IP address from BRAS for your computer. And
only the one that got the public IP address is allowed to access into Internet. Moreover, no NAT
tranglation will be done at this case.

Configuration:

1. Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button. eg:
VPI -0
VCl -38

3. Onthe Configure Internet Connection -Connection Type page, select the PPP over ATM
(PPPoA) then click the Next button.

4.  Inthe PPP Username and Password page, enter the PPP username and password that you got
from your ISP,

5.  Select Dial on Demand and type in the number for inactivity timeout. The default is 20. Or
select Always on.

6. Check PPP | P extension then click Next.

7. Inthe Configure LAN side Settings page, type in the IP address and subnet mask for your
LAN. And click Next. eg:
Primary IP address:192.168.1.1
Subnet M ask: 255.255.255.0

8.  Check the network information. Make sure the settings match the settings provided by ISP.
Click Finish.
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PPP over Ethernet (PPPoOE) Mode

Dynamic Public IP Default Private IP
assigned by BRAS 192.168.1.1 r
|SP ‘_.A 192.168.1,3
(Internet Service Provider) ‘ STM-1 Il_l:L Loo ‘l
—_— i  '°op
a-a-'-:: .j:u DOOQ ~m Ethernet
ADSL
1 BRAS DSLAM Router
L] AAA 192.168:1.2
RDAIUS
Server )

X

“BRAS: Broadband PPP over Ethernet

Remote Access Server
PPPOE+NAT+DHCP

on Private LAN

Description:

In this deployment environment, the PPPoE session is between the ADSL WAN interface and BRAS.
The ADSL Router gets a public IP address from BRAS when connecting to DSLAM. The multiple
client PCswill get private IP address from the DHCP server enabled on private LAN. The enabled
NAT mechanism will trandlate the IP information for clients to access the Internet.

Configuration:

1.  Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button. eg:
VPI -0
VCI -39

3. Onthe Configure Internet Connection -Connection Type page, select the PPP over ATM
(PPPoA) then click the Next button.

4.  Inthe PPP Username and Password page, enter the PPP username and password that you got
from your ISP,

5. Select Dial on Demand and type in the number for inactivity timeout. The default is 20. Or
select Always on.

6. Inthe Configure LAN side Settings page, type in the IP address and subnet mask for your
LAN. Check Enable DHCP Server on the LAN box. And type in the start and end points.
Then type in the leased time that you want. Finally click Next. eg.:
Primary IP address;192.168.1.1
Subnet M ask: 255.255.255.0
Start IP Address;192.168.1.2
End IP Address: 192.168.1.254

7.  Check the network information. Make sure the settings match the settings provided by ISP.
Click Finish.
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PPP over Ethernet (PPPOE) IP Extension Mode

Default Private IP

192.168.1.1
Dynamic Public IP
I S P assigned by BRAS
(Internet Service Provider) =rum .l_
STM-1 1_*- Loop Ethernet E
| eintel ME—
J il 5600 [eeced ==
ADSL Hub =
= BRAS DSLAM
IE AAA Router PC(S)
RDAIUS
Server

Y

>|
“BRAS: Broadband PPP over Ethernet

Remote Access Server
PPPOE IP

Extension Mode

Description:

In this deployment environment, the PPPoE session is between the ADSL WAN interface and BRAS.
The ADSL Router acts as a bridge and gets a public IP address from BRAS for your computer. And
only the one that got the public IP address is allowed to accessinto Internet. Thereal |P that you got
isacquired from ISP. Moreover, no NAT trandlation will be done at this case.

Configuration:

1.  Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button. eg:
VPI -0
VCI -39

3. Onthe Configure Internet Connection -Connection Type page, select the PPP over ATM
(PPPoA) then click the Next button.

4.  Inthe PPP Username and Password page, enter the PPP username and password that you got
from your | SP.

5. Select Dial on Demand and type in the number for inactivity timeout. The default is 20. Or
select Always on.

6. Check PPP | P extension then click Next.

7. Inthe Configure LAN side Settings page, typein the IP address and subnet mask for your
LAN. Finaly click Next. eg:
Primary IP address:192.168.1.1
Subnet M ask:255.255.255.0

8.  Check the network information. Make sure the settings match the settings provided by ISP.
Click Finish.
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Description:

In this deployment environment, we make up a private |P network of 192.168.1.1. NAT functionis
enabled to support multiple clients to access Internet.

In this example, the ADSL Router acts asa NAT device which trandates a private |P addressinto a
public address. Therefore multiple users can share with one public |P address to access Internet
through this router. The public address can be a static public address that is pre-assigned by ISP or a
dynamic public address that is assigned by | SP DHCP server.

Configuration:

1.  Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button. ex:
VPI -0
VCl -37

3. Onthe ConfigureInternet Connection -Connection Type page, select the MAC
Encapsulated Routing (M ER) then click the Next button.

4.  Inthe WAN I P Settings page, select Use the following | P address and type in the | P address,
subnet mask and gateway that you got from ISP. Then, select Use the following DNS Ser ver
Address. Typein the Primary DNS server and Secondary DNS server.

WAN IP Address: 10.3.95.3

WAN Subnet Mask: 255.255.255.0
Default Gateway:10.3.95.1

Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

5. Check the Enable NAT if you want. Then click Next.

6. Inthe Configure LAN side Settings page, type in the IP address and subnet mask for your
LAN. Uncheck Enable DHCP Server on the LAN box. And click Next.

7.  Check the network information. Make sure the settings match the settings provided by ISP.
Click Finish.

8.  Now therouter iswell configured. You can accessinto Internet.
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Numbered IP over ATM (IPoA)
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Description:

If you apply for multiple I P addresses from your ISP, you can assign these public I P addresses to the
ADSL Router and public server, e.g., Web or FTP server. Typically thefirst IP is network address,
the second is used as router | P address and the last one is subnet broadcasting. Other remaining 1P
addresses can be assigned to PCs on the LAN.

The following example uses the LAN | P address ranging from 10.3.75.49 to 10.3.75.54 and the
subnet mask for LAN is 255.255.255.248. The WAN address is 10.3.70.1, and the subnet mask for
WAN is255.255.255.252.

Configuration:

1.  Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button.
VPI -0
VCl -32

3. Onthe Configure Internet Connection -Connection Type page, select the |P over ATM
(IPoA) then click the Next button.

4.  Inthe WAN I P Settings page, select Use the following | P address and type in the | P address,
subnet mask and gateway that you got from ISP. Then, select Use the following DNS Ser ver
Address. Typein the Primary DNS server and Secondary DNS server. Click Next for next
page.

WAN IP Address: 10.3.70.1

WAN Subnet M ask: 255.255.255.252
Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

5. Inthe Configure LAN side Settings page, type in the IP address and subnet mask for your
LAN.
Primary IP Address: 192.168.1.1
Subnet mask: 255.255.255.0
Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254

6. Check Configurethe second IP Addressand Subnet Mask for LAN Interface and typein
the second | P address and subnet mask. Then click Next.
Secondary |P Address: 10.3.75.49
Subnet mask: 255.255.255.248

7.  Check the network information. Make sure the settings match the settings provided by ISP.
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Click Finish.

8.  Set TCP/IP for your computer. Specify an |P Address, subnet mask and set default gateway. eg:
IP Address: 10.3.75.51
Subnet Mask: 255.255.255.248
Gateway: 10.3.75.49

9.  Now therouter iswell configured. You can access into Internet.
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Numbered IP over ATM (IPOA)+NAT
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Description:

In this deployment environment, we make up a private | P network of 192.168.1.1. NAT functionis
enabled (on ADSL Router or use another NAT box connected to hub) to support multiple clientsto
access the Router and some public servers (WWW, FTP).

If you apply for multiple I P addresses from your | SP, you can assign these public I P addresses to the
ADSL Router and public server, e.g., Web or FTP server. Typically thefirst IP is network address,
the second is used as router | P address and the last one is subnet broadcasting. Other remaining 1P
addresses can be assigned to PCs on the LAN.

The following example uses the LAN |P address ranging from 10.3.75.49 to 10.3.75.54 and the
subnet mask for LAN is 255.255.255.248. The WAN addressis 10.3.70.1, and the subnet mask for
WAN is 255.255.255.252.

Configuration:

1.  Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button.
VPI -0
VCl -32

3. Onthe Configure Internet Connection -Connection Type page, select the IP over ATM
(IPoA) then click the Next button.

4.  Inthe WAN I P Settings page, select Use the following | P address and type in the | P address,
subnet mask and gateway that you got from ISP. Then, select Use the following DNS Ser ver
Address. Typein the Primary DNS server and Secondary DNS server.

WAN IP Address: 10.3.70.1

WAN Subnet Mask: 255.255.255.252
Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

5. Check the Enable NAT box. And click Next.

6. Inthe Configure LAN side Settings page, typein the IP address and subnet mask for your
LAN.
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Primary IP Address: 192.168.1.1
Subnet mask: 255.255.255.0
Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254

7.  Check Configurethe second IP Addressand Subnet Mask for LAN Interface and typein
the second | P address and subnet mask. Then click Next.
Secondary | P Address: 10.3.75.49
Subnet mask: 255.255.255.248

8.  Check the network information. Make sure the settings match the settings provided by I SP.
Click Finish.

9.  Now therouter iswell configured. You can access into Internet.
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Description:

If you apply for multiple I P addresses from your ISP, you can assign these public I P addresses to the
ADSL Router and public server, e.g., Web or FTP server. Typically thefirst IP is network address,
the second is used as router | P address and the last one is subnet broadcasting. Other remaining 1P
addresses can be assigned to PCs on the LAN.

The following example uses the LAN |P address ranging from 10.3.75.49 to 10.3.75.54 and the
subnet mask for LAN is 255.255.255.248. The WAN addressis 10.3.70.1, and the subnet mask for
WAN is 255.255.255.252.

Configuration:

1. Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button.
VPI -0
VCI -32

3. Onthe Configure Internet Connection -Connection Type page, select the |P over ATM
(IPoA) then click the Next button.

4. Inthe WAN I P Settings page, select None for WAN | P address settings. Then, select Use the
following DNS Server Address. Typein the Primary DNS server and Secondary DNS server.
Click Next for next page.

Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

5.  Inthe Configure LAN side Settings page, type in the IP address and subnet mask for your
LAN.
Primary IP Address: 192.168.1.1
Subnet mask: 255.255.255.0
Start IP Address; 192.168.1.2
End IP Address: 192.168.1.254

6. Check Configurethe second IP Addressand Subnet Mask for LAN Interface and typein
the second | P address and subnet mask. Then click Next.
Secondary | P Address: 10.3.75.49
Subnet mask: 255.255.255.248

7.  Check the network information. Make sure the settings match the settings provided by I SP.
Click Finish.

8.  Set TCP/IP for your computer. Specify an |P Address, subnet mask and set default gateway. eg:
IP Address: 10.3.75.51
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Subnet Mask: 255.255.255.248
Gateway: 10.3.75.49

9.  Now therouter iswell configured. You can access into Internet.
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Description:

In this deployment environment, we make up a private | P network of 192.168.1.1. NAT function is
enabled (on ADSL Router or use another NAT box connected to hub) to support multiple clientsto
access the Router and some public servers (WWW, FTP).

If you apply for multiple I P addresses from your ISP, you can assign these public I P addresses to the
ADSL Router and public server, e.g., Web or FTP server. Typically thefirst IP is network address,
the second is used as router | P address and the last one is subnet broadcasting. Other remaining 1P
addresses can be assigned to PCs on the LAN.

The following example uses the LAN |P address ranging from 10.3.75.49 to 10.3.75.54 and the
subnet mask for LAN is 255.255.255.248. The WAN addressis 10.3.70.1, and the subnet mask for
WAN is255.255.255.252.

Configuration:

1.  Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based
manager.

2. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button.
VPI -0
VCI -32

3. Onthe Configure Internet Connection -Connection Type page, select the |P over ATM
(IPoA) then click the Next button.

4.  Inthe WAN | P Settings page, select None for WAN |P address settings. Then, select Use the
following DNS Server Address. Typein the Primary DNS server and Secondary DNS server.
Click Next for next page.

Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

5. Check the Enable NAT box. And click Next.

6. Inthe Configure LAN side Settings page, typein the IP address and subnet mask for your
LAN.
Primary IP Address: 192.168.1.1
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Subnet mask: 255.255.255.0
Start |P Address: 192.168.1.2
End IP Address: 192.168.1.254

7.  Check Configurethe second IP Addressand Subnet Mask for LAN Interface and typein
the second | P address and subnet mask. Then click Next.
Secondary IP Address: 10.3.75.49
Subnet mask: 255.255.255.248

8.  Check the network information. Make sure the settings match the settings provided by ISP.
Click Finish.

9.  Now therouter iswell configured. You can access into Internet.
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Description:

In this example, the ADSL Router acts as a bridge which bridging PC |P address from LAN to WAN.
PC IP address can be a static public address that is pre-assigned by ISP or a dynamic public address
that is assigned by ISP DHCP server, or can be got from PPPoOE software.

Therefore, it does not require a public |P address. It only has a default private | P address
(192.168.1.1) for management purpose.

Configuration:

1. Chooseaclient PC and set the IP as 192.168.1.x (X is between 2 and 254) and the gateway as
192.168.1.1.

2. Start up your browser and type 192.168.1.1 as the address to enter the web-based manager.

3. Goto Quick Setup. TypeintheVCI and VPI value. Then click the Next button. eg:
VPI -0
VCl -32

4.  Onthe ConfigureInternet Connection -Connection Type page, select the Bridging then
click the Next button.

5. Inthe Configure LAN side Settings page, typein the IP address and subnet mask for your
LAN. Finaly click Next. eg:
Primary IP address:192.168.1.1
Subnet M ask: 255.255.255.0

6.  Check the network information. Make sure the settings match the settings provided by I SP.
Click Finish.

7.  Set TCP/IP for your computer. Specify an |P Address, subnet mask and set default gateway. eg:
IP Address: 10.3.86.81
Subnet Mask: 255.255.255.248
Gateway: 10.3.86.1

8.  Click OK. Now therouter iswell configured. You can accessinto Internet.
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Chapter 6

Troubleshooting

If the suggested solutions in this section do not resolve your issue, contact your system administrator
or Internet service provider.

Problems with LAN

PCson the LAN cannot get | P addresses from the ADSL Router.

The chances are that the interface used as DHCP server is modified and the client PCs do not renew
IP addresses.

If your DHCP server is enabled on Private I|P Address previously and you modify the interface to
Public IP Address, the client PCs should renew | P addresses.

The PC onthe LAN cannot access the Web page of the ADSL Router.
Check that your PC is on the same subnet with the ADSL Router.

The virtual server can't be access after setting virtual server.

Check thefilter rule of the port that virtual server service setting for example, the virtual server
service set FTP 21 you need update the filter rule of the ftp 21 Direction setting: Choose filter the
packets that incoming action (In Bound) are Allow on the interface.

Problems with WAN

You cannot access the Internet.

O  Check the physical connection between the ADSL Router and the LAN.

If the LAN LED on the front panel is off or keeps blinking, there may be problem on the cable
connecting to the ADSL Router.

At the DOS prompt, ping the | P address of the ADSL Router, e.g, ping 192.168.1.1. If the
following response occurs:

Rel ay from 192.168.1.1 bytes=32 ti ne=100ns TTL=253
Then the connection between the ADSL Router and the network is OK.
If you get afailed ping with the response of:

Request tine out
Then the connection is fail. Check the cable between the ADSL Router and the network.

O  Check the DNS setting of the ADSL Router.
At the DOS prompt, ping the | P address of the DNS provided by your ISP. For example, if your
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DNSIPis168.95.1.1, then ping 168.95.1.1. If the following response occurs:
Relay from 168.95.1.1 bytes=32 tinme=100ns TTL=253

Then the connection to the DNSis OK.

If you get afailed ping with the response of:

Request tine out

Then the DNSis not reachable. Check your DNS setting on the ADSL Router.

Problems with Upgrading

The following lists the error messages that you may see during upgrading and the action to take.

O

Error: All the ADSL LEDslight up and cannot light off as usual.
Possible cause: When users execute firmware upgrade and save settings to the router, the
power for the router islost for some unknown reasons, the normal web page for the router
might be damaged. After power on your router, the LEDs might not work normally.

Boot Loader, version 1.0.37-5.5.05

This device is currently running on the boot loader,

Update Firmware

Step 1: Obtain an updated firmware image file from your ISP,

Step 2: Enter the path to the image file location in the box below or click "Browse" to
locate the image file,

Step 3: Click "Update Firmware" once to upload the new image file,

MOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot,

Mew Firmware File Mame: | Elmwse.l

Update Firmware I

Action:; Use the browser to connect to the router for executing image upgrade.

Error Message: Image uploading failed. The selected file contains an illegal image.
Possible cause: The firmware file format isinvalid.

Action: Check the file format is correct, otherwise download a firmware file with correct
format.

Error Message: Image uploading failed. The system is out of memory.
Possible cause: It may be caused by the lack of memory.

Action: Reboot your ADSL Router and perform the upgrade task again.

Error Message: Image uploading failed. No image file was selected.
Possible cause: You did not select afile correctly.

Action: Download a compatible firmware from the web.
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Glossary

ARP ( Address Resolution Protocol )

ARP is a TCP/IP protocol for mapping an IP address to a physical machine address that is
recognized in the local network, such as an Ethernet address.

A host wishing to obtain a physical address broadcasts an ARP request onto the TCP/IP
network. The host on the network that has the IP address in the request then replies with
its physical hardware address.

Inverse ARP (In-ARP), on the other hand, is used by a host to discover its IP address. In
this case, the host broadcasts its physical address and a RARP server replies with the host's
IP address.

DHCP (Dynamic Host Configuration Protocol)

When operates as a DHCP server, the ADSL Router assign IP addresses to the client PCs on
the LAN. The client PCs “leases” these Private IP addresses for a user-defined amount of
time. After the lease time expires, the private IP address is made available for assigning to
other network devices.

The DHCP IP address can be a single, fixed public IP address, an ISP assigned public IP
address, or a private IP address.

If you enable DHCP server on a private IP address, a public IP address will have to be
assigned to the NAT IP address, and NAT has to be enabled so that the DHCP IP address
can be translated into a public IP address. By this, the client PCs are able to access the
Internet.

LAN (Local Area Network) & WAN (Wide Area Network)

A LAN is a computer network limited to the immediate area, usually the same building or
floor of a building. A WAN, on the other hand, is an outside connection to another network
or the Internet.

The Ethernet side of the ADSL Router is called the LAN port. It is a twisted-pair Ethernet
10Base-T interface. A hub can be connected to the LAN port. More than one computers,
such as server or printer, can be connected through this hub to the ADSL Router and
composes a LAN.

The DSL port of the ADSL Router composes the WAN interface, which supports PPP or RFC
1483 connecting to another remote DSL device.
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NAT (Network Address Translation) IP Address

NAT is an Internet standard that translates a private IP within one network to a public IP
address, either a static or dynamic one. NAT provides a type of firewall by hiding internal IP
addresses. It also enables a company to use more internal IP addresses.

If the IP addresses given by your ISP are not enough for each PC on the LAN and the ADSL
Router, you need to use NAT. With NAT, you make up a private IP network for the LAN and
assign an IP address from that network to each PC. One of some public addresses is
configured and mapped to a private workstation address when accesses are made through
the gateway to a public network.

For example, the ADSL Router is assigned with the public IP address of 168.111.2.1. With
NAT enabled, it creates a Virtual LAN. Each PC on the Virtual LAN is assigned with a private
IP address with default value of 192.168.1.2 to 192.168.2.254. These PCs are not
accessible by the outside world but they can communicate with the outside world through
the public IP 168.111.2.1.

Private IP Address

Private IP addresses are also LAN IP addresses, but are considered “illegal” IP addresses to
the Internet. They are private to an enterprise while still permitting full network layer
connectivity between all hosts inside an enterprise as well as all public hosts of different
enterprises.

The ADSL Router uses private IP addresses by assigning them to the LAN that cannot be
directly accessed by the Internet or remote server. To access the Internet, private network
should have an agent to translate the private IP address to public IP address.

Public IP Address

Public IP addresses are LAN IP addresses that can be considered “legal” for the Internet,
because they can be recognized and accessed by any device on the other side of the DSL
connection. In most cases they are allocated by your ISP.

If you are given a range of fixed IP addresses, then one can be assigned to the router and
the others to network devices on the LAN, such as computer workstations, ftp servers, and
web servers.

PVC (Permanent Virtual Circuit)

A PVC is a logical point-to-point circuit between customer sites. PVCs are low-delay circuits
because routing decisions do not need to be made along the way. Permanent means that
the circuit is preprogrammed by the carrier as a path through the network. It does not
need to be set up or turned down for each session.

RIP (Routing Information Protocol)

RIP is a routing protocol that uses the distance-vector routing algorithms to calculate
least-hops routes to a destination. It is used on the Internet and is common in the NetWare
environment. It exchanges routing information with other routers. It includes V1, V2 and
V1&V2, which controls the sending and receiving of RIP packets over Ethernet.

UDP (User Datagram Protocol)

UDP is a connectionless transport service that dispenses with the reliability services
provided by TCP. UDP gives applications a direct interface with IP and the ability to address
a particular application process running on a host via a port number without setting up a
connection session.
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Virtual Server

You can designate virtual servers, e.g., a FTP, web, telnet or mail server, on your local
network and make them accessible to the outside world. A virtual server means that it is
not a dedicated server -- that is, the entire computer is not dedicated to running on the
public network but in the private network.

VPI1 (Virtual Path Identifier) & VCI (Virtual Channel Identifier)

A VPI is a 8-bit field while VCI is a 16-bit field in the ATM cell header. A VPI identifies a link
formed by a virtual path and a VCl identifies a channel within a virtual path. In this way,
the cells belonging to the same connection can be distinguished. A unique and separate
VPI/VCI identifier is assigned in advance to indicate which type of cell is following,
unassigned cells, physical layer OAM cells, metasignaling channel or a generic broadcast
signaling channel. Your ISP should supply you with the values.




ADSL Router User Manaul




Appendix A: Specifications

Appendix A

Software

Specifications

ADSL Compliance

For Annex A

ANSI T1.413 Issue 2

ITU G.992.1 Annex A (G.dmt)
ITU G.992.2 Annex A (G.lite)
ITU G.994.1 (G.hs)

Support dying gasp

For Annex B

® |ITU G.992.1 Annex B (G.dmt)
® |ITU G.994.1 (G.hs)
ATM Features ® Compliant to ATM Forum UNI 3.1 / 4.0 Permanent
Virtual Circuits (PVCs)
® Support UBR and CBR with traffic shaping
® RFC2684 LLC Encapsulation and VC Multiplexing over
AALS
® RFC2364 Point-to-Point Protocol (PPP) over AALS
® RFC2225 Classical IP and ARP over ATM
® RFC2516 PPP over Ethernet: support Relay
(Transparent Forwarding and Client functions)
®  Support PPPoOA or PPPoE Bridged mode (the IP address
got from ISP can be passed to the user’s PC and
behave as the IP address of the user’s PC.)
® OAM F4/F5 End-to-End/Segment Loopback Cells
Bridging Features ® Supports self-learning bridge specified in IEEE 802.1D
Transparent Bridging
®  Supports up to 4096 learning MAC addresses
® Transparent Bridging between 10/100 Mb Ethernet and
usB
Routing Features ® NAT (Network Address Translation) / PAT (Port Address
Translation) let multiple users on the LAN to access the
Internet for the cost of only one IP address.
® ALGs (Application Level Gateways): such as

NetMeeting, MSN Messenger, FTP, Quick Time, mIRC,
Real Player, CuSeeMe, VPN pass-through, etc.
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Port Mapping: the users can setup multiple virtual
servers (e.g., Web, FTP, Mail servers) on user’s local
network.

Support DMZ

UPNP IGD (Internet Gateway Device) with NAT
traversal capability

Static routes, RFC1058 RIPv1, RFC1723 RIPV2.
DNS Relay
ARP Proxy

Security Features

PAP (RFC1334), CHAP (RFC1994) for PPP session

Firewall support IP packets filtering based on IP
address/Port number/Protocol type

Support DoS (Deny of Services) which detect & protect
a number of attacks (such as SYN/FIN/RST Flood,
Smurf, WinNuke, Echo Scan, Xmas Tree Scan, etc)

WEP (Wired Equivalent Privacy) encryption uses RC4 with
64/128 bit key length (for wireless ADSL router only)

Support WPA, WPA-PSK, WPA-802.1X

Wireless Features

IEEE 802.11g and IEEE 802.11b

Data Rate: 54, 48, 36, 24, 18, 12, 9, 6 Mbps for
802.119g/11, 5.5, 2, 1 Mbps for 802.11b

Modulation Technique: OFDM for 802.11g; CCK (11
Mbps, 5.5 Mbps) for 802.11b; DQPSK (2Mbps) for
802.11b; DBPSK (1 Mbps) for 802.11b

Network Architecture: infrastructure
Operating Frequency: 2.4 — 2.497 GHz

Operating Channels: depending on local regulations.
For example, 11Channels (Northern America), 13
Channels (Europe), and 14 Channels (Japan)

RF Output Power: 15dBm maximum

Antenna Connectors: Hardware diversity support. One
external antenna and one internal antenna are
provided.

Coverage Area:

802.11g: LOS (Outdoors): Max. 50 meters; Indoors:
Max. 20 meters

802.11b: LOS (Outdoors): Max. 180 meters; Indoors:
Max. 60 meters

Power Consumption:

TX peak: 550 mA @ 3.3 VDC; RX peak: 350 mA @ 3.3
VDC

Idle: 225 mA @ 3.3 VDC; Radio disabled: <10 mA @
3.3 VvDC

Support WEP (Wired Equivalent Privacy) mechanism
which uses RC4 with 64-bit or 128-bit key length.

Support WPA, WPA-PSK, WPA-802.1X

Support the Access Control function: only registered
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WLAN clients can be allowed to associate to the router.

® SSID can be hidden for the security issue (Don’t
broadcast SSID).

Configuration and
Management

Configuration and Management

® User-friendly embedded web configuration interface
with password protection
® Remote management accesses control
® Telnet session for local or remote management
® HTTP firmware upgrades via web browser GUI directly
® Distribute IP addresses to end users via DHCP server
provided by ADSL router
® SNMPv1/v2 agent with MIB-I11, ADSL Line MIB
Hardware
Interface ® One RJ-11 port for ADSL connection
® One RJ-45 port for IEEE 802.3/802.3u 10/100 Base-T
auto-sensing Ethernet connection
® One USB port compliant to USB v1.1 for 12 Mbps
connection rate
® One hidden reset button for restoring to factory default
settings
Regulatory EMI: FCC part 15 Class B

Approvals and
Compliance

Immunity: FCC part 68 Class B
Safety: UL, CE

Power Requirement [Power Adaptor: Input 110+10 or 230+£10 VAC;

and Operation Output 16 VDC, 1A

Envir_onment Power Consumption: less than 10 Walt

Requirement Ambient Temperature: O to 45°C (32 to 113°F)
Relative Humidity: 20% to 90% (non-condensing)

Physical Dimensions: 215mm(L) x 160mm(W) x 40mm(H)
Weight: 4079
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Appendix B

Server Setup for 802.1x Client

Getting Client Certificate

1.  Please connect the client to a network
that doesn’t require port authentictaion.

2. Open up Microsoft Explorer in
Windows XP, and go to
http://<yourserver>/certsrv.

Connect to 1%2.168.0. 2

3. Authenticate to the server using your Eiedinghatelee e
account that you created at the end of i e v
the server setup. (e.g. 123) and click e
OK. A dialog box might appear for you Brcjot s 5
to choose.

[ ] remember my password

[ [£]4 ] [ Cancel ]

4. Makesurethat Request a certificateis

4l Microsoft Certificate Services - Microsoft Internet Explorer EHEHE‘

ﬂ a:ted, and CI | Ck NeXt Fie Edit View Favorites  Tools .Help _ : ?,"»
@ Back ~ ) \ﬂ @ o) seach ¢ Favortes @ veda 4

Adddress \%] hitp: 11192, 168,02 certsry vl Bco ks 7

~

Microsoft Certificate

Welcome

You use this web site to request a certificate for your web browser, e-
mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web,
sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:

ORetrieve the CA certificate or certificate revocation list
@ Request a certificate
O Check on a pending certificate

 Internet

v

&] Done
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5. Make sure that User certificate

3 Wicrosoft Certificate Services - Microsoft Internet Explorer

. i H Fle Edt View Favortes Took felp T
request: User Certificateis selected, G Ol Pk w0
and click Next. o o e

Address ‘@ http:{/192.168.0.2jcertsrvicertrqus. asp v B |l

Choose Request Type

Please select the type of request you wiould like to make

® User certificate request

© Advanced request

/2] bone: |

B Internet

6.  Click Submit inthisdiaog.

2} Microsoft Certificate Services - Microsoft Internet Explorer
File

Edit  View Favarites Tools  Help

@Ba(k L D] |ﬂ @ _;j /TjSearth K:’:(Favuntes @ redis

Ackrece | ] hitps192, 166, 2lcetsrvicertrabi.asprtype=0 VB ks

Microsoft Certifica

User Certificate - Identifying Information

All the necessary identifying information has already been callected You
maty now submit your request

gDone B Internet
7_ NOW, you‘” see Satus mwes on the 2 Microsoft Certificate Services - Microsoft Internet Explorer =] __7_
screen, then your certificate will be é G u ml o - L £
. . Back = | x| | ) Search 5 ' Favorites Media 543
returned to you. Click Install this o Bimer 8 8
Certificate Address ‘@http:fﬂlgz.163.0‘2fcertsrvﬂcevtfnsh‘asp v ok

Microsoft Centifi

Certificate Issued

The certificate you requested was issued ta you.

Install this certificate

& nternet

8.  Youll receive a confirmation message

about accepting the certificate, click A
Yes :

Do you want o ADD the following certificate to the Root Stare?

Subject : WirelessCA, Systems, Wireless Widgets, Callege Park, MD, US, ca@yourdomain, Hd
Issuer : Self Issusd

Time Yalidity : Thursday, October 11, 2001 through Saturday, October 11, 2003
Setial Mumber : 76E7ABDO BA3756A3 4F77ENS] 551337CF

Thumbprint (shal) | EJEC3FSD BADBETEE PACOS5AS 51017043 BETAOCET
Thumbprint {md5) : 6F171E64 D438B251 A4242464 CDBEE189
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Enable 802.1x authentication and Encryption for wireless
card

1.  Open up the properties for your
wireless connection, either by

Right-click on My Network Places on
the desktop, select Properties, or Open
up the Control Panel, select Networ k
Connections (located under Networ k
and Internet Connectionsif in

Category View)
2. Ri ght Cl |Ck onthe Wireless Netyvor K L Wireless Network Connection Properties |E
Connection, and select Properties. : sy
o | General | Wireless Netwarks | Authentieation | Advanced)
3. Select the Authentication Tab, and ;
ensure that Enable networ k access Select thiz option to provide authenticated network access for
control us ng |EEE 802.1X is wired and wireless Ethemet networks.
sl eCted, and Smart Card or other Enable netwaork. access control using IEEE 802,13
Certificate is selected from the EAP : S .
[FA=Rreeaa] S mait Card or ather Cedtificate |
type. 2
|
Authenticate az computer when computer information iz available |
[] Awthenticate as guest when user or computer information i
unavailable
L ak ] [ Cancel ]
4, Click on the Wireless Networks tab. L Wireless Network Connection Properties E _

5. Select the wireless network on which T ET———
you want to enable dynamic WEP from

Under Avai I abl e Networ kS, and Sel ect Use Windows to configure my wireless netwark settings
Configur e Available networks:
To connect to an available network, click Configure.
i L 123 ~ | | Corfigure |
i Loest = |

| !

-
<

Prefemed network.s:

Automatically connect to available network s in the order listed
below:

| @ umd i
| & 123 |
| |

Move dovin

[ Add.. ][ Remove H Propertiez ]

Leam about setting up wirsless network
confiquration, |

Ok ][ Cancel ]
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6.  Select Data encryption (WEP Wireless Metwork Properties
enabled), and ensure The key is A O
provided for me automatically is aso Network name (SSID) | 123
selected. Wireless netwoark, key PWEP)

Thiz netwoark requires a key for the following:

Data encryption (WEP enabled)
[ ] Metwork Authentication [Shared mode]

The ke iz provided for me automatically

[] This iz a computer-to-computer [ad hoc] netwark; wireless
access points are not uzed

[ ]S l [ Cancel

7. Now you're ready to configure your
router (AP) with 802.1x authentication.




