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Legal & Regulatory Information Copyright Information

This manual is copyright. Apart from any fair dealing for the purposes of private study, research, criticism or
review, as permitted under the Copyright Act, no part may be reproduced, stored in a retrieval system or
transmitted in any form, by any means, be it electronic, mechanical, recording or otherwise, without the prior
written permission of NetComm Limited. NetComm Limited accepts no liability or responsibility, for
consequences arising from the use of this product.

NetComm Limited reserves the right to change the specifications and operating details of this product without
notice.

NetComm is a registered trademark of NetComm Limited.

All other trademarks are acknowledged the property of their respective owners.
Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following information and
warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which neets the
requirements of the ACA TS008 Standard.

(2) This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set
by the ACA . These standards are designed to provide reasonable protection against harmful interference
in a residential installation. This equipment generates, uses, and can radiate radio noise and, if not
installed and used in accordance with the instructions detailed within this manual, may cause interference
to radio communications. However, there is no guarantee that interference will not occur with the
installation of this product in your home or office. If this equipment does cause some degree of
interference to radio or television reception, which can be determined by turning the equipment off and on,
we encourage the user to try to correct the interference by one or more of the following measures:

«  Change the dirtection or relocate the receiving antenna.
* Increase the separation between this equipment and the receiver.

«  Connect the equipment to an alternate power outlet on a different power circuit from that to which the
receiver/TV is connected.

¢ Consult an experienced radio/TV technician for help.

(3) The power supply that is provided with this unit is only intented for use with this product. Do not use this
power supply with any other product or do not use any other power supply that is not approved for use
with this product by NetComm. Failure to do so may cause damage to this product, fire or result in
personal injury.

(4) The VPN100 portable VPN adaptor achieved class B compliance when used with a class B compliant PC.
Compliance with class B EMI is not assured when the adaptor is used with a non-compliant PC.

www.netcomm.com.au Rev.2 - YML685
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Introduction

Congratulations on your purchase of the NetComm VPN100. The NetComm VPN100 is
designed to provide a portable solution for your PC security. This lightweight network
interface with advanced security features allows you to connect to the Internet through any
broadband connection (such asADSL, Cable or ahotel’s Broadband/Ethernet Internet service).

The NetComm VPN100 protects your PC from most known Internet attacks with a powerful
Stateful Packet Inspection firewall. At the sametimeit can create a secure encrypted VPN
Tunnel back to your office Network.

Optus/Telstra Cable Modem

OR
ADSL Modem
E[. Built-in Firewall 1
Desktop PC [ﬁ/ ‘\\2/[ \)\ ‘
\TAj_[TJ M
S

OR
Hotel Network
Your Remote
VPN Client with Office Network
Active SPI Firewall %

OR
Customers office Network

YT P

Network PC’s  Server Internet
Gateway

Notebook PC

The NetComm VPN100 connects to virtually any PC through the USB port, and requires no
external power supply. Once you're connected, you can establish a Virtua Private Network
tunnel from your PC to a corporate network using the popular IPSec VPN standard, and your
transmitted data will be protected by government-spec DES or Triple-DES encryption. This
makes the VPN100 a perfect traveling companion, allowing you to securely connect to your
home resourcesto retrievefiles, or check your local email. Once you're connected over VPN, it's
just like being part of the remote network.

With aweb-based Ul (User Interface), this NetComm VPN100 is easy to setup and maintain via
web browsers such as Netscape Communicator and Internet Explorer.

Rev.2 - YML685 www.netcomm.com.au
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Package Contents

The following items should be contained in your NetComm Personal Firewall VPN Adaptor
Package:

B NetComm Personal Firewall VPN Adaptor (VPN100)

B Package Contents Note and Traveller’'s Guide

B NetComm Driver CD-ROM (including drivers and C=>
additional user guide)
B Etherent Network Cable (R}-45) @@(@@

_ 1 1~ '
B USB Connection Cable ) (=]

Check the contents of your package and, if any parts are missing or damaged, please contact
your Dealer.

www.netcomm.com.au Rev.2 - YML685
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Default Settings & Facts

The following lists the default settings of your NetComm VPN 100.

Router
LAN IP: 192.168.1.1
Username: <none>
Password: admin
Resetting

While using or installing your NetComm VPN100 you may need to utilise the reset feature.
There are two types of reset:

Soft

A soft reset will restart the unit and reconnect to the internet using the settings stored
previously, none of your settings are deleted. To perform a soft reset briefly press the reset
button on the back of the unit.

Hard

A hard reset will return your unit to its factory default setting, meaning that you will loose
al configurations and logs set/stored previously. To perform a hard reset, press and hold in
the reset button on the back of the unit for 10 seconds. You must have USB connected for at
least one minute before performing areset.

Contact Information

If you have any technical difficulties with your product, please do not hesitate to contact
NetComm’s Customer Support Department.

Email: support@netcomm.com.au

Fax: (02) 9424-2010

Web: WWW.netcomm.com.au

Rev.2 - YML685 www.netcomm.com.au
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Features of the NetComm VPN100

Your NetComm VPN 100 contains the following features that make it excellent for the executive
on the road.

A USB-attached network interface.
Provides network security through a powerful firewall engine.

Prevents hackers from launching a DoS attack to overwhelm your computer, offering
advanced protection with SPI.

Establishes an IPSec Virtual Private Network tunnel to your corporate network.
Blocks inappropriate web sites, cookies and Javascript, if required.
Supports PPPoE to connect viaADSL.

Built-in web-based user interface for easy configuration and management through common
web browsers like Netscape or Internet Explorer.

Supports DHCP client to receive a dynamic |P Address from your ISP,
Built-in DHCP server to automatically assign your computer an | P address.

Allows administrators to block specific LAN users from accessing specified applications or
Sservices.

USB interface -- can be used with a computer that does not have a Network Interface Card
(NIC).

Firewall

DoSisthe acronym for Denial of Service, which refers to the response when a computer or
network is overwhelmed to the point that it can no longer function normally. For example, a
hacker may use afake IP address to build connections to flood the compuer they want to attack.
TCP works by sending a SY N packet to the server from the client. After the server receives the
SYN packet, a SYN-ACK is sent back to client. The server will then wait for a response to the
SYN-ACK. If the hacker sends hundreds of SY N packetsto a server with afalse address, the
server alocates computer and memory resources to establishing a connection - since the server
does not know alegitimate SY N message from afalse message. By flooding the server with such
alarge volume of requests, the server’s maximum capacity can easily be used by these false
attempts to establish a connection - thisis what the firewall is designed to prevent.

SPI isthe acronym of Stateful Packet Inspection. The SPI engine examines not just the headers
of the packet, but also the contents, to determine more about the packet than just its source and
destination information. Moreover, stateful inspection firewalls aso close off ports until a
connection to the specific port is requested.

www.netcomm.com.au Rev.2 - YML685
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VPN100 LEDs

The following figure shows the top view of the NetComm VPN100.

The LEDs on the top indicate the status of the unit.

LED Colour
Session Orange.
Diag Red.

Link/Act Green.

Full/Col Green.
100 Orange.
UsSB Green.

Description

The Session LED indicates asuccessful VPN Tunnel has been
established between two endpoints.

The Diag LED lights up when the Adapter goes through its self-
diagnosis mode during every boot-up. It will turn off upon
successful completion of the diagnosis.

The Link/Act LED serves two purposes. If the LED is
continuously lit, the Adapter is successfully connected. If the
LED isflickering, the Adapter isactively sending or receiving
data.

The Full/Col LED also serves two purposes. If this LED islit up
continuously, the connection isrunning in Full Duplex mode.

If the LED flickers, the connection isexperiencing collisions.

If this LED flickers too often, there may be a problem with your
connection. See “Appendix A: Troubleshooting” if you
encounter this problem.

The 100 LED lights up when a successful 100M bps connection
ismade.

If this LED does not light up, then your connection speed is 10
Mbps.

The USB LED lights up when the Adapter is connected to a PC
and powered on.

Rev.2 - YML685
VPN100 Mobile VPN Firewall
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Hardware

This chapter provides information about your NetComm VPN100's physical features and gives
step-by-step installation instructions.

Connecting your Router

1. Beforeyou begin, make sure that al of your hardware is powered off, including the Adapter,
PCs, cable or DSL modem, and/or Router.

2. Connect one end of the USB cable to the USB port on the Adapter and the other end of the
USB cable to a USB port on your PC.

VPN Client with
Active SPI Firewall

Notebook PC

3. Connect one end of an Ethernet cable to the Ethernet port on the Adapter, and the other end
to an Ethernet port (LAN port) on a Network. If you are not using a Router, you can
connect it directly to a Cable or DSL modem.

If the PC is powered up:

e TheUSB LED will light up green as soon as the Adapter is connected correctly to the
PC.

e TheDiag LED will light up red for afew seconds when the Adapter goes through its
self-diagnostic test. This LED will turn off when the self-test is complete.

4. Turn onthe PC, cable or DSL modem and/or Router.
5. If thisisthefirst time you have connected the VPN100 Adapter to this computer, you will

be prompted to install drivers by Windows. Refer to the following section and follow the
instructions for the version of Windows you are using.

www.netcomm.com.au Rev.2 - YML685
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Driver Installation

Windows XP

1. Insert the NetComm Driver CD-ROM in
your CD-ROM drive and turn on your
computer.

2. When prompted by the Found New
Hardware Wizard confirm that “I nstall
the software automatically
(Recommended)” is selected and click on
Next>.

3. TheFound New Hardware Wizard will
search for the correct driver.

4. Select the NetComm Persona USB VPN/
Firwall and click on Next>.

5. If prompted, click on Continue Anyway
to proceed with the installation.

Rev.2 - YML685
VPN100 Mobile VPN Firewall
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‘Welcome to the Found New
Hardware Wizard

Found New Hardware Wizard

This wizard helps you install software for

MetComm LISB Adapter

(). IF your hardware came with an installation CD
&2 or Hoppy disk. insert it now.

‘what da pou want the wizard to do?

@ Install the: software automatically (Recommended)
O Install from a list ar specific location [Advanced)

Click Nest to cantinue,

Found New Hardware Wizard
Please wait while the wizard searches... .@

@ HetComm USE Adapter

Found New Hardware Wizard
Plsass selact the best match for your hardwars from the fist below. .

NetComm Persanal USE YPNFirewall

Desaiiption
Het I 11400 N 00
NetComm Fersonal USE VPN /Firewall 11400 NetComm Incorp. — d:tusb di

Version  Manufacturer Location

This driver is not digitally signed!
Tell me why diiver sighing is mpottant

[ <Back || M | [ cancel |

Hardware Installation

rE The software yau are instaling for this hardware:
.
NetComm Personal USE WP /Firewall

hias nat passed Windows Logo testing to verifu its compatiblig

with Windaws <P, (Tel me whw this testing iz important.)

Continuing your installation of this software may impair
o1 destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[E07 Taraiin

www.netcomm.com.au
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6. Windowswill install the driver on your
system.

7. Click on Finish to complete the
installation.

8. Windows XP will advise that a new
network device has been installed.

www.netcomm.com.au
Page 12

Found New Hardware Wizard

Please wait while the wizard installs the software...

MetComm Personal LISB VPN Firewall

VPNTO00 sys
To CwINDOWS ASyatem32\DRIVERS

( 1
[ )

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has firished instaling the software for

NetComm Personal USE YPN Firewall

Click Finish tor clase the wizard

jg New network device installed

Windows has detected the installation of a new networking
device. If you want ko set up a network, click here to run the
Mebwork Setup Wizard,

Rev.2 - YML685
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Windows 2000

1. Insert the NetComm Driver CD-ROM in
your CD-ROM drive and turn on your
computer.

2. The NetComm USB Adaptor will be
located.

3. TheFound New Hardware Wizard will
appear. Click Next> to continue.

4. Select “Search for a suitabledriver for
my device (recommended)” and click on
Next>.

5. Select “ Specify alocation” and click on
Next>.

Rev.2 - YML685
VPN100 Mobile VPN Firewall
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Found New Hardware

NetComm LIS &dapter

Inztaling

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helps you install a device diiver for a
haidware device

To continue, click Next

< Back I Next > I Cancel

Found New Hardware Wizard

Install Hardware Device Drivers
A device diiver is 3 software program that enables a hardware device to work with
#n apetating spstem.

This wizard will complete the installation for this device:

@ NetComm LISB Adapter

A device driver is a software program that makes a hardware device work. Windows
needs diiver files for your new device. To locate diver files and complete the
installation click Mext

‘What do you want the wizard to do?
(% Search for a suitable diiver for my device (iecommended)

" Display 2 st of the known divers for this device sa that | can chaase a specific

< Back i Mext > I Cancel

Found New Hardware Wizard

Locate Driver Files
‘where do you want Windows to search for driver files?

Search for driver files for the following hardware device:

@ MetComm LISB Adapter

The wizard searches for suitable diivers in its diiver databass on your compuler and in
any of the following optional search lacalifes that you specify.
To start the search. click Next. If you are Egamhmg an a loppy disk or CD-ROM diive.
inseit the floppy disk or CD before clicking Next
Optional seaich locations

I Floppy disk diives

[~ CO-ROM dives

[¥ Specity alocation

™ Microsoft Windows Update

<Back [ Met> | Cencel |
www.netcomm.com.au
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6. The Found New Hardware Wizard will
prompt for alocation to search for the
driver. Type the drive letter of your CD-
ROM (ie D:\ where D is the letter of your
CD-ROM drive) and click OK.

7. The Found New Hardware Wizard will
locate the driver on the CD-ROM and
display the result. Click Next> to
continue.

8. If the Digital Signature Not Found
window appears, click Yes to continue.

9. Thedriver will beinstalled on your
system. Click Finish to complete the
installation.

www.netcomm.com.au
Page 14

Found New Hardware Wizard . x|
Inzert the manufacturer's installation disk into the drive oK
selected, and then click OK.

Copy manufacturer's files fram:

D: j Browse. I

Found New Hardware Wizard E

Driver Files Search Results
The wizard has finished searching for driver files for your hardware device,

The wizard found a diiver for the following device:

@ NelComm LUSE Adapter

‘windows faund a driver for this device. Tainstall the driver Windows found, click Nest

@ ctvvpri] D0k

<Back [ Wews | Cancel |

Digital Signature Not Found

x|
The Microsalt digital signature affims that software has

been tested with ‘windows and that the software has not
been altered since it was tested

The software pou are about b install does not contain a
Micrasoft digital signature. Therefore, thers is no
guarantee that this software works correctly with
‘windaws.

MetComm Personal USE WPNFirevsal
If you want to search for Microsaft digitally signed
software, wisit the Windaows U pdate ‘Web site at
hittp: £ /windowsupdate. microsaft. com to see if one is

available.

Do pou want to continue the installation”

Na More Info

Found New Hardware Wizard :

Completing the Found New
Hardware Wizard

\> HetComm Personal LISB WPN Firewall

Windows has finished instaling the software for this device.

Toclose this wizard. click Finish,

ik [ Fnen | Gl |

Rev.2 - YML685
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Windows Me

1. Insert the NetComm Driver CD-ROM in
your CD-ROM drive and turn on your
computer.

2. The NetComm USB Adaptor will be
located.

3. TheAdd New Hardware Wizard will
appear. Select “Automatic search for a
better driver [Recommended]” and click
on Next>.

4. TheAdd New Hardware Wizard will
search for the driver and display the
result. Click Next> to continue.

5. After the Add New Hardware Wizard has
completed the installation of the driver,
click Finish.

6. You may be prompted to restart your
machine. Click on Yes.

MNew Hardware Found

MNetComm USE Adapter

‘Windows has found new hardware and is locating the saftware for it

Add HNew Hardware Wizard

Windows has found the following new hardware:
NetComm UISE Adapter

Windows can automatically search for and install software

that supports wour hardware, If vour hardware came with

installation media, insert it now and click Nest

“what would you like to do?

& hutomatic search for 2 better diver (Hecommended;

™ Specify the location of the diver [Advanced]

e | Nexté | Cancel |

Add New Hardware Wizard

Please wait while 'Windows searches for the software for
this device...

G Windows divers

Bk |

News | [l |

Add New Hardware Wizard

<Back Conel |

=l

@ To finizh zetting up pour new hardware, you must restart your computer,

System Settings Change

Do pou want ta restart your computer now?

Rev.2 - YML685
VPN100 Mobile VPN Firewall

www.netcomm.com.au
Page 15



Nelbomm

Windows 98 - USB

1. Insert the NetComm Driver CD-ROM in
your CD-ROM drive and turn on your
computer.

2. The NetComm USB Adaptor will be
located.

3. TheAdd New Hardware Wizard will
appear. Select “Search for the best
driver for your device[Recommended]”
and click on Next>.

4. Select CD ROM Driveand click Next>
to continue.

5. The Add New Hardware Wizard will
locate the driver for your NetComm
Personal USB VPN/Firewall. Click
Next> to continue.

Add New Hardware Wizard I

This wizard searches for new drivers for:

MetComm LISE Adapter

A, device diver i a software program that makes a
hardware device work.

< Bant

Concel |

Add New Hardware Wizard

Wwihat da pou want Windows to da?

& [Search for the best driver for your device.
[Recommended) :

 Display a list of all the drivers in a specific
location, so you can select the driver you want,

< Back I Nexl% I

Cancel |

Add New Hardware Wizard

‘windows will search for new drivers in its driver databass
an your hard drive, and in any of the following selected
locations. Click Mext to start the search.

™ Eloppy disk drives

I Microsoft ‘windows Update

™ Specify a location:

IF:\Dnver j
Browse,

< Back I Next » I

Cancel |

Add Hew Hardware Wizard

Windows driver file search for the dewice:

MetComm Personal ISE WPNFirewal

Windows is now ready to install the best driver for this
device. Click Back to select a different driver, or click Next
to continue,

Lacation of driver:

@ FAUSBORI~SVWPN100INF

< Back

Cancel |

www.netcomm.com.au
Page 16
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6. You may be prompted to Insert your
Windows 98 SE CD-ROM. If soinsert
thisand click OK to contiue.

7. TheAdd New Hardware Wizard will
continue with the installation and will
advise when it has completed the
installation. Click on Finish.

8. You may be prompted to restart your
machine. Click on Yes.

Nelbomm

Windows diver file search fo the device:

Source:
1o this

Scanring . o olick Neat

Destinafior:

° Please mevwe disk labeled "windows 38 5 econd E dition CD-RIDM'. and then click OK.
N

Add Hew Hardware Wizard

NetCamm Personal LISE VPN /Firewal

‘wiindows has finished installing the saftware that your new
hardware device requires.

Canicel |

< Back

System Settings Change [%]
@ Ta finish setting up your new hardware, you must restart your computer

Do you want ko restart your computer how?

No

Copying Files.__ |

Source:

“Windows 38 Second Edition CO-ROM

D estination:

C:hn MDA S Y S TEMAMPHLPARPLDLL

Rev.2 - YML685
VPN100 Mobile VPN Firewall
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Configuring your VPN100

This chapter describes the procedures necessary to configure the basic functions and to start up
your NetComm VPN100. On successful completion of these procedures, you will be able to

access the Internet via your NetComm VPN 100.

Before you begin

In order to alow a quick reference point when setting up your NetComm VPN100, it is
suggested you complete the table below with the necessary information, which should be

supplied by your ISP:

Provided by some | SPs( v/ tick indicates common minimal requirements)

Host Name:

Domain Name:

IP addressgiven by | SP:

/D Obtain IP Address automatically, or

v saicip

IP Address (if static):

Subnet Mask:

Default Gateway:

DNS Server Primary:

DNS Server Secondary (optional):

DNS Server Third (optional):

/PPP authentication:
(3 PPPoE
O ppTP

v/ User Name:

/ Password:

www.netcomm.com.au
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Using the Web-based User Interface

The NetComm VPN100 uses a Web-based User Interface for configuration. Start your web
browser and type http://192.168.1.1 in the browser’s address box. This address is the factory
default P Address of your NetComm VPN100. Press “Enter”.

The “Username and Password Required” prompt box will appear. Leave the “ User Name”
empty and type “admin” (default password) for the “ Password”. Click “OK”. The setup

screenwill load.

i z nter Network Password EHE

% Please type vour uzer name and pazsword,
Site: 192.168.1.1
Realm Perzonal USE WP/ Firewall

Uszer Name Iadmin

Password I *****

[~ Save this password in your password list

Ok I Cancel

Note: This password should be changed via the Administration page immediately.
The password can be reset by restoring the factory defaults with the Reset

button.

When making changes to the settings, click on the “Apply” button before moving to another
page. Therouter will reboot and refresh the screen in 5 seconds. Continue the session by

selecting moremenu items.

Rev.2 - YML685 www.netcomm.com.au
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One Page Setup

The “ OnePage Setup” screen is the first screen you will see when you access the VPN100's
configuration. If the router has already been successfully installed and set up, this screen’s
values will already be properly configured. Below isadescription of each setting.

,l/m ;- OnePage Setup

in Menu

Advanced

GBS P——
. VPN Domain Name: (Required by some I5Ps)
Private IP Address (MAC Address: 00-01-36-07-20-2C)
Device IP Address: 192 168 1 1
Subnet Mask: 2552552650 v

WAN Connection Type

i type you wish to use

Host Name This entry is required by certain | SPs.
Domain Name This entry is required by certain | SPs.
Time Zone: Select your time zone from the pop-down list.

Private |PAddress The Device IPAddress and Subnet Mask of the router are used by the
internal LAN. The default values are 192.168.1.1 for IPAddress and 255.255.255.0 for
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Subnet Mask.
WAN Connection Type

There are a number of options for WAN connection types: Obtain | P automatically (eg Optus
Cable), Satic | P, PPPoE (ADSL), Hear tBeat (eg TelstraCable) and PPTP. If you do not know
which connection type you currently use, contact your ISP to get the information.

Obtain IP automatically (eg Optus Cable)

Obtain IP automatically is the default option for the router. If your | SP automatically assigns the
IP addresses and other values to the NetComm VPN100, use this option. This option is the
most commonly used setting for connecting to a corporate LAN.

Static IP

Static IPAddresses are most commonly used when connecting your VPN 100 to the ethernet
LAN of an office that you are visiting. Using “Obtain |P automatically” or DHCP is preferable

but may not be possible if the Local Office LAN doesn’t support DHCP.

lfm 2 OnePage Setup

Main Menu

Host Name: (Required by some I5Ps)
Dormain Name: (Required by some I5Ps)
Y Private IP Address (MAC Addrass: 00-01-36-07-20-2¢)
Device 1P Address: 182 188 |1 1
Subnet Mask: 265.266.2650 v
WAN Connection Type Static IP v
+ Help Select the Internet connection type you wish to use
Specify WAN IP Address: 0 0 0 0
Subnet Mask: 255 | |255 | 285 | |0
Default Gateway Address: 0 0 0 0
DNS{Required) 1: 0 0 0 0
DNS  2: 0 0 0 0
DNS 3: 0 0 0 0

Specify WAN | P Address Enter the | P address provided by your | SP.
Subnet Mask Enter the subnet mask values provided by your ISP,

Default Gateway | P Address Your ISP will provide you with the Default Gateway |P
Address.

Domain Name Server (DNS) Your ISP will provide you with at least one DNS IP
Address. Multiple DNS I P settings are common. The first available DNS entry is used in
most cases.
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PPPoE

If your ISP provides PPPOE connectivity, choose this item from the drop-down list.

usemameBisp

Note: If you select PPPoE, you will no longer need to use any existing PPPoE
applications on any computers to connect to the Internet.

I User Name Enter the user name as provided by your ISP,

I Password Enter the password as provided by your ISP,

I Connect-on-demand Is a utility to trigger the PPPoE session to connect if in a disconnected
state when Internet access is being attempted. Choose “Enable” to make this function
active, and enter the number of minutes you wish to wait after network idle timein the
“Max Idle Time" location. Thisisthe amount of time the router will remain connected
after network traffic has ceased. This function isfor PPPOE only and is mainly used for
security.

I Keep Alive This function keeps your PPPOE connection always on even during a period of
no WAN activity. In some situations the PPPoE session cannot be restored immediately
after disconnection because the | SP's system may need time to restore. Check with your ISP
to ascertain how much time is required before the router starts to re-build the PPPOE session
and enter thisinto the “Redial Period” field.
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HeartBeat

If your ISP provides Heartbeat connectivity, choose this item from the drop-down list.

" User Name Enter the user name as provided by your ISP
" Password Enter the password as provided by your ISP
" Heart Beat Server When you select the "HeartBeat (eg Telstra Cable)" option for your

WAN connection type in the NetComm router One-Page Setup, you may also need to
specify the Heart Beat Server's |P address.

When you have properly configured the Setup page, click “Apply” . Your Router will then
attempt to connect to the Internet. If you experience problems, please refer to the Trouble
Shooting section before contacting NetComm Technical Support.
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Advanced Applications

This chapter provides information on how to set up and use the advanced features of your
NetComm VPN100.

Firewall

The Firewall setting page allows you to configure advanced Firewall functionsto provide
superior security for your network environment. You must click “ Apply” to make any changes
active.

Firewall Settings

Firewall Option
Advanced Firewall Protection: @ Enable O Disable
Web Filter

Proxy: () Allow O Deny
Java: @ allow O Deny
ActiveX: () Allow O Deny
Gookie: @ allow O Deny
Blocked URL
1:
2:
a:
4
5t
6:
7
8:
9:

Firewall Option Enable this function to prevent DoS (Denia of Service) attacks and to use
SPI (Stateful Packet Inspection). SPI function will check the contents of incoming data
packets for malicious attacks. Temporarily disable this option if you have a particularly
sensitive Internet application that does not funciton through the router.

Web Filter This feature provides the ahility to filter potential risks contained in web pages
accessed by LAN users.

Web proxy isaserver your device will connect to when you access any web site. Setting
a web proxy can save accessing time but may create a security issue by bypassing any
URL filtersor IP blocking you have configured. For example, if you configure the
Broadband Firewall Router to block the access of 216.115.102.76 that is the | P address
of www.yahoo.com, it will fail if your browser is using a proxy because the router only
sees the connection to the proxy and then the proxy connects to yahoo. If you block the
use of proxiesthen all connections must be made directly through the router.
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Java & Active X are programming languagesfor web pages. However, some Trojan
programs are also written in these programming languages. If you deny either of these,
you may not be able access some parts of web sites.

A cookie is data stored on your computer, which aweb server can retrieve to identify
your machine. It is a piece of text with an ID number. Cookies can be blocked by the
router if the “Deny” option is selected.

Blocked URL Thisfeature allows you to restrict LAN users to access specific web sites.
Enter the keyword text included in the URLs (Internet address) or whole URLs you wish to
block in thefields supplied. For example, if you enter “google” then both www.google.com
and www.google.co.uk will be blocked.

Time Filter Thisfeature allows you to limit WAN/Internet access according to atime
schedule. Check “Block LAN” to restrict the connection from your LAN to the WAN/
Internet. Check “Block WAN" to restrict the connection from the WAN/Internet to your
LAN servers that were set as virtual servers, port forwards or DMZ host. Check “Block
Both” to restrict both connections. Check “Disable” to turn off this function. Set the time
schedule from the drop-down list.

Click Apply after making any changes.
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DHCP Configuration

A DHCP (Dynamic Host Configuration Protocol) Server can automatically assign |P Addresses
and other information to each computer in your network. Unless you already have a DHCP
Service on your LAN, it is highly recommended that you set your router to act asa DHCP

Server.

DHCP Settings

DHCP Server

Dynamic IP Address: ()Enable O Disable

Starting IP Address: | 100
Number of Users: 50
DNS(Required) 1: |0
DNS  2: 0
DNS  3: 0
0

WINS:

0
0
0
0

0
0
0
0

= =] [=| [=

Note: The DHCP Server can support a maximum pool of 253 IP Addresses.

Dynamic IPAddress Select “Enable” to set your Router to act asa DHCP server. If you
already have a DHCP server on your network, set the router’s DHCP option to “ Disable”.

Sarting |PAddress Enter anumerical value, from 2 to 254, for the DHCP server to start at

when assigning IPAddresses.

Number of Users Enter the maximum number of computers that you want the DHCP
server to assign IPAddresses to, with the absol ute maximum being 253.

DNSL, 2, 3 Enter the DNS numbers you wish to be assigned to DHCP clients.
WINS Enter the WINS number you wish to be assigned to DHCP clients.
DHCP Clients Table Click the DHCP Clients Table button to show current DHCP client

information.
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Administration Settings

This feature allows the administrator to manage the NetComm VPN 100 by setting certain
parameters. For security reasons, it is strongly recommended that you set a Password and
SNMP communities so that only authorized persons are able to manage your NetComm
VPN10O. If the “ Password” isleft blank, all users on your network can access the router smply
by entering the unit’s IPAddress into their web browser’s location window.

Device Administration Settings

Product Name: Personal USB YPN/Firevall
Firmware Yersion: 1.01.0, Oct 15 2003

Administrator Password

Password Change: ssssssssssssssss

Password Confirm: eeessssessssesee
Reset Device: (CYes () No

Factory Defaults: (i ves ) No

Firmware Version Thisfield shows the installed version of the firmware.

Administrator Password Enter the password you want to use into the “ Password
Change” field and re-enter it into the “ Password Confirm” field for confirmation. Be sure
that the password is less than 64 characters long and without any spaces.

Reset Device Select “ Yes’ if you want to clear connections, reboot, and re-initialize the unit
without affecting any of your configuration settings.

Factory Defaults Select “ Yes' if you want to return all the router’s current settings to their
factory default settings.

Note: Do not restore to the factory defaults unless it is absolutely necessary.

Click“ Apply” to make any changes.
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Status Monitor

This screen shows the router’s current status. All of the information provided is read-only.

Status Monitor

Login
Disable

Internet
Public IP Address 0.0.0.0
Public Subnet Mask 255.255.255.0
Default Gateway IP Address 0.0.0.0
Domain Name Server 1 0.0.0.0
Domain Name Server 2
Domain Name Server 3

DHCPRelesse | DHCPRenew

Intranet
Private IP Address 192.168.1.1
Subnet Mask 255.255.255.0

DHCP Clients Table

L ogin This column shows the login information of your WAN connection. You can manually

initiate a connection or a disconnection by clicking the buttons. However, if you initiate a

disconnection here, the “ Connect-on-Demand” will not function until the connection

button is clicked. Note that the Login won’t show any information if you select “Obtain | P

automatically” or “Satic IP” in the “OnePage Setup” page.

Internet This section shows the | P settings status of the router as seen by external users of

the Internet. If you select “ Get |PAddressAutomatically”, “ PPPoE”, or “PPTP” in

OnePage Setup, the“ IPAddress’, “ Subnet Mask”, “ Default Gateway”, and “ Domain

Name Server” (DNS) will show the information received from the DHCP server or ISP

currently being used. If you select “ Satic IP” in the “ One Page Setup: Public IP

Address’, the information will be the same as your input.

DHCP Release: Click this button to release the | P address obtained from the ISP’'s DHCP

server.

DHCP Renew: Click this button to re-acquire an | P address from the |SP's DHCP server.

Note: The “DHCP Release” and “DHCP Renew” button only show up when you
select “Get IP Address Automatically” in the OnePage Setup.

Intranet This section displays the current “ Private |P Address’ and “ Subnet Mask” of

the router, as seen by users of your internal network.

DHCP Clients Table If the router is setup to act as a DHCP server, the LAN side IP

Address distribution table will appear when this button is selected.
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Log

The Log application allows the administrator to trace Internet access. You can send the record to
specific LAN computers for remote monitoring, but can aso watch the incoming (WAN to
LAN) and outgoing (LAN to WAN) traffic in the “ L og Settings’ page.

Log Settings

Log: (O Enable & Disable

Send Log To: 192.168.1./255

Log Setto Enableif you want to activate this function.

Send Log To Enter the IP address of the computer that you want to send the Log
information to. Thiscomputer msut run a suitable “syslog” application (a copy of such an
application can be downloaded from the NetComm website).

Note: You must enable the log and click apply before you can use the “View Logs”
button.

Click “ Apply” after making any changes.
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Back Up and Restore

The VPN100 has the ability to store the current configuration to afile. Thisinformation can
then be restored to the router at alater date.

Backup & Restore Configuration

Backup

Restore

Please select & configuration fle <o restors + | |(Browma)

NOTICE !!

® Cuwantly, the Rastors utility supports only 1€ 5.0 and abeve.

Note: Your configuration should be kept secret and in a secure location to prevent
unwanted access to password or network topology information. Currently you
should only use Internet Explorer version 5.0 or above to back up your router.

To Back up your router;

1. Click the Backup button. When the File Download window opens select Save thisfile to
disk. Click OK

File Download 3]

P 4 Some files can harm paur computer. I the file information below
\’/ looks suspicious, or you do not fully trust the source, do not open ar
save this file,
File name: MyCFaData.cfg
File type:  Microsoft Office OUbook Configuration File
From 192.168.1.1

Would you ke to open the file or save it to your computer?

[ open ][ save ][ Cancel ] [ Moelnio

Always ask before opening this type of file
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2. Choose the location where you would like to store the file and enter the file name (leave the
.cfgextension). Click Save.

Savein | () My Documents v &2 E-
- My Pictures
{ (i5naglt Catalog
My Recent
Documents
Desktop

Z

| e

Vg
%‘O

g

£

by Computer

e File name: [WEigData cig v el
MyHetwok | Saveastpe: (I cHock Corfiguration Fle Cancel

3. If required when the download is complete click the Close button.

Download complete E]‘:.E

Ix

=)  Download Complete

Saved:
MyCFgData.cfg from 192.168.1.1

Downloadsd: 2,02KBin 1 sec
Download ka: C:\Documents and Set.. \N¥CFgData.cfg
Transfer rate: 2,02 KBjSec

[[] Close this dialog box when download completes

[ open | [OpenFolder ] [ Close ]

To Restore your Router's configuration;
1. Logintotherouter and click the Backup and Restor e menu item from the left hand menu.

2. Click the Browse button to open a Choose file window, search and select your previously
backed up file. Click Open.

Choose file €S

Look in: [ 3 Sinagt Catalog -l Oo#P@E-

My Fiecert
Documents

(CRIS)

My Documents

My Computer

E,

Citd S e [MvCraData.cta ~| Open
Files of bype: [ Files ) ~] Cancel
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Restore

Please select a configuration file to restore : |C:\Ducumems and Senl[ Browse...

3. When you return to the Backup & Restore screen you should see the file path in the white
field. Click the Restor e button to start the configuration upload.

4. Oncethe upload is complete the router should reboot and implement the new configuration.
The | P address and subnet of the could now be different, perform a"1Pconfig Release and
renew" to check if the browser menu stops responding.

Note: You may not be able to restore a configuration that was backed up from a
different version of firmware. It is strongly advised that you try to match the

firmware version in your router to the version from which the backup file was
made.
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Configuring IPSec/VPN Tunnels

VPN/IPSec Introduction

The VPN Router creates secure communications between sites without the expense of leased
site-to-site lines. A VPN tunnel is acombination of authentication, encryption, tunneling and
access control technologies used to transport traffic over the Internet or any insecure network.
IPSec(Internet Protocol Security) is an industry-standard protocol suite that provides
confidentiality, dataintegrity and authentication at the |P Layer to offer secure communications
across a public network like the Internet.

IPSec Components

IPSec contains the following protocols:
B Encapsulating Security Payload (ESP):
Provides confidentiality, authentication, and integrity.
B Authentication Header (AH):
Provides authentication and integrity.
B Internet Key Exchange (IKE):
Provides key management and Security Association (SA)

Security Association (SA)

An SA provides data protection for unidirectional traffic as defined in the IPSec protocols. An
IPSec tunnel typically consists of two unidirectional SAs, which together provide a protected,
full-duplex datachannel.

IPSec can be used in tunnel mode or transport mode. Typically, the tunnel mode is used for
gateway-to-gateway |PSec tunnel protection, while transport mode is used for host-host 1PSec
tunnel protection. A gateway isadevice that monitors and manages incoming and outgoing
network traffic and routes the traffic accordingly. A host is a device that sends and receives
network traffic.

Transport Mode

The transport mode 1PSec implementation encapsulates only the packet’s payload. The IP
header is not changed. After the packet is processed with |PSec, the new | P packet contains the
old IP header (with the source and destination | P addresses unchanged) and the processed packet

payload.
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Tunnel Mode

=/
Gateway Géteway E |
=
I
''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' > -=’
Host B
IPSec between Hosts
[P ] iPsec | Payload |

The tunnel mode IPSec implementation encapsul ates the entire | P packet.

The entire packet becomes the payload of the packet that is processed with IPSec. A new IP
header is created that contains the two I1PSec gateway addresses. The gateways perform the
encapsul ation/decapsulation on behalf of the hosts. Tunnel mode ESP prevents an attacker from
analyzing the data and deciphering it, as well as knowing who the packet is from and whereit is
going.

Key Management

Gateway Gateway

i IPSec between Gateways i

[ P2] psec | 1] Payload |

IPSec uses the Internet Key Exchange (IKE) protocol to facilitate and automate the SA setup
and the exchange of keys between parties transferring data. |PSec requires that keys bere-
created, or refreshed, frequently so that the parties can communicate securely with each other.
IKE manages the process of refreshing keys; however, a user can control the key strength and

the refresh frequency. Refreshing keys on aregular basis ensures data confidentiality between
sender and receiver.
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VPN Application Types

VPNs address the following applications

Provide telecommuting workers with accessto central office resources.
Interconnect branch offices to enable corporate intranets.

Connect business partners over the Internet with significant cost savings.

L
Virtual Private
_\ Network NA
o ]
Business Partner Head Office

POP

Remote Office

o DI 7 ’ .
H AT
1 — 2

Regional Office

Mobile Worker
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VPN / IPSec Setup

1. Select the tunnel you wish to create in the Select Tunnel Entry drop-down box. It is
possible to create up to 5 simultaneous tunnels with the VPN 100.

VPN Settings

Tunnel 1 (TheOffice) ~ | ¢Select Tunnel entry) [ Delete This Tunnel | [ Summary
This Tunnel: @ Enable O Disable
Tunnel Name: TheOfice

Subnet v | 1Pz 192 | |68 | |1 0

Local Secure Group: Wask: [755 = 5 58

Subnet v IP: 172 16 1 0

Remote Secure Group: P e o 5
ask:

Remote Security Gateway: IP Addr. % 1P: 202 1 2 3
Encryption: ©pes O3DES O Disable
Authentication: ©mMb5 OSHA O Disable
Key Management: Auto. (KE) ~
[VIPFS (Perfect Forward Secrecy)
Pre-shared Key: password (0:747260636079)
Key Lifetime: 28300 Sec.
Status: Disconnected
Comnect_|[ Viewlogs || Advanced Seting

Then select Enable to enable the tunnel.

Once the tunnel is enabled, enter the name of the tunnel in the Tunnel Namefield. Thisis

to alow you to identify multiple tunnels and does not have to match the name used at the

other end of the tunnel.

2. Under Local Secure Group and Remote Secure Group, you may choose one of five

options:
Subnet - If you select Subnet (which is the default), thiswill alow all computers on the
local subnet to access the tunnel. In the example shown below, al Loca Secure Group
computers with |PAddresses 192.168.1.xxx will be able to access the tunnel. All Remote
Secure Group computers with IPAddresses 192.168.2.xxx will be able to access the

Tunnel 1 (TheOfiice) v | (Selact Tunnel entry) Delete This Tunnel
This Tunnel: ©Enable O pisable
Tunnel Name: TheOfiice
Subnet v|  IB: 192 | (168 | |1 0
Local Secure Group:
Mask: 255 | (255 | (255 | (255
Subnet v IP: 172 | 16 1 0
Remote Secure Group:
Mask: 255 | (258 | (285 | D
Remote Security Gateway: IPAddr v 1P: |0 0 0 0
Encryption: (©DES (8DES O Disable
Authentication: ©mps OsHaA Opisable
www.netcomm.com.au Rev.2 - YML685
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When using the Subnet setting, the default value of 0 should remain in the last octet of the |P
and Mask fields.

Tumer2 (Tumer 9 | (2ot Tumnel entry) | Do This Tureel

This Tunnel: ©Enable O Disable

Tunnel Name: Tunnel_2

Local Secure Group: IPAdde v IB: 192 | (168 | 1 101
Remote Secure Group: IPAddr. v IP: 192 | 168 | 1 51
Remote Security Gateway: 1P Addr. v 1P: 140 111 1 2
Encryption: (©)DES ©3DES O Disable
Authentication: ©MD5 O8HA ODbisable

IPAddress - If you select IPAddress, only the computer with the specific

IPAddress that you enter will be able to access the tunnel. In the example shown below,
only the computer with IP Address 192.168.1.101 can access the tunnel from this end.
Only the computer with IP Address 192.168.2.51 can access the tunnel from the remote
end.

IP Range - If you select P Range, it will be a sort of combination of Subnet and IP
Address. You can specify arange of |PAddresses on the Subnet which will have access
to the tunnel. In the example shown below, all computers on this end of the tunnel with
IP Addresses between 192.168.1.2 and 192.168.1.200 can access the tunnel from the
local end. Only computers assigned an |P Address between 192.168.2.2 and
192.168.2.100 can access the tunnel from the remote end.

Host — If you select Host, the value should be set the same as the Remote Security
Gateway setting

Any —When this option is selected, this Gateway accepts requests from any |P address
such as remote users, mobile users or telecommutors using dynamic I P.

Tunnel 2 (Tunnel_2) v| (Select Tunnel entry) Delete This Tunnel

This Tunnel: ©Enable Obisable

Tunnel Name: Tunnel_2

Local Secure Group: IPRange v IP: 192 | 168 | |1 2 |=lem
Remote Secure Group: IPRange v|  Ip: (192 | 163 | 2 2 |~
Remote Security Gateway: IPAddr. v | I8 140 111 1 2
Encryption: )DES () 3DES () Disable

Authentication: ©mp5 OsHa Opisable

3. Under Remote Security Gateway, enter the Public P Address of the VPN device at the other
end of the tunnel. The remote VPN device can be another VPN Router, aVPN Server, or a
host with VPN software. In the example shown above, the IP Address of the Remote
Security Gateway is 140.111.1.2. This IP Address may either be static or dynamic,
depending on the settings of the remote VPN device. When connecting between two routers
the remote security gateway will be the public (WAN) |P address of the remote router as
given on the status page or by the remote | SP.
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4. Using Encryption also helps make your connection more secure. There are two

different types of encryption: DES or 3DES. You may choose either of these, but it must be
the same type of encryption that is being used by the VPN device at the other end of the
tunnel. Or, you may choose not to encrypt by selecting Disable. In our example shown
below, DES (which isthe default) has been selected.

Authentication acts as another level of security. There are two types of authentication:
MD5 and SHA. As with encryption, either of these may be selected, provided that the VPN
device at the other end of the tunnel is using the same type of authentication. Or, both ends
of the tunnel may choose to Disable authentication. In the screen below, MD5 (the default)
has been selected.

Remote Security Gateway: 1P Addr. 1P: 140 111 1 2
Encryption: ()DES ()3DES (Disable
Authentication: ©mp5 OsHA ODpisable
Key Management: Auo.(KE)

[IPFS (Perfect Forward Secrecy)

Pre-shared Key: (0x)

Key Lifetime: 3600 Sec.
Status: Disconne cted

Connect |[ Viewlogs |[  Advanced Ssting

In order for any encryption to occur, the two ends of the tunnel must agree on the type of
encryption and the way the data will be decrypted. Thisis done by sharing a “key” to the
encryption code. Under Key Management, you may choose Auto (IKE) and enter a series of
numbers or letters in the Pre-shared Key field. In the example shown below, the word Test is
used. Based on this word (which MUST be entered at both ends of the tunnel) acodeis
generated to scramble (encrypt) the data being transmitted over the tunnel, whereitis
unscrambled (decrypted). You may use any combination of up to 23 numbers or lettersin
thisfield. No special characters or spaces are allowed. In the Key Lifetimefield, you may
optionally select to have the key expire at the end of atime period of your choosing. Enter
the number of seconds you'd like the key to be used, or leave it blank for the key to last
indefinitely.

Key Management: Ao, OKE)
L1PFS (Perfect Farward Secrecy)
Pre-shared Key: test (0x)

Key Lifetime: 3600 Sec.

Similarly, you may choose Manual Keying, which allows you to generate the code yourself.
Enter your code into the Encryption KEY field. Then enter an Authentication KEY into that
field. These fields must both match the information that is being entered in the fields at the
other end of the tunnel. The example shown below displays some sample entries for both
the Encryption and Authentication Key fields. Again, up to 23 aphanumeric characters are
allowed to create this key.

Key Management: P E——

Encryption KEV:  |512v2208 (%)
Authentication KEY{ comy2004 (%)
Inbound SPI: 1234567890 o)
Outbound SPI: 0987654321 o)
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The Inbound SPI and Outbound SPI fields are different, however. The Inbound SPI value set
here must match the Outbound SPI value at the other end of the tunnel. The Outbound SPI
here must match the Inbound SPI value at the other end of the tunnel. In the example (see
above), the Inbound SPI and Outbound SPI values shown would be opposite on the other
end of the tunnel. Only numeric characters can be used in these fields.

Once you are satisfied with all your settings, click the Apply button. If you make any
mistakes, clicking the Cancel button will exit the screen without saving any changes,
provided that you have not already clicked the Apply button.

After the VPN deviceis set up at the other end of the tunnel, you may click the Connect
button to use the tunnel. This assumes that both ends of the tunnel have a physical
connection to each other (e.g., over the Internet, physical wiring, etc.). After clicking the
Connect button, click the Summary button. If the connection is made, the screen shown
below will appear:

A} Suranaary - Micrasaft Internek Explorer _ =100 x|

VPN Settings Summary ﬂl

Ha. TunnclMame | Skahs Lacal i Remate Eroup Remobe Babeway | Srourity Methad

oL LF2AERE0 192,160,1,0
1. BranchTumneld <oqnzcied 255,595,295 0 215 2954950 140.111.1.1 CES M5 ISAKMP

=
Under Status, the word Connected should appear if the connection is successful. The other
fields reflect the information that you entered on the VPN screen to make the connection. If
Disconnected appears under Status, some problem exists that prevents the creation of the
tunnel.

Double-check all the values you entered on the VPN screen to make sure they are
correct.

Check the status page of both the local router and the remote device and ensure the
public 1P addresses are the same as entered for the remote security gateway.

If, for any reason, you experience atemporary disconnection, the connection will be re-
established as long as the settings on both ends of the tunnel stay the same.

To get more details concerning your tunnel connection, click the View Log button.

The VPN Log screen displays successful connections, transmissions and receptions, and the
types of encryptions used. Once you no longer have need of the tunnel, simply click the
Disconnect button on the bottom of the VPN page.
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Examplel: Tunnel between Two VPN Routers

i N

=
192.168.1.100

LAN [P:
WAN IP:
Default Gateway:

This Tunnel:
Local Secure Group:
Remote Secure Group:

VPN Router #1

92.168.1.1

210.241.239.77

210.241.239.73

Tunnel 1

Enable

Subnet 192.168.1.0,255.255.255.0
Subnet 192.168.2.0,255.255.255.0

Remote Security Gateway:211.21.189.53

Encryption:
Authentication:
IPSec:

PFS:

IKE Pre-share KEY:

DES
MD5
ISAKMP
Off
MyTest

LAN

|

192.168.2.100

VPN Router #2

192.168.2.1

211.21.189.53

211.21.189.49

Tunnel 1

Enable

Subnet 192.168.2.0,255.255.255.0
Subnet 192.168.1.0,255.255.255.0
210.241.239.77

DES

MD5

ISAKMP

Off

MyTest

Example2: Tunnel between VPN Router-and-VPN Client with

Fix IP

| LAN

192.168.1.100

LAN IP:
WAN [P:
Default Gateway:

This Tunnel:
Local Secure Group:
Remote Secure Group:

VPN Router #1
192.168.1.1

210.241.239.77
210.241.239.73

Tunnel 1

Enable

Subnet 192.168.1.0,255.255.255.0
IP: 140.111.1.2

Remote Security Gateway:140.111.1.2

Encryption:
Authentication:
IPSec:

PFS:

IKE Pre-share KEY:

DES
MD5
ISAKMP
off
MyTest

)

(Y
192.168.2.100

IP: 140.111.1.2

140.111.1.1

Tunnel 1

Enable

1P: 140.111.1.2
Subnet 192.168.1.0,255.255.255.0
140.111.1.1
DES

MD5
ISAKMP
Off

MyTest

www.netcomm.com.au
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Example3: Tunnel between VPN Router-and-VPN Client

with dynamic IP

192.168.1.100

LAN IP:
WAN IP:
Default Gateway:

This Tunnel:

Local Secure Group:
Remote Secure Group:
Remote Security Gateway:
Encryption:
Authentication:

IPSec:

PFS:

IKE Pre-share KEY:

WAN

VPN Router #1

192.168.1.1
210.241.239.77
210.241.239.73

Tunnel 1

Enable

Subnet 192.168.1.0,255.255.255.0
IP: Any

Any

DES

MD5

ISAKMP

Off

MyTest

|

(=
210.21.189.53

Win2000 Professional
Safenet Cisco VPN Client

IP: 210.21.189.53
210.21.189.49

Tunnel 1

Enable

1P: 211.21.189.53

Subnet 192.168.1.0,255.255.255.0
210.241.239.77

DES

MD5

ISAKMP

Off

MyTest
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Configuring IPSec on Windows 2000/XP

This chapter illustrates the steps of Microsoft Windows 2000/XP computer to establish a
secure | Psec tunnel with the Cable/DSL Firewall Router. You can find detailed information on
configuring the Microsoft Windows 2000 server at the Microsoft website:

Microsoft KB Q252735 - How to Configure IPSec Tunneling in Windows 2000
http://support.microsoft.com/suppor t/kb/articles/Q252/7/35.asp

Microsoft KB Q257225 - Basic | PSec Troubleshooting in Windows 2000
http://support.microsoft.com/suppor t/kb/articles/Q257/2/25.asp

Environment

Windows XP or Windows 2000Ser ver

IP Address: 140.111.1.2 (Note: ISP provided |P Address; thisis only an example.)
Subnet Mask: 255.255.255.0

Cable/DSL Firewall Router

WAN

IP Address: 140.111.1.1 (Note: ISP provided IPAddress, thisis only an example.)
Subnet Mask: 255.255.255.0

LAN

IPAddress:  192.168.1.1

Subnet Mask: 255.255.255.0
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Create IPSec Policy

1. Click Sart button, select Run, and type secpol.msc in the open field.

2. Right-click I P Security Policieson Local Computer, and then click Create | P Security
Policy.

3. Click Next, and then type a name for your policy (for example, “to_VPNRouter”).

§ Local Security Settings

File Action View Help
& X 2 B 8

@ Security Settings Name Description Policy Assigned
) [8 Account Policies

) (8 Local Policies

i) (Z3 Public Key Polices

i) ([ Software Restriction Policies

+ 48, P Security Policies on Local Computer

Client (Respond Only)  Communicate normally (uns... Mo
Secure Server (Requir... For all IP traffic, alwaysreq...  No
Server (Request Secu... For all 1P traffic, alwaysreq... Mo
Edio veniRouter e |

=
|iw

4. Deselect the Activate the default response rule check box, and then click Next button.
5. Click the Finish button, making sure the Edit check box is checked.
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Build 2 Filter Lists: “WinXP to Cable/DSL Firewall Router”
and “Cable/DSL Firewall Router to WinXP”.

[Filter List 1] WinXP to Cable/DSL Firewall Router

to_VPN Router Properties

Rules | General ‘
Security rules for communicating with other computers
IP Security rules
IP Fiter List [ Fiter Action [ Authertication... [ Tu
[ <Dynamic> Defautt Respanse Kerberos No
< | R
Add. | e Remove | [ Use Add Wizard

1

Intheto_VPNRouter Properties, deselect the Use Add Wizard check box, and then click
Add button to create anew rule.

New Rule Properties |EHZ‘
Authentication Methods | Tunrel Setting | Connection Type |
IP Filter List Filter Action

=
=
=

The selected IP fitter list specifies which network traffic will be
affected by this ule

IP Fitter Lists:

MName Description |
All ICMP Traffic Matches all ICMP packsts betw...
Q AllIP Traffic Matches all IP packets from this

Add E Edt. | Remove |

ok | Cancel |

Apply

2. FromthelPFilter List tab, click the Add button.
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3. Type an appropriate name “ XP->Cable/DSL Firewall Router” for the filter list, deselect
the UseAdd Wizard check box, and then click Add button.

M [P Filter List

= An IP filter list is composed of muttiple fitters. In this way, multiple subnets, IP
= addresses and protocals can be combined into one IF filter.

XP -> Broadband VPN Router

Description: Add... :§

Filters: ™ Use Add Wizard
Mimored | Description Protocol Source Port Destination
L3 =]

G

4. Inthe Sourceaddressarea, click My IPAddress.

5.

6.

Addressing | Protocl | Descrption |

Source address:

My 1P Address |

Destination address:

El

A specific P Subnet

Poddess: | 192 . 168 . 1 . 0

Subnst mask | 255 . 255 , 255 . 0

[¥ Mirored. Also match packets with the exact opposite source and
destination addresses.

s

In the Destination addressfield, select A specific | P Subnet, and fill in the IPAddress
“192.168.1.0" and Subnet mask “255.255.255.0".
If you want to type a description for your filter, click the Description tab.

Filter Properties IEIFXI

7. Click OK button. Then click OK (for WinXP) or Close (for Win2000) button on the | P
Filter List window.
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[Filter List 2] Cable/DSL Firewall Router to WinXP

8. OnthelPFilter List tab, click the Add button.

9. Type an appropriate name “ Cable/DSL Firewall Router->XP” for the filter list, click to
clear theUseAdd Wizar d check box, and then click Add.

M P Filter List i3]

= An P fitter list is composed of multiple fiters. In this way, multiple subnets, IP
= addresses and protocols can be combined into one IP fitter.

Name:
Broadband VPN Router -> XF|

Description: Add. é
Edit
=]

Remove
Fitters: [ Use Add Wizard
Mimored | Description Protocol Source Port Destination
Yes ANY ANY ANY

2

cocn

|~

10. Inthe Source address area, click A specific | P Subnet, and fill inthe IPAddress
“192.168.1.0" and Subnet mask “255.255.255.0".

11. Inthe Destination address area, click My IPAddress.

12. If you want to type a description for your filter, click the Description tab.

Filter Properties EWXI

Addressing | Protocol | Descrption |

Source address:
|A specific IP Subret j

IPAddress: [ 192 . 168 . 1 . 0
Subnet mask | ?56 . 256 . 256 . O

Destination address:

My IP Address -

¥ Mimored. Also match packets with the exact opposte source and
destination addresses.

OK Cancel

13. Click OK, and then click OK .

www.netcomm.com.au Rev.2 - YML685
Page 46 VPN100 Mobile VPN Firewall



Nelbomm

Configure Individual Rule of 2 Tunnels

[Tunnel 1] WinXP to Cable/DSL Firewall Router

1. FromthelP Filter List tab, click thefilter list “ XP->Cable/DSL Firewall Router”.

New Rule Properties

Authentication Methods I Tunnel Setting 1 Connection Type 1
IP Fiter List i Fiter Action |
z The selected |P filter list specifies which network traffic wil be
= sffected by this rule

IP Fiter Lists

Name Description

O Al ICWP Traffic Matches all ICMP packets betw...
O AlIP Traffic Matches all IP packets from this

© Broadband VPN Fouter > XF

[O] %P -> Broadband VPN Router

Ad. | et | Remove |

Close | Apply ‘

2. Fromthe Filter Action tab, click the filter action “ Require Security”, and click the Edit

button.

New Rule Properties

Adhertication Methods | Tumnel Setting | Connection Type |
IP Fiter List Fiter Action

X The selected filter action specfies whether this rule negotistes
for secure network traffic, and how it will secure the traffic.

Fiter Actions:
Name Description
O Pemit Permit unsecured IP packetsto ..

) Request Security (Optional) Accepts unsecured Communicat. ..

Accepts unsecured communicat

Add... Edit... I Remave I™ Use Add Wizard
Close I | Apply |

3. Check that the Negotiate security option is enabled, and deselect the Accept unsecured

communication, but always respond using | Psec check box.
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4. Select the Session key Perfect Forward Secrecy (PFS) and remember to check the PFS
option on the Cable/DSL Firewall Router, and then click the OK button.

Require Security Properties

Securty Methods IGW’E‘ |

" Pemit

" Block

* Negotiate security:

Securty msthod preference order:
Type AH Integrity ESP Confidential... | ES Add
Custom  <None> 3DES SH =

Custom  <None> 3DES ML
Custom DES SH

Custom DES ML Remove

[
< | > Move down

I Mccept unsecured communication, but always respond using IPSec

I Allow unsecured communication with non-IP Sec-aware computer

[¥ Session key perfect forward secrecy (PFS)

ok | cencel | mepy |

5. From the Authentication M ethods tab, click the Edit button.

New Rule Properties

IP Fiter List | Fiter Action |
Authertication Methods |  Tunnel Seting | Connection Type |
Authentication methods specify how trust is established
between computers. These authentication methods are
offered and accepted when negotiating security with another
computer.
Authentication method preference onder:
Method Details Add
Kerberos
Edit... ;é
Close Apply
www.netcomm.com.au Rev.2 - YML685

Page 48 VPN100 Mobile VPN Firewall



Nelbomm

Edit Authentication Method Properties

Authentication Method

The authentication method specifies how trust is established
E'®  between the computers

" Active Directory default (Kerberos V5 protocal)
" Use a cerfficate from this certification authority (CA):

[

13" Use this string (preshared key)

Test

Cancel

6. Change the authentication method to “ Use this string (preshared key)”, enter the string
“Test”, and then click the OK button.

New Rule Properties |E”.
IP Fiter List | Fiter Action
Authertication Methods | Tumnel Setting | Connection Type

between computers. These authentication methods are
offered and accepted when negotiating securty with another
computer.

; Authentication methods specify how trust is established

Authertication method preference order
Method Details
Preshared Key Test

A

X

|
|

Close i | Apply

This new Preshared key will be displayed in Authentication method preference order. Click
the OK' button to continue.

Rev.2 - YML685

VPN100 Mobile VPN Firewall

www.netcomm.com.au
Page 49



Nelbomm

7. From the Tunnel Setting tab, click The tunnel endpoint is specified by this |P Address

box, and then type the WAN IPAddress“140.111.1.1" (Note: Use your ISP provided IP
Address; thisisonly an example.) of Cable/DSL Firewall Router.

Edit Rule Properties. |z‘rz|
IP Fiter List Fiter Action |
Authentication Methods Tunnel Setting

| Connection Type |
= The tunnel endpoint is the tunneling computer closest to the
i’ IP traffic destination, as specified by the associated IP fitter
list. It takes two rules to describe an |PSec tunnel

™ This rule does net specify an IPSec tunnel.

* The tunnel endpoirt is specified by this IP address
140.111. 1 .1

Cancel ‘

roniy |
L4

8. From the Connection Type tab, select All network connections, and then click the OK or
Close button to finish this rule.

Edit Rule Properties |1|E|
IP Fiter List Fiter Action |
Authentication Methods | Tunnel Setting Connection Type
el Thisrule ory appiies to network trafic over connections of
SE the selected type.

+ Al network connections

" Local area network (LAN)

" Remote access

OK Cancel
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Intheto_VPNRouter Properties, deselect the Use Add Wizard check box, and then click
the Add button to create the second | P Filter.

[Tunnel 2] Cable/DSL Firewall Router to WinXP
9.

to_VPN Router Properties

Rules | General

‘Security rules for communicating with other computers

IP Security rules:
IP Fiter List Fiter Action Authentication... | Tu
[ <Dynamic= Default Response Kerberos No

< | &
Add. Edit. ™ Use Add Wizard

10. Onthe I P Filter List tab, click thefilter list “ Cable/DSL Firewall Router>XP".

New Rule Properties

Authentication Methods | Tunnel Setting

Connection Type |
IP Fiter List

Fiter Action |

=3 The selected IP fiter list specifies which network traffic will be
=, affected by this nule.

IP Fitter Lists:

Name Description

O Al ICMP Traffic Matches all ICMP packets betw
O Al IP Traffic

Matches all IP packets from this ...
O Brosdband VPN Routsr > XP

@ XP -> Broadband VPN Router
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11. From the Filter Action tab, click the filter action “ Require Security”.

New Rule Properties |

Authentication Methods | Tunnel Setting | Connection Type |
IP Fiter List Filter Action

x The selected filter action specifies whether this nule negotiates
for secure network traffic, and how it will secure the traffic

Filter Actions:
Name | Deseription
Q Pemit Pemit unsecured IP packets to ...

Q) Request Security {Optional) Accepts unsecured communicat

Accepts unsecured communicat..

Add | Edit QJ Remove ||_UseAddW|zard

Cose | Concel | meny |

12. From the Authentication M ethods tab, click the Edit button.

New Rule Properties |E”Z|
IP Fiter List | Fiter Action |
Authertication Methods | Tunnel Seting | Connection Type

Authertication methods specify how trust is established
between computers. These authertication methods are
offered and accepted when negoatiating securty with another
computer.

Authentication method preference order
| Method | Details |
Kerberos

Add
Edit ?5
Fiemove

Mewve up
Hove dovn

Close I Cance| Apply
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13. Change the authentication method to “ Use this string (preshared key)”, enter the string
“Test”, and then click the OK button.

Edit Authentication Method Properties

Authentication Method

The authentication method specifies how trust is established

= between the computers

" Active Directory default (Kerberos V5 protocol)
" Use a certfiicate from this certfication authority (CA):

R

% Use this string (preshared key):

Test

s

This new Preshared key will be displayed in Authentication method preference order. Click
the OK' button to continue.

New Rule Properties

IP Fiter List | Fiter Action
Authertication Methods |  Tunnel Settng | Connection Type

between computers. These authentication methods are
offered and accepted when negotiating security with another
computer.

Authentication methods specify how trust is established
ﬁ )

Authertication method preference order:
Msthod Details
Preshared Key Test

Edit.

[k

|

|

[ oo L | ooy

14. From the Tunnel Setting tab, click The tunnel endpoint is specified by this IP Address
box, and then type the Windows 2000/XP I PAddress“ 140.111.1.2".
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Edit Rule Properties

IP Fiter List | Fiter Action
Authentication Methods

Tunnel Setting Connection Type |

= The tunnel endpoint is the tunneling computer closest to the
i IP traffic destination, as specified by the associated IP fitter
list. It takes two rules to describe an IPSec tunnel

" This rule does not specify an IPSec tunnel.

& The tunnel endpoirt is specified by this |P address:
140.111. 1 .1

oK ronly |
L]

15. From the Connection Type tab, select All network connections, and then click the OK (for

Cancel ‘

WinXP) or Close(for Win2000) button to finish.

Edit Rule Properties

IP Fiter List |

Filer Action |
Adthentication Methods |

Tunnel Setting Connection Type

This rule only applies to network traffic over connections of
the selected type.

(& All network connections

" Local area network (LAN)

" Remote access

ok 1| cancel | |

16. From the Rules tab, click the OK button to back to the secpol screen.
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1. InthelP Security Policies on Local Computer MM C snap-in, right-click policy named
“to_VPNRouter”, and then click Assign. A green arrow appearsin the folder icon.

§ Local Security Settings

Fle Action View Help

e B Xl @2 2a 1

@ Security Settings Name Description Policy Assigned
-0 Account Policies @A Client (Respond Only)  Communicate normaly uns...  Ne

#-(8 Local Policies

(2 Public Key Palicies

(2 Software Restriction Palicies

# 8, 1P Security Policies on Local Computer

Secure Server (Requir... For all 1P traffic, alwaysreq... Mo
Server (Request Secu... For all IP traffic, alwaysreq... Mo
el to_veN Router Mo 1

|~
153

Steps in Cable/DSL Firewall Router

OnePage Setup Screen
1. Open your web browser and enter 192.168.1.1 in the Address field and press the Enter key.

2. When the User Name and Passwor d field appears, skip the user name and enter the default
password admin and press the Enter key.

Main Menu

OnePage Setup

Private IP Address (MAC Address: 00-01-36-02-DE-F9)

Device IP Address: S T T
Subnet Mask: 2552552550 =
WAN Connection Type [SicP -

Select the Internet connection type you wish to use

Specify WAN IP Address:  [190 | [iIT | [T [ ]I |
Subnet Mask: IERRERN N
Default Gateway Address: [110 | [IIT [T [P
DNS(Required) 1: Pl e
|
|

Apply | Cancel

3. Click the OnePage Setup tab to set the configuration as shown below.
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VPN Screen

Thefollowing Figureis asample configuration for the Router’s VPN tab.

This Tunnel:
Tunnel Name:

Local Secure Group:

Remote Secure Group:

Remote Security Gateway:

Encryption:
Authentication:

Key Management:

Status:

VPN Settings

Tunnel 1 (TheOfiice) | (Select Tunnel entry) [

@ Enable O Disable

TheOffice

Subnet v IP: (192 168

Mask: (255 265
Subnet v IP: 172 16
Mask: (255 265
1P Addr. & 1P: 202 1 2

©pes O3pes O Dbisable
©mMb5 OSHA O Disable

Auto. (KE) ¥
[VIPFS (Perfect Forward Secrecy)
Pre-shared Keyi{password

Key Lifetime:  |28800

Disconnected

285

286

Delete This Tunnel

| [ Surnmary

285

Comnect_|[ Viewlogs || Advanced Seting

(0:747260636079)

Once al these have been entered, click the Connect button to establish a VPN connection. The
Status should indicate that the Router is Connected.
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Network Administrator’s Guide

This chapter is designed to assist you in demonstrating how the VPN100 can be configured to
create an IPsec VPN tunnel back to aHead office. Of course you can configure more than one
tunnel in your VPN100 and allow the end user access to the Head office aswell astheir home
office. The VPN100 can work with many types of NetComm routers as well as virtualy any
other VPN router that supports ‘ IPSec using Preshared key’, even Windows servers can be
configured to use this sort of VPN tunnel.

IP Addresses and Subnets

Because the VPN100 is primarily a NAT router there must be alogical difference between the
LAN side of the router and the WAN side of each VPN100 used in your network. The key
element to designing how you want your VPN100 units to be configured is to ensure that each
independent “Mini LAN” that is created behind each VPN100 in your fleet must be on a
different subnet. For this reason the subnets used should be small such as 255.255.255.248. You
will also want to stagger your DHCP server pool to hand out an appropriately Unique IP
address.

The factory default LAN 1P and subnet of the VPN100 is 192.168.1.1 / 255.255.255.0 and the
VPN100 DHCP server pool startsat 192.168.1.100 and normally will continue to
192.168.1.149. You should desigh each VPN100 “Mini LAN” to be unique and small within
your overall companies WAN.

Multi-routed Head Offices

If your Head office LAN involves more than one Gateway or router you will need to use a
dynamic routing protocol (such as RIP1 or RIP2) to ensure the route back to all the “Mini
LANS’ points to the Head office VPN router. Alternatively, if you keep all your “Mini-LANS’
together in smaller consecutive subnets you can manually correct the route by redirecting the
return path to the “Mini-LANS’ together as one subnet.

Configuring the VPN tunnel

The IPSec VPN endpoints in the VPN100 must be configured with correlating details at both
ends of the tunnel (in both the VPN100 and the remote VPN Router/Gateway). It is also
possible toconfigure two VPN 100 units to create a VPN tunnel between themselves. To create a
VPN tunnel at least one of the VPN devices must have afixed Public (WAN) |P address, because
the VPN100 is designed for travel itis most likely to be assigned a different Public | P address.
For the purposes of this manual it will always be assumed that the Head Office uses afixed |P
address.

Local Secure group

The Loca Secure Group setting designates which |P addressesin thelocal LAN (“Mini-LAN")
can communicate through the VPN tunnel. The Loca Secure group can be an | P subnet (e.g.
192.168.1.0/ 255.255.255.0) or it can be an | P range within asubnet (e.g. 192.168.1.100 ~ 149)
or it can be narrowed down to one single IP address (e.g. 192.168.1.100).
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The VPN100 can only service one computer onit's LAN side (because it connects via USB) -
when using the default settings your computer is usually going to be assigned 192.168.1.100.
You may wish to differentiate each VPN100 by changing the next octet in the Device |P address
(e.g. 192.168.xxx.0/ 255.255.255.0). It isimportant that the ‘' Local Secure Group’ in your
VPN100 has exactly the same settings as the * Remote Secure Group’ in the equivalent tunnel
setting at the remote VPN device.

Remote Secure Group

The Remote Secure Group setting designates which | P addressesin the Remote LAN (the Head
Office) can communicate through the VPN tunnel. The Remote Secure Group can be specified as
aAny (which negates the need to match the remote end setting), Subnet, P range, a specific
Host or IP address. The Remote Security Group must match the ‘Local Secure Group’
specification given by the remote VPN device. The Remote security group can be used to limit
an end user’s access to specific Servers, Printers etc viathe VPN tunnel.

Remote Security Gateway

The Remote Security Gateway setting designates the Public (Internet) IP address that should be
contacted to create the VPN tunnel. So In your VPN100 you would specify the Public IP
(WAN) address of the Head Office VPN device as the Remote Security Gateway.

Note: The Remote Security Gateway Setting for the VPN device at the Head
Office will usually be set to ‘Any’ to allow the VPN tunnel to be created from
any Public IP address (because the VPN100 is roaming and will not have a
fixed IP address). However for extra security you can specify the Remote
Security Gateway setting in the Head Office VPN device if the VPN100 is
always using the same Internet connection and Public IP address.

Preshared Key

The Preshared Key is theinitial Authentication key (or password) used to confirm the tunnel
originator is a authorised user. Preshared Keys must match exactly for both VPN devices
wishing to create the VPN tunnel to each other. It is recommended that you use different
Preshared keys for each tunnel that you configure.

| Subret v
P Addr. ¥

o

Auto (IKE) ¥
v

Head Office VPN device tunnel setting VPN100 at site 2 VPN tunnel setting
E.g. NetComm NB5580
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Manual or Automatic ‘keep alive’ tunnels

The VPN tunnelsin the VPN100 can be configured to automatically connect when the VPN100
has an Internet connection. Thisis arecommended practice asit will reduce the need for the end
user to log into the VPN 100 to manually connect the VPN tunnel. The option for ‘Keep Alive
isin the ‘ Advanced Setting’ options of the tunnel.

Other Options:
CInetBIOS broadeast
[ Anti-replay
Keep-Alive

CI1f IKE failed more than times, block this unauthorized IP for seconds

File Sharing over VPN

Once you have your VPN tunnel connected you may wish to allow your end user access to files.
This can be done in several ways depending on your Network operating system and
architecture. The most simple example for Windows usersis to use ‘ mapped network drives'
remember to do this you must either map the drive viaan |P address (e.g.\\10.0.2.10\sharename)
or Map it viaa UNC pathname (e.g. \\fpsl\sharename). However if you wish to use full UNC
path names to your network drives you should ensure that your DNS service will connect
through your VPN tunnel or edit the Host file on the end user’s compuiter.

Email over VPN

Similar to file sharing it is best to ensure that your DNS will resolve viathe Head Office DNS
server. Then you can configure your end user’s mail client to use the mail server’s name instead
of it'sIPaddress. Email client applications should be configured the same asif they were
connected locally in the Head office.

Windows Authentication via VPN

If you wish to have the End user log into the Windows domain via the VPN tunnel you may
need to ensure your MTU in the VPN100 is set to 1492 or less. Also it is strongly advisable to
set the VPN100 to ‘Keep Alive' the VPN tunnel so that the tunnel is created whilst the
computer is booting — and therefore ready for the Windows log-in to pass through it. If the end
user is using Windows 2000, Windows XP or greater you may also need to force the use of TCP
for packets for Kerberos authentication. This can be done by adding the following registry key
to the end user’s computer.

HKLM SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ Lsa\ Ker ber os\ Par anet er s\
MaxPacket Si ze( DWORD) =1
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VPN Passthrough

The VPN100 will allow the end user’s computer to create aVPN tunnel through the router (via
PPTP or 1PSec) and out to aremote VPN device. This s because the VPN100 supports VPN
Pass-Through’ or *NAT traversal’ to allow other VPN clients (such as Native Windows VPN
client) to be used instead of the built-in VPN endpoints.

If the End user wishesto use the VPN100 at a customer’s office which uses a NAT router or
Internet Gateway to share their Internet connection the Internet Gateway must allow VPN Pass
through in order for the VPN100 to be able to create a connection to the Head Office.

Multiple VPN100s connected to one Head Office Example

The example diagram and configuration screens on the following pages demonstrate three
different VPN100 devices connecting in three different *Wan Type' methods and also showing
each device creating aunique VPN tunnel simultaneously coming from each different site. The
equipment used at the Head Officeis a NetComm NB5580 which isan ADSL Integrated
gateway that currently supports up to 10 IPsec VPN tunnels. When the VPN tunnels are
connected in any of the VPN100 units shown the end users of those VPN100s will be able to
access the File Server, the Email Server, PC1 and the Network Camera at the head office.
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Thefollowing are screen captures of the VPN configurations of the Head Office router and the
VPN100s at Sites 2, 3 & 4. These are shown to help you understand how you would configure
each VPN100 to work with the NB5580 (Head office or Remote VPN device).

Turnel 1 (Site2 > HQ) + |

Site? > HO

O
o)
Auto. (IKE) ~

sitaZpresharedkey
28600

Advonced Seting

VPN100 at site 2 VPN screen shot

Tunnel 1 (Site3 > HO) v

®
ited > HO

[F]

Auto (KE) v

presharedkeysited
26600

Advenced Seting

VPN100 at site 3 VPN screen shot
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Tunnel 1 (Sited > HQ) ~ |

() O

Sited » HQ

O
O

Auto. (IKE) ~ |

VPN100 at site 4 VPN screen shot

Tunnel 1 (Sita2>> HQ) ¥ |

O
Site2>> HO

) *
& @

siteZpresharedkey
28800

Acvoncad Szt

Cancel

NB5580 VPN config screen shot for tunnel from VPN100 unit A (site 2)
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Tunnel 2 (Site 3>> HQ) ~ |

=) O
Site 32> HQ

Subnet v

Subnet v

O O
* O

Advncad Seting

NB5580 VPN config screen shot for tunnel from VPN100 unit B (site 3)

Tunnel 3 (Site 4>> HQ) |

O
Site 4> HQ

Subnet  v| 0|

Subnet  v| 19z |

O] O
() O

26800

Advanced Seting

NB5580 VPN config screen shot for tunnel from VPN100 unit C (site 4)
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Appendix A: Trouble Shooting

This chapter provides solutions to problems you may encounter during installation and
operation of your NetComm VPN100.

Hardware
T: The Power LED is off.

Check the USB cable is properly connected to the NetComm VPN100 and that your computer’s
USB socket is functional.

T: TheLink LED isoff.

Check the hub, switch or modem is properly connected to the ethernet socket of the NetComm
VPN100.

Check the computer isusing an | P address in the range of 192.168.1.2 ~ 192.168.1.254 and is
therefore compatible with the Cable/DSL Firewall Router’s default | P address of 192.168.1.1
Check also the Subnet Mask is set to 255.255.255.0

T: The DIAG LED stayslit.

The DIAG LED should light up when the device is first powered up to indicate it is checking for
proper operation. After a few seconds, the LED should go off. If it stays on, the device is
experiencing aproblem. Try unplugging the USB cabel and then reconnecting it.

T: Why can’t | configure the NetComm VPN100?
First, check whether the NetComm VPN100 is properly installed..
Next, check the IP configuration of your computer :

For Windows 95/98 users: run Winipcfg.exe or Winipcfg from “Run” on the “ Sart”
menu. If there are no | P addresses, click “ Release All” and then click “ Renew All” to get an
IP address.

For Windows NT 4.0/2000/X P users: Open a command prompt and run | pConfig.

Ensure that your computer and the NetComm VPN 100 are on the same network segment. If
you are not sure, initiate the DHCP function and | et the computer get an |P address
automatically from the router.

Ensure that your computer is using an |P Address within the range 192.168.1.2 to
192.168.1.253 and thus compatible with the NetComm VPN100's default | P address of
192.168.1.1

Finally, use Ping command in MS-DOS mode to verify the network connection:
Ping 127.0.0.1 to check the TCP/IP stack of your computer.

Ping the Router’s | P address (Default: 192.168.1.1) to check for |P connectivity between
your computer and the Router.
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Note: If you are not able to get to the web configuration screen for the NetComm
VPN100, make sure that you disable the proxy setting within your Internet
browser and set your browser to access the Internet via the LAN.

T: What can | doif | have forgotten the password for NetComm VPN1007?

You have to reset the Router back to its factory default setting by pushing the Reset button for
over 3 seconds.

Note: You will lose all previous settings.
T: | cannot access my | SP’s home page, why?

Some | SPs (such as Telstra BigPond) require their host name be specifically configured into your
computer before you can surf their local web pages. If you are unable to access your |SP's home
page, enter your |SP's Domain Name into the One Page Setup to enable all computersin your
LAN to accessiit. If you only want to allow computers to access these home pages, open the
TCP/IP Properties window on these computers, click open the “DNS Configuration” tab and

enter your |SP's Domain Name in the “Domain Name Search Suffix” location.

Client Side (Computers)
T: | can’t browse the Internet via the NetComm VPN100

Ensure your computer can ping or access the Router. See the previous section entitled “Why
can’t | configure the NetComm VPN100” for more information.

Check the status page of the Router to ensure connection to your | SP has been established.
T: | get atimeout error when | enter aURL or | P address.

Check if other computers on the LAN are experiencing the same problem. If not, ensure the
computer’s I P settings are correct (1P Address, Subnet Mask, Gateway 1P Address and DNS).

Check the NetComm VPN100's settings are correct.
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Appendix B: Frequently Asked Questions

Q: What isthe maximum number of | P Addresses the NetComm VPN100 can support?

The DHCP Server in the NetComm VPN100 can support up to 50 IP Addresses usualy in the
range of 192.168.1.100~192.168.1.150 but, because it connects via USB, it isusually only
possible to support one PC.

Q: Does the NetComm VPN100 support 100Mb Ethernet?

Yes, the NetComm VPN100 supports both 10Mb & 100Mb Ethernet on the WAN side, but
only 10Mb on the LAN side, which runs over USB.

Q: What is“NAT” and what isit used for?

The Network Address Translation (NAT) Protocol translates multiple |P Addresses on a private
LAN into asingle public IPAddress that is accessible to the Internet. NAT not only provides
the basis for multiple IP Address sharing but also provides security, since the multiple IP
Addresses of LAN computers are never transmitted directly to the Internet.

Q: What operating systems does NetComm VPN100 series support?
Windows 98, Windows ME, Windows 2000, Windows XP, or greater
Q: Can | use multiple E-mail accountsif | use NetComm VPN1007?

Yes, you can. Some people think having one Internet account means that they can have only one
E-mail account. However, E-mail is set by mailbox accounts and different to the account you use
to connect to your ISP, If you want more E-mail accounts, you can contact your 1SP or you can
browse the Internet to apply for free E-mail account.

Q: Does the NetComm VPN100 support PPTP of VPN packets pass through?
Yes. The NetComm VPN100 supports PPTP pass through.
Q: Does the NetComm VPN100 series support | Psec?

Yes. The NetComm VPN100 supports | Psec pass through or has its own |Psec tunnels to use as
an aternative.
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Appendix C: Glossary

10Base-T / 100Base-T

The adaptation of the Ethernet standard for Local Area Networks (LANS). 10Base-T uses a
twisted pair cable with maximum lengths of 100 meters and transmits data at 10Mbps
maximum. 100Base-T is similar, but uses two different twisted pair configurations and transmits
at 100Mbps maximum.

Ad-hoc Networ k

Also known as the peer-to-peer network, an ad-hoc network allows all computers participating
in awireless network to communicate each other without an AccessPoint.

Adapter
A device that makes the connection to a network segment, such as Ethernet and modem cards.
ADSL

Asymmetric Digital Subscriber Line (ADSL), asitsnameindicates, isan asymmetrical data
transmission technology with higher traffic rate downstream and lower traffic rate upstream.
ADSL technology satisfies the bandwidth requirements of applications which demand
“asymmetric” traffic, such asweb surfing, file downloads, and telecommuting.

Bandwidth
The amount of datathat can be transmitted in afixed amount of time.
Browser

A software application used to locate and display Web pages. Examples include Netscape
Navigator and Microsoft Internet Explorer.

BSS

BSSisthe acronym of Basic Service Set that consists of awireless access point and a group of
wireless client computers.

Communications Protocols

Communication between devices requires they agree on the format in which the dataisto be

transmitted, sent and received. The communications protocols are a set of rules that define the
data format.

Cookie

Cookie is data stored on your computer, which aweb server can retrieve, to identify your
machine. It isapiece of text with an ID number.

DHCP

DHCP, short for Dynamic Host Configuration Protocol, is a protocol for assigning dynamic IP
Addresses to devices on anetwork. Dynamic Addressing means that a device can have a
different IP Address each time it connects to the network.

Domain Name

A name that identifies one or more IPAddresses. For example, the domain name microsoft.com
represents about a dozen IPAddresses. Domain names are used in URLs to identify particular
Web pages. For example, in the URL http://www.pcwebopedia.com/index.html, the domain
name is pcwebopedia.com.
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DoS

DoSisthe acronym for Denial of Service. Thisisthe result when a computer or network is
overwhelmed to the point that it can no longer function normally.
DNS

Short for Domain Name Server, translates domain names into |PAddresses. To help us recognize
and remember domain names they are alphabetic in form, however, the Internet actually runs on
numbered | P Addresses. DNS servers translate domain names into their respective |P Addresses.

DSSS

Also known as Direct Sequence Spread Spectrum, it is aradio transmission method that
continuously changesfregquencies.

Ethernet

One of the most common Local Area Network (LAN) standards. Ethernet uses a bus topology
which supports a data transfer rate of 10 or 100 Mbps.

ESS
ESSisthe acronym of Extend Service Set that consists of several BSS.
Firewall

A security system used to enforce an access control policy between an organisation’s networks
and the Internet.

IEEE

Short for Institute of Electrical and Electronics Engineers, an organization best known for
developing standards for the computer and electronics industry.

Internet

A global network connecting millions of computersfor the exchange of data, news and opinions.
Intranet

A network based on TCP/IP Protocol belonging to an organization, and accessible only by that
organization’s members, employees, or others with authorization.

Infrastructure Network

Unlike an ad-hoc network (where users on awireless LAN send data to each other directly),
users on an infrastructure network send data through a dedicated access point. Additionally, the
access point enables users on awireless LAN to access an existing wired network to take
advantage of sharing the wired network’s resources, such asfiles, printers, and Internet access.

IPAddress

An identifier for acomputer or device on a TCP/IP network. Networks using the TCP/IP
Protocol route messages based on the IP Address of the destination. The format of an IP address
isa32-bit numeric address written as four numbers separated by periods. Each number can be
from zero to 255.

1PSec

Internet Protocol Security is a security standard for network transmission, which is often used
for VPN connections. It provides authentication and packet encryption over the Internet.
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ISP
Short for Internet Service Provider, acompany that provides access to the Internet for afee.
L ocal AreaNetwork (LAN)

A computer network that spans arelatively small area. Most LANSs are confined to asingle
building or group of buildings. However, one LAN can be connected to other LANs over any
distance. A system of LANSs connected in thisway is called awide area network (WAN)
MACAddress

Short for MediaAccess Control Address, a hardware address that uniquely identifies each node
of a network.

NAT

Short for Network Address Translation, a routing protocol that allows global P Addresses to be
trandated into multiple private |P Addresses for use on internal LAN networks. The explosion
in the use of the Internet has created a critical problem for the Internet Assigned Numbers
Authority (IANA) which isin charge of assigning |P Addresses to Internet users, | SPs etc. NAT
isatechnology that has been introduced to help maximize the utilization of assigned IANA and
global IPAddresses.

Network Protocol

Network protocols encapsul ate and forward data packets from one interface to another.
PAP/CHAP

Short for Password Authentication Protocol and Challenge Handshake A uthentication Protocol.
Most |SPs use either one for user identification. If your ISP doesn’t support these two
protocols, contact them for an authentication script.

PPP

Short for Point-to-Point Protocol, a communications protocol for transmitting information over
standard telephone lines between devices from different manufacturers.

PPPoE

Short for PPP over Ethernet, relying on two widely accepted standards, Ethernet and the Point-
to-Point Protocol. PPPoE is a communications protocol for transmitting information over the
Ethernet between devices from different manufacturers.

PPTP

The acronym of Point to Point Tunnelling Protocol, PPTP encapsulates the packet for
transmission over the Internet. It creates a private “tunnel” through the large public network to
have similar security of private network without actually leasing aprivateline. PPTPis
normally used for VPN connections.

Protocol

An agreed format for transmitting, sending and receiving data between two devices.

Roaming

The ability for awireless device to move from one access point’s range to another without losing
the connection.
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An Internet device that routes requests for information to other routers until the information’s
location is found and the data can be transmitted back to the origin of the request.

TCP/IP

Short for Transmission Control Protocol and Internet Protocol, the suite of communications
protocols that enable hosts on the Internet to connect and exchange streams of data.

VPN

The acronym for Virtual Private Network. Viaaccess control and encryption, VPNs bring
security to the data transmission through the Internet as it is transmitted through a private
network. It not only takes advantage of economies of scale but also provides a high level of
security while the packet is sent over alarge public network.

WideArea Network (WAN)

A system of LANSs being connected by telephone lines and radio waves. Although some WANSs
may be privately owned, they are usually considered a means of public access.

WEP

The acronym for Wired Equivalent Privacy. It is an encryption mechanism used to protect your
wireless data communications. WEP uses a combination of 64-bit/128-bit keys to encrypt data
that is transmitted between al pointsin a wireless network to ensure data security. It is
described in the |[EEE 802.11 standard.
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Appendix D: Updating your Firmware

Firmware is the programming that is 'Hard coded' into your router, as newer developmentsin
technology and general product improvements are written your router can be updated to take
advantage of thisnewer programming.

The VPN100 incorporates the TFTP protocol to reliably upload new firmware. These updates
are either posted on the NetComm website (www.netcomm.com.au) or Emailed via NetComm's
technical staff. You can check your current firmware version in the Administration page.

To upload your firmware you should run the Executable program that is provided and specify
the current LAN IP address of the router as well as the router's password. Then click Upgrade.

After the upgrade is complete wait a minute for the router to reboot before continuing use.

Note: It is recommended that you reset your router to factory defaults
before upgrading. Previous router configuration backups may not
work on different firmware versions.
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Appendix E: Cable Connections

This cable information is provided for your reference only. Please ensure you only connect the
appropriate cable into the correct socket on either this product or your computer.

If you are unsure about which cable to use or which socket to connect it to, please refer to the
hardware installation section in this manual. If you are still not sure about cable connections,
please contact a professional computer technician or NetComm for further advice.

RJ-45 Network Ports

RJ-45 Network Ports can connect any networking devices that use a standard LAN interface,
such as a Hub/Switch Hub or Router. Use unshielded twisted-pair (UTP) or shield twisted-pair
(STP) cable to connect the networking device to the RJ-45 Ethernet port. Depending on the
type of connection, 10Mbps or 100Mbps, use the following Ethernet cable, as prescribed.

10Mbps: Use EIA/TIA-568-100-Category 3, 4 or 5 cable.
100Mbps: Use EIA/TIA-568-100-Category 5 cable.

Note: To prevent loss of signal, make sure that the length of any twisted-
pair connection does not exceed 100 metres.

RJ-45 Connector

Pin Assignment Normal Assignment
1 Input Receive Data +
i 2 Input Receive Data -
[ 3 Output Transmit Data +
& 6 Qutput Transmit Data -
4,5,7,8 Not used
Figure 1

Twisted pair cables

Figures 1 and 2 illustrate the use of straight-through and crossover twisted pair cables along with
the connector.

1
12345678 | RJI-45 p|Ug
attached to cable

Figure 2
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Straight and crossover cable configuration

Uplink or Straight-through Normal or
MDI port twisted pair cable MDI-X port

1 — 1
2 — 2
33— 3
6 —— 6

Figure 3
Mormal or Crossover Nermal or
MDI-X port twisted pair cable MDI-X port
1— —1
Rx Rx
2 — — 2
73— 3
Tx Tx
6— 6
Figure 4

RJ11 connector and cable

An RJ11 connector isthe small, modular plug used for most anal og telephones. It has six pin
dlotsin the head, but usually only two or four of them are used.

RJ-11 Connector
Pin Assignment Normal Assignment

123456

Signal Ground
CTS

RXD

TXD

+5 Volts In
Signal Ground

o0 WN PR

Figure 5
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605 to RJ-11 adapter

The 605 to RJ-11 adaptor is provided to comply with the older 610 Telstra
wall socket. The 605 to RJ-11 adapter may be used to convert the
supplied RJ-11 cable, if the older connection is required.
—]

USB cable

A typical USB cord has an "A" connection (“upstream” to plug into the computer) and a“B”
connection (“downstream” to plug into the device).

5 [

“A” Connection

By using different connectors on the upstream and downstream ends, cable connection is
simplified. The“B” connection will fit ainto the“B” socket of any USB device. Similarly, any
"A" connector can be plugged into any "A" socket, such as on acomputer.

If it isanew device, the operating system auto-detects it and asks for the driver disk. If the
device has aready been installed, the computer activatesit and startstalking to it. USB devices
can be connected and disconnected at any time.

9 Pin (RS-232) Serial Cable

A 9 Pin (RS-232) Serial Cable may be used to connect to a serial console terminal or aPC
running aterminal emulation program, such as Hyper Terminal.

Pin No Name Notes/Description No.
\®®®@@/ 1 DCD Data Carrier Detect
OOEE 2 RD Receive Data (a.k.a RxD, Rx)
Male Connector 3 TD Transmit Data (a.k.a TxD, Tx)
4 DTR Data Terminal Ready
5 SGND Ground
6 DSR Data Set Ready
7 RTS Request To Send
8 CTS Clear To Send
9 RI Ring Indicator
Rev.2 - YML685 www.netcomm.com.au
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Appendix F: Registering your NetComm Product

All NetComm Limited (“NetComm”) products have a standard 12 month warranty from date of
purchase against defects in manufacturing and that the products will operate in accordance with
the specifications outlined in the User Guide. However some products have an extended
warranty option (please refer to packaging). To be eligible for the extended warranty you must
supply the requested warranty information to NetComm within 30 days of the original purchase
by registering on-line viathe NetComm web site at:

WWW.Nnetcomm.com.au
Contact Information

If you have any technical difficulties with your product, please do not hesitate to contact
NetComm’s Customer Support Department.

Email: support@netcomm.com.au
Fax: (+612) 9424-2010
Web: WwWWw.netcomm.com.au

Trade marks and Notices

“NetComm” is atrade mark of NetComm. Windows® is aregistered trade mark of Microsoft
Corporation. Other brand and product names are trade marks or registered trade marks of their
respective holders. Information is subject to change without notice. All rights reserved.

Please note that the images used in this document may vary sightly from those of the actual
product. Specifications are accurate at the time of the preparation of this document but are
subject to change without notice.
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Warranty

Where the Customer (you) is aconsumer as defined by any relevant law such asthe Trade
Practices Act 1974 (Commonwealth) and similar State laws, certain conditions and warranties
(“the consumer warranties”) cannot be excluded, restricted or modified. You then have the
benefit of both the consumer warranties and any other warranty that may be provided by the
Company or by the manufacturer of the goods. To the extent permitted by Law, all implied
warranties and conditions are excluded.

All NetComm products have a standard 12 months warranty from date of purchase. However
some products have an extended warranty option (refer to packaging). To be eligible for the
extended warranty you must supply the requested warranty information to NetComm within 30
days of the origina purchase by registering on-line viathe NetComm web site at
WWW.Nnetcomm.com.aul.

To the extent permitted by the consumer warranties, in relation to your product and any other
materials provided with the product (“the Goods”) the liability of NetComm under the Relevant
Actsislimited at the option of NetComm to:

B replace the Goods; or

B repair of the Goods; or

W pay for the cost to replace the Goods; or

B pay for the cost to repair the Goods.

Conditions and exclusions:

The warranty is granted on the following conditions:

1. Thiswarranty extends to the original retail Customer (you) and is not transferable;

2. Thiswarranty does not apply to software programs, batteries, power supplies, cables or
other accessories supplied in or with the product;

3. You must comply with all of the terms of any relevant agreement with NetComm and any
other reasonabl e requirements of NetComm including producing such evidence of purchase
as NetComm may require;

4. The cost of transporting the product under a claim based on this warranty to and from
NetComm’s nominated premises is your responsibility; and

5. NetComm does not have any liability or responsibility under this warranty where any cost,
loss, injury or damage of any kind, whether direct, indirect, consequential, incidental or
otherwise arises out of events beyond NetComm'’s reasonable control. Thisincludes but is
not limited to: acts of God, war, riot, embargoes, acts of civil or military authorities, fire,
floods, electricity outages, lightning, power surges, or shortages of materials or labour.

6. You areresponsible for the security of your computer and network at all times. Security
features may be disabled within the factory default settings. NetComm recommends that
you enable these features to enhance your security.
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The warranty isvoid if:

1. You, or someone else, use the product, or attempt to use it, other than as specified by
NetComm;

2. Thefault or defect in your product is the result of a voltage surge subjected to the product
either by the way of power supply or communication line, whether caused by thunderstorm
activity or any other cause(s);

3. Thefaultistheresult of accidental damage or damage in transit, including but not limited to
liquid spillage;

4. Your product has been used for any purposes other than that for which it is sold, or in any
way other than in strict accordance with the user manual supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other
than by aqualified person at a service center authorised by NetComm; and,

6. The serial number has been defaced or altered in any way or if the serial number plate has
been removed.
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