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MAC Address Filtering

MAC address filtering refers to the process of allowing (or denying) access to your wireless
network based on the hardware address of the device attempting to connect.*

This Wireless MAC address is usually printed on the underside of the device you are
attempting to allow (or deny) access to.

Ensure you are making any MAC address filtering configuration changes from an
ethernet connected computer.

If you are not able to do this, remember to add the MAC address of the computer
you are making the configuration changes from to the allowed access list.

You will lock yourself out of the wireless network if you do not and an ethernet
connection will be required.

* - If supported by your model of modem / router.
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Enabling MAC Address Filtering

This guide will take you through the process of enabling MAC address filtering.

1. To find the MAC address of your computer's network card click Start > All
Programs > Accessories > Command Prompt.

2. Type ipconfig /all and press enter.

Command Prompt

C-wDocuments and Settings“TechfSupport>ipconfig ~all

Windowsz IP Configuration
Host Mame . - e -
Primary Dnz Suffix
Mode Type . .

IPF Routing Enahled-
WINHS Proxy Enabled.

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix
Description . . . . . . .

Phyzical Address.
Dhcp Enabled. .
Autoconfiguratio
IF Address. . .
Subnet Mask . .
Default Gatewawy
DHCF Server . .
DME Servers .
Lease Obtained.
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Lease Expires .

techsupport—laptop
Unknouwn

Ho
Ho

Broadcom HetLink <THM>» Gigabhit Ethern
HA—AF-BA—-FA—22-577

192 168.1.1
Thursday, 23 September 2010 4:-38:-47

Friday. 24 September 2801080 4:-38:-47 p.

Ethernet adapter Wireless Hetwork Connection:

Cunnectlnn—°p331fic DHS Suffix
Phyalcal Hddress: .o
u]ll.-l__l l_.llﬂ.]JJ_GI.I.- - -
Autoconf iguration
IP Address. . . .
Eubnet Mask . .
Default Gatewawy
DHCF Server . .
DMHE Servers . .
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Lease Obtained.

Lease Expires .

CcwDocuments and SettingssTechSupport>_

Drocodosom 9032 214k 2 WLAN

83—14—95 ?A—63—EE

Yeﬂ

192 _ 168 .28.181

255255 .255.08

192 _4168_.28_1

192 _168_28_1

122 _168_.28_1

192 _168_28_1

Thursday,., 23 September 26010 4:-48:-31

Friday. 24 September 26801060 4:-48:-31 p.

3. Look for and record the physical address of your wireless network card as
highlighted in the example above. This is the MAC address of the wireless card.
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4. Navigate to http://192.168.1.1 in a web browser using “admin” for both the username

and password when prompted.

5. Select Wireless > MAC Filter.

(= NBIWMAXX - Windows Internet Explorer

@ ) ® |B] hui1921681.1 | [#+([ x| [ g |[2]-

File Edit Mew Fawvorites Tools  Help

5.7 Favarites |55/~ | ﬁNBQWMAXX % | @ Internet Explorer cannat dis...

Wireless > MAC Filter

MAC Restrict Mode: & Disabled @ Allow O Deny

Basic
Voice
Wireless

i
| MAC Address | Remove
Setup - ¢

Security
Configuration
MAC Filter
Wireless Bridge
Station Info
Management
Advanced
Status

Dane € Internet Gy Hiome -

6. Change the MAC Restrict Mode to allow or deny according to how you wish the router
to behave. With the mode set to allow only those devices with MAC addresses listed
will have wireless access to the router. In deny mode all wireless devices except those
with the listed MAC addresses will have wireless access to the router.
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7. The example below has the MAC restrict mode set to “"Allow”.

{= NB9WMAXX - Windows Internet Explorer

@ C v [

: File Edit Wiew Favortes Tools  Help

192.1668.1.1)

.7 Favorites g| !"' HESWMALS X |@InternetExplorercannotdis... [

Integrate s Device

Wireless > MAC Filter

MAC Restrict Mode: O Disabled ® Allow O Deny
Basic

Voice

Wireless
Setup
Security
Configuration
MAC Filter
Wireless Bridge
Station Info

Management

Advanced

Status

|_MAC Address_! Removell

Done OInternet dgov 0% -

8. Click on the “"Add” button.
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9. You will be prompted for the MAC address of your wireless network card or adapter.

10. Enter the MAC address as per the example below with a colon “:” between each set of
2 characters.

(= NB9WMAXX - Windows Internet Explorer,

—— -
@k‘:}'v &) Frep a2 16811/ ¥4 || s 2l

© Fle  Edt \View Favorites Tools  Help

,!.r NESWIMA LR X |,_’é1nternet Explorer cannat dis... | [

(]
[=]=]

7.7 Favorites

Integrate s Device

Wireless -- MAC Filter

Enter the MAC address and click "Apply" to add the MAC address ta the wireless MAC address filters.

Basic
Vi MAC Address:  |00:14:A5:7A:63:E0 |

Wireless
set
Security
Configuration
MAC Filter
Wireless Bridge
Station Info

Management

Advanced

Status

Daone elnternet - H100% -

11. Press the “Save/Apply” button.
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12. The router configuration page will now show the newly saved MAC address has been
added to the Allow MAC Restrict mode, similar to the example below.

{= NB9WMAXX - Windows Internet Explorer

Go-

© Fle Edt  View Favorites Tools  Help

=
]

(X

J192.168.0.1) V|4 |/ x| @8

- ! {8 NEDWMAKY X !,_@Internet Explorer cannot s, | |

U ; z
1.0 Favorites | o

IntegratMDevlce

Wireless > MAC Filter

MAC Restrict Mode: O Disabled ® Allow O Deny

Basic
Voice
Wireless

|MACAddress | Remove
Setup r ! _:
Security 'DD:14:A5:?A:63:EE‘ O
Configuration
MAC Filter
Wireless Bridge
Station Info
Management
Advanced
Status

Done € Internet dp v Hioom v

You will then need to repeat this process for any subsequent devices you want to allow to
access your wireless network. Remember all other wireless devices will be denied access to
the router unless their MAC address is added to the “Allow” MAC Restrict Modem list



