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& Please note: This document is subject to change without notice.

Save Our Environment
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Please be responsible and protect our environment.

This manual covers the following products:
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Overview

Introduction

This manual provides information related to the installation, operation, and utilisation of the NetComm NF2.

Target Users

The individual reading this manual is presumed to have a basic understanding of telecommmunications terminology and concepts.

Prerequisites

Before continuing with the installation of your NF2 Hub, please confirm that you comply with the minimum system requirements

below.
= An activated fixed line Internet connection with a working modem attached (ADSL, Cable, Fibre) and/or a compatible
3G/4G USB modem.
= Computer with Windows, Macintosh, or Linux-based operating systems with a working Ethernet adapter with TCP/IP
Protocol installed.
= A Web Browser such as Internet Explorer, Netscape Navigator, Mozilla Firefox, Opera, Safari etc.
= Wireless Computer System Requirements:
o Computer with a working 802.11b, 802.11g or 802.11n wireless adapter.
Notation

The following symbols are utilised in this user manual:

A

The following note requires attention

N

The following note provides a warning

O

The following note provides relevant information

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide - YML38
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NF2 - Dual Band WiFi Gigabit Hub Neliomn

Product Introduction

Product Overview

Wireless WAN (where network is available) - GPRS/EDGE/WCDMA/HSDPA/HSUPA/CDMA2000/EVDO/LTE.
Ethernet WAN — PPPoE, DHCP client, Static IP, PPTP, L2TP

2 x USB 2.0 ports — for 3G/4G, USB storage.

2 x 3 internal WiFi antenna

1 x external WiFi antenna

IPv6 Support — Dual Stack IPv6, Static IPv6, DHCPv6, PPPOE, 6 to 4, IPv6 to IPv4 tunnel

3 x 10/100/1000Mbps LAN Ethernet ports.

1 x 10/100/1000Mbps WAN Ethernet port for optional alternate Internet connectivity (ADSL/Cable/Satellite).
802.11n up to 900Mbps Wireless' (Backward compatible with 802.11b/g/a).

2.4GHz and 5.0GHz Concurrent WiFi.

Supports auto Internet falloack from 3G to a fixed line WAN connection (ADSL/Cable/Satellite).

WiFi Protected Setup (WPS) for wireless connectivity.

Browser based interface for configuration and management.

Wireless security options- WEP/WPA/WPA-PSK/WPA2/WPA2-PSK.

VPN IPsec, VPN L2TPClient/Server, VPN PPTP Client/Server.

1. Speeds are dependent on network coverage. See your MBB provider coverage maps for more details. The total number of WiFi users can also affect data speeds.
The maximum wireless signal rate and coverage values are derived from |EEE Standard 802.11g and 802.11n specifications. The actual wireless speed and
coverage are dependent on network and environmental conditions including but not limited to the volume of network traffic, building materials and
construction/layout.

Package Contents

The NF2 Hub package consists of:

1 x NF2 WiFi Router.

1 x 12VDC~1.5A Power Adapter.
1 x External Antenna.

1 x RJ-45 LAN Cable.

Quick Setup Guide.

Wireless Security Card.

Warranty Card.

If any of these items are missing or damaged, please contact your dealer immediately.

Product Features

The NetComm NF2 creates a secure WiFi network, providing Intemet access for up to 15 users. Simply plug the NF2 into a power
outlet then insert a Mobile Broadband (MBB) dongle into the USB port on the side panel to access a high speed Internet connection
within minutes.

The NetComm NF2 incorporates a WLAN 802.11b/g/n access point, three 10/100/1000Mbps Gigabit Ethernet ports and one
10/100Mbps Ethernet WAN port. It features the latest security options such as WPA and WPA2 data encryption, SPI (Stateful
Packet Inspection) Firewall and VPN pass through.

YML27 NetComm NF2 User Guide
www.netcommlimited.com 6
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Physical Dimensions and
Indicators

LED Indicators

The NetComm NF2 has been designed to be placed on a desktop. All of the cables exit from the rear for better organization. The
display is visible on the front of the NF2 to provide you with information about network activity and the device status. See below for
an explanation of each of the indicator lights.

LED
INDICATOR | /CON COLOUR DEFINITION
Blue On Connected via 3G/4G modem
Off 3G/4G is not configured or no dongle connected.
3G . Blue Flashing Connecting.

Red On SIM Error
Red Flashing Connection failed. Retrying.
Blue On Connected via WAN Ethernet port.
Blue Blinking WAN port traffic.

WWW . Red On Connected via 3G/4G
Red Blinking 3G traffic.
Off Internet connection not configured.
Blue On LAN connection is established.

LANT - 4 . Blue Blinking Traffic on Ethernet port.

Off Ethernet link is down.
Blue On WiFi is enabled.

Wi - Blue Flashing WPS negotiation in process.
Blue Blinking Traffic on the WiFi network.
Off WiFi Disabled.
Off Powered off.

Power . Blue Flashing Device is starting up.
Blue On Powered on.

Table 2 - LED Indicators
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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NF2 - Dual Band WiFi Gigabit Hub

Integrated Interfaces

The following integrated interfaces are available on the rear of the NetComm NF2:

e EmmEEEEEEmEE ... s e

INTERFACE
WiFi Antenna Attach the wireless antenna turning it in a clockwise direction.
The WAN Ethernet port for a Fixed Line (ADSL/Cable/Satellite) connection
WAN :
to the internet.
On/Off The power button for the NF2. Press once to switch the unit on or off.
LAN 1 The LAN 1 Port for wired Ethernet clients (Computers, Laptops, etc).
LAN 2 The LAN 2 Port for wired Ethernet clients (Computers, Laptops, etc).
LAN 3 The LAN 3 Port for wired Ethernet clients (Computers, Laptops, etc).
P The power connector designed for use with a DC 12V 1.5A Power
ower
Adapter.
Hold this button down for over 10 seconds to reset the router to factory
Reset )
default settings.
3G Connect a 3G/4G USB modem here
USB Storage Connect a USB based storage device here Table 3 -
Integrated Interface
YML27 NetComm NF2 User Guide

www.netcommlimited.com 8



NF2 Default Settings

The following tables list the default settings for the NF2 Hub.

A A A
Static IP Address: 192.168.20.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.20.1

| WAN mode: Dynamic IP |

SSID: (Refer to the included wireless security card)
Security: WPA-PSK/WPA2-PSK
Security Key: (Refer to the included wireless security card)

6 For security purposes, each NF2 comes with a unique SSID that varies by a 4 digit number at the end. e.g. SSID: “NetComm Wireless XXXX”

B B RFA a
Username: admin
Password: admin
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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Safety and Product Care

With reference to unpacking, installation, use and maintenance of your electronic device, the following basic guidelines are
recommended:

To avoid fire or shock hazard do not use or install this product near water. For example, near a bathtub, kitchen sink,
laundry tub, or near a swimming pool. Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).
Do not connect the power supply cord on elevated surfaces. Allow it to lie freely. There should be no obstructions in its
path and no heavy items should be placed on the cord. In addition, do not walk on, step on or mistreat the cord.

To safeguard the equipment against overheating, make sure that all openings in the unit that offer exposure to air are
unobstructed.

WARNING
Disconnect the power line from the device before servicing.

Transport and Handling

When transporting the NetComm NF2, it is recommended to return the product in the original packaging. This ensures the product
will not be damaged.

3 In the event the product needs to be returned, ensure it is securely packaged with appropriate padding to prevent
damage during courier transport.

YML27

NetComm NF2 User Guide
www.netcommlimited.com
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Installation and Configuration of
the NetComm NF2

Placement of your NF2 and Mobile Broadiband

Just like your mobile phone, the NF2’s location will affect its signal strength to the MBB (Mobile Broadband) Provider’s Mobile Base
Station (Cell Tower). The data speed achievable from the NF2 is relative to this signal strength, which is affected by many
environmental factors. Please keep in mind that the NF2 will need adequate signal strength in order to provide Internet connectivity
whilst choosing a location to place your NF2.

Similarly, the wireless connection between your NF2 and your WiFi devices will be stronger the closer your connected devices are to
your NF2. Your wireless connection and performance will degrade as the distance between your NF2 and connected devices
increases. This may or may not be directly noticeable, and is greatly affected by the individual installation environment.

If you have concerns about your network’s performance that might be related to range or obstruction factors, try moving the
computer to a position between three to five meters from the NF2™ Hub in order to see if distance is the problem.

Please note: While some of the items listed below can affect network performance, they will not prohibit your wireless
6 network from functioning. If you are concerned that your network is not operating at its maximum effectiveness, this
checklist may help. Please ensure that your NF2 WiFi external antenna is positioned vertically (toward the ceiling).
If you experience difficulties connecting wirelessly between your WiFi Devices and your NF2, please try the following steps:
. In multi-storey homes, place the NF2 on a floor that is as close to the centre of the home as possible. This may mean
placing the NF2 on an upper floor.
= Try not to place the NF2™ Hub near a cordless telephone that operates at the same radio frequency as the NF2
(2.4GHz).

Avoid obstacles and interference

Avoid placing your NF2 near devices that may emit radio “noise”, such as microwave ovens. Dense objects that can inhibit wireless
communication include:
= Refrigerators.
Washers and/or dryers.
Metal cabinets.
Large aquariums.
Metallic-based, UV-tinted windows.
= If your wireless signal seems weak in some spots, make sure that objects such as those listed above are not blocking
the signal’s path (between your wireless devices and the NF2).

Cordless Phones

If the performance of your wireless network is impaired after considering the above issues, and you have a cordless phone:

= Try moving cordless phones away from your NF2 and your wireless-enabled computers.

= Unplug and remove the battery from any cordless phone that operates on the 2.4GHz band (check manufacturer’s
information). If this fixes the problem, your phone may be interfering with the NF2.

= If your phone supports channel selection, change the channel on the phone to the farthest channel from your wireless
network. For example, change the phone to channel 1 and move your NF2 to channel 11. See your phone’s user
manual for detailed instructions.

= If necessary, consider switching to a 900MHz or 5GHz cordless phone.

Choose the “Quietest” Channel for your Wireless Network

In locations where homes or offices are close together, such as apartment buildings or office complexes, there may be wireless
networks nearby that can conflict with your wireless network. Use the Site Survey capabilities found in the Wireless Utility of your
wireless adapter to locate any other wireless networks that are available (see your wireless adapter’s user manual), and switch your
Router and computers to a channel as far away from other networks as possible.

Experiment with more than one of the available channels, in order to find the clearest connection and avoid interference from
neighbouring cordless phones or other wireless devices.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide - YML38
11 www.netcommlimited.com
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NF2 - Dual Band WiFi Gigabit Hub

Hardware installation

Attach the supplied antenna to the antenna port. [This should be attached in a clockwise direction.]
Insert your MBB (Mobile Broadband) Dongle into the USB slot.

Connect the power adapter to the Power socket on the back of the NF2.

Plug the power adapter into the wall socket and switch on the power.

Wait approximately 60 seconds for the NF2 to power up.

SN S

Connecting via an Ethernet cable

Connect the Ethernet cable provided to the port marked LAN at the back of the NF2.

Connect the other end of the yellow Ethernet cable to your computer.

Wait approximately 30 seconds for the connection to establish.

Open your Web browser and type http://192.168.20.1 into the address bar and press enter.

Enter “admin” (without quotations) for both the Username and Password and click on the Login button.
Follow the steps of the start-up wizard to set up your NF2.

After the setup process is completed, you will be connected to the Internet.

N~ =

Connecting wirelessly

1. Ensure WiFi is enabled on your device (computer/laptop/Smartphone).
2. Scan for wireless networks in your area and connect to the network name that matches the Wireless network name found
on the Wireless Security Card (included in the box).

NelLomm

2.4GHz Wireless Network Name (SSID)
P 909.0.9.0.9.0.9.09.0.0.09.0.0.0.9.0.94
2.4GHz Wireless security key (WPA-PSK)
) 90.9.0.9.9.9.9.9.9.9.9,0,.9.9.9,0,0:¢

5GHz Wireless Network Name (SSID):
PO 000000000 009000909

5GHz Wireless security key (WPA-PSK)
POV 000.0.9.9,0.9.9,0.0.0.0.9.9.04

0 Please note: For security purposes, each NF2 has a unique SSID (such as NetComm-WirelessXXXX) and Wireless Security
Key. The included Wireless Security Card lists these fields instead of the xxxxx’s as shown in the screenshot above.

When prompted for your wireless security settings, enter the wireless security key listed on your Wireless Security Card.
Wait approximately 30 seconds for the connection to be established.

Open your Web browser and type http://192.168.20.1 into the address bar and press enter.

Enter “admin” (without quotations) as both the Username and Password and press the Login button.

Follow the steps to set up your NF2.

After the setup process is completed, you will be connected to the Internet.

To connect additional devices via WiFi, repeat steps 1 through 4.

©oONDO AW

YML27 NetComm NF2 User Guide
www.netcommlimited.com 12
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First Time Simple Configuration Wizard

When you log in to your NF2 for the first time, you will be presented with the NF2 “Set-up Wizard” as shown in the screenshot
below. This wizard can be skipped by clicking on the link shown on the screenshot below. You can re-run the Setup Wizard again

anytime after first use by selecting the “Setup Wizard” option under the “Toolbox” tab in the Advanced View of the management
console.

Nellbomm

First-time Setup Wizard

This Wizard is designed to walk you through the basic
information needed to set up your device. It is highly
recommended that you use this wizard however if you would
like to skip straight to the Basic Interface click on No thanks
below. Would you like to use the First Time Setup Wizard?

Yes, let's get started with the wizard
No thanks, take me to the Basic interface

Nelbomm: i Step 1 of 7

WAN Interfaces
WAN type: Dynamic IP Address ~

Host Name

ISP registered MAC Address _
.

M Enable Automatic 3G backup

optional)

Select your WAN interface preference — Ethernet WAN, 3G or Ethernet WAN with 3G backup. The example above shows an
Ethernet WAN connection with 3G backup. Press the Next button to continue the setup wizard.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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NF2 - Dual Band WiFi Gigabit Hub

Step 2 of 7

WiFi Setup (2.4GHz)

2
&
;
£

Wireless 2.4GHz (WiFi)

Qon ®ort

SSID Broadcast

QEnable ®Disable

SSID Broadcast Hame (Max 32 characters)

NetComm Wirele:

This page allows you to customize the 2.4GHz wireless setting of the NF2.

Wireless (WiFi):
WiFi is set to “On” by default. Changing this option to “Off” will turn off the wireless feature and you will not be able to connect to
your NF2 via 2.4 GHz WiFi.

SSID Broadcast:
Select ‘Disable’ to hide the SSID of the NF2. If disabled, other people will not be able scan and detect your NF2's SSID.

SSID Broadcast Name (Max 32 Characters):

The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your wireless network so that
you can easily connect from your wireless clients. This field is case sensitive and can be up to 32 characters. You should change

the default SSID for added security.

Click “Next” to continue.

NetComm NF2 User Guide

YML27
14
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Step 3 of 7

Router Security

Security Key Type

WPA-PSK | WPA2-PSK =

Security Key (Minimum of 8 characters)

Zujuzacuhi

This page allows you to configure the 2.4 GHz WiFi security settings for the NF2. Setting a strong wireless security level (such as
WPA-PSK - AES) can prevent unauthorized access to your wireless network. Please enter the Security Key that you wish to use, or
leave this field unchanged to use the default Security Key. Click “Next” to continue.

Step 4 of 7

WiFi Setup (5GHz)

Wireless 5GHz (WiFi)

Con ®ort

SSID Broadcast

Q@ Enable @ Disable

SSID Broadcast Hame (Max 32 characters)

This page allows you to customize the 5.0 GHz wireless setting of the NF2.

Wireless (WiFi):
WiFi is set to “On” by default. Changing this option to “Off” will turn off the wireless feature and you will not be able to connect to
your NF2 via 5.0 GHz WiFi.

SSID Broadcast:
Select ‘Disable’ to hide the SSID of the NF2. If disabled, other people will not be able scan and detect your NF2's SSID.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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SSID Broadcast Name (Max 32 Characters):

The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your wireless network so that
you can easily connect from your wireless clients. This field is case sensitive and can be up to 32 characters. You should change
the default SSID for added security.

Click “Next” to continue.

IJ/"I””* Step 5 of 7

Router Security

Security Key Type

WPA-PSK [ WPA2-PSK x

Security Key (Minimum of 8 characters)

1apayumonu

This page allows you to configure the 5.0 GHz WiFi security settings for the NF2. Setting a strong wireless security level (such as
WPA-PSK - AES) can prevent unauthorized access to your wireless network. Please enter the Security Key that you wish to use, or
leave this field unchanged to use the default Security Key. Click “Next” to continue.

Nelbamm | st oot

Router Security

Desired Username

Desired Password

Retype Password

Remember to make a note of your username and password

YML27 NetComm NF2 User Guide
www.netcommlimited.com 16
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In Step 6 of the NF2 Setup Wizard the administration password for the router can be set to prevent unauthorised access to the
router management page. Enter the Desired Username and Desired Password, retyping the desired Password in the Retype
Password field to confirm the new password. Click Next to continue the setup wizard.

Nelbomm § stop7or7

Router Install n is Complete

03N Interface:
Dynamic IP

Wireles=s 2.
On

SSID Broadcast:

Review your settings then click “Finish” to save configuration. Click “Back” if you want to make any changes.

After clicking Finish, the NF2 will save your configuration and reboot itself. Please wait as this process takes about 2 minutes. You
will be guided back to the management console once the process is complete.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide - YML38
17 www.netcommlimited.com
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NF2 - Dual Band WiFi Gigabit Hub

Management Console Login Procedure

After first time setup, the management console will be password protected to prevent unauthorized access to the configuration
settings of your NetComm NF2.

To log in to the management console, view the status and make changes to your NF2, please follow the steps below:
1. Open your web browser (e.g. Internet Explorer/Firefox/Safari) and navigate to http://192.168.20.1

2. Enter the username and password configured during the first time setup and click the Submit button. Use the default
username and password “admin” if these details have not been customized. Click “Login” to continue.

@ Please note: If you forget the username and password you selected during the NF2 set-up process, holding the reset
button for over 10 seconds will restart the unit with the original settings (username: admin / password: admin).

_ ! Please note: In the event that your Internet connection becomes unavailable and no fail over service has been configured,
o the NetComm NF2 Management console page will display when attempting to browse to an Internet site.

NF2 - Dual Band WiFi Gigabit Hub

Nellomim

NetComm NF2 User Guide

YML27
www.netcommlimited.com 18
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Management Console

Basic Status Overview

The basic status page provides basic system related information. It can be accessed by clicking on the “Switch to Basic view”
button from the top of the status page.

Iyﬂ/"ﬂ”ﬂ ) NF2 - DuaMgabit Hub

WAN type: Dynamic WAN

IP Address 192.168.42.21
Subnet Mask 255.255.255.0

Gateway 192.168.42.1

3G Status :

3G Signal Strength :

Number of Clients connected
on Wireless 2.4GHz:

Number of Clients connected
on Wireless 5GHz:

Switch to advanced view

The status page shows the current primary Internet connection, WAN/LAN status, MBB connection status, current Signal Strength
(dBm) and the SIM Status.

ITEM DEFINITIO
WAN Type The current WAN type set on the NF2.
IP Address The current WAN IP Address is listed here.
Subnet Mask The current subnet mask of the NF2 is listed here.
Gateway The current gateway of the NF2 is listed here
3G Status The current status of the 3G connectivity is listed here.
3G Signal Strength The current signal strength of the MBB (Mobile Broadband) service connection.

Number of Clients connected on
Wireless 2.4GHz

Number of clients connected on
Wireless 5GHz

The current numbers of clients connected on the NF2 via 2.4GHz

The current numbers of clients connected on the NF2 via 5GHz

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide - YML38
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NF2 - Dual Band WiFi Gigabit Hub

2.4 GHz Wireless

Wireless 2.4GHz

Wireless (WiFi) Qon ® o1t

SSID Broadcast

WiFi Hetwork Hame

ik

Security Key

Save and apply the changes

(

5

N

g

£

=
—I

This page allows you to configure basic 2.4 GHz WiFi settings for this device such as enabling/disabling the 2.4 GHz WiFi
functionality, changing the 2.4 GHz Wireless Network Name (SSID) or the 2.4 GHz Wireless Security key. If you make any changes
to the settings, click the “Save and apply changes” button to make these changes active.

OPTION ‘ DEFINITION

Changing this option to Off will turn off the WiFi feature on the NF2 and you will not be able to connect to your

Wireless (WiFi) ON/ OFF: NF2 wirclessly.

SSID Broadcast Select whether the NF2 will broadcast the SSID (Network Name) for any wireless device in range to detect
The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your
SSID Broadcast Name (SSID): wireless device so that you can easily connect to it from your wireless clients. This field is case sensitive and

can be up to 32 characters long.

Enter your chosen Wireless Security key here. The default WPA-PSK key is printed on the wireless security
Security key: card and on the Product ID on the bottom of the NF2. Please note that whilst the key can be customized on
this page, the key will revert to the default if the NF2 is reset to factory default settings.

YML27 NetComm NF2 User Guide
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5.0 GHz Wireless

Nelbomm T

Wireless (WiFi) Qon ®ois

SSID Broadcast QEnable ¥

WiFi Hetwork Hame

(This ks the hame ofyour personal wire b

Security Ke: napayumonu
i

Save and apply the changes

This page allows you to configure basic 5.0 GHz WiFi settings for this device such as enabling/disabling the 5.0 GHz WiFi
functionality, changing the 5.0 GHz Wireless Network Name (SSID) or the 5.0 GHz Wireless Security key. If you make any changes
to the settings, click the “Save and apply changes” button to make these changes active.

Wireless (WiFi) ON/ OFF:

Changing this option to Off will turn off the WiFi feature on the NF2 and you will not be able to connect to your
NF2 wirelessly.

SSID Broadcast

Select whether the NF2 will broadcast the SSID (Network Name) for any wireless device in range to detect.

WiFi Network Name (SSID):

The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your
wireless device so that you can easily connect to it from your wireless clients. This field is case sensitive and
can be up to 32 characters long.

Security key:

Enter your chosen Wireless Security key here. The default WPA-PSK key is printed on the wireless security
card and on the Product ID on the bottom of the NF2. Please note that whilst the key can be customized on
this page, the key will revert to the default if the NF2 is reset to factory default settings.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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NF2 - Dual Band WiFi Gigabit Hub

Mobile Broadband

Nelbomm: Mobile Broadband

Somen
Semlcebravider Select Your Provider Y
et ()

PIH Settings

SIM Status

PIN

Confirm PIH

Save and apply the changes

This page allows you to configure the MBB (Mobile Broadband) WAN connection settings for the NF2.

Country Select the country that your MBB (Mobile Broadband) provider is situated in.
Service Provider Select the MBB provider for your 3G/4G dongle and/or SIM card.
Network Name (APN) Enter the Access Point Name (APN) of your MBB provider.
SIM Status This field indicates whether the SIM card has been detected and is functioning correctly.
PIN If the SIM card requires a PIN to operate enter the PIN into this field.
Confirm PIN If the SIM card requires a PIN to operate enter the PIN into this field also.
YML27 NetComm NF2 User Guide
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WAN

WAN Setup

Save and apply the changes

This page gives the user the option of selecting the WAN interface type. Options include Dynamic IP address (the default option),
Static IP Address, PPPoE, PPTP, or L2TP. There is also an option to enter a Host Name with which to access the router instead of
having to enter an IP address into a browser, which may be difficult to remember. You can also press the clone button to
automatically detect the WAN connection’s MAC address.

OPTION DEFINITION
WAN type The current Wide Area Network (WAN) interface type can be selected here.
Host Name The option to set a label to the router’s IP address so that it can be accessed using the host name instead of

via an IP address.

ISP Registered MAC address

The WAN connection’s MAC address is the MAC address that the ISP will be detecting.

Enable 3G backup

Select this option if you require a Mobile Broadband WAN connection to act as a failover for the Ethernet WAN

connection. Please see the Mobile Broadband page for a description of the 3G/4G settings.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide
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NF2 - Dual Band WiFi Gigabit Hub Aeliomm

Advanced Features

The basic configuration interface is intended to provide access to all the settings that most people will want to use on their
NetComm NF2. There are advanced settings available if desired which are accessible by viewing the advanced settings pages.
Click on the “Switch to Advanced View” option to configure the advanced features of your NF2.

Status

The status page provides system related information and is displayed when you login to the NetComm NF2 management console
and switch to the Advanced View. By default, the status page will show IPv4 System Status, IPv6 System Status, Wireless 2.4 GHz
Status, Wireless 5.0 GHz Status and Statistics

In addition there are button to Renew DHCP Leases, View System Logs, Clients List, NAT Status and to Refresh the status page.

AN 1Pua System Status

EEl

Remaining Lesss Time 23:53:57
IF Address 192.188.42 21 Rl
Subnet Mask 255.255.255.0
Gateway 152,168 .42.1
Dromain Name Server 192.188.42. 1, 0.0.0.0

N 1Pvs System Status

Item WAN Status Sidenote

WAN Link-Local Address feB0:: 260 64 fefd:b0d44 Drynamic |PvE
Global |Pv Address 154
LAM IPvE Link-Local Address fel:: 26064 feB3:b045
Link Status

N Wireless 2 4GHz Status

-]
Wirgless I 4G5Hz mode Enable {B/G/N Mibeed)
551D NetComm Wireless 4212
Chaninel Auto
Security WFAFSK / WPAZ-FEK (TKIF/AES)

N Wireless 5GHz Status

Item VWLAN Status Sidenote

Wireless 5GHz mode Enabile AN Mieed)
S5ID NetComm Wirsless 1577
Channel Auto
Securty WPAPSK / WPAZ-PSK {TKIP/AES)
Dual mode Unlinked

)F Statistics Information

Oictets

150242 321885

Unicast packets 212 42

Multicast packets 113 0
[C¥iewlog. ([ Ghents Ust.__|[[_NAT Status.__J[ Refresh |

Device Time: Fri, 23 Mar 2012 11:52:42 +1100

YML27 NetComm NF2 User Guide
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Network Setup

Network Setup
Ethernet WAN

This page allows you to setup the Ethernet WAN (Wide Area Network) interface of the NF2 router. This is for an internet connection
through the WAN port of the router instead of using a Mobile Broadband (MBB) WWAN connection.

WAN Interface

WARN Type

Automatic 3G Backup

Host Mame

ISP registered MAC Address
HaT

Multicast

1GP Snooping

WAN Interface

IEthemetW’AN 'l
IDynamic IP Address 'I

I Enable
Remote Host for keep alive: I

I [optional)
I Clone |

¥ Enabie

IAutU = I

I Enale

Save | Unclo |

OPTION DEFINITION

Enter the WAN interface required. Options are Ethernet WAN or Wireless WAN (83G/4G Mobile Broadband).

WAN Type

Enter the WAN type of the WAN interface; Options include Dynamic IP Address (default), Static IP address,
PPP over Ethernet (PPPoE), PPTP and L2TP.

Automatic 3G Backup

Select the Enable checkbox to enable automatic MBB backup of the Ethernet WAN interface. Enter an IP
address or domain name into the Remote Host for Keep Alive field for the router to periodically check the status
of the connection.

Host Name

This optional field can be used to create a domain name instead of using the IP address of the router to access
the management console locally.

ISP Registered MAC Address

Press the clone button for the router to automatically detect the MAC address of the WAN interface.

Select this option if NAT (Network Address Translation) is required. In most cases NAT will be required.

NAT Therefore NAT is enabled by default.
. Select whether which version IGMP (Internet Group management Protocol) is required for your WAN
Multicast . . . .
connection. In most cases the Auto connection will suffice.
Select whether you wish IGMP enabled on the WAN connection. IGMP snooping is the process of listening to
(IGMP) network traffic. IGMP snooping, as implied by the name, allows the router to listen in on the IGMP
IGMP Snooping conversation between computers and the routers. By listening to these conversations the router maintains a

map of which links need which IP multicast streams. Multicasts may be filtered from the links which do not
need them.
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NF2 - Dual Band WiFi Gigabit Hub Neloomm

Wireless WAN

This page allows you to configure the Mobile Broadband (MBB) settings for use as the WAN interface of the router.

I

VAN Inferface [wireless wan ]

Country I.-'.\ustralia ;l
Choose an AP here ISaIactYnur Prowvider 'I

APN |

PIN Cadie I [optional)
Cia I

LIt risire I (epticnal)
Paagvard I—-::\p‘nonalj

Aulhentication Type

Primary DNS

Sccondory DNS

& a0 Cpap O cHas
[ toptiona)
I Toptional)

Conrection Contral Ia&utn Hemnnec‘l{alwayt-on)ﬂ
KT [ 00 (0 iz aubo]

 Digatie

T e Echo Resuest

Irteryval FD s=conds
Keep Aive M Falure Time E ties:

T Ping Rermcte Host

Hast P |

Inberval |G seconds
Mukicast Il!utn 'I
I3MP Snooping ™ Enatie

Sava I Ungio I
OPTION DEFINITION

WAN Interface

Enter the WAN interface required. Options are Ethernet WAN or Wireless WAN (3G/4G Mobile Broadband).

Country

Enter the Country where the 3G/4G Internet Provider is operating. This field affected such settings as dial and
ring tones, and the prefixes that need to be entered before making a call.

Choose an APN here

Enter your MBB (Mobile Broadband) provider here. Enter the Access Point Name that your MBB (Mobile
Broadband) provider has recommended you use.

APN Enter the Access Point Name that your MBB (Mobile Broadband) provider has recommended you use.
PIN Code If your SIM card requires a PIN code, enter it in here.

Dial The string value that needs to be dialled to make a 3G/4G connection. *99#

Authentication Type ssrieocr: the authentication type used by the MBB connection. If you are unsure what this is select the Auto
Primary DNS Enter the Primary Domain Name Server address used by the MBB connection.

Secondary DNS Enter the Secondary Domain Name Server address used by the MBB connection.

Connection Control

Select from the connection control options:
Connect on Demand — Connect when a MBB WAN interface is attempting to make a connection.

Auto Reconnect (always on) — Assume the MBB connection is always on and try to connect if the MBB
connection is dropped.

Manually — Connect the Wireless WAN interface only when a manual attempt is made.

MTU Enter the Maximum Transmission Unit, the size of the largest packet that a network protocol can transmit.
Keep Alive A mechanism for testing whether the MBB connection is active or not by periodically pinging a remote host.
. Select whether which version IGMP (Internet Group management Protocol) is required for your WAN
Multicast ) . h .
connection. In most cases the Auto connection will suffice.
Select whether you wish IGMP enabled on the WAN connection. IGMP snooping is the process of listening to
(IGMP) network traffic. IGMP snooping, as implied by the name, allows the router to listen in on the IGMP
IGMP Snooping conversation between computers and the routers. By listening to these conversations the router maintains a

map of which links need which IP multicast streams. Multicasts may be filtered from the links which do not
need them.
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NelLumm

DHCP

DHCP is the means used so that all computers connected to the router can be assigned an IP address. This is essential before
communications can start over the internet. Generally it is recommended to leave DHCP as default (enabled) unless instructed
otherwise by your Internet Service Provider.

DHCR Senver oHEP © Dizable © Enable

L&N IF Address |192.1as.20.1

Subnet Mask |255.255.255 0

IF Paol Startting Address |1DD

IF Pool Ending Address IZDD

Lease Time |864OD Seconds

Comain Hame I

Frimans DHS I

Secondany DHE I

Primary WiINS I

Secandan WINS I

ateway I [opticnal)

Save | undo | clisntslist. | Fixed Mapping..
OPTION DEFINITION ‘
DHCP Server The option to disable or enable the DHCP function.
LAN IP Address The LAN IP address of the DHCP server/router.
Subnet Mask The subnet mask used by the DHCP server.
IP Pool Starting Address The stating IP address for the DHCP pool, in the above example is 192.168.20.100
IP_Pool Ending Address The ending IP address for the DHCP pooal, in the above example is 192.168.20.200
Lease Time The time in seconds that an IP address is leased for
Domain Name The domain of the DHCP server.
Primary DNS Enter the Primary Domain Name Server address used by the DHCP server.
Secondary DNS Enter the Secondary Domain Name Server address used by the DHCP server.
Primary WINS Enter the Primary WINS (Windows Internet Name Server) address used by the DHCP server.
Secondary WINS Enter the Secondary WINS (Windows Internet Name Server) address used by the DHCP server.
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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Wireless 2.4 GHz

This page allows the user to configure the 2.4 GHz wireless settings on the NetComm NF2 including the wireless security types,
wireless encryption, WDS (Wireless Distributed System) settings and WPS (Wireless Protected Setup) setup.

FFom@ndig Riks

Wireles Moduls (2 4GHzZ) % Enaple O pisable
Metwo e IDCSSI00 INetComm Wirelass 9557
SSID Broadeast g Enable o Dizable

Channel IAuto vl
Niireless Mode IB.-"G.-"N mixed 'l
Authentication IWP.Q-PSK A WRAZ-PSE - l

8021 © Enable @ pisable
Encryption ITKlF'.-"AES 'I
Freshare Key IZujuzacuhi

Save | Undo | WwpE Setting... |
WS Setup... I Wiireless Client List... |

OPTION DEFINITION

Wireless Module (2.4GHz) The option to disable or enable the wireless 2.4 GHz function.

Network ID (SSID) The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your
wireless device so that you can easily connect to it from your wireless clients. This field is case sensitive and
can be up to 32 characters in length. It is recommended that the default SSID be changed for added security.
SSID Broadcast Enabled by default, this field enables or disables the SSID broadcast, deciding whether the SSID will be hidden
to all wireless clients, requiring a manual configuration to connect to the network or whether the SSID can be
detected by wireless clients.

Channel The wireless frequency used by the 2.4 GHz connection. Recommended channels to use include 1, 6 and 11.

Wireless Mode: There are 6 modes to select from:
802.11b/g mixed mode: Both 802.11b and 802.11g wireless devices can connect to the NetComm NF2.
802.11b only: Select this if all of your wireless clients use 802.11b wireless protocol.
802.11g only: Select this if all of your wireless clients are 802.11g wireless protocol.
802.11n only: Select this if all of your wireless clients are 802.11n wireless protocol.
802.11g/n Mixed mode: Select this if 802.11g and 802.11n wireless devices access your network.
802.11/b/g/n Mixed mode: Select this if 802.11b and 802.11g and 802.11n wireless devices access your network.
Authentication This field allows you to select the authentication type of the wireless security for the 2.4 GHz wireless network
connection.
802.1x This field gives the option to enable or disable the 802.1x authentication protocol.
Encryption With this field the encryption that the wireless security will use on the 2.4 GHz wireless network can be
selected.
Preshare Key The wireless security password for the 2.4 GHz wireless network connection.
YML27 NetComm NF2 User Guide
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WDS Settings

WDS (Wireless Distribution System) is a system that enables the wireless interconnection of access points, and allows a wireless
network to be expanded using multiple access points without using a wired backbone to link them. To successfully link each WDS
Access Point needs to be set with the same channel, SSID, encryption type and encryption key.

FFomandig Riks

Wiirelesz Bridging & Enable o Dizable
Remote AP hiAC A I
Femote AF RAC 2 I
Remaote AP RALC 2 I
Remote AF MAC 4 I

Save Unda Black

Enter the MAC address of each Remote Access Point and press the Save button.

WPS Setup

WiFi Protected Setup is a computer standard that offers a quick and easy alternative to setting up a wireless network. WPS can be
configured using a push button method or by using a PIN code.

P  Enaple © Disable
AF FIN 65420702 Generate New FIN |
Config Mode IW
Config Status COMNFIGURED Relzase |
Config Method Im
WPES status IOLE
Sa\reI Tliggerl Cancel

WPS Enable or disable WPS with this field.
AP PIN Set the Access Point PIN by pressing the Generate New PIN button.
Config Mode Select from being an enrolee or registrar. In most cases the router will be the registrar.

This field gives the current WPS status. Press either the Release button to release a configured WPS setting or

Config Status the Set button to configure the current WPS settings

Config Method Select whether WPS should use Push button or PIN Code mode for its configuration.
WPS Status This field advises the current WPS status.
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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Wireless 5.0 GHz

This page allows the user to configure the 5.0 GHz wireless settings on the NetComm NF2 including the wireless security types,
wireless encryption, WDS (Wireless Distributed System) settings and WPS (Wireless Protected Setup) setup.

»FovErdig Riks

Wiirzles Madule (SEHZ) & Enable O Disable
Metword ID0SS100 INetComm Wireless 2591
SEID Broadeast [l Enable o Disable

Channel Iﬂuto 'I
fireless Mode IA.-"N mized l
Authentication IWPA-PSK wPAZPSE - I

802.1% © Enatle ® pisable
Encryption ITKlF'.-"AES 'I
Freshare Key Inapayumonu

Save | Undao | WS Setting. .. |
MPS Setup... | Wiireless Cliant List... I

OPTION DEFINITION

Wireless Module (5.0GHz) The option to disable or enable the wireless 5.0 GHz function.

Network ID (SSID) The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your
wireless device so that you can easily connect to it from your wireless clients. This field is case sensitive and
can be up to 32 characters in length. It is recommended that the default SSID be changed for added security.
SSID Broadcast Enabled by default, this field enables or disables the SSID broadcast, deciding whether the SSID will be hidden
to all wireless clients, requiring a manual configuration to connect to the network or whether the SSID can be
detected by wireless clients.

Channel The wireless frequency used by the 5.0 GHz connection. Recommended channels to use include 1, 6 and 11.

Wireless Mode: There are 6 modes to select from:
802.11b/g mixed mode: Both 802.11b and 802.11g wireless devices can connect to the NetComm NF2.
802.11b only: Select this if all of your wireless clients use 802.11b wireless protocol.
802.11g only: Select this if all of your wireless clients are 802.11g wireless protocol.
802.11n only: Select this if all of your wireless clients are 802.11n wireless protocol.
802.11g/n Mixed mode: Select this if 802.11g and 802.11n wireless devices access your network.
802.11/b/g/n Mixed mode: Select this if 802.11b and 802.11g and 802.11n wireless devices access your network.
Authentication This field allows you to select the authentication type of the wireless security for the 5.0 GHz wireless network
connection.
802.1x This field gives the option to enable or disable the 802.1x authentication protocol.
Encryption With this field the encryption that the wireless security will use on the 5.0 GHz wireless network can be
selected.
Preshare Key The wireless security password for the 5.0 GHz wireless network connection.
YML27 NetComm NF2 User Guide
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VPN - [PSec

This page allows the NetComm NF2 to act as a VPN IPSec endpoint. Internet Protocol Security (IPsec) is used to secure IP (Internet
Protocol) communications by authenticating and encrypting each IP packet of a communication session. IPsec also includes
protocols for establishing mutual authentication between agents at the beginning of the session and negotiation of cryptographic
keys to be used during the session.

» Fanuarding

WRN-IPSEC ™ Enatle
Methios over IPSEC [ Enable
MAT Traversal [ Enable
PN Statistic I Enatle

bz, number of tunnels

Dynamic IP PN

Edit

[

O 0O g a a

=
3 =
it |
it |

== Previous et == I Save I Unclo I #&UTH account Refresh I

OPTION DEFINITION

VPN-IPSEC Select this checkbox to enable the router as a VPN-IPSec endpoint.
Netbios over IPSEC Select this checkbox to enable Netbios over IPSEC.
NAT Traversal Select this option to enable NAT Traversal of the IPSec connection.
VPN Statistic .Select.this field to erjable VPN statistics — including the VPN tunnel name, elapsed time of the VPN tunnel,
incoming and outgoing packets.
Max. Number of Tunnels Enter the maximum number of VPN tunnels that can be created at any one time.
Dynamic VPN This field will create a VPN tunnel using dynamic IP addresses.
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VPN — IPSec Tunnel Setup

This page allows you to configure a VPN endpoint IPSec.

b A wancad Samings

Tunnel Mama [

Local Subnet I—

L ool Ntk [

Phasel Key Life Time Ii seconds

Peze2 Ky Lie Thna [ secome

Encapsulation Frofocal ESP *

prs ovap Er—

Prezhare Key ||33|7

Remote I Ty Usamame 7]
Ii

ID:
Losl D T-,-pe_anEmnmE 'I

10;

[amed Py Diteection (DR0) ™ Ereni

Timeoll o 180 Facond(z]
Deloy [il' Seconz)

H&UITH & oae
c SeVer
St IKE Proqicesl Iz Ersile

I S T T N
1 IDES -I SH -I Iamupi -I i
2 DEE = sHAL =] Iamum | 3

Sat IPSEC Propossi | mi e

I T S I S
1 DES ® INone -] ¥

2 DES = [Hane =] ¥
Save | Undo | B |

OPTION DEFINITION ‘
Tunnel Name Enter the VPN tunnel name.
Local Subnet Enter the Local Subnet address.
Local Network Enter the Local Network address.
Phase 1 Key Life Time Enter the Phase 1 Key Life Time in seconds.
Phase 2 Key Life Time Enter the time in seconds for the Phase 2 Key Life Time.

Enter the encapsulation protocol for the VPN tunnel. Options are ESP (Encapsulated Security Payload), AH
(Authentication Header) or ESP + AH.

PFS Group Select the PFS (Perfect Forward secrecy) Group to be used.

Enter the remote ID and select the Remote ID type. Options include Username, FQDN (Fully Qualified Domain
Name), User@FQDN or Key ID.

Enter the local ID and select the local ID type. Options include Username, FQDN (Fully Qualified Domain Name),
User@FQDN or Key ID

Select to enable Dead Peer Detection, a means of detecting a dead IKE (Internet Key Exchange) peer. Set the
timeout and delay in seconds.

Set IKE Proposal Select to Enable IKE (Internet Key Exchange) Proposals.

Encapsulation Protocol

Remote ID

Local ID

Dead Peer Detection (DPD)

YML27 NetComm NF2 User Guide
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VPN-L2TP

This page allows you to configure a Layer 2 Tunnelling protocol. It does not provide any encryption or confidentiality by itself; it relies
on an encryption protocol that it passes within the tunnel to provide privacy.

WPN-LZTP Cliert e

o demand I~ tpre

i | | | | | C nito [ hiat r
© Marual [ cep
o demand I~ hppe

2 | C suto st Il
© Marual [ cep
o demand I~ hppe

3 | © nuto [ hat r
© Marual [ cep
o demand I~ hppe

4 | 7 auto Mrat [l
© Marual [ cep
o demand I~ hppe

Sl I | | I © aito st -
© Marual [ cep

Save | Unclo | Refresh

VPN-PPTP Client

The Point-to-Point Tunnelling Protocol (PPTP) is a method for implementing virtual private networks. PPTP uses a control channel
over TCP and a GRE tunnel operating to encapsulate PPP packets.

¥ Fanuarding

VPN-FFTF Cliert ™ Enable

& on demand

o | | ! l € e For T
© Manusl
& on demand
: 1 Cow S
© Manval
® o demand
r
© Marual
& on demand
r
1 | | | 1 Caw N
© Manual
® o demand
™ wprE
5| I ! ! I € auto T L

 Maruzl

Save | Unicio | Retresh |
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VPN — PPTP Server

This page allows the NetComm NF2 to become a PPTP VPN endpoint.

» Forwanding Fules ¥ Security Seftings

VEN-PPTP Server I Erie
L eem | s ]
Server virtual IP I‘I 9216801
IP Pool Start Address |1u_
IP Pool End Address [100
Avthentication Protocol T per T crap T ws_char T Ms_cHapv2
WPPE Encryption Mote ™ Enatie
NAT I Enaibie
Encryption Lergth T oz 7 ssens T 128 bes
.
i [ [
2 | [
5 [ —
4 | [

5 [

o connection from remote

Save I Unda I Refresh I

OPTION DEFINITION

VPN-PPTP Server Select this option to enable the VPN-PPTP Server function.
Server Virtual IP Enter the IP address of the PPTP server.
IP Pool Start Address The starting IP address for the DHCP pool, in the above example is 192.168.0.10.
IP Pool End Address The ending IP address for the DHCP pool, in the above example is 192.168.0.100
Authentication Protocol Select the authentication protocol you wish to use.
MPPE Encryption Mode Select to enable MPPE Encryption Mode (Microsoft Point-to-Point Encryption).
NAT Select to enable NAT on the PPTP server.
Encryption length Enter encryption length for the packets sent through the VPN tunnel.
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Change Password

This page allows you to change the administrator username and password to secure the NetComm NF2 management console
against unauthorised access.

¥ Forwarding Rules

Username acimin (*Change this if you nesd to change Ussrname.)
Oldl Password |—
Mew Password [
Reconfirm [
save | unoo |
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Forwarding Rules

The forwarding rules section deals with NAT traversal. Using the Virtual Server settings port forwarding can be configured. Special
AP settings can be used to configure port triggering. In the Miscellaneous section a DMZ host can be configured and UPnP can be
enabled or disabled.

Virtual Server

The Virtual Server page allows you to direct incoming traffic from the Internet side (identified by Protocol and External port) to the
internal server with a private IP address on the LAN side. The Internal port is required only if the external port needs to be converted
to a different port number used by the server on the LAN side. A maximum of 20 entries can be configured. In addition a series of
pre-configured commonly used ports can be selected for easy setup.

¥ Farwarding Rules

Uzername acimin (*Change this if you need to chanoe Username.)
Old Passward Ii
ey Password I
Reconfirm I
Save | Undo |

OPTION DEFINITION

Senvites Baria Enter the port pumber or p_or‘( range to be used with the Server IP address. For a port range entry use the
format shown in the following example (81-90).
Server IP Enter the local IP address of the device you wish to port forward to.
Enable Select this option to enable the port forwarding rule.
Use Rule Select when the port forwarding rule should be used. The default option is Always.
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Special AP

The Special AP page allows the router to be configured for port triggering. Port triggering allows a client device connected to the
router to dynamically and automatically forward a specific port back to itself. Port triggering opens an incoming port when your
computer is using a specified outgoing port for specific traffic. A selection of common port triggering settings come preconfigured
on the NF2 for easy setup.

» Forwarding Rules

Popular applications: I —zelect one — 'l Copy to |ID I— il
1 I

2

£

4

O O g a0 ao g o

THITTT

Save | Undo |

OPTION DEFINITION

Trigger Enter the outgoing trigger port be opened by a device connected to the router.

Enter the incoming port number or port ranges. For a port range use a dash (-) between the lower and upper
range numbers; e.g. 5000-6000. Use a comma between multiple numbers.

Enable Select this option to enable or disable the port triggering rule.

Incoming Ports

Miscellaneous

The miscellaneous page gives the user the option of enabling or disabling UPNnP protocol or the option to assign a device connected
to the router as a DMZ host. A DMZ host is a host on the internal network that has all ports exposed to a WAN connection, except
those ports otherwise forwarded.

NF2 - FTTH WiFi Dual-N Gateway Hellamm

» Forarding Rules

IP Address of DMZ Host

I T S NN
— r

UPnP sstting ~

Save | Unda
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Security Settings

The security settings menu has such configuration options for the NetComm NF2 as Packet Filtering, MAC Filtering, Domain
Filtering, URL Blocking, MAC Control and Remote Administration settings.

Status

The Security Settings Status page provides an overview of the current IP filter, MAC filter and domain filter rules in place on the NF2.

» Forwarding Rules

Cuthound Fitter Dizable

Inbaund Fitter Dizable

Domain Fiter Dizable
All other Domains Yes
Refresh |

Packet Filtering

The inbound and outbound packet filtering function gives the network administrator the option of denying or allowing data packets
to be transmitted through to the WAN interface when any of the specified rules are met. Conversely any other data packets not
matching these rules will be denied or allowed access through the network as specified by the network administrator.

¥ Hetwork Setup ¥ Forwarding Rules

Outhound Packet Fiter I~ Enaple

o Slloe all data through the router except data that matches the specified rules.
s Deny all dats through the router except data that matches the specified riles.

1 :

| | r {00 Ahwrays 7]
2 | | r (0 Always T
3 [ | ! r [0 atways =]
§ 1 I ] r (1) Ahwrays
g I | r (1) Atwiays =
B | I r 09 Always =]
7 1 I | r (0) Always =
5 — | [ r {0) Always T

save | undo | imboundFiter | mac Level . |
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Enter the local source IP address where the packet originates from for an outgoing packet filter rule or is being
sent to for an incoming packet filter rule.

Source IP

Destination IP: Ports

Enter the WAN IP address and port number or range where the packet is directed to or from..

Enable

Select this option to make the packet filter rule active.

Use Rule#

Select when the rule is to be used. The default value is Always.

MAC Control

The MAC filter function can be used to restrict access to the NF2 for both wired and wireless clients. Using Connection Control
wired and wireless clients can connect to the router and either allow or deny any unspecified MAC addresses connection access.
Using association control wireless clients can associate to the wireless LAN. All other unspecified wireless clients can be allowed or
denied association rights.

NF2 - FTTH WiFi Dual-N Gateway Aelcomm

MAC Acdress Contral
™ tonnection cortral

™ assaciation contral

» Ferwarding Rules

7 Ensble
Wireless and wired clients with C checked can connect to this device; and | allow ¥ unspecified MAC addresses to connect.

Wireless clients with A checked can associate to the wireless LA, and | allow X unspecified MAC addresses to associate.

DHCP clierts | — select ane — =l oyt |0 [==1
I ™™ S F S RN
1 l— r r
2 — r r
3 — r r
a [ r r
5 | | r
<= Previous | Next=» | Save | Unda |
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Domain Filter

Domain Filtering can be used to monitor and or deny access to specified domain names.

NF2 - FTTH WiFi Dual-N Gateway Helbomm

I R R

Domain Fitter I Enble
Log DN Guery I Enale
Priviegs P Addresses Range From[ m[
e
I trop T Log r
2 | ™ orop I Log O
3 | ™ brop [ Log r
4 | ™ orop I Log O
5 | ™ brop [ Log r
& | ™ brap [ Log r
T [ ™ brop [ Log r
8 | ™ brap [ Log r
g | I brap Ly r
10 * (all others) ™ orop T Log
Save Undo
Domain Filter Select this option to enable Domain Filtering
Log DNS Query Select this option to log DNS Queries for all specified domain names.
Privilege IP Addresses Range Enter the range of IP addresses that will not be filtered.
Domain Suffix Enter the domain name you wish to deny or have log.
Drop Select drop if you wish to deny access to the specified domain name
Log Select Log if you wish to log any attempts to access the specified domain name.
Enable Select this option to enable the domain filter rule.
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URL Blocking

The URL blocking function can deny access to specified URL addresses.

URL Blacking ™ Enale

0 A O O A N o

Save | Undo |

Miscellaneous

The Security Settings Miscellaneous section provides access to remote administration settings, administrator time out and DoS
(Denial of Service) Attack Detection amongst other things.

Sdministratar Time-out Jooon ™ seconds (0o disable)
Remate Administration | i 3 r
Discard PIMG from WWAN side r
DoS Aftack Detection r
Keep YWAN in stealth modz ¥
Save | Undo |
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Advanced Settings

The Advanced Settings menu has System log, Dynamic DNS, QoS (Quality of Service), SNMP (Simple Network Management
Protocol), Routing, System Time, Scheduling, IPv6, TR-069 and VLAN options.

Status

The status page shows the current status of the Advanced Settings on the NF2.

¥ Farwarding Rules

System Time Thu, 23 Fel 2012 16:26:05 +1100
DDNS Dizable

Provider

Cryrammic: Routing Dizable

Static Routing Dizakle

@o= Control Dizahle
Refresh

System Log

As well as viewing the system log entries locally the System Log page allows a network administrator to configure the router’s
system log to be sent to a remote system log server or to be emailed to nominated email addresses of the administrator’s choice.

¥ Forwarding Fules

I sddress for syslog server I r

Ermail address to send syslog to I

& SMTP Server : port I : I

« SMTP Username Iadmin
* SMTF Pazsward I---o-

 E-mail addrezses

» E-mail subject |
Save Undo
gy Log. .. Ermail Log Mo I

YML27 NetComm NF2 User Guide
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OPTION DEFINITION

IP Address for Syslog Server For sending the system log information to a remote server, enter the IP address of your System Log server.
Email Address to Send Syslog to If you would like to send the system log details via email select this option and enter the appropriate details.
SMTP Server: port Enter the name of the outgoing mail server to use in sending out the system log server.

SMTP Username If a username is required for the outgoing mail server, enter it into this field.

SMTP Password If a password is required for the outgoing mail server, enter it into this field.

Email Addressees Enter the email addresses of where you wish the system log details to be sent to.

Email Subject Enter a Subject for the System Log Email.

View Log View the System Log entries locally.

Email Log Now If the email settings are correct the emails containing the system log will be sent on pressing this button.

Dynamic DNS

Dynamic DNS or DDNS is used for the updating in real time of Domain Name System (DNS) name servers to keep the active DNS
configuration of their hostnames, addresses and other information up to date. To use these settings you will need a dynamic DNS
account with Dyndns.org, No-IP.com, TZO.com or dhs.org.

¥ Forwarding

DOns & Disable © Enable
Prowider m
Host Mame: I

Uszername ! E-mail |admln

Pagswiord 1 Key I----.

Save | Unclo |

OPTION DEFINITION

DDNS The option to disable or enable the DHCP function.
Provider Select your dynamic DNS provider.
Host Name Enter the hostname / host domain name / host address.
Username / Email Enter the dynamic DNS account username.
Password / Key Enter the dynamic DNS account password.
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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QoS (Quiality of Service)

Quality of Service (QoS) refers to resource reservation control mechanisms with the ability to provide a different priority to different
applications, users, or data flows, or to guarantee a certain level of performance to a data flow. For example, a required packet
transfer rate or delay may be guaranteed.

b Foruarding Rules

WA Interface

QoS Mode

Bandwicth of Upstream

Bandwicth of Downstream

Flexible Bandwicth Management

Game

Chat

WalP

PP

Witeo

[Disable =]

[Ethemetwan =]

[SmatGes =

l— Kbps (Hilobits per second)

l— Kbps (Kilokits per second)

[Disatie =]

e[ e s

r CES
r CE:
r =
r CE:
r CES
r =

Web

Save

OPTION DEFINITION

QoS Select the Enable option to enable Quality of Service (QoS).
WAN Interface Select the WAN interface you wish to configure QoS for.
QoS Mode Select the QoS Mode to use.

Bandwidth of Upstream

Set the Upstream limit in Kilobits per second (Kbps).

Bandwidth of Downstream

Set the Downstream limit in Kilobits per second (Kbps).

Flexible Bandwidth Management

Select this option to Enable to allow the router to assign the QoS percentage rates or set this option to
disable and manually enter the QoS percentage rates for the Item fields.

SNMP

SNMP, short for Simple Network Management Protocol is used mostly in network management systems to monitor network-
attached devices for conditions that warrant administrative attention. SNMP consists of a set of standards for network
management, including an application layer protocol, a database schema, and a set of data objects.

¥ Forwarding Rules

Enable ShMP

Get Community

Set Community

IF 1

P2

IP3

IP 4

SMMP ersion

WK Access P Address

™ Local T Remate

g Oy

Save Uncio I
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Enable SNMP The option to disable or enable the SNMP function.

An SNMP community is the group that devices and management stations running SNMP belong to. It helps
define where information is sent. The Get Community field gets the current community name is used to identify
Get Community the group. A SNMP device or agent may belong to more than one SNMP community. It will not respond to
requests from management stations that do not belong to one of its communities. SNMP default communities
are: Write — private; Read — public.

An SNMP community is the group that devices and management stations running SNMP belong to. It helps
define where information is sent. The Set Community field sets the new community name used to identify the
Set Community group. A SNMP device or agent may belong to more than one SNMP community. It will not respond to
requests from management stations that do not belong to one of its communities. SNMP default communities
are: Write — private; Read — public.

Enter the IP address for one of the local clients connected to router. SNMP will then gather and transmit the
network information that you specified.

P2 Enter the IP address for the second of the local clients connected to router. SNMP will then gather and transmit
the network information specified.

IP1

Enter the IP address for the third of the local clients connected to router. SNMP will then gather and transmit

I3 the network information specified.

P4 Enter the IP gddress lfor the fqgrth of the local clients connected to router. SNMP will then gather and transmit
the network information specified.

SNMP Version Select the version SNMP you wish to use with the NF2.

WAN Access IP Address Enter the WAN Access IP Address used to provide (WAN) Wide Area Network connectivity to the internet.

Routing

The Routing page in the Advanced Settings section of the NF2 provides a network administrator with the means to configure the
routing method that the NF2 will use, either dynamic routing or static routing. Routes are called static if they do not change over
time. Thus a static routing table is loaded with values when the system starts and the routes do not change unless an error is
detected. Conversely, dynamic routing refers to a system that can change its routing table information over time. With dynamic
routing, software known as RIP (Routing Information Protocol) interacts with network devices and learns the optimal route to each
location. Then RIP updates the local routing table to ensure datagrams follow the optimal routes.

Dyriamic Routing  Disable T RPv © RIPv2

Static Routing  Gisable © Enable

I T S T S N R BT
1 r r— r— r r
2 I I I r r
3 r r— r— r r
] — —— | w -
5 I I [ r r
5 [ I r— r r
7 [ I I r r
8 I I I r r

Save | Undo

Dynamic Routing: Routing Information Protocol (RIP) will exchange information about different host destinations for working out
routes throughout the network.

6 Please note: Only select RIPv2 if you have a different subnet in your network. Otherwise, please select RIPv1.

Static Routing: For static routing, you can specify up to 8 routing rules. You need to enter the destination IP address; subnet mask,
gateway, and hop for each routing rule, then enable the rule by clicking the Enable checkbox.

Click on "Save" to store your setting or "Undo" to discard your changes.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide - YML38
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System Time

The NF2 router time can be synchronised either to a local PC or using NTP (Network Time Protocol) settings to a standard global
internet time. These settings will affect functions such as System Log statistics, scheduling and Firewall settings

Time Zone I(GMT+1 0:00) Canberra, Melbourne, Sydney LI

Auto-Synchronization W Enakle
Time Server (RFC-868): | 0.netcormm.pool.ntp.org T

Save | Uncio |

Sync with Time Server I Sync with my PC (Thursday February 23, 2012 18:50:51)

OPTION DEFINITION

Time Zone Select the GMT offset for your location.

Auto-Synchronization Select an NTP (Network Time Protocol) time server to synchronise to the global internet time with.

Sync with Time Server Select this button to initiate the router time synchronisation to the specified network time server above.

Sync with my PC iﬂfgrt \:\:ﬁ] button to initiate the router time synchronization to the computer you are currently logged into the

Scheduling

The NF2 has built in scheduling, allowing the router to be switched on or off. This offers a means of parental control. To create a
schedule, ensure the enable Schedule option is selected and press the Add New button.

Schedule I Enable
e e
1 el Mewy
2 Acddd Mewy
3 Aol Rew
4 Acddd Mewy
| Acddd Mewy
& Aol hew
7 Aol Mewy
g Acddd Mewy
] Acld hews
10 Al Mew
<= Previous | Mext=» | Save | addnewRue..
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Matme of Ruls 1 W

Falicy IActivate 2 lexcept the sslected days and hours below:.

I S T AT
1 IEvery Day 'I :
2 I—choose one—'l
3 I—chonse one—'l
4 Ifchonse onef'l
5 [=choose one =1
e [=choose ane =]
7 [=chonse ane —=]
8 I—chonse one—'l

TTTTTTT
s

Zave | Undo | Back

OPTION DEFINITION

Name of Rule Enter a name for the Schedule.
. Use the Policy option to set each rule defined to Activate or Deactivate the router except the selected days and
Policy
hours below.
Week Day Select the day(s) of the week you wish the rule to be used on.
Start Time (hh:mm) Enter the Start time for the rule to begin.
End Time (hh:mm) Enter the End time for the rule to end.
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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IPv6

The NF2 router can be configured to use IPV6 routing configuration.

¥ Forwarding Rules

PG € Disakie @ Enable

IPE Connection DHCP6 'I

g Dhtain DMNS Server address Automaticslly

DS Setting
[ Usze the following DS address

Primary DS Address |

Secondary DNS Address |

LAN IPvG Address [ 154

LAM IPvE Link-Local Address

Avutoconfigurstion 1 Disable ™ Enable
Atoconfigurstion Type Stateless 2 I
Router Advertizement Lifetime 200 Seconds

Save Unclo |

OPTION DEFINITION

IPv6 The option to enable or disable IPv6.
Select the type of IPv6 for the router to use. Options include :

. Dynamic DHCPV6 - an IPv6 address is assigned by the router automatically,

. Static IPv6 - a static IPv6 address assigned by an Internet Service Provider can be assigned

. to the router.
IPv6 Connection

" PPPoE - for using an IPv6 address over PPPoE.

. 6 to 4 — This option converts an IPv6 address to an IP v4 address.

. IPv6 in IPv4 tunnel — This option uses an IPv6 address through an IPv4 tunnel.
. Select Obtain a DNS Server address automatically assigned by the router or assign your own static Primary
DNS Setting
and Secondary DNS addresses.
LAN IPv6 Address Enter the local IPv6 address in this field.
Auto-configuration Select to enable auto configuration of the IPv6 address.

Select either Stateless or Stateful IPv6 auto configuration. Stateless Address Auto configuration (or SLAAC) can
be used by devices connecting to a routed network using Internet Control Message Protocol version 6
(ICMPve) router discovery messages. This is generally streamlined and simplified compared to Stateful Auto-
configuration. Stateful IPv6 also known as DHCPV6 uses a dedicated configuration mechanism that is more
comprehensive than Stateless Auto configuration catering to all the information needs in the form of required
parameters to the network devices

When a computer host first connects to the NF2 router using IPv6 it sends a link-local router solicitation
multicast request for its configuration parameters. If the NF2 router is configured correctly it will respond with a
Router Advertisement lifetime router advertisement packet that contains network-layer configuration parameters. The Router advertisement
lifetime is the amount of time that the router advertisement is broadcast as a multicast after receiving the
request.

Auto-configuration Type

YML27 NetComm NF2 User Guide
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TR-069

The TR-069 (technical report 069) protocol uses a SOAP/HTTP protocol to provide communications between Customer-Premises
Equipment (CPE) and an Auto-Configuration Server (ACS) for the purpose of automated configuration of the CPE devices.

TR-DG3

ACSURL

ACS UzerMame

ACS Password

ConnectionReguest Port

ConnectionReguest Userblams

ConnectionReguest Password

Inform

Interval

 Disshlz © Enable

 Disshiz @ Enable

500 =econds

Save | Unido |

OPTION DEFINITION
TR-069 Select the enable option to enable the TR-069 protocol on the NF2.
ACS URL Enter the URL of the Auto-Configuration Server in this field.

ACS UserName

Enter the user name of the Auto-Configuration Server here.

ACS Password

Enter the password of the Auto-Configuration Server here.

Connection Request Port

Enter the port number to be used by a CPE in sending an Inform message to the ACS server to initialise a
connection.

Connection Request
UserName

Enter the Connection Request username to be used by each of the CPE devices to authenticate with the ACS
server.

Connection Request Password

Enter the Connection Request password to be used by each of the CPE devices to authenticate with the ACS
server.

Inform

Set the Inform to enable or disable to accept or deny an inform message from a CPE device to the ACS server.

Interval

Enter the interval in seconds between Inform messages being sent to the ACS server.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide
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VLAN

The VLAN section of the NF2 allows for the creation of a virtual LAN across one or more of the Ethernet and wireless interfaces

» Netwark Setup » Forwarding Rules

LAN |1 -

Port 1

Port 2 LAN |1 -

Port 3

LAN |1 -
. . Internet or ISP map
1 ko MAT ]

Portt, Part2, Port3

save | Unco | wish vian Setings |

Enter the Virtual ID for each Ethernet port and tick whether the data transmitted needs to be tagged, a part of VLAN tagging.
For WAN VLAN settings press the WAN VLAN Settings button.

* Forwarding Rules

=l
Routing Type I AT ™
DHCP Setting DHCP

Save | Undo | Back

Select the appropriate VID (Virtual ID) and select the Routing Type, either NAT or Bridging. Press the Save button to save any
changes to the settings.

YML27 NetComm NF2 User Guide
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NAS Settings

The NAS (Network Attached Storage) settings allow the NF2 to act as a file server. Options available include Disk Ultility, File
Sharing, Access Control, iTunes Server, Download Assistant, Download Status and Welb HDD.

Disk Utility

Using the disk utility function a connected USB drive will be detected and displayed as the example in Figure 47 shows. The option
to format the drive can also be found on this by pressing the Format button. The drive can be checked for integrity by pressing the
Check button and Unmounted by pressing the Unmount button.

A&  Disk Distribution

1 [FAT3Z] 1385 509 1204

“\Waming! Formatting will erase sll data on this partitien.

Fon'nat| Chenkl Unmaount |

File Sharing

The file sharing option under NAS settings allows the router NAS (Network Attached Storage) to join an existing network
Workgroup. An FTP connection to the NAS device can also be configured by pressing the FTP Service Configuration button.

L,

Computer Name |NAS
WorkGroup IWC)F{KSRC)UP
Server Comment |5arrha server
Save | Undo | FTF Service Configuration
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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FTP Service Configuration

The FTP (File Transfer Protocol) Service Configuration allows the NAS storage files to be accessed and transmitted over a TCP
based network.

=
FTP #® Enabiz O Disable
FTF Fort 21
FTF Max Connection per IP 2|
FTP MAX Clients |
Client Support UTFE & ez O No
Bave Unde
OPTION DEFINITION
FTP Select this option to enable or disable the FTP function.
FTP Port Enter the port number to be used by the FTP protocol.
FTP Max Connection per IP. Select the maximum number of FTP connections over any one IP address.
FTP Max Clients

Select the maximum number of clients that can connect via FTP at any one time.

Select whether the router will support client connections with UTF-8, one of the most common Unicode

standards. As the name implies UTF-8 uses one byte (8 bits) for any ASCII character and up to 4 bytes for
other characters.

Client Support UTF8

YML27
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Access Control

The Access Control section of the NF2 NAS Settings, allow a network administrator to set either a guest level security with no
authentication required or to use authentication mode where a username and password is required to access the NAS server files.

I S T S

Security Level & Guest mode © Authorization mode

Bave | User Configuration |

To setup authentication for the NAS storage select Authorization Mode and press the User Configuration button.

Usar Namea {Mzx. 20 users)

Pazzword
I ™ E R I
i i 5

dinnin

Add | Deiete | Cancel | Back|

Enter a user name and password and press the Add button to save the authentication details. Up to 20 usernames and passwords
for NAS storage authentication can be stored on the router.

NF2 — Dual Band Wi-Fi Gigabit Hub User Guide - YML38
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iTunes Server

The iTunes Server function enables any applicable media on any attached USB storage to be directly access from within iTunes. To
enable this, click on the ,Enable’ radio button in the ,Service' section. Click the ,Save' button to save any configuration changes you

have made
Sarvice ' Enable ® Disable
iTunes Shared Library Mame |
iTunes Shared Library Password (reguired) |
Service Fort (default = 3583) [2aes
Bave Unedi:
NAME DESCRIPTION
Service Select this option to enable or disable the iTunes Server functionality.
iTunes Shared . . . I . .
Library Name Enter the name that will appear in your iTunes application as a library list.
iTunes Shared
Library password Enter the password required to access your iTunes server content.
(required)
Service Port Enter the port number that the iTunes Shared Library uses to connect with the internet. The default port number is 3369.

YML27 NetComm NF2 User Guide
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Download Assistant

The download assistant gives the user a means of automating the downloading of files from the internet at scheduled dates and
times to a location of the user’s choice. There are two methods available to complete the downloading, FTP and HTTP.

I S T S

Download Type
Job Manne
URL

Save To

Login methed
Usemamse
Paszword

Start Time

& (T2 O HTTR

—

| Fort [21

l-C.- Downdoads/FTP
© Anonymous ® Account

© Schedule ® At Once

Time [2042]F], (WE ] {61 =]
3

files that you B

E-mail Alert Configuration | Save | Undo |

I A

Downioad Type © FTP ® HTTP

Job Mame

URL |

Save To lC Downloads/HTTP

Start Time € Schedulz ® At Once

xad them
E-mail Alert Configuration | Save | Unde |
OPTION DEFINITION

Download Type Select the protocol to use to complete the download.
Job Name Enter a name for the download job.
URL/Port Enter the path and filename and port number to the document to be downloaded. The default port number for

using FTP is port 21.

Save To

Enter the local location where the file will be saved to.

Login Method

Select the authentication required if any. For no authentication use anonymous. For use with an FTP account
select Account.

Username Enter the username for an FTP account.
Password Enter the Password for an FTP account.
Start Time Select the date/time for the download to commence.

Email Alert Configuration

Press this button to setup an email alert to advise a network administrator that the download has completed.
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Download Assistant — Email Alert
To set up an email to alert the network administrator that a download is complete select the Email Alert Configuration button. The
following screen will appear.

HTTP dewnload alert
FTF download alert
USB downlozd alert
SMTP Server Address
SMTF Sarver Port
SMTP User Name
SMTP Pazsword
Email Address

Email Subject

Reservation Disk space

€ Ensblz ® Disable
€ Enablz ® Disable

€ Enablz ® Disable

I
200 Ve

Back | Save | Undo | TestEmai

OPTION DEFINITION

HTTP Download Alert Use this option to disable or enable the HTTP Download Alert function.
FTP Download Alert Use this option to disable or enable the FTP Download Alert function.
USB Download Alert Use this option to disable or enable the USB Download Alert function.

SMTP Server Address Enter the SMTP outgoing email server address that will be used to send emails from the router.
SMTP Server Port Enter the port number that the SMTP server uses.

SMTP User Name If required by the SMTP server, enter the SMTP user name.

SMTP Password If required by the SMTP server, enter the SMTP password.

Email Address Enter the Email address to send the Download Alert Email to.

Email Subject Enter the Email Subject that the Download Alert Email will have.

Reservation Disk Space Enter the amount of disk space (in MB) that the Download Alert Emails will need.

Download Status

The download status page lists all downloads that are running, waiting to run or are scheduled to run.

Nelbomm
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Web HDD

The Web HDD function provides a web page based Windows Explorer type view of the content of any attached USB storage. Using
this interface you are able to upload, download or delete files and folders as well as create directories. Click through the displayed
folders to show any stored files.

» Forwarding Rules

You can download /upload files on Web HDD.

Back |Current location: [ME15211

B 1.png

B Zpng

Upload | Downicad | acdiFolder | Delete |

Single click on any items to select them and click the appropriate button or double click folders to view any content.

¥ FPhone Book F Fhone Setting * SIF Setting ¥ Other VolP Settings

I Browse.. |

Motel Do not interrupt the process or power off the unitwhen itis being uploaded.

Upload | Cancel I

You can then click the Browse' button and then navigate to the file you would like to upload. To upload files to your Web HDD click
the Upload button. Once selected, this file will be copied to the Web HDD and become available to download by connected
devices.
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Toolbox

The Toolbox menu provides access to maintenance settings of the NF2. Menu options include System Info, Restore Settings,
Firmware Upgrade, Backup Settings, Reset to Default, Reboot, Startup Wizard, Miscellaneous and Logout.

System Info

The System Info section provides access to the system log entries of the NF2. The system log entries can be saved to a file by
pressing the Download button at the bottom of the page.

FFomandleg Ruks

AN Type Dynamic P Address
Drisplay time Thu, 041 Jan 2009 11:43:27 +1100
Jan 1 10:59:58 kermel: klogd stated: BusyBox w1.3.2 (2012-01-06 11:11:55 C5T)
Jdan 1 11:00:00 BEID: BEID STATUS : 0, STATUS OK!
Jan 1 11:00:01 commander: HETWORK Initialization finished. Result: 0
Jan 1 11:00:04 syslog: Unable to open fvarrunfudhcpd.leases for reading
Jdan 1 11:00:04 udhopd[1625]: udhepd (W).9.9-pre) started
Jdan 1 11:00:04 udhopd[1625]: Unable to open fvarrunfudhopd.leases for reading
Jdan 1 11:00:04 commander: SPAP!
Jdan 1 11:00:04 commander: DDHE!
Jan 1 11:00:04 commander: SHiiF!
Jan 1 11:00:04 commander: ROUTIMG!
Jan 1 11:00:04 commander: disable Davlight saving...
Jan 1 11:00:04 commander: TIME!
Jam 1 11:00:04 commander: [Pu: Clase b ipud fonwarding
Jam 1 11:00:07 init: Statting pid 1821, conzole fdewittyS1: Whindash'
Jdam 1 11:00:13 commander: === DUALMODRE_COUMTER =0

Fage: 1/7 [Log Humber: 32

£ Pre\riousl Mext == I First Fage | Lazt Fage I
Refrazh I Download I Clearlogsl

Iawslog, hbm?MFrom=42rd=_taolbax
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Restore Settings

The restore settings page can be used to load a previously saved router configuration. It is recommended using an Ethernet cable
connection to upload any configuration settings. Do not power off the router until the configuration settings are successfully updated
and the router has automatically restarted.

¥ Forwarding

Config Filename
| Browse.. |

Mote! Do not interrupt the process or power off the unit when i is being upgraced.
When the process is done successtully, the unit will be restarted automstically.

Restore | Cancel |

Firmware Upgrade

This page can be used to upload the latest firmware version for the NF2 as it becomes available.

¥ Fonwarding Rules

| Browse.. |

Current firmware version iz ROLOTa2.

Mote! Do not interrupt the process or poveer off the unit when it is being uporadecd.
When the process iz done successfully, the unit will be restarted automatically.

r Accept unofficial firmware.

Upgrade | Cancel |

Click the "Browse" button and navigate to the location where you have saved the firmware update file. You can then upgrade the
firmware by clicking the "Upgrade" button. Do not power off the device until the firmware upgrade has completed and the router
has automatically restarted.

Backup Settings

This option allows the network administrator to save the configuration settings of the NF2 to a file that can be uploaded to another
NF2 or uploaded into the NF2 at a later date. The name of the file can be changed but it is recommended to leave the suffix as .bin.
x|

‘fou hawe chosen to open

config.bin
which is a: Binary File
from: http:/f192.1658.20.1

‘Wwhat should Firefosx do with this File?

= open with Browse... I

i* :Save File

I™ Do this automatically. for fles like this Franm now on.

Ok I Cancel
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Reset to Default

This option can be used to reset all settings on the NF2 to factory default settings. It is recommended to reset the router to factory
default settings after a firmware upgrade.

Reszet all settings to factary default?

Reboot

Use this option to reboot the router after making any changes to the configuration settings.

Wiould you like to reboot your device? Please click OK to proceed.

Cancel
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Startup Wizard

The Startup Wizard option will return the user to the NF2 Startup wizard so that the router can be reconfigured.

,’II/Z'”””* Step 1 0f 7

Intes

Miscellaneous

The Miscellaneous page provides settings for Wake on LAN, has provision for ping tests, and has the option to DIM the LEDs on the
front of the unit. Wake-on-LAN enables the router to start-up a computer or device (if the computer supports it) when a WOL
packet is detected on the network going to the client MAC you have entered.

¥ Fonvarding Rules

MAC Address for Wake-on-LaN | Wiake Lp |
Domain Mame o IP address for Ping Test I Ping |
ol
LED Seftings Marzl s By Schedule
I Brighten LEDs 'I
Save | Unidio
OPTION DEFINITION ‘
MAC Address for Wake on LAN Enter the MAC address of the computer you would like to wake up from stand-by mode.
?gsrr[wam Name or IP Address for PING Enter the domain name or IP address you wish to attempt to ping to.
LED Settings Select the manually control the LED brightness.
NF2 — Dual Band Wi-Fi Gigabit Hub User Guide YML38
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Logout

The logout option gives the user the option to logout of the NF2 Graphical User Interface.

Usernarme : Iadmin

Submit | Clear I
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Additional Product Information

Establishing a wireless connection
Windows XP (Service Pack 2)

1. Open the Network Connections control panel (Start -> Control Panel -> Network Connections):

2. Right-click on your Wireless Network Connection and select View Available Wireless Networks:

3. Select the wireless network listed on your included wireless security card and click Connect.

4. Enter the network key (refer to the included wireless security card for the default wireless network key).

5. The connection will show Connected.

Windows Vista

. Open the Network and Sharing Center (Start > Control Panel > Network and Sharing center).

. Click on "Connect to a network".

. Choose "Connect to the Internet" and click on "Next".

. Select the wireless network listed on your included wireless security card and click Connect.

. Enter the network key (refer to the included wireless security card for the default wireless network key).

. Select the appropriate location. This will affect the firewall settings on the computer.

~N OO OO~ WOON 2

. Click on both "Save this network" and "Start this connection automatically" and click "Next".

Windows 7
1. Open the Network and Sharing Center (Start > Control Panel > Network and Sharing center).
2. Click on "Change Adapter settings" on the left-hand side.
3. Right-click on "Wireless Network Connection" and select "Connect / Disconnect".
4. Select the wireless network listed on your included wireless security card and click Connect.
5. Enter the network key (refer to the included wireless security card for the default wireless network key).

6. You may then see a window that asks you to "Select a location for the 'wireless' network". Please select the "Home"
location.

7. You may then see a window prompting you to setup a "HomeGroup". Click "Cancel" on this.
8. You can verify your wireless connection by clicking the "Wireless Signal" indicator in your system tray.

9. After clicking on this, you should see an entry matching the SSID of your NB16WV with "Connected" next to it

Mac OSX 10.6

1. Click on the Airport icon on the top right menu.
2. Select the wireless network listed on your included wireless security card and click Connect.

3. On the new window, select ,Show Password’, type in the network key (refer to the included wireless security card for the
default wireless network key) in the Password field and then click on OK.

4. To check the connection, click on the Airport icon and there should be a tick on the wireless network name.

Please note: For other operating system (Windows 98SE, Windows ME, Windows 2000 etc) or if you use a
wireless adaptor utility to configure your wireless connection, please consult the wireless adapter
documentation for additional information.
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Technical Data

The following table lists the hardware specifications of the NF2™ Hub.

MODEL NF2™ HUB

Wireless WAN 1 x USB 2.0 port for external HSPA modem PPP (for WCDMA / HSPA)
Ethernet WAN 1 x Gigabit WAN port (10/100/1000 Mbps)
Connectivity USB 2.0 x 2, 10/100/1000 Ethernet LAN x 3,1 x 2.4GHz WLAN,1 x 5.0 GHZ WLAN
Antenna connector SMA (female connector)
LED Indicators Power, 3G, WWW, WiFi, WAN, WDS, LAN 1-3
Operating Temperature 0 ~ 50 degrees Celsius (operating temperature)
Power input 12VDC - 1.5A
Dimensions & Weight 133 mm (L) x 137 mm (H) x 34 mm (W)
250 grams
Regulatory Compliancy C-Tick

Electrical Specifications

A suitable power supply is available on request or via direct purchase from the NetComm Online shop. It is recommended that the
NF2™ Hub be powered using the 12VDC/1.5A power supply which is included with the device.

Environmental Specifications / Tolerances

The NF2™ Hub is able to operate over a wide variety of temperatures from 0°C ~ 50°C (ambient).
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FAQ

1.

10.

11.

Does the Dual Band WiFi Gigabit Hub require any configuration out of the box?

No, the NF2™ Hub is a plug and play device. Plug the device into an electrical outlet and once the status indicator lights
are on, plug in your LAN cable for data connectivity. For WiFi connectivity the default SSID (Service Set Identifier) and
network key (password) are located on the bottom of the device. If you would like to customize your settings you can enter
192.168.20.1 into your Web browser to access the Management Console and device settings.

| cannot seem to access the web page interface.

The default IP address of the unit is 192.168.20.1, so first try to open a web browser to this address. Also check that your
laptop/ PC is using the same subnet as the router’s Ethernet port. l.e. An IP address has been assigned to your computer
in the range of 192.168.20.x where x can equal 2 — 254.

The router has a connection but cannot access the internet

Check that DNS Proxy is enabled by clicking on the Network Setup > DHCP Server page on the configuration interface.
Make sure that the DHCP DNS server address 1 IP address is set to the same address as that of the Ethernet port.

Is the Dual Band WiFi Gigabit Hub secure; can other people access my wireless network?

The Dual Band WiFi Gigabit Hub comes configured with WPA-PSK/WPA2-PSK WiFi security enabled. When you first
access the Internet, type 192.168.20.1 into the address bar, the wizard will pop up to configure your computer to connect
with the wireless security settings of your choice (please see the Quick Start Guide for more information on connecting
your data devices to the Dual Band WiFi Gigabit Hub). Only people you allow access to, will be able to connect to the Dual
Band WiFi Gigabit Hub ensuring your connection is secure and safe.

Can | change the name and password of my wireless network?

Yes. You can change your Dual Band WiFi Gigabit Hub settings from the browser user interface by typing 192.168.20.1
into the address bar of your Web browser. You can change the WiFi network name or SSID (Service Set Identifier), WiFi
security standard (WPA, WPA2, WEP) and your WiFi password.

How do | share my Internet connection, using the Dual Band WiFi Gigabit Hub, with other users?

Provide the SSID (Service Set Identifier) and WiFi network password of your Dual Band WiFi Gigabit Hub for any users you
want to share your WiFi Internet connection with. Each user will need to select the Dual Band WiFi Gigabit Hub SSID, on
their WiFi enabled computer or device and enter the network password you provide.

What is the difference between upload and download speeds and why do they differ?

Upload is when you send information (e.g. emails) from your computer and download is when you receive
information via the Internet. The speeds at which upload and download operate depend on the way you use
the Internet and the size of files you send and receive.

Do | need to attach an antenna on this device?

Yes. Your Dual Band WiFi Gigabit Hub comes equipped with an antenna; you need to attach the WiFi antenna to send and
receive wireless signals.

| have lost the security card that came with the setup instructions. What can | do?

If you have lost your security card, and forgotten the wireless security details (SSID and WiFi network password), there is a
label attached to the base of your Dual Band WiFi Gigabit Hub with all your original security details. If the label is
unreadable or has been removed, the WiFi network password can be viewed or reset by logging in to the

Management Console using an Ethernet Cable connected to the LAN port of the NF2™ Hub.

| forgot my Management Console password. What can | do?

If you have forgotten your Management Console password and cannot access the Web user interface, you will need to
reset your Dual Band WiFi Gigabit Hub back to factory default settings. To reset your device press and hold the reset
button on the back of your Dual Band WiFi Gigabit Hub for 10-15 seconds until all the indicator lights on the unit flash to
indicate the device is reset. After a reset, use the default WiFi settings (SSID and WPA key) which can be found on the
base of your Dual Band WiFi Gigabit Hub. (Note - this will also reset any custom settings and passwords you may have
already set up).

Can | use the Dual Band WiFi Gigabit Hub overseas?
No. The Dual Band WiFi Gigabit Hub is not equipped for international roaming or data services.
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Appendix A: Tables
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Legal & Regulatory Information

Intellectual Property Rights

All intellectual property rights (including copyright and trade mark rights) subsisting in, relating to or arising out this Manual are
owned by and vested in NetComm Wireless Limited (ACN 002490486) (NetComm) (or its licensors). This Manual does not transfer
any right, title or interest in NetComm'’s (or its licensors’) intellectual property rights to you.

You are permitted to use this Manual for the sole purpose of using the NetComm product to which it relates. Otherwise no part of
this Manual may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical,
recording or otherwise, without the prior written permission of NetComm.

NetComm is a trademark of NetComm Wireless Limited. All other trademarks are acknowledged to be the property of their
respective owners.

Customer Information
The Australian Communications & Media Authority (ACMA) requires you to be aware of the following information and warnings:

1. This unit may be connected to the Telecommunication Network through a line cord which meets the requirements of the AS/CA
S008-2011 Standard.

2. This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACMA. These
standards are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio noise and, if not installed and used in accordance with the instructions detailed within this
manual, may cause interference to radio commmunications. However, there is no guarantee that interference will not occur with the
installation of this product in your home or office. If this equipment does cause some degree of interference to radio or television
reception, which can be determined by turning the equipment off and on, we encourage the user to try to correct the interference
by one or more of the following measures:

= Change the direction or relocate the receiving antenna.
= Increase the separation between this equipment and the receiver.

= Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV
is connected.

= Consult an experienced radio/TV technician for help.

3. The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with
any other product or do not use any other power supply that is not approved for use with this product by NetComm. Failure to do
S0 may cause damage to this product, fire or result in personal injury.

Consumer Protection Laws

Australian and New Zealand consumer law in certain circumstances implies mandatory guarantees, conditions and warranties which
cannot be excluded by NetComm and legislation of another country's Government may have a similar effect (together these are the
Consumer Protection Laws). Any warranty or representation provided by NetComm is in addition to, and not in replacement of, your
rights under such Consumer Protection Laws. If you purchased our goods in Australia and you are a consumer, you are entitled to a
replacement or refund for a major failure and for compensation for any other reasonably foreseeable loss or damage. You are also
entitled to have the goods repaired or replaced if the goods fail to be of acceptable quality and the failure does not amount to a
major failure. If you purchased our goods in New Zealand and are a consumer you will also be entitled to similar statutory
guarantees.
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Product Warranty

All NetComm products have a standard one (1) year warranty from date of purchase, however, some products have an extended
warranty option (refer to packaging and the warranty card) (each a Product Warranty). To be eligible for the extended warranty
option you must supply the requested warranty information to NetComm within 30 days of the original purchase by registering
online via the NetComm web site at www.NetComm.com.au. For all Product Warranty claims you will require proof of purchase. All
Product Warranties are in addition to your rights and remedies under applicable Consumer Protection Laws which cannot be
excluded (see Section 3 above). Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be
excluded (see Section 3 above), the Product Warranty is granted on the following conditions:

1. The Product Warranty extends to the original purchaser (you / the customer) and is not transferable;

2. The Product Warranty shall not apply to software programs, batteries, power supplies, cables or other accessories
supplied in or with the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable
requirements of NetComm including producing such evidence of purchase as NetComm may require;

4. The cost of transporting product to and from NetComm’s nominated premises is your responsibility;

5. NetComm does not have any liability or responsibility under the Product Warranty where any cost, loss, injury or damage
of any kind, whether direct, indirect, consequential, incidental or otherwise arises out of events beyond NetComm’s
reasonable control. This includes but is not limited to: acts of God, war, riot, embargoes, acts of civil or military authorities,
fire, floods, electricity outages, lightning, power surges, or shortages of materials or labour; and

6. The customer is responsible for the security of their computer and network at all times. Security features may be disabled
within the factory default settings. NetComm recommends that you enable these features to enhance your security.

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 3 above),
the Product Warranty is automatically voided if:
1. you, or someone else, use the product, or attempt to use it, other than as specified by NetComm;

2. the fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power
supply or communication line, whether caused by thunderstorm activity or any other cause(s);

3. the fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

4. your product has been used for any purposes other than that for which it is sold, or in any way other than in strict
accordance with the user manual supplied;

5. your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a
service centre authorised by NetComm; or

6. the serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitation of Liability

This clause does not apply to New Zealand consumers.

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 3 above),
NetComm accepts no liability or responsibility, for consequences arising from the use of this product. NetComm reserves the right
to change the specifications and operating details of this product without notice.

If any law implies a guarantee, condition or warranty in respect of goods or services supplied, and NetComm’s liability for breach of
that condition or warranty may not be excluded but may be limited, then subject to your rights and remedies under any applicable
Consumer Protection Laws which cannot be excluded, NetComm'’s liability for any breach of that guarantee, condition or warranty
is limited to: (i) in the case of a supply of goods, NetComm doing any one or more of the following: replacing the goods or supplying
equivalent goods; repairing the goods; paying the cost of replacing the goods or of acquiring equivalent goods; or paying the cost
of having the goods repaired; or (i) in the case of a supply of services, NetComm doing either or both of the following: supplying the
services again; or paying the cost of having the services supplied again.

To the extent NetComm is unable to limit its liability as set out above, NetComm limits its liability to the extent such liability is lawfully
able to be limited.
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Contact

Address: NETCOMM WIRELESS LIMITED Head Office
PO Box 1200, Lane Cove NSW 2066 Australia

P: +61(0)2 9424 2070 F: +61(0)2 9424 2010

E: sales@NetComm.com.au

W: www.NetCommlimited.com
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