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Welcome

Preface

The purpose of  th is  manual  i s  to provide you with detai led information on the insta l lat ion ,  operat ion and 

appl icat ion of  your 3G21WE HSPA+ WiFi  Router.

Important Not ice and Safety Precaut ion

•	 Before serv ic ing or  d isassembl ing this  equipment ,  a lways d isconnect  power from the device .

• 	 Use an appropr iate power supply,  preferably  the suppl ied power adapter,  with an output of  DC 12V 1 .5A.

•	 �Do not operate the device near  f lammable gas  or  fumes .  Turn off  the device when you are near  a  petrol 

stat ion ,  fuel  depot or  chemical  p lant/depot .  Operat ion of  such equipment in  potent ia l ly  explos ive 

atmospheres  can represent  a  safety hazard .

•	 The device and antenna shal l  be used only  with a  minimum of 20 cm from the human body.

•	 The operat ion of  this  device may affect  medical  e lectronic  devices ,  such as  hear ing a ids  and pacemakers .
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Introduction

1.1	 Features
•	 �Combines  Et i sa lat  Broadband serv ice ,  WiF i  and Ethernet  Router  in  one device

•	 Tr i-band HSPA+/UMTS (850 /1900/  2100 Mhz)

•	 Embedded mult imode HSUPA/HSDPA/HSPA+/UMTS module

•	 2 x  USB 2 .0 host  ports

•	 WEP/WPA/WPA2 and 802.1x

•	 MAC address  and IP f i l ter ing

•	 Stat ic  route funct ions

•	 DNS Proxy

•	 Integrated 802.11n AP (backward compat ib le  with 802.11b/g)

•	 CLI  command interface

•	 Web-based management

•	 Supports  VPN Pass-through

•	 NAT/PAT

•	 DHCP Server/Relay/Cl ient

•	 Conf igurat ion backup and restorat ion

1.2	 Package Contents
Your package contains  the fo l lowing:

•	 Et isa lat  HSPA+ WiFi  Router 

•	 Pr inted Quick Start  Guide

•	 �CD (Containing User  Guide)

•	 Ethernet  Cable

•	 Secur i ty  Card

•	 Power Supply
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1.3	 LED Indicators
The LED indicators  are  expla ined in the table  below.

LED Icon Color Mode Descr ipt ion

High
 

Green On High s ignal  strength

Off No act iv i ty,  Router  powered off  or  on other  s ignal  strength

Med  Green On Medium s ignal  strength

Off No act iv i ty.  The Router  i s  powered off  or  i s  current ly  us ing 
another  s ignal  strength

Low  Green On Low s ignal  strength

Off No act iv i ty.  The Router  i s  powered off  or  i s  current ly  us ing 
another  s ignal  strength

3G
 

Green On Connect ion establ i shed with the 3G network

Off Either there is  no activity,  the Router is  powered off ,  or there is  no 
cable or no powered device connected to the associated port

Bl ink Connect ing with 3G network

2G Green On Connect ion establ i shed with the 2G network

Off Either there is  no activity,  the Router is  powered off ,  or there is  no 
cable or no powered device connected to the associated port

Bl ink Connect ing with 2G network

LAN 1~4  Green On Powered device connected to the associated LAN port  ( inc ludes 
devices  with Wake-on-LAN capabi l i ty  where a  s l ight  voltage i s 
suppl ied to an Ethernet  connect ion)

Off No device connected or  Connected device i s  off

Bl ink LAN act iv i ty  present  ( t raff ic  in  e i ther  d i rect ion)

Internet
 

Green On Internet  connect ion establ i shed

Off No connect ion to the internet  or  Router  powered off

Bl ink Data is currently being transmitted through the Internet connection

WiFi
 

Green On Local  WiF i  access  to the Router  i s  enabled and working

Off Local  WiF i  access  to the Router  i s  d isabled

Bl ink Data being transmitted or  received over  WiF i .

POWER
 

Green On Power on

Off Power off

1.4	 Panels
The rear  and s ide panels  shown below contain the ports  for  data and power connect ions .

67

1

2

3
4

5

(1) 	 S IM card s lot

(2) 	 Four  RJ-45 Ethernet  LAN ports

(3) 	 Reset  button

(4) 	 Power jack for  DC power input (12VDC /  1 .5A) .

(5) 	 External  3G SMA Connector  (Opt ional )

Note:  	  The External  3G Connector  a l lows you to p lug in an external  3G antenna (not  provided)  and se lect  i t  as  the 

main 3G s ignal  input .   By default ,  the gateway obtains  a  stable  3G s ignal  f rom the internal  antennas (bui l t- in 

the gateway) .  For  more detai l s  p lease refer  to Chapter  4 .2   S ignal  Se lect ion .

(6 ) 	 Two USB Pr inter/Hard Dr ive ports

(7) 	 Power button

Introduction
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Advanced

This chapter explains advanced setup for your Router:

CHAPTER-2
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2.1 TCP/IP SETTINGS
I t  i s  l ike ly  that  your computer  wi l l  automatica l ly  obtain an 

IP  Address  and jo in the network .

This  i s  because the Dynamic Host  Conf igurat ion Protocol 

(DHCP)  server  (on the device)  wi l l  s tart  automatica l ly  when 

your Router  powers  up .

This  automatic  ass ignment requires  that  DHCP is  conf igured 

on your computers .  I t  i s  l ike ly  that  this  i s  a l ready the case , 

but  should you be required to conf igure this ,  p lease see the 

instruct ions on the fo l lowing page .

W I N D O W S X P
To access  the d ia log box that  a l lows you to conf igure 

your network connect ion,  c l ick  on Start  > Control  Panel  > 

Network Connect ions .  Then r ight  mouse c l ick  on the Local 

Area Connect ion and se lect  Propert ies .  Se lect  Internet 

Protocol  (TCP/ IP)  then se lect  Propert ies

DHCP MODE

You can set  your PC to DHCP mode by se lect ing Obtain an IP 

address  automatica l ly  in  the d ia log box shown below.

STATIC IP  MODE

The fol lowing steps  show how to ass ign a Stat ic  IP  address 

to your PC us ing subnet 192.168.1 .x 

1:    ��   Change the IP  address  to the domain of  192.168.1 .x 

(1<x<254)  with subnet mask of  255.255.255.0 . 

2 :      Set  the default  Router  and DNS server  to the Router ’s 

IP  address .

NOTE: 	 The IP  address  of  the Router  i s  192.168.1 .1 .  (Default ) ,  so  the PC must 

be set  with a  d ifferent  IP.  In  the case below,  the PC’s  IP  address  i s 

set  as  192.168.1 .2

3:     C l ick  Ok to submit  the sett ings .

Advanced
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M A C O S X 10.46
To access  the d ia log box that  a l lows you to conf igure your 

network connect ion.  Browse to the Apple menu and se lect 

System Preferences .  From the System Preferences  menu,  c l ick 

the Network icon and then se lect  the Ethernet  connect ion.

DHCP MODE

You can set  your Mac to DHCP by se lect ing DHCP from the 

Conf igure drop down l i s t .  After  c l ick ing Apply,  your  Mac’s 

IP  Address  wi l l  now be automatica l ly  ass igned from the 

Router.

STATIC MODE

1. 	 From the Conf igure drop down l i s t ,  you can set  your 

computer  to Stat ic  IP  mode by se lect ing the opt ion 

Manual ly.

The fol lowing steps  show how to ass ign a Stat ic  IP  address 

to your Mac

2. 	 Choose an IP  address  between 192.168.1 .2 – 192.168.1 .254 

(Do not choose the Router  IP  of  192.168.1 .1) .  enter  th is 

IP  address  into the f ie ld  marked IP Address ,  and enter  a 

Subnet Mask of  192.168.1 .1

3. 	 Set  the Router  and DNS server  f ie ld  to 192.168.1 .1 (The 

Router ’s  IP  address ) .

NOTE: 	 The IP  address  of  the Router  i s  192.168.1 .1 .  (default ) ,  so  the 

computer  must  be set  with a  d ifferent  IP  to the Router.  In  the case 

below,  the PC’s  IP  address  i s  set  as  192.168.1 .2

4. 	 C l ick  Apply  to submit  the sett ings .

WINDOWS VISTA/7
To access  the d ia log box that  a l lows you to conf igure 

your network connect ion,  c l ick  on Start  > Control  Panel 

> Network and shar ing center  and se lect  Manage Network 

Connect ion.  (For  Windows 7 ,  c l ick  on change adapter 

sett ings) .  Then r ight  mouse c l ick  on the Local  Area 

Connect ion and se lect  Propert ies .  Se lect  Internet  Protocol 

(TCP/ IP)  then se lect  Propert ies

Advanced
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DHCP MODE

You can set  your PC to DHCP mode by se lect ing Obtain an IP 

address  automatica l ly  in  the d ia log box shown below.

STATIC IP  MODE

To conf igure your Router  manual ly,  your  PC must  have a 

stat ic  IP  address  within the Router ’s  subnet .  The fo l lowing 

steps  show how to ass ign a Stat ic  IP  address  to your PC 

us ing subnet 192.168.1x

1: 	 Se lect  Use the fo l lowing IP Address .  Choose an IP  address 

between 192.168.12 – 192.168.1 .254

NOTE: 	 The Ip  address  of  the Router  i s  192.168.1 .1 (default ) ,  so  the PC must 

be set  with a  d ifferent  Ip .  In  the case below,  the PC’s  IP  address  i s 

set  as  192.168.2

2: 	 Set  the Router  and DNS server  f ie ld  to 192.168.1 .1 (The 

Router ’s  IP  address ) .

3. 	 C l ick  Ok to apply  the sett ings .

2.2 Default Settings
The fol lowing are the default  sett ings  for  the Router

•	 Local  (LAN) access  (username:  admin,  password:  admin)

•	 Remote (WAN) access  (username:  support ,  password: 

support )

•	 User  access  (username:  user,  password:  user )

•	 LAN IP address :  192.168.1 .1

•	 Remote WAN access :  d isabled

•	 NAT and f i rewal l :  enabled

•	 Dynamic Host  Conf igurat ion Protocol  (DHCP)  server  on 

LAN interface:  enabled

Technical  Note:

Dur ing power on,  the device in i t ia l izes  a l l  sett ings  to default  va lues .  I t  wi l l 

then read the conf igurat ion prof i le  f rom the permanent storage sect ion of 

f lash memory.  The default  attr ibutes  are  overwritten when ident ica l  attr ibutes 

with d ifferent  values  are conf igured.  The conf igurat ion prof i le  in  permanent 

storage can be created v ia  the web user  interface or  te lnet  user  interface , 

or  other  management protocols .  The factory default  conf igurat ion can be 

restored e i ther  by pushing the reset  button for  more than f ive seconds unt i l 

the power LED bl inks  or  by c l ick ing the Restore Default  Conf igurat ion opt ion 

in the Restore Default  Sett ings  screen (see sect ion 6 .7 .3) .

Advanced
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2.3 Login Procedure
To login to the web interface ,  fo l low the steps  below:

NOTE: 	 The default  sett ings  can be found in 3 .3  Default  Sett ings .

1 :      Open a web browser  and enter  the default  IP  address 

for  the Router  in  the Web address  f ie ld .  In  this  case 

http: / /192.168.1 .1

NOTE: 	 For  remote access ,  use the WAN IP address  shown on the WUI 

Homepage screen and login with remote username and password.

2 :     A d ia log box wi l l  appear,  as  i l lustrated below.  enter  the 

default  username and password,  as  def ined in sect ion 

3.3 Default  Sett ings .

C l ick  Ok to cont inue .

NOTE: 	 The login password can be changed later  ( see 6 .8 .2  Passwords)

Advanced
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Basic

This chapter explains basic setup for your Router:

CHAPTER-3
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3.1 WEB USER INTERFACE HOMEPAGE
The web user  interface (WUI)  i s  d iv ided into two window panels ,  the main menu (on the top) 

and the disp lay screen (on the bottom) .  The main menu has  the fo l lowing opt ions:  Bas ic , 

HSPA/3G Sett ings ,  WiF i ,  Advanced Sett ings  and Diagnost ics .

Se lect ing one of  these opt ions wi l l  open a submenu with more opt ions .  Bas ic  i s  d iscussed 

below whi le  subsequent chapters  introduce the other  main menu se lect ions .

NOTE: 	 The menu opt ions avai lable  within the web user  interface are based upon the device conf igurat ion and user 

pr iv i leges  ( i .e .  local  or  remote) .

BASIC

The Bas ic  screen i s  the WUI homepage and the f i rst  se lect ion on the main menu.  I t  provides 

information regarding the f i rmware ,  3G,  and IP conf igurat ion.

The fo l lowing table  provides  further  deta i l s .

Option Descr ipt ion

Model  Name The model  name of  the device .

Board ID The Hardware vers ion of  the device

Bootloader  vers ion The boot loader  vers ion of  the device .

Router  F i rmware vers ion The f i rmware vers ion of  the device .

Wire less  dr iver  vers ion The wire less  dr iver  vers ion of  the wire less  module .

Mac Address The MAC address  of  the device ’s  LAN connect ion interface

Ser ia l  Number The ser ia l  number of  the device

Network The name of  or  other  reference to the mobi le  network 

operator.

L ink Shows the connect ion status  of  the current  connect ion.

Mode The radio access  technique current ly  used to enable  internet 

access .  I t  can be HSUPA,  HSDPA,  UMTS,  or  Disconnected .

S ignal  strength The mobi le  network (UMTS)  s ignal  qual i ty  avai lable 

at  the device locat ion.  This  s ignal  qual i ty  affects  the 

performance of  the unit .  I f  two or  more bars  are  green, 

the connect ion i s  usual ly  acceptable .

SIM info Shows the SIM card status  on the device .

LAN IP Address Shows the IP  address  for  LAN interface .

WAN IP Address Shows the IP  address  for  WAN interface .

Pr imary DNS Server Shows the IP  address  of  the pr imary DNS server.

Secondary DNS server Shows the IP  address  of  the secondary DNS server.

Date/T ime The t ime according to the device ’s  internal  c lock

Basic
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Settings

This menu includes Etisalat service Setup and PIN 
Configuration.
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This  menu inc ludes  Et i sa lat  serv ice Setup.

NOTE: 	 Sect ions 8 .3  and 8 .4 .2  a lso provide information about the Et i sa lat 

serv ice .

4.1 Etisalat SERVICE SETUP
Select  your serv ice sett ings  according to predef ined or 

custom prof i les .

Setup instruct ions are provided in the fo l lowing sect ions 

for  your ass i stance .

4.1 .1      PROFILE SETUP

Et isa lat  wi l l  provide the information required to complete 

the f i rst  t ime setup instruct ions below.  Only  complete those 

steps  for  which you have information and sk ip the others .

The Modify  Prof i les  l ink enables  you to enter  a  custom 

3G network setup.  To add a custom prof i le ,  c l ick  the add 

button and enter  the appropr iate 3G network information 

as  suppl ied by your provider.

1.    I f  your  SIM card i s  not  inserted into the Router,  p lease 

turn the Router  off .  Then insert  the SIM and turn the 

Router  on.

2 .  	 To connect  to Et i sa lat ’s  3G network p lease se lect  the 

Et i sa lat  UAE prof i le  with the Et i sa lat ’s  APN as  et isalat .
ae .  Authent icat ion Method should be provided by 

Et i sa lat ;  or  just  leave i t  set  to AUTO i f  not  required .  I f 

you have not  received the username and password,  leave 

these f ie lds  empty.

3 .     Se lect  IP  compress ion and Data compress ion to be ON or 

OFF.  By default  they are set  to off .

4.     C l ick  the Save button to save the new sett ings .

5 .      Press  the Connect  button to connect  to Internet .  The 

Device Info for  3G network box in the WUI Bas ic  screen 

should indicate an act ive connect ion,  as  shown below. 

The 3G and Internet  LEDs on the front  panel  of  the 

Router  should a lso be b l ink ing.

If  the LEDs are off ,  then either your profi le sett ings are 

incorrect ,  the SIM card is  not working or the service network is 

unavai lable .  In either case,  contact Technical  Support for further 

instructions.

4.2 Antenna Selection
Al lows the end user  the se lect  the 3G s ignal  input from 

external  antennas (not  provided) .  I t  a l so provides  a  s ignal 

strength compar ison between the internal  antennas and the 

external  antennas .

Settings
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The WiF i  submenu provides  access  to Wire less  Local  Area 

Network (LAN) conf igurat ion sett ings  inc luding:

•	 Wire less  network name

•	 Channel  restr ict ions  (based on country)

• 	 Secur i ty

•	 Access  point  or  br idging behaviour

• 	 Stat ion information

5.1 SETTINGS
This  screen a l lows you to conf igure bas ic  features  of  the 

wire less  LAN interface .  You can enable  or  d isable  the 

wire less  LAN interface ,  h ide the network from act ive scans , 

set  the wire less  network name (a lso known as  SSID)  and 

restr ict  the channel  set  based on country requirements .  The 

Wire less  Guest  Network funct ion adds extra networking 

secur i ty  when connect ing to remote hosts .

WIFI
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Option Description

Enable WiFi A checkbox that  enables  or  d isables  the wire less  LAN interface .  When se lected ,  the 
Web UI  d isp lays  Hide Access  point ,  SSID,  and County sett ings .  The default  i s  Enable 
WiFi .

Enable SSID 
Broadcast

Deselect  Enable  SSID Broadcast  to protect  the access  point  from detect ion by 
wire less  act ive scans .

To check AP status  in  Windows XP,  open Network Connect ions from the Start  Menu 
and se lect  V iew Avai lable  Network Connect ions .  I f  the access  point  i s  h idden,  i t 
wi l l  not  be l i s ted there .  To connect  a  c l ient  to a  h idden access  point ,  the stat ion 
must  add the access  point  manual ly  to i ts  wire less  conf igurat ion.

Clients 
Isolation

1.  Prevents  c l ients  PC from seeing one another  in  My Network P laces  or  Network 
Neighborhood.

2 .  Prevents  one wire less  c l ient  communicat ing with another  wire less  c l ient .

SSID Sets  the wire less  network name.   SSID stands for  Serv ice Set  Ident if ier.  A l l  s tat ions 
must  be conf igured with the correct  SSID to access  the WLAN.    I f  the SSID does 
not  match,  that  user  wi l l  not  be granted access .

The naming convent ions are:  Minimum number of  characters :  1 ,  maximum number 
of  characters :  32 .

BSSID The BSSID i s  a  48bit  ident i ty  used to ident ify  a  part icular  BSS (Bas ic  Serv ice Set ) 
within an area .  In  Infrastructure BSS networks ,  the BSSID i s  the MAC (Medium 
Access  Control )  address  of  the AP (Access  Point )  and in Independent BSS or  ad hoc 
networks ,  the BSSID i s  generated randomly.

Country A drop-down menu that  permits  wor ldwide and specif ic  nat ional  sett ings .   Each 
county l i s ted in the menu enforces  specif ic  regulat ions l imit ing channel  range: 
US= worldwide ,  Japan=1-14,  Jordan= 10-13,  I s rae l= 1-13

Max Clients The maximum number of  c l ients  that  can access  the router.

Wireless - 
Guest / Virtual 
Access Points

This  router  supports  mult ip le  SSIDs ca l led Guest  SSIDs or  V i rtual  Access  Points .  To 
enable  one or  more Guest  SSIDs se lect  the radio buttons under  the Enable  heading. 
To hide a  Guest  SSID,  se lect  i t s  radio button under  the Hidden heading.

Do the same for  I so late Cl ient  and Disable  WMM Advert i se  funct ions .   For  a 
descr ipt ion of  these two funct ions ,  see the entr ies  for  “Cl ient  I so lat ion”  and 
“Disable  WMM Advert i se”  in  this  table .   S imi lar ly,  for  Max Cl ients  and BSSID 
headings ,  consult  the matching entr ies  in  this  table .  NOTE:  Remote wire less  hosts 
are  unable  to scan Guest  SSIDs .

5.2 SECURITY
This  Router  inc ludes  a  number of  opt ions to help provide a  secure connect ion to the Et i sa lat 

Network .

Secur i ty  features  inc lude:

•	 WEP /  WPA /  WPA2 data encrypt ion

•	 SPI  F i rewal l

•	 VPN Pass-Through

•	 MAC address  IP  f i l ter ing

•	 Authent icat ion protocols  –  PAP /  CHAP

You can authent icate or  encrypt  your serv ice on the WiF i  Protected Access  a lgor i thm,  which 

provides  protect ion against  unauthor ized access  such as  eavesdropping.

The fo l lowing screen appears  when Secur i ty  i s  se lected .  The Secur i ty  page a l lows you to 

conf igure secur i ty  features  of  your Router ’s  wire less  LAN interface .  You can set  the network 

authent icat ion method,  se lect  data encrypt ion,  specify  whether  a  network key i s  required 

to authent icate to this  wire less  network and specify  the encrypt ion strength.

Cl ick  Save/Apply  to conf igure the wire less  secur i ty  opt ions .

WIFI
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Option Descr ipt ion

Select  SSID Your Serv ice Set  Ident if ier  (SSID) ,  sets  your  Wire less  Network Name. 
You can connect  mult ip le  devices  inc luding Laptops ,  Desktop PCs and 
PDAs to your Wire less  Router.  To get  addit ional  devices  connected , 
scan for  a  network ,  and locate the SSID shown on your Wire less 
Secur i ty  Card .  I f  the SSID does  not  match,  access  i s  denied .

Network Authent icat ion This  opt ion i s  used for  authent icat ion to the wire less  network .  Each 
authent icat ion type has  i t s  own sett ings .  For  example ,  se lect ing 
802.1X authent icat ion wi l l  reveal  the RADIUS Server  IP  address ,  Port 
and key f ie lds .

WPA-Pre-Shared Key I t  i s  useful  for  smal l  p laces  without authent icat ion servers  such as 
the network at  home.  I t  a l lows the use of  manual ly-entered keys  or 
passwords and i s  des igned to be eas i ly  set  up for  home users .

WPA Encrypt ion: Select  the data encrypt ion method for  the WPA mode.  There are three 
types  that  you can choose ,  TKIP,  AES,  TKIP+AES.

TKIP (Temporary Key Integr i ty  Protocol )  takes  the or ig inal  master 
key only  as  a  start ing point  and der ives  i t s  encrypt ion keys 
mathematica l ly  f rom this  master  key.  Then i t  regular ly  changes and 
rotates  the encrypt ion keys  so that  the same encrypt ion key wi l l 
never  be used twice . 

AES (Advanced Encrypt ion Standard)  provides  secur i ty  between 
c l ient  workstat ions operat ing in ad hoc mode.  I t  uses  a  mathematica l 
c ipher ing a lgor i thm that  employs  var iable  key s izes  of  128,  192 or 
256 bits .

TKIP+AES combine the features  and funct ions of  TKIP and AES.

5.3 CONFIGURATION
The fol lowing screen appears  when you se lect  Conf igurat ion.  This  screen a l lows you to 

control  the advanced features  of  the Wire less  Local  Area Network (WLAN) interface:

•	 Select  the channel  which you wish to operate from

•	 Force the transmiss ion rate to a  part icular  speed

•	 Set  the fragmentat ion threshold

•	 Set  the RTS threshold

•	 Set  the wake-up interval  for  c l ients  in  power-save mode

•	 Set  the beacon interval  for  the access  point

•	 Set  Xpress  mode

•	 Program short  or  long preambles

Cl ick  Save/Apply  to set  the advanced wire less  conf igurat ion.

WIFI
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Option Descr ipt ion

Band The new amendment a l lows IEEE 802.11g units  to fa l l  back to speeds of  11 Mbps , 
so IEEE 802.11b and IEEE 802.11g devices  can coexist  in  the same network .  The 
two standards  apply  to the 2 .4 GHz frequency band.  IEEE 802.11g creates  data-
rate par i ty  at  2 .4  GHz with the IEEE 802.11a standard ,  which has  a  54 Mbps rate 
at  5 GHz.  ( IEEE 802.11a has  other  d ifferences  compared to IEEE 802.11b or  g , 
such as  offer ing more channels . )

Channel Drop-down menu that  a l lows se lect ion of  a  specif ic  channel .

Auto Channel 
T imer (min)

Auto channel  scan t imer in  minutes  (0  to d isable)

802.11n/EWC With drop-down menu,  “Auto”  i s  for  11n and “Disable”  i s  for  11g

Bandwidth Drop-down menu specif ies  the fo l lowing bandwidth:  20MHz and 40MHz.

Control 
S ideband

This  i s  avai lable  for  40MHz.  Drop-down menu al lows se lect ing upper  s ideband or 
lower s ideband

802.11n Rate Drop-down menu specif ies  the fo l lowing f ixed rates .  The maximum rate for 
bandwidth ,  20MHz,  i s  130MHz and the maximum bandwidth ,  40MHz,  i s  270MHz

802.11n 
Protect ion

I t  i s  s imi lar  as  802.11g protect ion.  In  Auto mode the router  wi l l  use RTS/CTS 
to improve 802.11n performance in mixed 802.11n/  802.11g/  802.11b networks . 
Turn protect ion off  to maximize 802.11n throughput under  most  condit ions .

Support 
802.11n c l ient 
only

Drop-down menu al lows se lect ing “On/Off”.  Choos ing “On” a l lows the c l ient  with 
11n only  to connect ,  not  for  11g or  11b;  choos ing “Off”  a l lows the c l ient  with 
11n/11g/11b to connect

54g Rate Drop-down menu that  specif ies  the fo l lowing f ixed rates :  Auto:  Default .   Uses 
the 11 Mbps data rate when poss ib le  but  drops to lower rates  when necessary.  
1  Mbps ,  2Mbps ,  5 .5Mbps ,  or  11Mbps f ixed rates .  The appropr iate sett ing i s 
dependent on s ignal  strength.

Mult icast  Rate Sett ing mult icast  packet  transmit  rate .

Bas ic  Rate Sett ing bas ic  t ransmit  rate .

Fragmentat ion 
Threshold

A threshold ,  specif ied in bytes ,  that  determines  whether  packets  wi l l  be 
fragmented and at  what s ize .   On an 802.11 WLAN,  packets  that  exceed the 
fragmentat ion threshold are fragmented,  i .e . ,  sp l i t  into ,  smal ler  units  su itable 
for  the c i rcuit  s ize .   Packets  smal ler  than the specif ied fragmentat ion threshold 
value are not  fragmented.   Enter  a  va lue between 256 and 2346.  I f  you 
exper ience a high packet  error  rate ,  t ry  to s l ight ly  increase your Fragmentat ion 
Threshold .  The value should remain at  i t s  default  sett ing of  2346.   Sett ing the 
Fragmentat ion Threshold too low may result  in  poor performance .

RTS Threshold Request  to Send,  when set  in  bytes ,  specif ies  the packet  s ize  beyond which the 
WLAN Card invokes  i t s  RTS/CTS mechanism.   Packets  that  exceed the specif ied 
RTS threshold tr igger  the RTS/CTS mechanism.  The NIC transmits  smal ler  packet 
without us ing RTS/CTS .  The default  sett ing of  2347 (maximum length)  d isables 
RTS Threshold .

DTIM Interval Del ivery Traff ic  Indicat ion Message (DTIM) ,  a l so known as  Beacon Rate .  The 
entry  range i s  a  va lue between 1 and 65535.  A DTIM is  a  countdown informing 
c l ients  of  the next  window for  l i s tening to broadcast  and mult icast  messages . 
When the AP has  buffered broadcast  or  mult icast  messages  for  associated 
c l ients ,  i t  sends the next  DTIM with a DTIM Interval  va lue .  AP Cl ients  hear 
the beacons and awaken to receive the broadcast  and mult icast  messages .  The 
default  i s  1 .

Beacon Interval The amount of  t ime between beacon transmiss ions .   Each beacon transmiss ion 
ident if ies  the presence of  an access  point .   By default ,  radio NICs  pass ive ly 
scan a l l  RF channels  and l i s ten for  beacons coming from access  points  to f ind 
a suitable  access  point .   Before a  stat ion enters  power save mode,  the stat ion 
needs the beacon interval  to know when to wake up to receive the beacon 
(and learn whether  there are buffered frames at  the access  point ) .  The entered 
value i s  represented in ms .  Default  i s  100.  Acceptable  entry  range i s  1  to 0xffff 
(65535)

Global  Max 
Cl ients

The device can support  4 SSID,  and each SSID can set  i t s  own max c l ients ,  but 
i t  can’t  be b igger  than Global  max c l ients .  “Global  Max Cl ients”  l imits  the tota l 
associated c l ients  of  the 4 SSID.

Xpress TM 
Technology

XpressTM Technology i s  compl iant  with draft  specif icat ions of  two planned 
wire less  industry  standards .

Transmit  Power The router  wi l l  set  d i fferent  power output (by percentage)  according to this 
se lect ion .
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5.4 MAC FILTER
This  screen appears  when Media Access  Control  (MAC) F i l ter  i s  se lected .  This  opt ion a l lows 

access  to be restr icted based upon the unique 48-bit  MAC address .

To add a MAC Address  f i l ter,  c l ick  the Add button shown below.

To delete a  f i l ter,  se lect  i t  f rom the table  below and c l ick  the Remove button.

Option Descr ipt ion

MAC Restr ict 

Mode

Disabled – Disables  MAC f i l ter ing

Al low – Permits  access  for  the specif ied MAC addresses .

NOTE:         Add a wire less  device ’s  MAC address  before c l ick ing the Al low radio button 

or  e l se  you wi l l  need to connect  to the Router ’s  web user  interface us ing the 

suppl ied ye l low Ethernet  cable  and add the wire less  device ’s  MAC address .

Deny – Rejects  access  for  the specif ied MAC addresses

MAC Address L ists  the MAC addresses  subject  to the MAC Restr ict  Mode.  The 

Add button prompts  an entry  f ie ld  that  requires  you type in a 

MAC address  in  a  two- character,  6-byte convent ion:  xx:xx:xx:xx:

xx:xx where xx are hexadecimal  numbers .  A maximum of 60 MAC 

addresses  can be added.

Enter  the MAC address  on the screen below and c l ick  Save/Apply.

5.5 WIRELESS BRIDGE
The fol lowing screen appears  when se lect ing Wire less  Br idge ,  and goes  into a  deta i led

explanat ion of  how to conf igure wire less  br idge features  of  the wire less  LAN interface .

Cl ick  Save/Apply  to implement new conf igurat ion sett ings .

Option Description

AP Mode Select ing Wire less  Br idge (Wire less  D is t r ibut ion System)  d i sab les 
Access  Po int  (AP)  funct ional i ty  whi le  se lect ing Access  Po int  enables  AP 
funct ional i ty.  In  Access  Po int  mode ,  wi re less  br idge funct ional i ty  wi l l  s t i l l 
be  ava i lab le  and wire less  s tat ions  wi l l  be  ab le  to  assoc iate  to  the  AP.

Bridge Restr ict Select ing Disab led in  Br idge Restr ic t  d i sab les  Wire less  Br idge rest r ic t ion , 
which means  that  any wire less  br idge wi l l  be  granted access.  Se lect ing 
enabled or  enabled (Scan)  a l lows wire less  br idge rest r ic t ion .  Only  those 
br idges  se lected in  Remote Br idges  wi l l  be  granted access.  C l ick  Refresh 
to  update  the  s tat ion l i s t  when Br idge Restr ic t  i s  enabled .
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5 . 6  S TATION  INFO
The fol lowing screen appears  when you se lect  Stat ion Info ,  and shows authent icated 

wire less  stat ions and their  status .  C l ick  the Refresh button to update the l i s t  of  stat ions 

in  the WLAN

Option Description

BSSID The BSSID i s  a  48-b i t  ident i ty  used to  ident i fy  a  part icu lar  BSS (Bas ic  Serv ice 
Set )  with in  an area .  In  Inf rast ructure  BSS networks,  the  BSSID i s  the  MAC 
(Media  Access  Contro l )  address  of  the  AP (Access  Po int ) ;  and in  Independent 
BSS or  ad hoc networks,  the  BSSID i s  generated randomly.

Associated L i s ts  a l l  the  s tat ions  that  are  assoc iated with  the  Access  Po int ,  a long with  the 
amount  of  t ime s ince  packets  were  t ransferred to  and f rom each stat ion .  I f  a 
s tat ion i s  id le  for  too long ,  i t  i s  removed f rom th is  l i s t .

Authorized L i s ts  those  dev ices  with  author ized access.
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6.1 LOCAL AREA NETWORK (LAN)
This  screen a l lows you to conf igure the Local  Area Network (LAN) interface on your 

Router

See the f ie ld  descr ipt ions below for  more detai l s .

NOTE :  	 I f  you change your Router ’s  IP  address  ( f i rst  opt ion on the chart ) ,  the insta l lat ion software/connect ion 

manager  may not be able  to communicate with the Router.  P lease reset  the Router ’s  IP  address  to 192.168.1 .1 

i f  th is  occurs .

Opt ion Descr ipt ion

IP  Address Enter  the IP  address  for  the LAN interface

Subnet Mask Enter  the subnet mask for  the LAN interface

Enable  Internet  Group 

Management Protocol 

( IGMP) Snooping

Enable by t ick ing the box Standard Mode:  In  standard mode,  mult icast 
t raff ic  wi l l  f lood to a l l  br idge ports  when no c l ient  subscr ibes  to a 
mult icast  group.

Blocking Mode:  In  b locking mode,  the mult icast  data traff ic  wi l l  be 
b locked.  When there are no c l ient  subscr ipt ions to a  mult icast  group,  i t 
wi l l  not  f lood to the br idge ports .

Enable  NAT To enable/disable  Network Address  Trans lat ion (NAT,  p lease refer  to 7 .2 
for  NAT sett ing) .  By default  NAT i s  enabled .

Enable  UPnP Tick the box to enable  Universa l  P lug and Play

Dynamic Host 

Conf igurat ion 

Protocol  (DHCP) 

Server

Select  enable  DHCP server  and enter  your start ing and ending IP 
addresses  and the lease t ime.  This  sett ing conf igures  the Router  to 
automatica l ly  ass ign IP,  default  Router  and DNS server  addresses  to 
every DHCP c l ient  on your LAN

Stat ic  IP  Lease L i st To specify  the IP  address  ass igned through DHCP according to the MAC 
address  of  the hosts  connected to the Router.

Enable DHCP Server 

Relay

To re lay DHCP requests  f rom the subnet with no DHCP server  on i t  to a 
DHCP server  on other  subnets .  DHCP Server  Relay i s  d isabled by default . 
To access  enable  DHCP re lay,  p lease un-t ick NAT enable  f i rst ,  that  means 
to d isable  NAT f i rst ,  and then press  save button.  The enable  DHCP server 
Relay opt ion wi l l  then show up on the same page as  below:  

Conf igure a  second IP address  by t ick ing the checkbox shown below and enter  the fo l lowing 

information:

IP  Address : Enter  the secondary IP  address  for  the LAN interface .

Subnet Mask: Enter  the secondary subnet mask for  the LAN interface .

NOTE: 	 The Save button saves  new sett ings  to a l low cont inued conf igurat ion,  whi le  the Save/Reboot button not only 

saves  new sett ings  but  a lso reboots  the device to apply  the new conf igurat ion ( i .e .  a l l  new sett ings) .

Advanced
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6.2 NETWORK ADDRESS TRANSLATION (NAT)

6.2 .1      PORT FORWARDING

Port  Forwarding a l lows you to d i rect  incoming traff ic  f rom the Internet  s ide ( ident i f ied 

by Protocol  and External  port )  to the internal  server  with a  pr ivate IP  address  on the LAN 

s ide .  The Internal  port  i s  required only  i f  the external  port  needs to be converted to a 

d ifferent  port  number used by the server  on the LAN s ide .  A maximum of 32 entr ies  can be 

conf igured.

To add a Port  Forwarding rule ,  c l ick  the Add button.  The fo l lowing screen wi l l  d i sp lay.

Options Descr ipt ion

Select  a  Serv ice

Or Custom Server

User  should se lect  the serv ice from the l i s t . 
Or  create a  custom server  and enter  a  name for  the server

Server  IP  Address Enter  the IP  address  for  the server.

External  Port  Start Enter  the start ing external  port  number (when you se lect  Custom 
Server ) .  When a serv ice i s  se lected the port  ranges are automatica l ly 
conf igured.

External  Port  End Enter  the ending external  port  number (when you se lect  Custom 
Server ) .  When a serv ice i s  se lected the port  ranges are automatica l ly 
conf igured.

Protocol User  can se lect  f rom: TCP,  TCP/UDP or  UDP.

Internal  Port  Start Enter  the internal  port  start ing number (when you se lect  Custom 
Server ) .  When a serv ice i s  se lected the port  ranges are automatica l ly 
conf igured

Internal  Port  End Enter  the internal  port  ending number (when you se lect  Custom 
Server ) .  When a serv ice i s  se lected the port  ranges are automatica l ly 
conf igured.
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6.2 .2    PORT TRIGGERING

Some appl icat ions require  specif ic  ports  in  the Router ’s  f i rewal l  to be open for  access  by 

remote part ies .  Port  Tr igger ing opens up the ‘Open Ports ’  in  the f i rewal l  when an appl icat ion 

on the LAN in it iates  a  TCP/UDP connect ion to a  remote party  us ing the ‘Tr igger ing Ports ’. 

The Router  a l lows the remote party  from the WAN s ide to establ i sh new connect ions back 

to the appl icat ion on the LAN s ide us ing the ‘Open Ports ’.  A maximum 32 entr ies  can be 

conf igured

To add a Tr igger  Port ,  s imply c l ick  the Add button.  The fo l lowing wi l l  be d isp layed.

Options Descr ipt ion

Select  an Appl icat ion or 

Custom Appl icat ion

User  should se lect  the appl icat ion from the l i s t .  or  User  can enter 
the name of  their  choice .

Tr igger  Port  Start Enter  the start ing tr igger  port  number (when you se lect  custom 
appl icat ion) .  When an appl icat ion i s  se lected ,  the port  ranges are 
automatica l ly  conf igured.

Tr igger  Port  End Enter  the ending tr igger  port  number (when you se lect  custom 
appl icat ion) .  When an appl icat ion i s  se lected ,  the port  ranges are 
automatica l ly  conf igured.

Tr igger  Protocol TCP,  TCP/UDP or  UDP.

Open Port  Start Enter  the start ing open port  number (when you se lect  custom 
appl icat ion) .  When an appl icat ion i s  se lected ,  the port  ranges are 
automatica l ly  conf igured.

Open Port  End Enter  the ending open port  number (when you se lect  custom 
appl icat ion) .  When an appl icat ion i s  se lected ,  the port  ranges are 
automatica l ly  conf igured.

Open Protocol TCP,  TCP/UDP or  UDP.

6 .2 .3       DEMILITARIZED (DMZ) HOST

Your Router  wi l l  forward IP  packets  f rom the Wide Area Network (WAN) that  do not  belong to 

any of  the appl icat ions conf igured in the Virtual  Servers  table  to the DMZ host  computer. 

Enter  the computer ’s  IP  address  and c l ick  Apply  to act ivate the DMZ host .

C lear  the IP  address  f ie ld  and c l ick  Apply  to deact ivate the DMZ host .

Advanced
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6.3	 SECURITY
Your Router  can be secured with the IP  F i l ter ing funct ion.

6.3 .1    IP  F ILTERING

The IP  F i l ter ing screen sets  f i l ter  ru les  that  l imit  incoming and outgoing IP traff ic .  Mult ip le 

f i l ter  ru les  can be set  with at  least  one l imit ing condit ion .  Al l  condit ions  must  be fulf i l led 

to a l low indiv idual  IP  packets  to pass  through the f i l ter.

OUTGOING IP F ILTER

The default  sett ing for  Outgoing traff ic  i s  ACCEPTED.  Under  this  condit ion ,  a l l  outgoing IP 

packets  that  match the f i l ter  ru les  wi l l  be BLOCKED.

To add a f i l ter ing rule ,  c l ick  the Add button.  The fo l lowing screen wi l l  d i sp lay.

Options Descr ipt ion

Fi l ter  Name The f i l ter  ru le  label

Protocol TCP,  TCP/UDP,  UDP or  ICMP

Source IP  address Enter  source IP  address

Source Subnet Mask Enter  source subnet mask

Source Port  (port  or  port :port ) Enter  source port  number or  port  range

Dest inat ion IP  address Enter  dest inat ion IP  address

Dest inat ion Subnet Mask Enter  dest inat ion subnet mask

Dest inat ion port  (port  or  port :port ) Enter  dest inat ion port  number or  range

Cl ick  Save/Apply  to save and act ivate the f i l ter.

Advanced
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INCOMING IP F ILTER

The default  sett ing for  a l l  Incoming traff ic  i s  BLOCKED.  Under  this  condit ion only  those 

incoming IP packets  that  match the f i l ter  ru les  wi l l  be ACCEPTED.

To add a f i l ter ing rule ,  c l ick  the Add button.  The fo l lowing screen wi l l  d i sp lay.

P lease refer  to the Outgoing IP F i l ter  table  for  f ie ld  descr ipt ions .  

Cl ick Save/Apply  to save and act ivate the f i l ter.

6.4	 ROUTING
Stat ic  Route and Dynamic Route sett ings  can be found in the Rout ing l ink as  i l lustrated 

below.

6 .4 .1     STATIC ROUTE

The Stat ic  Route screen disp lays  the conf igured stat ic  routes .  C l ick  the Add or  Remove 

buttons to change sett ings .

C l ick  the Add button to d isp lay the fo l lowing screen.

Enter  Dest inat ion Network Address ,  Subnet Mask ,  Router  IP  Address  and/or  WAN Interface . 

Then c l ick  Save/Apply  to add the entry  to the rout ing table .

Advanced
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6.4 .2      DYNAMIC ROUTE

To act ivate this  opt ion,  se lect  the enabled radio button for  Global  RIP Mode.

To conf igure an indiv idual  interface ,  se lect  the des i red RIP vers ion and operat ion,  fo l lowed 

by plac ing a check in the enabled checkbox for  that  interface .  C l ick  Save/Apply  to save the 

conf igurat ion and to start  or  stop dynamic rout ing .

6.5	 PARENTAL CONTROL

6.5 .1      T IME RESTRICTION

Time Restr ict ion a l lows you to restr ict  access  f rom a device on your Local  Area network 

(LAN) to the Internet  through the Router  on se lected days  at  certa in t imes .  Make sure to 

act ivate the Internet  T ime server  synchronizat ion as  descr ibed in sect ion 7 .10 SNTP,  so that 

the scheduled t imes match your local  t ime.

Cl ick Add to d isp lay the fo l lowing screen.  Enter  the MAC address  of  the device that  you 

wish to restr ict  access  for  and se lect  days  of  the week and t imes to apply  the restr ict ion
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Complete the f ie lds  l i s ted below and c l ick  Save/Apply  to apply  the sett ings .

Options Descr ipt ion

User  Name A user-def ined label  for  th is  restr ict ion

Browser ’s  MAC Address Al lows easy ident if icat ion of  MAC address  of  the computer  running 
the Browser

Other  MAC Address MAC address  of  another  LAN device

Days  of  the Week Select  one or  more days  for  the restr ict ions  to apply  to .

Start  B locking T ime Enter  the t ime you want the restr ict ion to start

End Blocking T ime Enter  the t ime you want the restr ict ion to end

6.5 .2      URL F ILTER

The URL F i ler  a l lows you to restr ict  access  f rom a device on your Local  Area Network (LAN) 

to certa in webs ites  on the internet .

To use this  feature ,  f i rst  se lect  whether  to Al low or  Block the URL l i s t .  I f  Al low is  se lected , 

only  the URL addresses  l i s ted in the table  wi l l  be access ib le  to the computers  on the LAN. 

I f  B lock i s  se lected ,  the URL addresses  l i s ted in the table  wi l l  be b locked from computers 

on the LAN.

ADD URL ADDRESS

To add a URL address ,  c l ick  Add,  then complete the f ie lds  l i s ted below and c l ick  Save/Apply 

to apply  the sett ings .

Options Descr ipt ion

URL Address Select  e i ther  a  URL address  or  a  keyword to f i l ter.  
(e .g .  www.badwebsite .com)

Port  Number Either  port  80 or  port  8080 i s  accepted.

REMOVE URL ADDRESS

To remove a URL address ,  se lect  the URL keyword you wish to remove,  and c l ick  Remove.



31

Etisalat HSPA+ WiFi Router  USER GUIDE

Advanced

6.6	 DOMAIN NAME SERVER (DNS)
6.6 .1      DNS SERVER CONFIGURATION

If  Enable  Automatic  Ass igned DNS is  se lected ,  th is  device wi l l  accept  the f i rst  received DNS 

ass ignment from the Wide Area Network (WAN) interface dur ing the connect ion process . 

Otherwise ,  you can enter  the pr imary and opt ional  secondary DNS server  IP  addresses .  C l ick 

on Save to apply.

NOTE: 	 Cl ick  the Save button to save the new conf igurat ion.  To make the new conf igurat ion effect ive ,  reboot your 

Router.

6.6 .2      DYNAMIC DNS

The Dynamic DNS serv ice a l lows a dynamic IP  address  to be a l iased to a  stat ic  hostname in 

any of  a  se lect ion of  domains ,  a l lowing the Router  to be more eas i ly  accessed from var ious 

locat ions on the internet .

NOTE : 	 The Add/Remove buttons wi l l  be d isp layed only  i f  the Router  has  been ass igned an IP  address  f rom the remote 

server.

To add a dynamic DNS serv ice ,  c l ick  the Add button and this  screen wi l l  d i sp lay

Options Descr ipt ion

D-DNS provider Select  a  dynamic DNS provider  from the l i s t .

Hostname Enter  the name for  the dynamic DNS server.

Interface Select  the interface from the l i s t .

Username Enter  the username for  the dynamic DNS server.

Password Enter  the password for  the dynamic DNS server.
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6.7 DEVICE SETTINGS
The Device Sett ings  screens a l low you to backup,  retr ieve and restore the default  sett ings  of 

your Router.  I t  a l so provides  a  funct ion for  you to update your Router ’s  sett ings .

6 .7 .1       BACKUP SETTINGS

The fol lowing screen appears  when Backup i s  se lected .  C l ick  the Backup Sett ings  button to 

save the current  conf igurat ion sett ings .

You wi l l  be prompted to def ine the locat ion of  a  backup f i le  to save to your PC.

6 .7 .2       UPDATE SETTINGS

The fol lowing screen appears  when se lect ing Update from the submenu.  By c l ick ing on the 

Browse button,  you can locate a  previous ly  saved f i lename as  the conf igurat ion backup f i le . 

C l ick  on the Update sett ings  to load i t .

6 .7 .3       RESTORE DEFAULT

The fol lowing screen appears  when se lect ing Restore Default .  By c l ick ing on the Restore 

Default  Sett ings  button,  you can restore your Gateways default  f i rmware sett ings .  To restore 

system sett ings ,  reboot your Router.

NOTE: 	 The default  sett ings  can be found in sect ion 2 .3 Default  Sett ings .

Once you have se lected the Restore Default  Sett ings  button,  the fo l lowing screen wi l l 

appear.  C lose the window and wait  2  minutes  before reopening your browser.  I f  required , 

reconf igure

your computer ’s  IP  address  to match your new conf igurat ion (see sect ion 3 .2 TCP/ IP Sett ings 

for  deta i l s ) .  After  a  successful  reboot ,  the browser  wi l l  return to the Device Info screen.  I f 

the browser  does  not  refresh to the default  screen,  c lose and restart  the browser.

NOTE: 	 The Restore Default  funct ion has  the same effect  as  the reset  button.  I f  the reset  button i s  cont inuously 

pushed for  more than 5 seconds (and not more than 12 seconds) ,  the boot loader  wi l l  erase the conf igurat ion 

sett ings  saved on f lash memory.
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6.7 .4      UPDATE F IRMWARE

The fol lowing screen appears  when se lect ing Update F i rmware .  By fo l lowing the steps  on 

this  screen,  you can update your Router ’s  f i rmware .  Manual  device upgrades  from a local ly 

stored f i le  can a lso be performed us ing the fo l lowing screen.

1:     Obtain an updated f i rmware image f i le

2:    Enter  the path and f i lename of  the f i rmware image f i le  in  the F i rmware F i le  Name f ie ld 

or  c l ick  the Browse button to locate the image f i le .

3 :     C l ick  the Update F i rmware button once to upload and insta l l  the f i le .

NOTE: 	 The update process  wi l l  take about 2 minutes  to complete .  The Router  wi l l  reboot and the browser  window wi l l 

refresh to the default  screen upon successful  insta l lat ion .  I t  i s  recommended that  you compare the Software 

Vers ion at  the top of  the Bas ic  screen (WUI homepage)  with the f i rmware vers ion insta l led ,  to conf i rm the 

insta l lat ion was successful .

6.8 ACCESS CONTROL
The Access  Control  opt ion found in the Management drop down menu conf igures  access 

re lated parameters  in  the fo l lowing two areas :

• 	 Serv ices

• 	 Passwords

Access  Control  i s  used to control  local  and remote management sett ings  for  your Router.

6 .8 .1       SERVICES

The Serv ice Control  L i st  (SCL)  a l lows you to enable  or  d isable  your Local  Area network (LAN) 

or  Wide Area Network (WAN) serv ices  by t ick ing the checkbox as  i l lustrated below.  These 

access  serv ices  are  avai lable :  FTP,  HTTP,  ICMP,  SSH,  TELNET,  and TFTP.  C l ick  Save/Apply  to 

cont inue .
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6.8 .2      PASSWORDS

The Passwords opt ion conf igures  your account access  password for  your Router.  Access  to 

the device i s  l imited to the fo l lowing three user  accounts :

•	 admin i s  to be used for  local  unrestr icted access  control

•	 support  i s  to be used for  remote maintenance of  the device

•	 user  i s  to be used to v iew information and update device f i rmware

Use the f ie lds  i l lustrated in the screen below to change or  create your password.  Passwords 

must  be 16 characters  or  less  with no spaces .  C l ick  Save/Apply  to cont inue .

6.9 Simple Network Management Protocol (SNMP)
The S imple Network Management Protocol  (SNMP) a l lows a network administrator  to monitor 

a  network by retr iev ing sett ings  on remote network devices .  To do this ,  the administrator 

typica l ly  runs an SNMP management stat ion program such as  MIB browser  on a local  host 

to obtain information from the SNMP agent ,  in  this  case the 3G21WE ( i f  SNMP enabled) . 

An SNMP ‘community ’  performs the funct ion of  authent icat ing SNMP traff ic .  A ‘community 

name’  acts  as  a  password that  i s  typica l ly  shared among SNMP agents  and managers .

By default ,  SNMP agent i s  enabled on the Router.

SETTING UP SNMP AGENT

1.  	 Open a web browser  ( Ie /F i refox/Safar i ) ,  type in LAN address  of  the Router 

(http: / /192.168.1 .1/  by default )  to log into the web interface .

2 .     The login username and password by default  i s  admin/admin.

3 .     Go to Advanced Sett ings  > SNMP.  Enable  SNMP agent and set  up a l l  opt ions according 

to the screenshot below.

4 .     C l ick  Save/Apply  to act ivate these sett ings .
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6.10 SIMPLE NETWORK TIME PROTOCOL (SNTP)
This  screen a l lows you to conf igure the t ime sett ings  of  your Router.  To automatica l ly

synchronize with Internet  t ime servers ,  t ick  the box as  i l lustrated below.

The fo l lowing opt ions should now appear  ( see screenshot below):

Options Descr ipt ion

First NTP time server: Select the required server.

Second NTP time server: Select second time server, if required.

Time zone offset: Select the local time zone.

Configure these opt ions and then c l ick  Save/Apply  to act ivate .

NOTE: 	 SNTP must  be act ivated to use Parental  Control  ( sect ion 7 .5) .

6.11 USB SETTINGS
The USB Sett ings  opt ion found in the Advanced Sett ings  drop down menu conf igures  USB 

port  re lated parameters  in  the fo l lowing two areas :

• 	 Pr int  Server

•	 USB Storage

6.11.1    PRINT SERVER

These steps  expla in the procedure for  enabl ing the Pr int  Server.

1 :      To enable  the pr int  server,  Se lect  Enable  on-board pr int  server  checkbox and enter 

Pr inter  name and Make and model

NOTE: 	 The pr inter  name can be any text  str ing up to 40 characters .  The Make and model  can be any text  str ing up to 

128 characters .
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F O R W I N D O W S X P:

2 :   Go to the Pr inters  and Faxes  appl icat ion in the Control  Panel  and se lect  the Add a 

pr inter  funct ion (as  located on the s ide menu below) .

3 :     C l ick  Next  to cont inue ,  when you see the d ia log box below.

4:   Select Network Printer and click Next.

5 :     Se lect  Connect  to a  pr inter  on the Internet  and enter  your pr inter  l ink .

(e .g .  http: / /192.168.1 .1/pr inters /pr intername)  and c l ick  Next .

NOTE: 	 the pr inter  name must  be the same name entered in the web user  interface “pr inter  server  sett ing”  as  in  step 

1.
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6:   Click Have Disk and insert the printer driver CD.

7:      Choose Yes  or  No for  default  pr inter  sett ing and c l ick 

Next .

8 :  C l ick  “F in ish”.

9 :  Check the status  of  pr inter  f rom Windows Control  Panel , 

pr inter  window.  Status  should show as  Ready.

F O R  M A C O S X:

1 .    Browse to the Apple menu and se lect  System Preferences . 

In  the System Preferences  menu

2. 	 c l ick  on Pr int  & Fax .

3.   With your Pr inter  dr iver  insta l led ,  p lease add your pr inter 

from the Pr inter  & Fax menu.

Advanced
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4.     C l ick  + to add your pr inter  f rom the Pr int  & Fax menu. 5 .     Se lect  Internet  Pr int ing Protocol  –  IPP from the Protocol  drop down l i s t .

6 .    �   Type into the Address  f ie ld  “GatewayIPAddress :631” where GatewayIPAddress  i s  the IP 

address  of  your Router  (default :  192.168.1 .1) .  See screenshot below for  an example . 

Also enter  into the Queue f ie ld  “ /pr inters /Pr interName” ,  where Pr interName is  the name 

you gave your pr inter  in  step 1

7.     Se lect  your pr inter  f rom the Pr int  Us ing drop down l i s t .

Advanced
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8.     C l ick  Add and check the pr inter  status .

Pr int  Server  set  up i s  now complete .  You wi l l  now be able 

to pr int  f rom common appl icat ions by se lect ing this  pr inter 

f rom the Pr int  d ia logue box .

FOR WINDOWS VISTA

2.    Go to the control  panel ,  and se lect  Pr inters .  Once in the 

Pr inters  page ,  c l ick  the Add a pr inter  button as  shown 

below.

3 .     Se lect  add a network ,  wire less  or  Bluetooth pr inter.

4 .  	 C l ick  on the radio-button labeled Select  a  shared pr inter 

by name,  and type “http: / /192.168.1 .1:631/pr inters /

Pr interName” in the box below.  Cl ick  Next .

NOTE: 	 The pr intername must  be the same as  the pr inter  name entered in the 

Web User  Interface dur ing step 1

5 .  	 Next ,  se lect  the dr iver  that  came with your pr inter. 

Browse through the l i s t  to se lect  your pr inter  dr iver, 

or  c l ick  ‘Have Disk ’  i f  you have your pr inter  dr iver 

insta l lat ion media .

6.  Choose whether  you want this  pr inter  to be the default 

pr inter,  and then c l ick  Next .

Advanced
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7.  C l ick  F in ish .  Your device i s  now conf igured and ready for  use .

6 .11 .2      USB STORAGE

The Et i sa lat  HSPA+ WiFi  Router    a l lows you to connect  a  USB storage device and share i t 

with a l l  of  the users  on the network . 

By default ,  th is  feature i s  a l ready enabled ,  so i t  i s  s imply a  matter  of  connect ing your USB 

storage device and enter ing the appropr iate network locat ion.

I f  you wish to modify  any of  these features ,  the steps  below expla in the procedure for 

enabl ing the USB Storage .

1:     Ensure that  the Enable  USB Storage checkbox i s  checked in the Web User  Interface .

To do this ,  log into the device us ing the procedure found in Sect ion 3 .4 then se lect  Advanced 

sett ings  > USB sett ings  > USB Storage from the menu a long the top of  the page .  Enable  USB 

Storage checkbox and enter  the Router  Name and USB Dr ive Name.

Field Description

Router  Name The hostname of  the Router  device .  This  should only  be modif ied i f  there 
are mult ip le  Et i sa lat  HSPA+ WiFi  Router  ’s  on your network .  The default 
name is  “Et i sa lat21”.

USB Dr ive Name The name of  USB dr ive .  This  should only  be modif ied i f  there are mult ip le 
USB devices  connected to your Et i sa lat  HSPA+ WiFi  Router  .  The default 
name is  “3G21WE”

FOR WINDOWS XP:

2:   Open a web-browser  ( such as  Internet  explorer,  F i refox or  Safar i )  and type in the address 

\ \ ”GatewayName”\”USBDriveName”\  (e .g .  \ \3G21WE\USB-Storage)

NOTE: 	 There i s  no username and password required to access  the USB dr ive ,  the user  wi l l  be able  to read/write  the 

fo lder/f i les  in  the USB dr ive .

TO MAP THE USB STORAGE DRIVE

To enable  easy access  to the USB Storage Dr ive ,  you can map the network locat ion.  To do 

this ,  use the fo l lowing steps :

Advanced
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1. 	 C l ick  on the Start  button and c l ick  My Computer

2 . 	 C l ink on tools  > Map network dr ive

3 . 	 In  the Folder  f ie ld ,  enter  the address  of  the USB Storage Dr ive \ \GatewayName\

USBDriveName (e .g .  \ \3G21WE\USB-Storage)

4 . 	 To access  the USB Storage Dr ive in  the future ,  you can s imply double-c l ick  on the i tem 

in the My Computer  menu

FOR MAC OSX:

2 .     From the F inder,  se lect  the Go and then c l ick  Connect  to Server

3 .      In  the address  f ie ld  of  the Connect  to Server  d ia log ,  type in the address :

smb:/ /  “GatewayName”/“USBDriveName” (e .g .  smb:/ /3G21WE/USB-Storage)

4 .     C l ick  the + button to add this  server  to the l i s t  of  Favour ites  and then c l ick  Connect

5 .     Se lect  the Guest  radio button and then c l ick  Connect

FOR WINDOWS VISTA

2.     Open a web-browser  ( such as  Internet  explorer,  F i refox or  Safar i )

3 .     Type in the address  “ \ \GatewayName\USBDriveName\”  (e .g .  \ \3G21WE\USB-Storage)

NOTE: 	 There i s  no username and password required to access  the USB dr ive .  Any network user  wi l l  be able  to read/

write  the fo lder/f i les  in  the USB dr ive .

Advanced
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TO MAP THE USB STORAGE DRIVE

To enable  easy access  to the USB Storage Dr ive ,  you can map the network locat ion.  To do 

this ,  use the fo l lowing steps :

5 . 	 C l ick  on the Start  button and c l ick  Computer

6 . 	 C l ick  the Map network dr ive button

7. 	 In  the Folder  f ie ld ,  enter  the address  of  the USB Storage Dr ive \ \GatewayName\

USBDriveName (e .g .  \ \3G21WE\USB-Storage)

8 . 	 To access  the USB Storage Dr ive in  the future ,  you can s imply double-c l ick  on the i tem 

in the Computer  menu

6.12	 SAVE AND REBOOT
This  funct ion saves  the current  conf igurat ion sett ings  and reboots  your Router.

NOTE1:        I t  may be necessary to reconf igure your TCP/ IP sett ings  to adjust  for  the new conf igurat ion.  For  example ,  i f 

you disable  the Dynamic Host  Conf igurat ion Protocol  (DHCP)  server  you wi l l  need to apply  Stat ic  IP  sett ings .

NOTE2:        I f  you lose a l l  access  to your web user  interface ,  s imply press  the reset  button on the rear  panel  for  5-7 

seconds to restore default  sett ings .

Advanced
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The Diagnost ics  menu has  the fo l lowing submenus:

•	 Diagnost ics

•	 System Log

•	 3G Network

•	 Stat ist ics

•	 Route

•	 ARP

•	 DHCP

•	 PING

7.1	 DIAGNOSTICS
The Diagnost ics  menu provides  feedback on the connect ion status  of  the device .  The 

indiv idual  tests  are  l i s ted below.  I f  a  test  d isp lays  a  fa i l  s tatus :

1:     C l ick  on the Help l ink

2:     Now c l ick  Re-run Diagnost ic  Tests  at  the bottom of  the screen to re-test  and conf i rm 

the error

3:      I f  the test  cont inues  to fa i l ,  fo l low the troubleshoot ing procedures  in  the Help screen

Diagnostics
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Name Descr ipt ion

Wired Connect ion Pass :  Indicates  that  the Ethernet  interface from your computer  i s 
connected to the LAN port  of  th is  Router.

Fai l :  Indicates  that  the Router  does  not  detect  the Ethernet  interface on 
your computer.

Wire less  connect ion Pass :  Indicates  that  the wire less  card i s  ON.

Down: Indicates  that  the wire less  card i s  OFF.

P ing Default
Router

Pass :  Indicates  that  the Router  can communicate with the f i rst  entry  point 
to the network .  I t  i s  usual ly  the IP  address  of  the ISP ’s  local  Router.

Fa i l :  Indicates  that  the Router  was unable  to communicate with the f i rst 
entry  point  on the network .  I t  may not have an effect  on your Internet 
connect iv i ty.  Therefore i f  th is  test  fa i l s  but  you are st i l l  able  to access  the 
Internet ,  there i s  no need to troubleshoot this  i s sue .

P ing Pr imary Domain
Name Server

Pass :  Indicates  that  the Router  can communicate with the pr imary Domain 
Name Server  (DNS) .

Fa i l :  Indicates  that  the Router  was unable  to communicate with the 
pr imary Domain Name Server  (DNS) .  I t  may not have an effect  on your 
Internet  connect iv i ty.  Therefore i f  th is  test  fa i l s  but  you are st i l l  able  to 
access  the Internet ,  there i s  no need to troubleshoot this  i s sue .

7.2	 SYSTEM LOG
This  funct ion a l lows you to v iew system events  and conf igure re lated opt ions .  Fol low the 

steps  below to enable  and v iew the System Log.

1:     C l ick  Conf igure System Log to cont inue .

2:     Se lect  the system log opt ions ( see table  below) and c l ick  Save/Apply.
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Name Descr ipt ion

Log Indicates  whether  the system is  current ly  recording events .  You can enable  or 
d isable  event logging.  By default ,  i t  i s  d isabled .

Log level Al lows you to conf igure the event level  and f i l ter  out  unwanted events  below this 
level .  The events  ranging from the highest  cr i t ica l  leve l

“Emergency”  down to this  conf igured level  wi l l  be recorded to the log buffer  on 
the Router ’s  SDRAM. When the log buffer  i s  fu l l ,  the newest  event wi l l  wrap up 
to the top of  the log buffer  and overwrite  the o ldest  event .  By default ,  the log 
level  i s  “Debugging” ,  which i s  the lowest  cr i t ica l  leve l .  The log levels  are  def ined 
as  fo l lows:

Emergency i s  the most  ser ious  event level ,  whereas  Debugging i s  the least 
important .  For  instance ,  i f  the log level  i s  set  to Debugging,  a l l  the events  f rom 
the lowest  Debugging level  to the most  cr i t ica l  leve l  emergency level  wi l l  be 
recorded.  I f  the log level  i s  set  to error,  only  error  and the level  above wi l l  be 
logged.

Display Level Al lows you to se lect  the logged events  and disp lays  on the View System Log 
window for  events  of  th is  level  and above to the highest  emergency level .

Mode Al lows you to specify  whether  events  should be stored in the local  memory,

be sent  to a  remote sys log server,  or  to both s imultaneous ly.  I f  remote mode 
i s  se lected ,  the v iew system log wi l l  not  be able  to d isp lay events  saved in the 
remote sys log server.  When e ither  Remote mode or  Both mode i s  conf igured,  the 
Web UI  wi l l  prompt the you to enter  the Server  IP  address  and Server  UDP port .

3 :     C l ick  V iew System Log.  The results  are  d isp layed as  fo l lows .

7.3	 3G NETWORK
Select  th is  opt ion for  deta i led status  information on your Gateways 3G connect ion.

Consult  the table  on the next  page for  deta i led f ie ld  descr ipt ions
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Fie ld Descr ipt ion

Manufacturer The manufacturer  of  the embedded 3G module .

Model The model  name of  the embedded 3G module .

FW Rev. The f i rmware vers ion of  the 3G module .

IMEI The IMeI  ( Internat ional  Mobi le  equipment Ident ity)  i s  a  15 dig it  number that 
i s  used to ident ify  a  mobi le  device on a network .

FSN Factory Ser ia l  Number of  the 3G module .

IMSI The IMSI  ( Internat ional  Mobi le  Subscr iber  Ident ity)  i s  a  unique 15-digit 
number used to ident ify  an indiv idual  user  on a UMTS network .

HW Rev. The hardware vers ion of  the 3G module .

System Mode WCDMA/Europe CMDA 2000 /  America

WCDMA band The 3G radio frequency band which supports  dual-band UTMS/HSDPA/HSUPA 
frequencies  (850/2100 MHz) ,  IMT2000 i s  2100 MHz,  WCDMA800 is  850MHz

WCDMA 

channel

The 3G channel .

MM (CS)  state Circuit  Switching state

Signal  Strength The 3G s ignal  strength in dBm.

Signal  level 

in  dBm

-109 ~ -103 -101 ~ -93 -91 ~ -87 -85 ~ -79 -77 ~ -52

5 Signal 

bars

LED Low Medium High

7.4	 STATISTICS
These screens provide detai led information for :

•	 Local  Area Network (LAN) and Wire less  Local  Area Network (WLAN)

• 	 3G Interfaces

NOTE: 	 These stat i st ics  page refresh every 15 seconds

7 .4 .1       LAN STATISTICS

This  screen disp lays  stat i st ics  for  the Ethernet  and Wire less  LAN interfaces .

7.4 .2      3G STATISTICS

Cl ick  Et i sa lat™ network in the Stat i st ics  submenu to d isp lay the screen below.
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7.5	 ROUTE
Select  Route to d isp lay the paths  the Router  has  found.

F ie ld Descr ipt ion

Dest inat ion Dest inat ion network or  dest inat ion host

Router next  hop IP address

Subnet Mask Subnet mask of  Dest inat ion

F lag U: route i s  up

! :  re ject  route

G:  use Router

H:  target  i s  a  host

R:  re instate route for  dynamic rout ing

D:  dynamical ly  insta l led by daemon or  redirect

M: modif ied from rout ing daemon or  redirect

Metr ic The ‘d istance ’  to the target  (usual ly  counted in hops) .  I t  i s  not  used by recent 
kernels ,  but  may be needed by rout ing daemons .

Serv ice Shows the name for  WAN connect ion

Interface Shows connect ion interfaces

Diagnostics



49

Etisalat HSPA+ WiFi Router  USER GUIDE

7.6	 ARP
Cl ick ARP to d isp lay the ARP information.

Fie ld Descr ipt ion

IP  address Shows IP address  of  host  pc

Flags Complete 

Incomplete 

Permanent

Publ i sh

HW Address Shows the MAC address  of  host  pc

Device Shows the connect ion interface

7.7	 DYNAMIC HOST CONFIGURATION PROTOCOL (DHCP)
Cl ick DHCP to d isp lay the DHCP information.

Fie ld Descr ipt ion

Hostname Shows the device/host/Pc network name

MAC Address Shows the Ethernet  MAC address  of  the device/host/Pc

IP  address Shows IP address  of  device/host/Pc

Expires  In Shows how much t ime i s  left  for  each DHCP Lease

7.8	 PING
The PING menu provides  feedback of  connect ion test  to an IP  address  or  a  host  name.

 

Input an IP  address  or  a  host  name,  e .g  www.google .com and press  Submit .  The connect ion 

test  result  wi l l  be shown as  below.

The above screen i s  showing a successful  p ing result .
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