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Features

Combines Etisalat Broadband service, WiFi and Ethernet Router in one device

Tri-band HSPA+/UMTS (850 /1900/ 2100 Mhz)

Embedded multimode HSUPA/HSDPA/HSPA+/UMTS module
2 x USB 2.0 host ports

WEP/WPA/WPA2 and 802.1x

MAC address and IP filtering

Static route functions

DNS Proxy

Integrated 802.11n AP (backward compatible with 802.11b/g)
CLI command interface

Web-based management

Supports VPN Pass-through

NAT/PAT

DHCP Server/Relay/Client

Configuration backup and restoration

1.2 Package Contents

Your package contains the following:

e Etisalat HSPA+ WiFi Router
* Printed Quick Start Guide
* CD (Containing User Guide)
e Ethernet Cable

e Security Card

e Power Supply

Etisalat HSPA+ WiFi Router USER GUIDE
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1.3

LED Indicators

The LED indicators are explained in the table below.

LED Icon | Color | Mode | Description
High .)) Green | On High signal strength
Off No activity, Router powered off or on other signal strength
Med D) Green | On Medium signal strength
Off No activity. The Router is powered off or is currently using
another signal strength
Low ) Green | On Low signal strength
Off No activity. The Router is powered off or is currently using
another signal strength
3G 35,)) Green | On Connection established with the 3G network
Off Either there is no activity, the Router is powered off, or there is no
cable or no powered device connected to the associated port
Blink | Connecting with 3G network
2G z(;))) Green | On Connection established with the 2G network
Off Either there is no activity, the Router is powered off, or there is no
cable or no powered device connected to the associated port
Blink | Connecting with 2G network
LAN 1~4 é_; Green | On Powered device connected to the associated LAN port (includes
devices with Wake-on-LAN capability where a slight voltage is
supplied to an Ethernet connection)
Off No device connected or Connected device is off
Blink | LAN activity present (traffic in either direction)
Internet | 2~ | Green | On Internet connection established
- Off No connection to the internet or Router powered off
Blink | Data is currently being transmitted through the Internet connection
WiFi (((T,)) Green | On Local WiFi access to the Router is enabled and working
Off Local WiFi access to the Router is disabled
Blink | Data being transmitted or received over WiFi.
POWER (l) Green | On Power on
Off Power off

Introduction
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1.4 Panels

The rear and side panels shown below contain the ports for data and power connections.

(1) SIM card slot

(2) Four RJ-45 Ethernet LAN ports

(3) Reset button

(4) Power jack for DC power input (12VDC / 1.5A).

(5) External 3G SMA Connector (Optional)

Note: The External 3G Connector allows you to plug in an external 3G antenna (not provided) and select it as the
main 3G signal input. By default, the gateway obtains a stable 3G signal from the internal antennas (built-in
the gateway). For more details please refer to Chapter 4.2 Signal Selection.

(6) Two USB Printer/Hard Drive ports
(7) Power button
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2.1 TCP/IP SETTINGS

It is likely that your computer will automatically obtain an
IP Address and join the network.

This is because the Dynamic Host Configuration Protocol
(DHCP) server (on the device) will start automatically when
your Router powers up.

This automatic assignment requires that DHCP is configured
on your computers. It is likely that this is already the case,
but should you be required to configure this, please see the
instructions on the following page.

Hdvanced
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WINDOWS XP

To access the dialog box that allows you to configure
your network connection, click on Start > Control Panel >
Network Connections. Then right mouse click on the Local
Connection and Select Internet

Area select Properties.

Protocol (TCP/IP) then select Properties

DHCP MODE
You can set your PC to DHCP mode by selecting Obtain an IP
address automatically in the dialog box shown below.

Internet Pratocol (TCP/IP) Properties

General | Altemate Configuation |

“ou can get P settings assianed automatically if wour network supports
this capabiity. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

(@) Obtain an P address automatically
(O Use the following IP address

(&) Obtain DNS server addiess automatically
(O Use the following DNS server addiesses:

Piefeed DNS server |
Altemate DNS server |

STATIC IP MODE
The following steps show how to assign a Static IP address
to your PC using subnet 192.168.1.x

1: Change the IP address to the domain of 192.168.1.x
(1<x<254) with subnet mask of 255.255.255.0.

2: Set the default Router and DNS server to the Router's
IP address.

NOTE The IP address of the Router is 192.168.1.1. (Default), so the PC must
be set with a different IP. In the case below, the PC's IP address is

set as 192.168.1.2

[ Internet Protocel (TCP/IP) Properties

General

ou can get IP sellings assigned automaticall i your netuwark supporls
this capabilty. Othervise. you need to ask your network admiristrator for
the appropriate IP settings.

(O Obtain an IP address automatically
Use the following IP address:

IP address: 192168 . 1 2
Subnet mask: 255 255 285 0

Default gatevray:

182 168 . 1 1

Obtain DS server address automatically

Use the following DNS server addresses:

Freferred DNS server ]
Altemate DNS sarver ]

3: Click Ok to submit the settings.



MACOSX10.46

To access the dialog box that allows you to configure your
network connection. Browse to the Apple menu and select
System Preferences. From the System Preferences menu, click
the Network icon and then select the Ethernet connection.

DHCP MODE

You can set your Mac to DHCP by selecting DHCP from the
Configure drop down list. After clicking Apply, your Mac's
IP Address will now be automatically assigned from the
Router.
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Manually.
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The following steps show how to assign a Static IP address
to your Mac

2. Chooseanl|Paddressbetween 192.168.1.2-192.168.1.254
(Do not choose the Router IP of 192.168.1.1). enter this
IP address into the field marked IP Address, and enter a
Subnet Mask of 192.168.1.1

3. Set the Router and DNS server field to 192.168.1.1 (The
Router's IP address).

NOTE: The IP address of the Router is 192.168.1.1. (default), so the

computer must be set with a different IP to the Router. In the case

below, the PC's IP address is set as 192.168.1.2

Etisalat HSPA+ WiFi Router USER GUIDE

0non Network
e L Shean ] d
tocwon: [Rumemume—————— 3]
Status: Conmected
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Simcmns W5 Contgurs: (Manaty ]
Bluetooth P Address: 2112
otz O
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s ¥ Souter 211
Etharn.
‘mc-.-:.'«.m"* DNS Server. 1206801
Search Domains:
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4. Click Apply to submit the settings.

WINDOWS VISTA/7

To access the dialog box that allows you to configure
your network connection, click on Start > Control Panel
> Network and sharing center and select Manage Network
Connection. (For Windows 7, click on change adapter
settings). Then right mouse click on the Local Area
Connection and select Properties. Select Internet Protocol
(TCP/IP) then select Properties

Hdvanced
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DHCP MODE
You can set your PC to DHCP mode by selecting Obtain an IP
address automatically in the dialog box shown below.

Internet Brotocol Version & (TCP/IPu4) Properties
General | Alternate Configuratior

You can get IP settings assigned automatically if your network supports
this capability. Otherwiise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an I address automatically
) Use the following P address:

1P address:

Subniet mask:

Default gatenay:

@ Obtain DNS server address automatically
) Use the following DNS server addresses:
Preferred DNS server;

Alkernate DNS server:

Hdvanced
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STATIC IP MODE

To configure your Router manually, your PC must have a
static IP address within the Router's subnet. The following
steps show how to assign a Static IP address to your PC
using subnet 192.168.1x

1: Select Use the following IP Address. Choose an IP address
between 192.168.12 - 192.168.1.254

NOTE: The Ip address of the Router is 192.168.1.1 (default), so the PC must

be set with a different Ip. In the case below, the PC's IP address is

set as 192.168.2

2: Set the Router and DNS server field to 192.168.1.1 (The
Router's IP address).

Internet Protocol Version 4 (TCP/IPwd) Properties
General
You can get IP settings assigned automatically if your network supports

your
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate TP settings.

=

%) Obtain an TP address automatically
1@ Use the following IP address:

B sdres:
et

! 192188 1 .1

Obtain DNS server address automatically

@ Use the following DNS server addresses:
Preferred DNS server: 152 168 . 1 1

o J[ cance |

Alternate DNS server:

3. Click Ok to apply the settings.

2.2 Default Settings

The following are the default settings for the Router
e Local (LAN) access (username: admin, password: admin)

e Remote (WAN) access (username: support, password:
support)

e User access (username: user, password: user)
e LAN IP address: 192.168.1.1

* Remote WAN access: disabled

* NAT and firewall: enabled

e Dynamic Host Configuration Protocol (DHCP) server on
LAN interface: enabled
Technical Note

During power on, the device initializes all settings to default values. It will
then read the configuration profile from the permanent storage section of
flash memory. The default attributes are overwritten when identical attributes
with different values are configured. The configuration profile in permanent
storage can be created via the web user interface or telnet user interface,

or other management protocols. The factory default configuration can be
restored either by pushing the reset button for more than five seconds until
the power LED blinks or by clicking the Restore Default Configuration option

in the Restore Default Settings screen (see section 6.7.3).



2.3 Login Procedure
To login to the web interface, follow the steps below:

NOTE The default settings can be found in 3.3 Default Settings

1: Open a web browser and enter the default IP address
for the Router in the Web address field. In this case
http://192.168.1.1

NOTE For remote access, use the WAN IP address shown on the WUI

Homepage screen and login with remote username and password.

2: A dialog box will appear, as illustrated below. enter the
default username and password, as defined in section
3.3 Default Settings.

Click Ok to continue.

[(onnecl 10 192.168.1.1 ]

7

The server 192.168.1.1 at HSPA WiFi Router requires a
username and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection].,

e |@

Password: | ‘

[CIRemember my password

NOTE The login password can be changed later (see 6.8.2 Passwords)

Etisalat HSPA+ WiFi Router USER GUIDE
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This chapter explains basic setup for your Router:
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The web user interface (WUI) is divided into two window panels, the main menu (on the top)

and the display screen (on the bottom). The main menu has the following options: Basic, Model Name The modelname of the device.
HSPA/3G Settings, WiFi, Advanced Settings and Diagnostics. Board ID The Hardware version of the device
Selecting one of these options will open a submenu with more options. Basic is discussed Bootloader version The bootloader version of the device.
below while subsequent chapters introduce the other main menu selections. Router Firmware version The firmware version of the device.
NOTE: The menu options available within the web user interface are based upon the device configuration and user Wireless driver version The wireless driver version of the wireless module.
privileges (i.e. local or remote). Mac Address The MAC address of the device's LAN connection interface
Serial Number The serial number of the device
BASIC Network The name of or other reference to the mobile network
The Basic screen is the WUl homepage and the first selection on the main menu. It provides operator.
information regarding the firmware, 3G, and IP configuration. . . .
g g g Link Shows the connection status of the current connection.
: - Mode The radio access technique currently used to enable internet
etlsalatba\J I HSPA+ WI-FI Rout
I ———— access. It can be HSUPA, HSDPA, UMTS, or Disconnected.
e Signal strength The mobile network (UMTS) signal quality available
_; at the device location. This signal quality affects the
Board ID: 96369G-133C .
| Gateway Firmuare Version: [3621WEJ301402ETS-CO1_RO7. performance of the unit. If two or more bars are green,
Wireless Driver Version: 5.10.120.0.cped 402, | the connection is usually acceptable.
serialNumber: | 1053502XXXF-AGO07365 SIM info Shows the SIM card status on the device.
e LAN IP Address Shows the IP address for LAN interface.
Link: WAN [P Address Shows the IP address for WAN interface.
e Primary DNS Server Shows the IP address of the primary DNS server.
Secondary DNS server Shows the IP address of the secondary DNS server.
e mementet e cunensss syt emeston Date/Time The time according to the device's internal clock

WAN IP Address: 123.209.6.70

Secondary DNS Server: 203.50.2.71

The following table provides further details.

Basic



Settings

This menu includes Etisalat service Setup and PIN
Configuration.,
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This menu includes Etisalat service Setup.

NOTE Sections 8.3 and 8.4.2 also provide information about the Etisalat

4.1 Etisalat SERVICE SETUP

Select your service settings according to predefined or
custom profiles.

Setup instructions are provided in the following sections
for your assistance.

4.1.1  PROFILE SETUP

Etisalat will provide the information required to complete
the first time setup instructions below. Only complete those
steps for which you have information and skip the others.

The Modify Profiles link enables you to enter a custom
3G network setup. To add a custom profile, click the add
button and enter the appropriate 3G network information
as supplied by your provider.

1. If your SIM card is not inserted into the Router, please
turn the Router off. Then insert the SIM and turn the
Router on.

2. To connect to Etisalat's 3G network please select the

Etisalat UAE profile with the Etisalat's APN as etisalat.
Method should be provided by
Etisalat; or just leave it set to AUTO if not required. If

ae. Authentication

you have not received the username and password, leave
these fields empty.

MANAGEMENT

HSPA/IG Settings > Setup

Profie Etiselat_ [¥]
Authantcation Method

APN. letisalat.ae

1P Compression: [ Of [¥]

Dats Compression [o ]
[Flan Bands Automatic

[Else-2100 oty

3. Select IP compression and Data compression to be ON or
OFF. By default they are set to off.

4. Click the Save button to save the new settings.

5.  Press the Connect button to connect to Internet. The
Device Info for 3G network box in the WUI Basic screen
should indicate an active connection, as shown below.
The 3G and Internet LEDs on the front panel of the
Router should also be blinking.

'ROVANCED SETTINGS | STRTUS

Basic > Home

s
v g
T e

This

oflects the current status of yor

WAN IP Address: 10.194.23.67
Secondary DNS Server: | 203.50.271

If the LEDs are off, then either your profile settings are
incorrect, the SIM card is not working or the service network is
unavailable. In either case, contact Technical Support for further
instructions.

Etisalat HSPA+ WiFi Router USER GUIDE

4.2 Antenna Selection

Allows the end user the select the 3G signal input from
external antennas (not provided). It also provides a signal
strength comparison between the internal antennas and the
external antennas.

etisalat D=y il

HSPA+ WI-FI Router

ADVANCED SETTINGS

MANAGEMENT

i3 (ot included). By default stable signal i colle cted
et 1o the Power Input on the bad of the router.

detest and select automatica ly the highersignal stiength frem the intemal antennas and from the extemal input. The Auto
Select provess takes about 170 ssconds, Flease olose the eb biowser an your computer and do not use Inteinst during the whal process.

Cuntent Sianal Input: Inkerrsl Artannas

' suto Select
SelostSignal loput @ 1y
g

SavelApply.

Seltings
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The WiFi submenu provides access to Wireless Local Area 5,1 SETTINGS

Network (LAN) configuration settings including: This screen allows you to configure basic features of the

o Wireless network name wireless LAN interface. You can enable or disable the

< Channel restrictions (based on country) wireless LAN interface, hide the network from active scans,
) set the wireless network name (also known as SSID) and

* Security restrict the channel set based on country requirements. The

® Access point or bridging behaviour Wireless Guest Network function adds extra networking

e Station information security when connecting to remote hosts.

MANAGEMENT

Vii-Fi > Settings WiFi > Settings

“Tis page alows you to configure your - ACTiLeed or disable the wirless LAl interface, hide the netwiork from s page allows you to Configure your Wi sefings. You can enable ordisable fhe wireless LAN ierface, nide the network fom

activescans, se the wircess network o <=1t e channelsetbase on county requremens. sctescans, fnounas SSD) ang

Gick “ApplyiSave" to configurethe basic v Clck "ApplyiSave to configurehe basic wieless options.

[T Enae wii [F] enavie i

[7] Enabe 550 Brosacast [ £nabie 550 Brosacast

[T cients soton [F7 crenss soaton

Enabies the wireless (157 publclyto i yournetwortc Ensbies te 0 pubiely 0 any your network

Disabing the SSD brosdcast makes the toentertne Disabing the SSD broadeast mates the netvork enterthe
when creating a u creatinga wirck o

55D [ETisALATIZE ss0 [ETisatATIZS

sssD 00142811458 82 858D 004428186 82

Country: UNITED ARAB EMIRATES Country:  [UNITED ARAB EMIRATES

Max Clents: 18] Max Clents: [i8

Viireless -GuestVirtual Access Points: Wireless -Guest/Virtual Access Points:

WIF]
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Option Description

Enable WiFi A checkbox that enables or disables the wireless LAN interface. When selected, the
Web Ul displays Hide Access point, SSID, and County settings. The default is Enable
WiFi.

Enable SSID Deselect Enable SSID Broadcast to protect the access point from detection by

Broadcast wireless active scans.

To check AP status in Windows XP, open Network Connections from the Start Menu
and select View Available Network Connections. If the access point is hidden, it
will not be listed there. To connect a client to a hidden access point, the station
must add the access point manually to its wireless configuration.

Clients 1. Prevents clients PC from seeing one another in My Network Places or Network

Isolation Neighborhood.

2. Prevents one wireless client communicating with another wireless client.

SSID Sets the wireless network name. SSID stands for Service Set Identifier. All stations
must be configured with the correct SSID to access the WLAN. If the SSID does
not match, that user will not be granted access.

The naming conventions are: Minimum number of characters: 1, maximum number
of characters: 32.

BSSID The BSSID is a 48bit identity used to identify a particular BSS (Basic Service Set)
within an area. In Infrastructure BSS networks, the BSSID is the MAC (Medium
Access Control) address of the AP (Access Point) and in Independent BSS or ad hoc
networks, the BSSID is generated randomly.

Country A drop-down menu that permits worldwide and specific national settings. Each
county listed in the menu enforces specific regulations limiting channel range:
US= worldwide, Japan=1-14, Jordan= 10-13, Israel= 1-13

Max Clients The maximum number of clients that can access the router.

Wireless - This router supports multiple SSIDs called Guest SSIDs or Virtual Access Points. To

Guest [ Virtual | enable one or more Guest SSIDs select the radio buttons under the Enable heading.

Access Points | To hide a Guest SSID, select its radio button under the Hidden heading.

Do the same for Isolate Client and Disable WMM Advertise functions. For a
description of these two functions, see the entries for "Client Isolation” and
"Disable WMM Advertise" in this table. Similarly, for Max Clients and BSSID
headings, consult the matching entries in this table. NOTE: Remote wireless hosts
are unable to scan Guest SSIDs.

WIF
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5.2 SECURITY
This Router includes a number of options to help provide a secure connection to the Etisalat
Network.

Security features include:

e WEP /[ WPA /| WPA2 data encryption

e SPI Firewall

e VPN Pass-Through

e MAC address IP filtering

e Authentication protocols - PAP [ CHAP

You can authenticate or encrypt your service on the WiFi Protected Access algorithm, which
provides protection against unauthorized access such as eavesdropping.

The following screen appears when Security is selected. The Security page allows you to
configure security features of your Router's wireless LAN interface. You can set the network
authentication method, select data encryption, specify whether a network key is required
to authenticate to this wireless network and specify the encryption strength.

HSPA/3G SETTINGS

MANAGEMENT ADVANCED SETTINGS

WiFi > Security

This page allows you to configure security features of the wireless LAN interface
You may setup configuration manually

Manual Setup AP
You can set the network authentication method. selecting data encryption,

speciy whether a network key is required to authenticate to this wireless network and specify the encryption strength
Click "Apply/Save" when done

Select SSID: ETISALATI234

Network Mixed WPAZWPA -PSK [v]
WPAPreShared Key.  [sssseessss Click here to display
WPA Group Rekey Intenval: [0

WPA Encryption:
WEP Encryption

TKIP+AES
Disabled ¥

Click Save/Apply to configure the wireless security options.



Option Description

Select SSID

Your Service Set Identifier (SSID), sets your Wireless Network Name.
You can connect multiple devices including Laptops, Desktop PCs and
PDAs to your Wireless Router. To get additional devices connected,
scan for a network, and locate the SSID shown on your Wireless
Security Card. If the SSID does not match, access is denied.

Network Authentication

This option is used for authentication to the wireless network. Each
authentication type has its own settings. For example, selecting
802.1X authentication will reveal the RADIUS Server IP address, Port
and key fields.

WPA-Pre-Shared Key

It is useful for small places without authentication servers such as
the network at home. It allows the use of manually-entered keys or
passwords and is designed to be easily set up for home users.

WPA Encryption:

Select the data encryption method for the WPA mode. There are three
types that you can choose, TKIP, AES, TKIP+AES.

TKIP (Temporary Key Integrity Protocol) takes the original master
key only as a starting point and derives its encryption keys
mathematically from this master key. Then it regularly changes and
rotates the encryption keys so that the same encryption key will
never be used twice.

AES (Advanced Encryption Standard) provides security between
client workstations operating in ad hoc mode. It uses a mathematical
ciphering algorithm that employs variable key sizes of 128, 192 or
256 bits.

TKIP+AES combine the features and functions of TKIP and AES.

5.3 CONFIGURATION

The following screen appears when you select Configuration. This screen allows you to

Etisalat HSPA+ WiFi Router USER GUIDE

control the advanced features of the Wireless Local Area Network (WLAN) interface:

Click Save/Apply to set the advanced wireless configuration.

Select the channel which you wish to operate from
Force the transmission rate to a particular speed

Set the fragmentation threshold

Set the RTS threshold

Set the wake-up interval for clients in power-save mode

Set the beacon interval for the access point

Set Xpress mode

Program short or long preambles

Vi > Configuration

operate

preanbies are usea

sanc
Chamet

st Chanel Timeririn)
a2 i

Banguint

Contro Sdzbanc:

S0zt Rate:

202110 Protecton:

Support 802,11 clent Oy

Goba i Cients:
Xeress™ Tectnooay:
Transmt Povier.

Clck"ApplySave to confgure the advanced wirless cptons.

current 11

Current 200z

Current one:

WIF]
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Option Description

Band The new amendment allows IEEE 802.11g units to fall back to speeds of 11 Mbps,
so |[EEE 802.11b and IEEE 802.11g devices can coexist in the same network. The
two standards apply to the 2.4 GHz frequency band. IEEE 802.11g creates data-
rate parity at 2.4 GHz with the IEEE 802.11a standard, which has a 54 Mbps rate
at 5 GHz. (IEEE 802.11a has other differences compared to IEEE 802.11b or g,
such as offering more channels.)

Channel Drop-down menu that allows selection of a specific channel.

Fragmentation
Threshold

A threshold, specified in bytes, that determines whether packets will be
fragmented and at what size. On an 802.11 WLAN, packets that exceed the
fragmentation threshold are fragmented, i.e., split into, smaller units suitable
for the circuit size. Packets smaller than the specified fragmentation threshold
value are not fragmented. Enter a value between 256 and 2346. If you
experience a high packet error rate, try to slightly increase your Fragmentation
Threshold. The value should remain at its default setting of 2346. Setting the
Fragmentation Threshold too low may result in poor performance.

Auto Channel
Timer (min)

Auto channel scan timer in minutes (0 to disable)

802.11n/EWC

With drop-down menu, "Auto” is for 11n and "Disable"” is for 11g

RTS Threshold

Request to Send, when set in bytes, specifies the packet size beyond which the
WLAN Card invokes its RTS/CTS mechanism. Packets that exceed the specified
RTS threshold trigger the RTS/CTS mechanism. The NIC transmits smaller packet
without using RTS/CTS. The default setting of 2347 (maximum length) disables
RTS Threshold.

Bandwidth Drop-down menu specifies the following bandwidth: 20MHz and 40MHz.
Control This is available for 40MHz. Drop-down menu allows selecting upper sideband or
Sideband lower sideband

802.11n Rate

Drop-down menu specifies the following fixed rates. The maximum rate for
bandwidth, 20MHz, is 130MHz and the maximum bandwidth, 40MHz, is 270MHz

DTIM Interval

Delivery Traffic Indication Message (DTIM), also known as Beacon Rate. The
entry range is a value between 1 and 65535. A DTIM is a countdown informing
clients of the next window for listening to broadcast and multicast messages.
When the AP has buffered broadcast or multicast messages for associated
clients, it sends the next DTIM with a DTIM Interval value. AP Clients hear

the beacons and awaken to receive the broadcast and multicast messages. The
default is 1.

802.11n client
only

802.11n It is similar as 802.11g protection. In Auto mode the router will use RTS/CTS

Protection to improve 802.11n performance in mixed 802.11n/ 802.11g/ 802.11b networks.
Turn protection off to maximize 802.11n throughput under most conditions.

Support Drop-down menu allows selecting “On/Off". Choosing "On" allows the client with

11n only to connect, not for 11g or 11b; choosing "Off" allows the client with
11n/11g/11b to connect

549 Rate

Drop-down menu that specifies the following fixed rates: Auto: Default. Uses
the 11 Mbps data rate when possible but drops to lower rates when necessary.
1 Mbps, 2Mbps, 5.5Mbps, or 11Mbps fixed rates. The appropriate setting is
dependent on signal strength.

Beacon Interval

The amount of time between beacon transmissions. Each beacon transmission
identifies the presence of an access point. By default, radio NICs passively
scan all RF channels and listen for beacons coming from access points to find

a suitable access point. Before a station enters power save mode, the station
needs the beacon interval to know when to wake up to receive the beacon

(and learn whether there are buffered frames at the access point). The entered
value is represented in ms. Default is 100. Acceptable entry range is 1 to Oxffff
(65535)

Multicast Rate

Setting multicast packet transmit rate.

Basic Rate

Setting basic transmit rate.

Global Max The device can support 4 SSID, and each SSID can set its own max clients, but

Clients it can't be bigger than Global max clients. "Global Max Clients" limits the total
associated clients of the 4 SSID.

Xpress™ XpressTM Technology is compliant with draft specifications of two planned

Technology wireless industry standards.

WIF]
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Transmit Power

The router will set different power output (by percentage) according to this
selection.




5.4 MAC FILTER
This screen appears when Media Access Control (MAC) Filter is selected. This option allows
access to be restricted based upon the unique 48-bit MAC address.

To add a MAC Address filter, click the Add button shown below.

To delete a filter, select it from the table below and click the Remove button.

MANAGEMENT

ADVANCED SETTINGS

Wi-Fi > MAC Filter

Select SSID: | ETISALAT1234

MAC Restrict Mode: [ Disabled [7] Allow [ Deny

L oo |

Option |Description

MAC Restrict Disabled - Disables MAC filtering

Mode Allow - Permits access for the specified MAC addresses.
NOTE: Add a wireless device's MAC address before clicking the Allow radio button
or else you will need to connect to the Router's web user interface using the

supplied yellow Ethernet cable and add the wireless device's MAC address.
Deny - Rejects access for the specified MAC addresses

Lists the MAC addresses subject to the MAC Restrict Mode. The
Add button prompts an entry field that requires you type in a

MAC Address

MAC address in a two- character, 6-byte convention: XX:XX:XX:XX:
xx:xx where xx are hexadecimal numbers. A maximum of 60 MAC
addresses can be added.

HSPR/3G SETTINGS MANAGEMENT

ADVANCED SETTINGS

Wi-Fi > MAC Filter

Enter the MAC address and click "Apply/Save” to add the MAC address to the wireless MAC address filters.

MAC Address ORI HK)

Enter the MAC address on the screen below and click Save/Apply.

Etisalat HSPA+ WiFi Router USER GUIDE

5.5 WIRELESS BRIDGE

The following screen appears when selecting Wireless Bridge, and goes into a detailed

explanation of how to configure wireless bridge features of the wireless LAN interface.

Click Save/Apply to implement new configuration settings.

HSPA+ WI-FI Router

NGS | STATUS

WiFi > Bridge

“This page allows you to configure wireless bridge features of the wirelass LAN inerface. You can select Wireless Bridge (also known as
i i i int functionalty. Sele i Wireless

o Selecting Enabled

Click "Refresh”
Click "Apply/Save" o configure the wireless bridge options.

AP Mode: Access Poine [V
Bridge Restict Enbled 9]
Remote Bridges MAG Address: ] o)
I
= [T

Option | Description

AP Mode

Selecting Wireless Bridge (Wireless Distribution System) disables

Access Point (AP) functionality while selecting Access Point enables AP
functionality. In Access Point mode, wireless bridge functionality will still
be available and wireless stations will be able to associate to the AP.

Bridge Restrict

to update the station list when Bridge Restrict is enabled.

Selecting Disabled in Bridge Restrict disables Wireless Bridge restriction,
which means that any wireless bridge will be granted access. Selecting
enabled or enabled (Scan) allows wireless bridge restriction. Only those
bridges selected in Remote Bridges will be granted access. Click Refresh

WIF]
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5.6 STATION INFO

The following screen appears when you select Station Info, and shows authenticated
wireless stations and their status. Click the Refresh button to update the list of stations
in the WLAN

HSPR/3GC SETTINGS MANAGEMENT ADVANCED SETTINGS

Wi-Fi > Station Info

This page shows authenticated wireless stations and their status.

Option | Description

BSSID The BSSID is a 48-bit identity used to identify a particular BSS (Basic Service
Set) within an area. In Infrastructure BSS networks, the BSSID is the MAC
(Media Access Control) address of the AP (Access Point); and in Independent
BSS or ad hoc networks, the BSSID is generated randomly.

Associated Lists all the stations that are associated with the Access Point, along with the
amount of time since packets were transferred to and from each station. If a
station is idle for too long, it is removed from this list.

Authorized Lists those devices with authorized access.

WIF

22



Advanced

CHAPTER-G



Etisalat HSPA+ WiFi Router USER GUIDE

oL LOCAL A EoRe A
This screen allows you to configure the Local Area Network (LAN) interface on your ption escription

Router

Advanced Settings > Local Area Network (LAN) Setup

Subnet Mask:

P agaress: [

I Enavie (G1tP Sncoping

Enable NAT

I7] Enable UPnP
{ | Disable DHCP Server
f+]| Enable DHCP Server
StartP aduress:  [182eed2
Epasess  [1Btezse
Leosed T heurs 8
Static IP Lease List (A maximum 32 enries can be configured)

T lcontigurethe second P Address and Subnet Mask for LAN interface

IP Address

Enter the IP address for the LAN interface

Subnet Mask

Enter the subnet mask for the LAN interface

Enable Internet Group
Management Protocol
(IGMP) Snooping

Enable by ticking the box Standard Mode: In standard mode, multicast
traffic will flood to all bridge ports when no client subscribes to a
multicast group.

Blocking Mode: In blocking mode, the multicast data traffic will be
blocked. When there are no client subscriptions to a multicast group, it
will not flood to the bridge ports.

Enable NAT To enable/disable Network Address Translation (NAT, please refer to 7.2
for NAT setting). By default NAT is enabled.
Enable UPnP Tick the box to enable Universal Plug and Play

Dynamic Host
Configuration
Protocol (DHCP)
Server

Select enable DHCP server and enter your starting and ending IP
addresses and the lease time. This setting configures the Router to
automatically assign IP, default Router and DNS server addresses to
every DHCP client on your LAN

Static IP Lease List

To specify the IP address assigned through DHCP according to the MAC
address of the hosts connected to the Router.

Enable DHCP Server
Relay

To relay DHCP requests from the subnet with no DHCP server on it to a
DHCP server on other subnets. DHCP Server Relay is disabled by default.
To access enable DHCP relay, please un-tick NAT enable first, that means
to disable NAT first, and then press save button. The enable DHCP server
Relay option will then show up on the same page as below:

See the field descriptions below for more details. Configure a second IP address by ticking the checkbox shown below and enter the following

NOTE: If you change your Router's IP address (first option on the chart), the installation software/connection information:
manager may not be able to communicate with the Router. Please reset the Router's IP address to 192.168.1.1
if this occurs. |IP Address: Enter the secondary IP address for the LAN interface.
Subnet Mask: Enter the secondary subnet mask for the LAN interface.
NOTE: The Save button saves new settings to allow continued configuration, while the Save/Reboot button not only

saves new settings but also reboots the device to apply the new configuration (i.e. all new settings).

Hdvanced
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6.2 NETWORK ADDRESS TRANSLATION (NAT)

WI-FI : 3 ADVANCED SETTINGS Kosar

uorE The internal Hormslh

Rematins amer o nies ot con e contgured. 32

s |
6.2.1 PORT FORWARDING B
oy Peotoea) and txtermal por) o sne internl server with s priate 15 adgress an e Lt [ S
. . ) Options Description
by Protocol and External port) to the internal server with a private IP address on the LAN P P
side. The Internal port is required only if the external port needs to be converted to a Select a Service User should select the service from the list.
. ) . . Or create a custom server and enter a name for the server
different port number used by the server on the LAN side. A maximum of 32 entries can be Or Custom Server
configured. Server |IP Address Enter the IP address for the server.
HSPA/3G SETTINGS | WIFI MANAGEMENT RDVANCED SETTINGS | STATUS External Port Start Enter the starting external port number (when you select Custom
Server). When a service is selected the port ranges are automatically
Advanced Settings > NAT > Port Forwarding confi gu red
Port Forwarding allows you to direnmcummg lraiﬁc!rom‘;’u‘AN s\ﬂe(!ﬂent\ﬁed by Protocol and External port) to the \r.\temﬂl server with
B D T s e External Port End Enter the ending external port number (when you select Custom
Servg]. When a service is selected the port ranges are automatically
configured.
S G e ST B Y W e Protocol User can select from: TCP, TCPJUDP o UDP.
Internal Port Start Enter the internal port starting number (when you select Custom
To add a Port Forwarding rule, click the Add button. The following screen will display. Server). When a service is selected the port ranges are automatically
configured
Internal Port End Enter the internal port ending number (when you select Custom
Server). When a service is selected the port ranges are automatically
configured.

Hdvanced
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6.2.2 PORT TRIGGERING

Options Description
Some applications require specific ports in the Router's firewall to be open for access by

Select an Application or | User should select the application from the list. or User can enter

remote parties. Port Triggering opens up the ‘Open Ports' in the firewall when an application the name of their choice.

Custom Application

on the LAN initiates a TCP/UDP connection to a remote party using the 'Triggering Ports".

The Router allows the remote party from the WAN side to establish new connections back Trigger Port Start Enter the starting trigger port number (when you select custom

. . . . . . application). When an application is selected, the port ranges are
to the application on the LAN side using the 'Open Ports. A maximum 32 entries can be automatically configured.
configured Trigger Port End Enter the ending trigger port number (when you select custom

application). When an application is selected, the port ranges are
automatically configured.

HSPR/3G SETTINGS MANAGEMENT ADVANCED SETTINGS

Advanced Settings > NAT > Port Triggering

S —— — Port e Trigger Protocol TCP, TCP/UDP or UDP.
Syrarialycpeta i e Open P e Tl tant seer ol Al s & D corecion o 4t sy
osleaton - LA s uaing e Oy Pars. A s 52 sncs an b contpured Open Port Start Enter the starting open port number (when you select custom
- application). When an application is selected, the port ranges are
%ﬂ automatically configured.
Open Port End Enter the ending open port number (when you select custom

application). When an application is selected, the port ranges are
automatically configured.

To add a Trigger Port, simply click the Add button. The following will be displayed.

Open Protocol TCP, TCP/UDP or UDP.
MRAGEMENT
NAT —Port Triggering 6.2.3 DEMILITARIZED (DMZ) HOST
P b e e e, ur Router wi rwar r i r wor
Pt S ; Your Route Il forward IP packets from the Wide Area Network (WAN) that do not belong to
existing appiication or creating your own (Custom application)and click “Save/Apply” to add it
Romaining number ofentries that can be configure: 32 any of the applications configured in the Virtual Servers table to the DMZ host computer.
Use Interface ipoe_usbOAisb0
. Enter the computer's IP address and click Apply to activate the DMZ host.
[stom apsiication
=T Clear the IP address field and click Apply to deactivate the DMZ host.

rigger Port Siart Trigger PortEnd Trigger Profocol Open Port Star
MANAGEMENT

TCP ~ TCP v

T R Advanced Settings > AT > DIZ Host

TP v TCP v The Gateway wil forward IP packets fromthe VAN that do not belong to any of he appleations configured inthe Virtual Servers table

TCP b4 TCP v to the DMZ host computer.

TCP [ TCP ¥ Enter the computer's IP address and click "Apply” to activate the DMZ host

< hd e M Clear the P address field and click "Apply” to deactivate the DMZ host.

TCP ~ TCP ad

DMZ Host IP Address:

Hdvanced
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6.3 SECURITY

Your Router can be secured with the IP Filtering function.

6.3.1 [P FILTERING

The IP Filtering screen sets filter rules that limit incoming and outgoing IP traffic. Multiple
filter rules can be set with at least one limiting condition. All conditions must be fulfilled
to allow individual IP packets to pass through the filter.

OUTGOING IP FILTER
The default setting for Outgoing traffic is ACCEPTED. Under this condition, all outgoing IP
packets that match the filter rules will be BLOCKED.

HSPR/3G SETTINGS MANRGEMENT ADVANCED SETTINGS | S

Advanced Settings > Security > IP Filtering > Outgoing IP Filtering

By defaut, al outgoing P traffic from LAN & allowred, but some IP traffic can be BLOCKED by setting up fiters.

To add a filtering rule, click the Add button. The following screen will display.

createa

Advanced Setings > Secutiy > Add IP Filter —Outgoing

Etisalat HSPA+ WiFi Router USER GUIDE

'ADVANCED SETTINGS | STATUS

below
the fiter

Source P address:
Source Subnet Mask:

Source Port (port o portporty
Dest
Destatio
Destinaton Port port or portporty

address:
et Mask:

Fiter Name: [ ]
Protocol ]

Options

Filter Name

Description

The filter rule label

Protocol

TCP, TCP/UDP, UDP or ICMP

Source IP address

Enter source IP address

Source Subnet Mask

Enter source subnet mask

Source Port (port or port:port)

Enter source port number or port range

Destination IP address

Enter destination IP address

Destination Subnet Mask

Enter destination subnet mask

Destination port (port or port:port)

Enter destination port number or range

Click Save/Apply to save and activate the filter.

Hdvanced
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INCOMING IP FILTER 6.4 ROUTING
The default setting for all Incoming traffic is BLOCKED. Under this condition only those static Route and Dynamic Route settings can be found in the Routing link as illustrated

incoming IP packets that match the filter rules will be ACCEPTED. below.

HSPA/3G SETTINGS MANAGEMENT ADVANCED SETTINGS | STATUS
HSPR/3G SETTINGS MANAGEMENT

NAT
ity

Advanced Settings > Security > IP Filtering > Incoming IP Filtering
Advanced Settings> Routing > Static Route (A maximum 32 entries can be configured)

r,some [P trafficcan be

allis enabled on a VAN or LAN interface, allincoming IP trafficie BLOCKED. H
ing up fiters.

e the fi
ACCEPTED by

EET—
[ Dyramcroe—Ton

1o configure incoming P fiters.

Choose Add or

6.4.1 STATIC ROUTE
The Static Route screen displays the configured static routes. Click the Add or Remove

buttons to change settings.

Advanced Setings > Secutiy > Add I Filter - Incoming
HSPA/3G SETTINGS MANAGEMENT ADVANCED SETTINGS | STATUS

alows youto crestea fierueto der

Fitr ame:
Advanced Settings > Routing > Static Route (A maximum 32 entries can be configured)

srotocat v]
v sure -—--

Source Susret Mask

Destnston Port (port orportport

LANInterfaces

Secton o or WALAY e Gapayad b 05 1 Click the Add button to display the following screen.

MANAGEMENT ADVANCED SETTINGS | STATUS

n the LAN side. To define static
pply” to add the entry to the routing

for alldestination netw
address, subnetmask, gal

By defaut,

Please refer to the Outgoing IP Filter table for field descriptions. e

Click Save/Apply to save and activate the filter.

Subnet Mask:

[P cateway for static Route

[F] use nterface LANED

Enter Destination Network Address, Subnet Mask, Router IP Address and/or WAN Interface.
Then click Save/Apply to add the entry to the routing table.
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6.4.2 DYNAMIC ROUTE
To activate this option, select the enabled radio button for Global RIP Mode.

To configure an individual interface, select the desired RIP version and operation, followed
by placing a check in the enabled checkbox for that interface. Click Save/Apply to save the
configuration and to start or stop dynamic routing.

HSPR/IG SETTINGS MANAGEMENT ADVANCED SETTINGS

Advanced Settings > Routing > Dynamic Route

NOTE: RIP CANNOT BE CONFIGURED on the WAl interface which is PPP mode. And the WAN interface which has NAT
enabled only can be configured the operation mode as passive.

To activate RP forthe WAN ntera P version and aperation and place a check in the Enabled” checkbox. To
stop RIP o1 the WAN Interface, uncheck ihe Enabied cieckbox. Clck the ‘Apply/Save’ bution (o star/stop RP and save the
configuration

6.5 PARENTAL CONTROL

Etisalat HSPA+ WiFi Router USER GUIDE

6.5.1 TIME RESTRICTION

WI-FI MANAGEMENT ADVANCED SETT STRTUS

Advanced Settings > Parental Control > Time of Day Restrictions —A maximum 16 entries can be configured.

Time Restriction allows you to restrict access from a device on your Local Area network
(LAN) to the Internet through the Router on selected days at certain times. Make sure to
activate the Internet Time server synchronization as described in section 7.10 SNTP, so that
the scheduled times match your local time.

Click Add to display the following screen. Enter the MAC address of the device that you
wish to restrict access for and select days of the week and times to apply the restriction

HSPAI3G SETTINGS | WI-FI MANAGEMENT ADVANCED SETTI

Time of Day Restriction

Policy Name

] BrowsersMAC Address  D0:18:68:86:0 884

€1 other MAC Address
(OmIG00CI00)

Elwcklose\ed (o o o (o o

Start Blocking Time (hh:mm)
End Blocking Time (hh:mm)
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Complete the fields listed below and click Save/Apply to apply the settings.

MANAGEMENT

Options | Description )
Parental Control —URL Filter Add
User Name A user-defined label for this restriction Enter the URL address and port number then click "Save/Apply™ to add the entry to the URL fiter.
Browser's MAC Address | Allows easy identification of MAC address of the computer running
the Browser URL Address:
Other MAC Address MAC address of another LAN device Port Number: {Either port 80 and 8080 is accepted.)
Days of the Week Select one or more days for the restrictions to apply to.
Start Blocking Time Enter the time you want the restriction to start
End Blocking Time Enter the time you want the restriction to end
6.5.2  URL FILTER To add a URL address, click Add, then complete the fields listed below and click Save/Apply
| HSPR/3G SETTINGS MANAGEMENT ADVANCED SETTINGS to apply the settings.

Advanced Settings > Parental Control > URL Filter —Please select the list type first then configure the list entries. 3 8 )

Maximum 100 entries can be configured. Options Description

URL Ust Type: [ To bioek [ To alow URL Address Select either a URL address or a keyword to filter.

(e.g. www.badwebsite.com)
-- Port Number Either port 80 or port 8080 is accepted.
[ e

REMOVE URL ADDRESS
The URL Filer allows you to restrict access from a device on your Local Area Network (LAN)  To remove a URL address, select the URL keyword you wish to remove, and click Remove.
to certain websites on the internet.

To use this feature, first select whether to Allow or Block the URL list. If Allow is selected,
only the URL addresses listed in the table will be accessible to the computers on the LAN.
If Block is selected, the URL addresses listed in the table will be blocked from computers
on the LAN.

ADD URL ADDRESS

Hdvanced
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6.6 DOMAIN NAME SERVER (DNS)

6.6.1 DNS SERVER CONFIGURATION

If Enable Automatic Assigned DNS is selected, this device will accept the first received DNS
assignment from the Wide Area Network (WAN) interface during the connection process.
Otherwise, you can enter the primary and optional secondary DNS server IP addresses. Click
on Save to apply.

SETTINGS | WwiFl

P

Advanced Settings> DS > DS Server Configuration

Select the configured WAN interface for NS information OR enter the static DNS

[ T P —

77 st folouing Sate o 2 s
Frinary o1 serier: |

Secondary DNS server

6.6.2 DYNAMIC DNS

The Dynamic DNS service allows a dynamic IP address to be aliased to a static hostname in
any of a selection of domains, allowing the Router to be more easily accessed from various
locations on the internet.

HSPRA/3G SETTINGS

MANAGEMENT ADVANCED SETTINGS

Advanced Settings > DNS > Dynamic DN S

The Dynamic DNS senice allows you to alias a dynamic IP address to a static hostname in any of the many domains, allowing your
Gateway to be more easily accessed from various locations on the Intemet.

Choose Add or Remove to configure Dynamic DNS

[ ] oo |

Etisalat HSPA+ WiFi Router USER GUIDE

To add a dynamic DNS service, click the Add button and this screen will display

HSPA/3G SETTINGS

MANAGEMENT ADVANCED SETTINGS

Add Dynamic DNS

This page allows you to add a Dynamic DNS address fiom DynDNS.org or TZ0

D-DNS provider DynDNS org
Hostname

Interface ipoe_usb0/usbl
DynDNS Settings

Usemame

Password

D-DNS provider
Hostname
Interface
Username

Password

Select a dynamic DNS provider from the list.
Enter the name for the dynamic DNS server.
Select the interface from the list.

Enter the username for the dynamic DNS server.

Enter the password for the dynamic DNS server.
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6.7 DEVICE SETTINGS
The Device Settings screens allow you to backup, retrieve and restore the default settings of

your Router. It also provides a function for you to update your Router's settings.

6.7.1  BACKUP SETTINGS
The following screen appears when Backup is selected. Click the Backup Settings button to

save the current configuration settings.

You will be prompted to define the location of a backup file to save to your PC.

ADVANCED SETTINGS

HSPR/3G SETTINGS MANAGEMENT

Management > Device Settings > Backup

Backup Gateway configurations. You may save your Gateway configurations te a file on your PC

Backup Settings

6.7.2 UPDATE SETTINGS
The following screen appears when selecting Update from the submenu. By clicking on the
Browse button, you can locate a previously saved filename as the configuration backup file.

Click on the Update settings to load it.

BRSIC HSPR/3G SETTINGS WI-FI MANAGEMENT ADVANCED SETTINGS | STATUS
Management > Device Settings » Update Saved Settings

Update Gateway's settings. You may update your Gateway settings using your saved files

NOTE  This is pags is NOT for manually updats firmware ta gateway To update firmware. please go to Advanced Settings >Dsvice
Settings > Update Firmware

Settings File Name Browse

6.7.3 RESTORE DEFAULT
The following screen appears when selecting Restore Default. By clicking on the Restore
Default Settings button, you can restore your Gateways default firmware settings. To restore

system settings, reboot your Router.

MANAGEMENT RDVANCED SETTINGS

HSPR/3G SETTINGS

Management > Device Settings > Restore Default

Restore Gateway settings to the factory defaults

Once you have selected the Restore Default Settings button, the following screen will
appear. Close the window and wait 2 minutes before reopening your browser. If required,
reconfigure

your computer's IP address to match your new configuration (see section 3.2 TCP/IP Settings

for details). After a successful reboot, the browser will return to the Device Info screen. If

the browser does not refresh to the default screen, close and restart the browser.



6.7.4 UPDATE FIRMWARE
The following screen appears when selecting Update Firmware. By following the steps on
this screen, you can update your Router's firmware. Manual device upgrades from a locally

stored file can also be performed using the following screen.

MANRGEMENT RDVANCED SETTING

HSPA/3G SETTINGS

Management >Device Settings > Update Firmware

Step 1: Obtain an updated firmware image file from your ISP

Step 2: Enter the path ta the image file location in the box below or click the "Browse" button to locate the image file
Step J: Click the "Update Firmware" button once to upload the new image file

NOTE The update process for the Gateway takes about 2 minutes to complete. and for the 3G madem takes about 10 minutes
and your Gateway will reboot. Fleass DO NOT closa the Browser and reload/or change the webpage during the update process

Firmware File Name: Browse.

Update Fi

1: Obtain an updated firmware image file

2: Enter the path and filename of the firmware image file in the Firmware File Name field

or click the Browse button to locate the image file.

3: Click the Update Firmware button once to upload and install the file.

Etisalat HSPA+ WiFi Router USER GUIDE

6.8 ACCESS CONTROL
The Access Control option found in the Management drop down menu configures access
related parameters in the following two areas:

Services

Passwords

Access Control is used to control local and remote management settings for your Router.

BRSIC HSPA/3G SETTINGS WI-Fi ADVANCED SETTINGS | STATU
Device Settings
. SNMP

Management = Access Control > Services

A Senvice Control List ("SCL") enables ( Access Control

The follawing ports are not rezmmﬂends Save/Reboot ith them for other

management purpose in some particular case (21, 21271, 22 2227 23 72323 69, 6¥sY 161, 16116)

6.8.1  SERVICES

The Service Control List (SCL) allows you to enable or disable your Local Area network (LAN)
or Wide Area Network (WAN) services by ticking the checkbox as illustrated below. These
access services are available: FTP, HTTP, ICMP, SSH, TELNET, and TFTP. Click Save/Apply to

continue.

ADVANCED SETTINGS | STATUS

MANRGEMENT

Management > Access Control > Services
A Senice Control List ('SCL") enables or disables senices from being used

The following ports are not recommended for HTTP remote management in case conflct with them for other
management purpose in some particular case (21, 2121, 22, 2222, 23, 2323, 69, 6969, 161, 16116)

[senices wan
FTP [~ Enable

fie [ ek ol
icmp [F Enable

[snwe |

[ e T
SSH [ Enable
e e

‘TFTP “lj Enable
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6.8.2 PASSWORDS
The Passwords option configures your account access password for your Router. Access to
the device is limited to the following three user accounts:

admin is to be used for local unrestricted access control
support is to be used for remote maintenance of the device
user is to be used to view information and update device firmware

Use the fields illustrated in the screen below to change or create your password. Passwords
must be 16 characters or less with no spaces. Click Save/Apply to continue.

HSPA/3G SETTINGS

MANAGEMENT ADVANCED SETTING

Management > Access Control > Password

Access to your Gateway is controlled thraugh three user accounts: admin, support, and user

The user name “admin” has unrestrictad access to change and view configuration of your Gateway.

The user name “support” is used to allow an ISP technician to access your Gateway for maintenance and to run diagnostics

The user name "user” can access the Gateway, view configuration seftings and statistics, as well as, update the Gateway's software

Use the fields below to enter up to 16 characters and click "Apply/Save” to change ar create passwords. Note: Password cannot
contain a space
Usemame:

Qld Password
New Passward:

Confirm Password:

6.9 Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) allows a network administrator to monitor
a network by retrieving settings on remote network devices. To do this, the administrator
typically runs an SNMP management station program such as MIB browser on a local host
to obtain information from the SNMP agent, in this case the 3G21WE (if SNMP enabled).
An SNMP ‘community’ performs the function of authenticating SNMP traffic. A ‘community
name' acts as a password that is typically shared among SNMP agents and managers.

By default, SNMP agent is enabled on the Router.

SETTING UP SNMP AGENT

1. Open a web browser (le/Firefox/Safari), type in LAN address of the Router

(http://192.168.1.1/ by default) to log into the web interface.
2. The login username and password by default is admin/admin.

3. Go to Advanced Settings > SNMP. Enable SNMP agent and set up all options according
to the screenshot below.

4. Click Save/Apply to activate these settings.

BRSIC HSPA/3G SETTINGS Wi-Fi MANAGEMENT ADVANCED SETTING

STATUS

Management > SNMP

Simple Netwark Management Protocol (SNMP) allows @ management application to retrieve statistics and status from the SNMP agent
in this device

Select the desired values and click “Apply” to configure the SNMP options

SNIP Agent [F Disable[ Enable

Read Community:  [public
Set Community- private.
System Name 3G2WE
System Location  [unknown
System Contact unknown
Trap Manager IP- [0.0.0.0




Etisalat HSPA+ WiFi Router USER GUIDE

6.10 SIMPLE NETWORK TIME PROTOCOL (SNTP) 6.11 USB SETTINGS
This screen allows you to configure the time settings of your Router. To automatically The USB Settings option found in the Advanced Settings drop down menu configures USB

synchronize with Internet time servers, tick the box as illustrated below. port related parameters in the following two areas:

Print Server

USB Storage

BRSIC HSPR/3G SETTINGS wi-Fl MANAGEMENT RADVANCED SETTINGS | STRTUS

Management > SNTP

This page allows you to the modem’s time configuration BRSIC HSPA/3G SETTINGS | WI-FI MRNAGEMENT

[] Automatically synchronize with Interet time servers .
Advanced > USB Storage settings

First NTP time server Other
Second NTP time server: | Other

~|0.-netcomm pool ntp.org USB Status: not detected
-
Third NTP time server. | Nene v
-
-

1.netcomm.peol.ntp.org

This page allows you ta enable / disable USB storage

Fourth NTP time server: | None
Fifth NTP time server. Nane

[¥ Enable USE storage

Time zone offset (GMT+04.00) Abu Dhabi, Muscat [

Gateway Name (NetBIOS) [3G21WE
USE Directory Name:  [USB-Sterage

The following options should now appear (see screenshot below):

6.11.1  PRINT SERVER
These steps explain the procedure for enabling the Print Server.

First NTP time server: Select the required server.
. . . . 1 T | h i | E | - i heck
Second NTP time server: Select second time server, if required. _o enable the print server, Select Enable on-board print server checkbox and enter
) : Printer name and Make and model
Time zone offset: Select the local time zone.

Configure these options and then click Save/Apply to activate.

HSPA/3G SETTINGS MANAGEMENT RADVANCED SETTINGS

Advanced Settings > Print Server
This page allows you to enable / disable printer support

[7 Enable on-board print server

Printer name samsung
Make and model L1740

SavefApply
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FORWINDOWS XP: 4: Select Network Printer and click Next.

2: Go to the Printers and Faxes application in the Control Panel and select the Add a

printer function (as located on the side menu below). Specity a Printer 5
1f pou den't kriow the name of address of the printer, you can search for = printer QQ’

that mests pour needs.

- Frisiery s Tamey =2k
PP E
% o “wfhat printer do you want to connect to?
Y
. () Find & printter in the dirsctory
crre [Py r
P o () Connact ta this printer (or to brawss for a printer. select this option and click MNext):
"
) Name:
e e E Example: \Aserveryprinter

(® Connect to a printer on the Irtemet or on a home or office network:
URL:  tp:A192.168.1.1:631 Aprinters/samsung

Evample: http:/#servet/printersémyprinterd. printer

[ <Back J[ Mew» | [ comcel |

5: Select Connect to a printer on the Internet and enter your printer link.

: (e.g. http://192.168.1.1/printers/printername) and click Next.

3: Click Next to continue, when you see the dialog box below.

Add Printer Wizard

Specify a Printer

welcome to the add Printer 1f you don't know the name or address of the printer, you can search for a printer
.

that meets your needs

@ Wizard
‘what printer do you want to connect ta?

This wizard helps you netell & printer or mske printe:
cornections (O Find a printer in the directory

O Connect to this printer or to browse for & printer, select this option and cick Neat}:
Narme:
Example: t\server\pinter

(=) Connect to a printer on the Intemet or on a home or office netwerk:

1
URL: | sz 1681 1631 prntersisamena

Windews wil autemateally matall the panter for you
Enample: http:£/server/privters /myprinte1/ printer

To continue, click Next

<Back |[ Mew> | [ Cancel
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6: Click Have Disk and insert the printer driver CD.

T 1 ann System Preferences
- ; ; ! Show All _ ‘
> Completing the Add Printer
Add Printer Wizard B[ | izard Parsonal
Yl Select the manufacturer and madel of your prnter, (f your printer came with i have aucteaaluly compieled the Add Pnter Wizedd bg g E E m o @
4 annstaliation disk. cick Have Dide_ your printer is not iisted, consult your Ve ek o o oo ovden e sopuwarce Ouipd Dok GOOWE bwemwend  Seory Soouon
prirter documentation for a compatible printer. higrma 4B s e/ 192 160 1IN
Diefaun: LY Hardware
Lecdan 4
s 6 &5 HM (U D =m| A
Manifactursr {ﬁ] Prirters !A] Bluetooth C0s & OVDs Displays t:mvvv l(xm:a‘r: &| Prine & Fax Sound
gs'a ¥ AGFAAccuSet vE2.3 sy
£ I AGFAAccuSet F LY
= o)
x:}f AGFA-AccuSet 800 ) - b N@k g =
APS P AGFA-AccuSet BOOSF v52.3 Tor el i wirard ek P Mobiieme etworl QuickTime ring
AST [w]| | ¥ ASFAAccuSet B0OSF v2012.108 [v] T ) —
3}' This driver is digitally signed. Have Disk. n ™~ (. s [ =
i il [ bevepa. | & & @ @
9: Check the status of printer from Windows Control Panel, (Comety T ol Lo

printer window. Status should show as Ready.

3. With your Printer driver installed, please add your printer

[Err—r = from the Printer & Fax menu.
7: Choose Yes or No for default printer setting and click | 8 P e
Next.
A Printor Wizerd
Dot Printer
"xxm il ghwiyn wored documents 1 the delsul parter unkets pou soecly

Do yoms it s oo B et s the ot prde

| FOR MAC O0SX:

1. Browse to the Apple menu and select System Preferences.
In the System Preferences menu

8: Click "Finish".

2. click on Print & Fax.
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4. Click + to add your printer from the Print & Fax menu. 5. Select Internet Printing Protocol - IPP from the Protocol drop down list.
e — C—
— Y | Line Printer Daemon - LPD
! | Clshare this printer HP Jetdirect - Socket
Location: Leave blank for default queve.
Kind: Generic Postscript Printer
Satus: idle
6. Type into the Address field "GatewaylPAddress:631" where GatewaylPAddress is the IP
(Open Print Queue . ) ("Optiom & Suppiies. ) address of your Router (default: 192.168.1.1). See screenshot below for an example.
@_] Also enter into the Queue field “/printers/PrinterName”, where PrinterName is the name

ot s
B —

" Click the lock to prevent further changes. (G}

you gave your printer in step 1

Prevocel: | Line Printer Dasman - LPD g

Addrass: 192, 158.1.1531 -}
alid and complese address.

Queue: | fprintersjsamsung ]
v blarik for defaul quess.

7. Select your printer from the Print Using drop down list.

Mame 19215511

Hdvanced
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8. Click Add and check the printer status.

L LA Print & fen

Lalr | Seem )
S h P
B
e
Ftr o
=
Dulest o Lant |
OtatPapr e agetan (A 4]
! Ok ok vt e csnges ®

Print Server set up is now complete. You will now be able
to print from common applications by selecting this printer

from the Print dialogue box.

FOR WINDOWS VISTA
2. Go to the control panel, and select Printers. Once in the
Printers page, click the Add a printer button as shown

below.
C)=@ » contortans + P %] oo >
e T —————r—r—
e 3500mm
B ot & / “gg ciume

3. Select add a network, wireless or Bluetooth printer.

() # AddPinter

Choose a local or network printer

2 Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically
installs USB printers when you plug them in)

2 Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, or that your Blustaoth
or wireless printer is turned on.

o )

4. Click on the radio-button labeled Select a shared printer
by name, type “http://192.168.1.1:631/printers/
PrinterName" in the box below. Click Next.

and

NOTE: The printername must be the same as the printer name entered in the

Web User Interface during step 1

& # rerine

Find a printer by name or TCP/AP address

Browse for a printer
0 Select & shared printer by name

hitp:/1192.188.1.1:631 fprinters/samsung

Example: \\computemanme erintermane o

g

) A34 8 ornter using 8 TOP/I address o hastname
(0 Add 3 Buetvoth primier

5. Next, select the driver that came with your printer.
Browse through the list to select your printer driver,
or click 'Have Disk" if you have your printer driver
installation media.

Etisalat HSPA+ WiFi Router USER GUIDE

Select the manufacturer and model of your printer. ff your printer came with
an installation disk. click Have Disk. I your printer is not listed. consult your
printer documentation for a compatble printer.

Manufacturer = || Pinters
Apollo I 5 Agollo P1200
Brother 15k Apollo P2100/P2300U
Canen 5k Apollo P2200

Ciizen

el 3

[5F This driveris digitally signed.
Tel me why driver signing is important

6. Choose whether you want this printer to be the default
printer, and then click Next.

Utp Add Printer

Type a printer name

Privier name: samsung on http#192 168 1.1 631
1] et s e defadt prnter
This printer e o LoRtE

Hdvanced
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7. Click Finish. Your device is now configured and ready for use.

You've successfully added samsung (Copy 1) on
http:f1192.168.1.1:631

Tosee f the prter & working cormecty, o 1o see troubleshootng mformatcn for the prmer, prnt
Besioage.

[(omtemtpen ]

S |

6.11.2 USB STORAGE
The Etisalat HSPA+ WiFi Router allows you to connect a USB storage device and share it
with all of the users on the network.

By default, this feature is already enabled, so it is simply a matter of connecting your USB
storage device and entering the appropriate network location.

If you wish to modify any of these features, the steps below explain the procedure for
enabling the USB Storage.

1: Ensure that the Enable USB Storage checkbox is checked in the Web User Interface.

To do this, log into the device using the procedure found in Section 3.4 then select Advanced
settings > USB settings > USB Storage from the menu along the top of the page. Enable USB
Storage checkbox and enter the Router Name and USB Drive Name.

Hdvanced
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HSPA/3G SETTINGS

MANAGEMENT

ADVANCED SETTINGS

Advanced > USB Storage settings

USB Status: not detected
This page allows you to enable / disable USB storage .

Enable USB storage

Gateway Name (NetBIOS)
S8 Diectr s

Field Description

Router Name The hostname of the Router device. This should only be modified if there
are multiple Etisalat HSPA+ WiFi Router 's on your network. The default
name is “Etisalat21"

USB Drive Name The name of USB drive. This should only be modified if there are multiple
USB devices connected to your Etisalat HSPA+ WiFi Router . The default

name is "3G21WE"

FOR WINDOWS XP:
2: Open a web-browser (such as Internet explorer, Firefox or Safari) and type in the address
\\"GatewayName"\"USBDriveName"\ (e.g. \\3G21WE\USB-Storage)

NOTE: There is no username and password required to access the USB drive, the user will be able to read/write the

folder/files in the USB drive.

# USB-storage on USB-Storage (bigpond21)
Fle Edt WView Favorites Tools Help

eBack i @ - ﬁ |,OSearch H,E;Fo\ders

Address | L2 Yy, BE2TWE Y ISB-storage

[

File and Folder Tasks

(29 Mske & new folder
) Publish this Folder b the
Weh

TO MAP THE USB STORAGE DRIVE

To enable easy access to the USB Storage Drive, you can map the network location. To do
this, use the following steps:
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1. Click on the Start button and click My Computer 5. Select the Guest radio button and then click Connect

2. Clink on tools > Map network drive

3. In the Folder field, enter the address of the USB Storage Drive \\GatewayName\ Enter your user name and password to access
USBDriveName (e.g. \\3G21WE\USB-Storage) ChefRe erver g
o ) : . Connect as: [ Guest |
4. To access the USB Storage Drive in the future, you can simply double-click on the item %Mimm’mﬂ

in the My Computer menu

(&) (CCancel ) (@cnnectd)

FOR MAC 0SX:

2. From the Finder, select the Go and then click Connect to Server FOR WINDOWS VISTA

3. In the address field of the Connect to Server dialog, type in the address: 2. Open a web-browser (such as Internet explorer, Firefox or Safari)
smb:// "GatewayName"/"USBDriveName" (e.g. smb://3G21WE/USB-Storage) 3. Type in the address "\\GatewayName\USBDriveName\" (e.g. \\3G21WE\USB-Storage)
ﬂ__ [E=3]cnl
Server ress:
— | & \\9G2WE \ush-st v |44 | | Search
|smb:// BG2IWE /USB-Storage J(+) (O, GO PR i [ 42 ][ seor
Favorite Servers: &y Organize ~ ws v (@ Bum .
[ smb:/{ 3G2AWE /USB-Storage et Liitks Name Date modified Type Size
B Documents L usbl 1 1/01/200010:36 AM ~ File Folder
ﬂ i Jush2 1 File Folder
ictures
B Music
More »
@ Cremove ) Comect )
A NOTE: There is no username and password required to access the USB drive. Any network user will be able to read/

. . . ) X write the folder/files in the USB drive.
4. Click the + button to add this server to the list of Favourites and then click Connect

Server Address:
|smb:// BA21WE /USB-Storage | +) (0,
Faverite Servers:

[Z smb:/f 3G21WE /USB-Storage

@ Chemowe ) (Camea )

Hdvanced
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TO MAP THE USB STORAGE DRIVE

To enable easy access to the USB Storage Drive, you can map the network location. To do
this, use the following steps:

5.
6.
7.

Click on the Start button and click Computer
Click the Map network drive button

In the Folder field, enter the address of the USB Storage Drive \\GatewayName\
USBDriveName (e.g. \\3G21WE\USB-Storage)

To access the USB Storage Drive in the future, you can simply double-click on the item
in the Computer menu

6.12 SAVE AND REBOOT

This function saves the current configuration settings and reboots your Router.

HSPR/3G SETTINGS MANAGEMENT ADVANCED SETTINGS

Management > Save/Reboot

Click the button below to reboot the Gateway for saved configuration to take effect.

Save/Reboot
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The Diagnostics menu has the following submenus:
Diagnostics
System Log
3G Network
Statistics
Route
ARP
DHCP
PING

MANAGEMENT

Status > Diagnostic Tests

click "Help" and follow the troubleshosting procedures.

Test the connection to your local network

[Test your ENET1 Connection: | FAIL _ Help.
Test your ENET2 Connection: | FAIL | Help
[Test your ENET3 Connection: _ FAIL _ Halp.

Test your ENET4 Connection: | PASS |Help.
[Test your Wireless Connection: PASS Help

Test the connection to your Internet service provider

[Ping dofoultgateway: [FAIL Help.
Ping primary Domain Name Server: | FAIL  |Help.

M

System log

Your Gateway is capable of testing your WAN and LAN connections. The indiidual tests are listed below 1f a test R
status, click “Rerun Diagnostic Tests” at the bottom of this page to make sure the fail status is consistent. I the te I CHREG_—_—

ARP

DHCP.

7.1 DIAGNOSTICS

The Diagnostics menu provides feedback on the connection status of the device. The
individual tests are listed below. If a test displays a fail status:

1: Click on the Help link

2: Now click Re-run Diagnostic Tests at the bottom of the screen to re-test and confirm
the error

3: If the test continues to fail, follow the troubleshooting procedures in the Help screen

BASIC HSPA/3G SETTINGS Wi-FI MANAGEMENT ADVANCED SETTINGS | STATUS

Status > Diagnostic Tests

Your Gateway is capable of testing your WAN and LAN connections. The individual tests are listed below. If a test displays a fail status, click
"Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent. I the test continues to fail, click "Help" and
follow the troubleshooting procedures.

Test the connection to your local network

‘ Test your Wired Connection 2:

"Test your Wired Connection 4:

Test the connection to your Internet service provider

‘ Ping primary Domain Name Server: ‘PAss ‘Helg
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7.2 SYSTEM LOG
This function allows you to view system events and configure related options. Follow the

Pass: Indicates that the Ethernet interface from your computer is steps below to enable and view the System Log.
connected to the LAN port of this Router.

escription

Wired Connection

1: Click Configure System Log to continue.

Fail: Indicates that the Router does not detect the Ethernet interface on s HSPA/3G SETTINGS MANAGEMENT ADVANCED SETTINGS | STATUS
your computer.

Status > System Log

The System Log dialog allows you to view the System Log and configure the System Log options.

: ; Pass: Indicates that the wireless card is ON.
Wireless connection Click "View System Log" to view the System Log.

Down: Indicates that the wireless card is OFF. Click "Configure System Log” to configure the System Log options

Ping Default Pass: Indicates that the Router can communicate with the first entry point
Router to the network. It is usually the IP address of the ISP's local Router.
2:
Fail: Indicates that the Router was unable to communicate with the first
entry point on the network. It may not have an effect on your Internet Diagnostics > System Log > Configuration
connectivity. Therefore if this test fails but you are still able to access the B B e T S
. . . selected mode is 'Remote’ or ‘Both,' events will be sent ta the specified IP address and UDP port of the remote syslog server. If the
Internet, there is no need to troubleshoot this issue. selected mode is Local o Both.” events vill be recorded in the local memory.
Select the desired values and click ‘Apply/Save’ to configure the system log options.
Ping Primary Domain Pass: Indicates that the Router can communicate with the primary Domain Log: [FloisabielEnable
Name Server (DNS). Log Level
Name Server Display Level Ei
Mode:
Fail: Indicates that the Router was unable to communicate with the
primary Domain Name Server (DNS). It may not have an effect on your T ——_—
Internet connectivity. Therefore if this test fails but you are still able to

access the Internet, there is no need to troubleshoot this issue.

|agnosLiCcsS
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Name | Description

Log

Indicates whether the system is currently recording events. You can enable or
disable event logging. By default, it is disabled.

Log level

Allows you to configure the event level and filter out unwanted events below this
level. The events ranging from the highest critical level

“Emergency” down to this configured level will be recorded to the log buffer on
the Router's SDRAM. When the log buffer is full, the newest event will wrap up
to the top of the log buffer and overwrite the oldest event. By default, the log
level is "Debugging”, which is the lowest critical level. The log levels are defined
as follows:

Emergency is the most serious event level, whereas Debugging is the least
important. For instance, if the log level is set to Debugging, all the events from
the lowest Debugging level to the most critical level emergency level will be
recorded. If the log level is set to error, only error and the level above will be
logged.

Display Level

Allows you to select the logged events and displays on the View System Log
window for events of this level and above to the highest emergency level.

Mode

Allows you to specify whether events should be stored in the local memory,

be sent to a remote syslog server, or to both simultaneously. If remote mode

is selected, the view system log will not be able to display events saved in the
remote syslog server. When either Remote mode or Both mode is configured, the
Web Ul will prompt the you to enter the Server IP address and Server UDP port.

3:

Click View System Log. The results are displayed as follows.

System Log

Dec 13 o B e e et g
oeagy luser nfo  kemelio scheduler noop registered (defaut)

DeS1%, luser |info  kemel PPP generic driver version 242

etal, luser |info  kemel NET: Registered protocol family 24

Dec 13

065352 User wam  kemel: bem963xx_mtd driver v1.0

006223352 user notice kemel: usbmon: debugfs is not available

Dec 13 T : o
06:53:52 |User |wam kemel: PCI: Enabling device 0000:00:0a.0 (0000 -> 0002)
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7.3

3G NETWORK

Select this option for detailed status information on your Gateways 3G connection.

ETTINGS | WI-FI

MANAGEMENT ADVANCED SETTINGS | STATUS

Status>3G Network

F__  Sierra Wireless, Incorporated |
lodel | MC8700
FWRev

IME! 353446035006699
‘cep3ogotieito |

IMSI  |1505013431604326 |
HWRev 1.0

SignallevelRSSl) 18
Quality(Ec/lo) -6.5dB
Network Registration Status | registered
Network Name
_¥
ﬁemork Code 01
_m_
Fﬂmary ‘Scrambling Code (PSC) 0070 (REF)
_:

HSUPACategory 6 |
HSDPA Category 14
Received Signal Code Power(RSCP)| 74 dBm |

Consult the table on the next page for detailed field descriptions
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7.4 STATISTICS

Field Description These screens provide detailed information for:

Manufacturer The manufacturer of the embedded 3G module. e Local Area Network (LAN) and Wireless Local Area Network (WLAN)

e 3G Interfaces

Model The model name of the embedded 3G module.
NOTE: These statistics page refresh every 15 seconds
The firmware version of the 3G module.
FW Rev. HSPR/3G SETTINGS MRNAGEMENT ADVANCED SETTINGS [ISHUE
IMEI The IMel (International Mobile equipment Identity) is a 15 digit number that coatus > Statistes » LAN

is used to identify a mobile device on a network.

interface  Receved Transmited
Bytes |Pits |Errs|Drops |Bytes [Pkts [Ers|Drops
8 4% 0 0

FSN Factory Serial Number of the 3G module.
ENETS 0 0 0 0 ®ner M 0 0
IMSI The IMSI (International Mobile Subscriber Identity) is a unique 15-digit %@ﬁiﬁ#@iﬁ

number used to identify an individual user on a UMTS network.

HW Rev. The hardware version of the 3G module.

WCDMA/Europe CMDA 2000 / America 7.4.1 LAN STATISTICS
This screen displays statistics for the Ethernet and Wireless LAN interfaces.

System Mode

WCDMA band The 3G radio frequency band which supports dual-band UTMS/HSDPA/HSUPA
frequencies (850/2100 MHZ), IMT2000 is 2100 MHZ, WCDMAS800 is 850MHz SIC HSPA/3G SETTINGS MANAGEMENT RDVANCED SETTINGS | ST
WCDMA The 3G channel. Status > Statistics > LAN
channel lntedface|  Received | Transmied
| lBytes [Phas |Ems[Drops Bytes [Pl [Ers Drops
MM (CS) state Circuit Switching state et o o Jo o fsmm lasr o o
ENE 0 b o o man laes o b
Signal Strength The 3G signal strength in dBm. ENET4 |2562562(18411(0 |0 |6431912/15946[0 [0
w0 2019602 176360 0 [stoazss[trs2a2 o
Signal level | -109 ~ -103 -101 ~ -93 -91 ~ -87 -85 ~ -79 -77 ~ -52
in dBm
5 Signal 7.4.2 3G STATISTICS
bars Click Etisalat™ network in the Statistics submenu to display the screen below.

HSPA/3G SETTINGS MANAGEMENT ADVANCED SETTINGS | STATUS

Status > Statistics > 3G network

Medium _--
636 | 307650
_--
Drops
_--

Diagnostics
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7.5  ROUTE o [ Deseripti
Select Route to display the paths the Router has found. = cscription

Destination Destination network or destination host
HSPR/3G SETTINGS VANRGEMENT ADVRNCED SETTINGS | STATUS

Router next hop IP address
Status > Route
Flags: U~ up, 1 - eject, G - gateway, H - host, R - einstate Subnet Mask Subnet mask of Destination
D - dynamic (redirect), M - modified (redirect)
v e i S Flag Jrroute s
192.168.1.0 | 0.0.0.0 255.255.255.0 U 0 br0 | rejCCt route

G: use Router

H: target is a host

R: reinstate route for dynamic routing

D: dynamically installed by daemon or redirect

M: modified from routing daemon or redirect

Metric The 'distance’ to the target (usually counted in hops). It is not used by recent
kernels, but may be needed by routing daemons.

Service Shows the name for WAN connection

Interface Shows connection interfaces

|agnostics
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7.6 ARP
Click ARP to display the ARP information.

HSPR/3G SETTINGS MANAGEMENT ADVANCED SETTINGS

Status > ARP

IPaddress Flags  HWAddress  Device
[192.168.1.2 | Complete | 00-1E:68:AC:0E:94 | brD

IP address Shows IP address of host pc

Flags Complete
Incomplete
Permanent

Publish
HW Address Shows the MAC address of host pc
Device Shows the connection interface

7.7

Etisalat HSPA+ WiFi Router USER GUIDE

DYNAMIC HOST CONFIGURATION PROTOCOL (DHCP)

Click DHCP to display the DHCP information.

HSPR/3G SETTINGS ADVANCED SETTINGS

Status > DHCP Leases

[Hosname| NAC Address 1P Addvass Explres i
PDGS | 00:1eGbiac00:94 192168:1.2| 21 hours, 37 minutas, 21 seconds
[doox | 00215035184 152.168.13 21 hours, 16 minute, 30 soconds

Hostname Shows the device/host/Pc network name

MAC Address Shows the Ethernet MAC address of the device/host/Pc

IP address Shows IP address of device/host/Pc

Expires In Shows how much time is left for each DHCP Lease
7.8 PING

The PING menu provides feedback of connection test to an IP address or a host name.

HSPA/3G SETTINGS MANAGEMENT ADVANCED SETTINGS | STATUS

Status > PING
Please type in a host name or an IP Address. Click Submit to check the connection automatically.
Host Name or IP Address

Input an IP address or a host name, e.g www.google.com and press Submit. The connection

test result will be shown as below.
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The above screen is showing a successful ping result.






