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Safety and Precaution

Installation
o

When in Use

Service

Use only the type of power source indicated on the marking labels.

Use only power adapter supplied with the product.

Do not overload wall outlet or extension cords as this may increase the risk of electric shock or fire. If the power cord is frayed,
replace it with a new one.

Proper ventilation is necessary to prevent the product overheating. Do not block or cover the slots and openings on the device,
which are intended for ventilation and proper operation. It is recommended to mount the product with a stack.

Do not place the product near any source of heat or expose it to direct sunlight.

Do not expose the product to moisture. Never spill any liquid on the product.

Do not attempt to connect with any computer accessory or electronic product without instructions from qualified service
personnel. This may result in risk of electronic shock or fire.

Do not place this product on unstable stand or table.

Power off and unplug this product from the wall outlet when it is not in use or before cleaning. Pay attention to the temperature of
the power adapter. The temperature might be high.

After powering off the product, power on the product at least 15 seconds later.

Do not block the ventilating openings of this product.

When the product is expected to be not in use for a period of time, unplug the power cord of the product to prevent it from the
damage of storm or sudden increases in rating.

Do not attempt to disassemble or open covers of this unit by yourself. Nor should you attempt to service the product yourself, which may void
the user’s authority to operate it. Contact qualified service personnel under the following conditions:

Caution

Copyright Notic

Disclaimer

If the power cord or plug is damaged or frayed.

If liquid has been spilled into the product.

If the product has been exposed to rain or water.

If the product does not operate normally when the operating instructions are followed.
If the product has been dropped or the cabinet has been damaged.

If the product exhibits a distinct change in performance.

Any changes or modifications not expressly approved by the party responsible for compliance could void the authority to
operate equipment,

€

2005 All rights reserved. No part of this document may be reproduced or transmitted in any form or by any means, electronic or
mechanical, for any purpose, without the express written permission of the seller.

Information in this document is subject to change without notice. The statements, configurations, technical data, and
recommendations in this document are believed to be accurate and reliable, but are presented without express or implied
warranty. The seller therefore assumes no responsibility and shall have no liability of any kind arising from the supply or use of this
document or the material contained herein.

Statement of Conditions

Trademarks

In the interest of improving internal design, operational function, and/or reliability, the seller reserves the right to make changes to
the products described in this document without notice.

The seller does not assume any liability that may occur due to the use or application of the product(s) or circuit layout(s)
described herein.

In addition, the program and information contained herein are licensed only pursuant to a license agreement that contains
restrictions on use and disclosure (that may incorporate by reference certain limitations and notices imposed by third parties).

All other product or service names mentioned in this document may be trademarks of the companies with which they are associated.
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INTRODUCTION

The IAC4500 Internet Access Controller is a freestanding or rack-
mounted intelligent gateway with two serial ports for system
management and PMS. It provides plug and play instant Internet
access, advanced security & network management. The IAC4500
Internet Access Controller is designed for service providers and
system integrators to enhance service performance and increase
business exposure and cooperative business operation.

The IAC4500 - Internet Access Controller is an ideal solution for hotels, coffee shops, airports, conference

facilities and other sites that commonly host business travellers, and offers instant high-speed Internet

connections without requiring user configuration to connect to the facility’s network with no extra MIS
resource needed.

The Internet Access Controller helps solve connectivity problems by offering instant Internet access with no
settings to change; user’s laptop settings are static IP or http proxy with no subnets or gateways to negotiate
to properly configure a user’s laptop for the facility’s network. Users simply plug into the network and they are
immediately connected.

With its PMS interface, the IAC4500 - Internet Access Controller can be easily integrated with a service
providers billing system, or with a PMS to help to provide an Internet access service. The built-in AAA
(Authentication / Accounting / Authorization) and Billing mechanism provides the hotspot operator with
a complete AAA solution.

IAC4500

Nelbomm

Figure 1-1 IAC4500 Internet Subscriber Server

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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1-1 Package Contents

Please inspect your package. The following items should be included:

IAC4500

wlw

NELLomm 30 &L H L

Figure 1-2 IAC4500 Internet Subscriber Server

e One IAC4500 Internet Access Controller

e (One Power Cord

e One CD containing a User’s Guide and MIB file

e Arack-mounting kit which includes two rack-mounting brackets and six mounting screws
e Four Rubber Foot Pads

e One RS-232 console cable

If any of the above items are damaged or missing, please contact your dealer immediately.

IAC4500 Internet Access Controller User Guide YML858 Rev1
6 www.netcomm.com.au
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1-2 Features

Integrated Solution for rapid deployment
The IAC4500 Internet Access Controller is a complete access controller for medium to large hotspots. It can
serve up to 1024 simultaneous users and is an ideal hotspot solution to be deployed in hotels, coffee shops,
airports and other sites that commonly host business travellers to offer instant high speed Internet connections.

Deliver instant PnP connectivity service
With its IP Plug and Play technology, the IAC4500 Internet Access Controller helps solve connectivity problems
by offering instant Internet access without the need for configuration changes to the clients computer or
any client-side software, and it allows guests to send E-mail as usual without changing their SMTP server
settings, even if their configured SMTP server is behind a corporate firewall.

Complete user authentication and accounting
The IAC4500 Internet Access Controller works with either no authentication, built-in authentication or
RADIUS authentication).

Sophisticated Remote Management
The IAC4500 Internet Access Controller enables service operators to manage the device with Web Ul, Syslog
messaging, E-mail messaging, SNMP and LAN Device Management remotely.

Comprehensive security
The IAC4500 Internet Access Controller provides a fully secured operating environment with VPN pass
through, SSL certificate, SSL login page and SSL configuration page.

Enhance Local and Personalized Service
The login and logout pages are fully customisable. The IAC4500 Internet Access Controller has the ability
to let the operator redirect end users to an advertising web page, increasing operator potential for revenue
through affiliation marketing. The IAC4500 can also allow a list of up to 10 pages that end users can visit free
through the walled garden feature.

Hotel PMS System Support
The IAC4500 Internet Access Controller works with Hotel’s PMS hilling systems to integrate the Internet
access charges and the room charge into one bill. This keeps staff training and interaction to provide the
internet access to a minimum

Proprietary AAA/Billing System
The IAC4500 Internet Access Controller has proprietary AAA and billing system that allows the operator to
control the Internet access and billing mechanism individually without any external authentication server or
billing server. The internal AAA engine will allocate user names and passwords and will monitor usage and
control users as a stand alone device.

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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1-3 Specification
Networking
e |EEE802.3 10BaseT Ethernet
e |EEE802.3u 100BaseTX Fast Ethernet
e Supports 1024 Simultaneous Users
e Supports all operation systems with TCP/IP support
e |P Plug and Play (iPnP) without any IP setting change
e Various WAN connections (Static IP/DHCP Client/PPPoE/PPTP)
e HTTP Proxy Support
e SMTP Server Redirection
e DHCP Server / Relay
e |P Multicast support
e NAT (RFC 1631)
e NTP Server Support

e RADIUS AAA Authentication/ Accounting
e Secondary RADIUS Server Support
e Built-in Authentication/Accounting
e Static/ Dynamic Accounting
e Bandwidth Management (Equal bandwidth/ Class of Service)
e WISPr Smart Client
Billing
e Flexible Billing Plan
e Time-based Billing (by minute, hour, day, week, etc.)
e Port-Location Mapping

Security
e Layer 2 Isolation

e SSL Secure User Login Process

e SSL Secure Web-based administration

e VPN Pass through (IPSec/PPTP)

e PPTP client for secure remote access and RADIUS communication

IAC4500 Internet Access Controller User Guide
8
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Management
e Web-based Management

e HTTP/TFTP Firmware Upgrade

e Authorised remote Management

e Backup/Restore Configuration

e Scheduled Firmware Upgrade

e Real-time Current User List/ DHCP Clients List/ Session List/ Account List
e AN Device Management

e Syslog

e SNMP

Local Service
e Advertisement URL links

e Walled Garden (Free web sites)
e | ogin Page Redirection

e (Customize Login Page

e Passthrough IP/MAC/URL

PMS Billing System
e Supports Micros Fidelio, Marriott and Hilton

e PMS Transaction Logs
e Support 802.1Q Tag-based VLAN infrastructure

Interface
e One WAN Port (IEEE 802.3/802.3u 10BaseT/100BaseTX) supports Auto crossover

e One LAN Ports (IEEE 802.3/802.3u 10BaseT/100BaseTX) supports Auto crossover
e DB9 Serial Port: Console setting or Account Generator Printer

e PMS DB9 Serial Port: PMS application

e (One Reset Button: for factory setting

LED Indicators
e LINK/ACT, 10/100, Full Duplex, Power, Alarm

Compliance
e FCC part 15 Class B

e (EClassB

e VCCIClass B

e CSA

e C-Tick

e RoHS Compliance

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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Power Requirement
e |nternal universal switching power supply

e 100-240 VAC, 50/60 Hz
e Power Consumption: <9W

Dimension

e Size: 1U Rack-mount-sized 440 (W) x 116(L) x 44 (H) mm

e Weight: About 1.7 kg (Net)

Environment Conditions
e Qperating Temperature: 0 to 50°C

e Storage Temperature: -10 to 65°C
e Humidity: 10% to 95% non-condensing

1-4 Precautions

e Never remove or open the cover. You may suffer serious injury if you touch these parts.

e Never install the system in wet locations.

e Use only the original power cord otherwise there is a danger of severe shock.
e Avoid exposing the IAC4500 to direct sunlight or another heat source.

e (Choose a well-ventilated area to position your IAC4500.

IAC4500 Internet Access Controller User Guide
10
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1-5 Overview
1-5-1 Front Panel

1AC4500

Nelbomm

Figure 1-3 IAC4500 Front Panel

Console Port To configure the system, connect an RS232 serial cable to a COM port on a PC and to the
Console Port of the device.

PMS Port Standard RS232 DB 9 female Connector. Data transmission cable to a PMS system.

Reset Button The Internet Access Controller has a reset button at the front panel.

LAN Port The port can be auto-switched to MDI-Il connections. The LAN port is used for linking host or

other network devices. The port can be either connected to 100BaseTX network or 10BaseT
network. When connecting to a 100BaseTX network, the port operates at 100Mbps in half-
duplex mode or 200Mbps in full-duplex mode. When connecting to a 10BaseT network, the
ports operate at 10Mbps in half-duplex mode or 20Mbps in full-duplex mode.

WAN Port One Ethernet port used for linking xDSL or Cable Modem.

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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LEDs Indication
() POWER
(Cysvs
Figure 1-4 LEDs
LED State Description
Power Off The Internet Access Controller is not receiving electrical power.
Green The Internet Access Controller is receiving electrical power.
SYS Off The Internet Access Controller is operating normally.
Green The Internet Access Controller has just been started up.

Green (Blinking)

The Internet Access Controller is abnormal.

10M Green The WAN port is operating at 10Mbps.
Green (Blinking) | The WAN port is receiving or transmitting data.
off No device is attached.

100M Yellow The WAN port is operating at 100Mbps.

Yellow (Blinking)

The WAN port is receiving or transmitting data

Off

No device is attached.

10M Green The LAN port is operating at 10Mbps.
Green (Blinking) | The LAN port is receiving or transmitting data.
Off No device is attached.

100M Yellow The LAN port is operating at 100Mbps.

Yellow (Blinking)

The LAN port is receiving or transmitting data

Off

No device is attached.

IAC4500 Internet Access Controller User Guide
12
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INSTALLATION

The following are instructions for setting up the IAC4500. Refer to
the illustration and follow the simple steps below to quickly install
your IAC4500.

2-1 Installation Requirements

Before installing the IAC4500, make sure your network meets the following requirements.

System Requirements
The IAC4500 requires one of the following types of software:

Or

Windows 98 Second Edition/NT/2000/XP

Red Hat Linux 7.3 or later version

MAC OS X 10.2.4 or later version

Any TCP/IP-enabled systems like Mac OS and UNIX (TCP/IP protocol installed)
Standard phone line for xDSL modem

Coaxial cable for Cable modem

Web Browser Software (Microsoft I.E 5.0 or later version or Netscape Navigator 5.0 or later version)
One computer with an installed 10Mbps, 100Mbps or 10/100Mbps Ethernet card

UTP network Cable with a RJ-45 connection (Package contents)

Note: Prepare twisted-pair cables with RJ-45 plugs. Use Cat.5 cable for all connections. Make sure each cable not exceed 328 feet
(Approximately 100 meters).

ISP Requirements
Verify whether your ISP uses fixed or dynamic IP. If it is a fixed IP, be sure to get the IP from your ISP. For dynamic
IP, which is most commonly used, the PC will get the IP automatically whenever it hooks up on the modem.

Dynamic IP

Dynamic IP Setting

Fixed IP

Your fixed IP address for the IAC4500
Your subnet mask for the IAC4500
Your default gateway IP address

Your DNS IP address

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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PPPOE

Your user name from your ISP
Your password from your ISP

PPTP Server IP Address from your ISP
PPTP Local IP address from your ISP.
PPTP Local IP subnet mask from your ISP
PPTP Local default gateway from your ISP
Your user name from your ISP

Your password from your ISP

Your PC Requirements
The Static IP settings for the PC

Your PC’s fixed IP address

Your PC’s subnet mask

Your PC’s default gateway IP address
Your PC’s primary DNS IP address

Note:
1. The IAC4500's default IP address setting is “10.59.1.1”.
2. The IAC4500's default subnet mask setting is “255.0.0.0".

The Dynamic IP settings for the PC
We recommend that you leave your IP settings as automatically assigned. By default, the IAC4500 is a DHCP

server, and it will give your PC the necessary IP settings.

IAC4500 Internet Access Controller User Guide
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2-2 Getting Started

1. Place the IAC4500 on a flat work surface.

2. Connect the power cord to the IAC4500 and wait for the alarm LED to stop flashing.
3. Ensure that your modem and computer are both switched on.
4

Use the supplied cable to connect the IAC4500’s WAN port to the modem. Check that the Cable/xDSL
Status LED lights.

5. Connect your computer to one of the 10/100 LAN ports on the IAC4500. Check that the LAN Port Status
LED lights.

6. Configure the further parameters via a web browser.

Metwork Operating Conter I:

NN ...
-y

EEE LB Dnk I
RADWS Bilng  Emall Mebwark
Harvar  Server  Sarver  Manegenasy

AG-T0
Mzcouni Gansraior Prenier
Y
> "
e |

: w =
Hachar ’I' ﬁ =i -
Unauthanticated Customar o

_— - .
-
m e >
Room 8181 Foam 8103 iy 100
Laywe Ziealaiion Bacuriy kot

Room #1104 Aocgni Gessrabor Prinbes
with Etharnet Parl

Wib-bhasat 2EL Authastication

PS5 Sninclive Servics Support

Figure 2-1 Connecting the IAC4500

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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3, CONFIGURING THE IACA500

The IAC4500 offers a friendly user interface, accessed through
either a console user interface or a Web user interface. The Console
Ul provides basic system configuration and status. For advanced

functions, please use the Web Configuration.

IAC4500

Nelbomm

IAC4500 Internet Access Controller User Guide YML858 Rev1
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3-1 Console Configuration

To access the IAC4500 User Interface, the administrator needs to connect a VT100 terminal and a PC running
a VT100 compatible terminal emulation program to the IAC4500 Console port by using the provided DB9
RS-232 cable.

Follow these steps to set up your first local serial console port session using the Window98/2K Terminal
emulation program HyperTerminal.

From the Windows screen, click on the Start button.

From the Start menu, choose “Programs” (or Open file Hypertrm.exe).

From the Programs menu, choose “Accessories”

From the Accessories menu, select the HyperTerminal folder. Click on the HyperTerminal icon.

From the connection Description windows, enter a name (i.e., IAC4500) and choose an icon for the
connection. Click “OK”.

When the Phone Number window opens, click on the “Cancel” button.
From the File menu, choose “Properties”.

From the Properties windows, click on the “Configure” button.

From the COM1 Properties windows, set the following parameters:

e Baud Rate: 9600

e Date bits: 8

e Parity Checking: ~ None

e Stop bits: 1

e Flow control: None

10 If you intend to use this PC and serial connection in the future save this configuration by selecting “Files/
Save As” and entering the name of the file for this configuration.

11 Once you have completed configuring your serial terminal, use the following steps to logon to your
IAC4500. If you have not already done so, use a male-female DB-9 serial communication cable to
connect the COM port on your PC to the Console port on the front of the IAC4500.

12 Go to the Call menu and select Connect.

13 If you have not completed an initial power up, power up the IAC4500 now.

14 To verify that you have a correctly configured your Console port press <Enter> and the login screen
will display.

15 If your serial terminal remains blank, make sure that you have entered the correct settings in Step
7. Verify that you are using the correct cable, that the cable is not damaged, and that you have good
cable connections.

(S B I

© 00 N O

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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3-1-1 Login

Internet Subscriber Server|ll

Copyright (c) 2005-2015 All Rights Reserved.
Version 1.00.01

Username:

Password:

__Enterusername._______________________

Figure 3-1 Login Screen

The default Username is “admin”. The default Password is “admin”. The password can be changed after
accessing the IAC4500 system.

Note: The administrator can change the password via utilities item.

IAC4500 Internet Access Controller User Guide YML858 Revi
18 www.netcomm.com.au
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3-1-2 Main Menu

Main Menu

i) System Configuration
2)WAN Configuration
3) LAN Configuration

4) System Status

5) Utilities

6) Restart

7} Logout

8) Factory Defaults

Enter Selection:
Figure 3-2 Main Menu Screen

1) System Configuration: Including IAC4500 system basic parameter settings.

2) WAN Configuration: Including IAC4500 system WAN parameter settings.

3) LAN Configuration: Including IAC4500 system LAN parameter settings.

4) System Status: Displays the IAC4500 system basic status.

5) Utilities: Including firmware upgrades and changes to the password.

6) Restart: Restart the IAC4500 system.

7) Logout: Logout the IAC4500 serial session.

8) Factory Defaults: Erases all settings and reverts back to the original factory settings.
Enter a numeric that you need between 1~8 and press 'Enter’ to the subdirectory.

YML858 Rev1 IAC4500 Internet Access Controller User Guide
www.netcomm.com.au 19
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3-1-2-1 System Configuration

1)
2)
3

4

9)

System Configuration

System Mame

Domain Name 8
Console Port Speed ;9600
Web Server Port 180
E-Mail Server Redirect '

Figure 3-3 System Configuration Screen

System Name: You can assign a name to this unit. Up to 40 characters are allowed.
Domain Name: You can assign a name to this unit. Up to 80 characters are allowed.

Console Port Speed: The Console port speed is only relative to connection of the console. There are nine
different rates: 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600 or 115200.

Web Server Port: The Web server port default is 80, however some users may set up the IAC4500 under
a NAT network. The administrator has to set the Web server port so that the IAC4500 can be remotely
accessed under a NAT network.

Note: The web server port allowed range is from 8000 to 8099 if administrator wants to remote access under NAT Network. For access
the IAC4500 system under NAT, please tab the “http://WAN Port IP Address: Port Number”.”210.66.37.200:8001"

E-mail Server Redirect: The IAC4500 redirects the subscribers’ E-mail via a specified SMTP server. The
recipient of your E-mail sees the message as if it was sent from your local Internet Service Provide,not
from the hotel or location of the IAC4500.

IAC4500 Internet Access Controller User Guide YML858 Revi
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e DHCP Client: This allows the device to obtain the IP address and other TCP/IP settings.

WARN Configuration
WAMN Type ? (D/ISIPIT) :D

Figure 3-4 WAN Configuration Screen- DHCP (Default)

e  Static IP: Enter IP address, Subnet Mask and Gateway.

WAN Configuration

WAN Type 7 (DISIPIT) -
IP Address :0.0.0.0
Subnet Mask :255.255.255.0
Gateway :0.0.0.0

Primary DNS Server -
Secondary DNS Server :

Figure 3-5 WAN Configuration Screen - Static IP

e PPPoE Client: Enter the username and password (provided by your ISP).

WAN Configuration

WAN Type 7 (DISIPIT) P
Username s
Password -

Connect Setting ? (C/K) :C

Max idle Time (Min) 10
Optional Setting :
Service name :
PPP MTU Setting : 1492
TCP MSS Setting 11452

Figure 3-6 WAN Configuration Screen - PPPoE

e PPTP Client: Enter the Local IP Address, Local Subnet Mask, Gateway IP Address, Server IP Address,
username and password (provided by your ISP).

WAN Configuration

WAN Type 7 (DISIPIT) :T
Local IP Address :

Local Subnet Mask
Gateway IP Address
Server IP Address

Username 2
Password :
Connect Setting 7 ([C/K)} : C
Max idle Time (Min) 10

Optional Satting
Connection ID/Name
PPP MTU Setting 1460
TCP MSS Setting : 1400

Figure 3-7 WAN Configuration Screen - PPTP

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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3-1-2-3 LAN Configuration
There are three types of DHCP Services. Enter 'D’ to disable the DHCP server function, 'R’ to enable DHCP
Relay function, or 'S’ to enable DHCP Server function.

e DHCP Server: IAC4500 includes a DHCP server. To enable this function please choose the DHCP service
as 'S’, and set the DHCP server information.

LaM Confiouration
DHCP Configuration
DHCP Service? (D/RIS) ‘5
Start IP Address :10.59.1.2
DHCP Pool Size (Max.=512) :253
Lease Time ;1440
Primary DNS IP Address :168.95.1.1
Secondary DNS IP Address

Figure 3-8 LAN Configuration Screen-DHCP Server

Start IP Address: Enter the DHCP pool start IP address.

DHCP Pool Size (Max.=512): Enter the DHCP pool size.

Lease Time: Enter the lease time for DHCP clients. The maximum of DHCP lease time is 71582788
minutes.

Primary DNS IP Address: Enter Primary DNS IP address.

Secondary DNS IP Address: Enter Secondary DNS IP address.

Note:
1. DHCP IP Pool only support up to 512 IP address
2: Subnet mask support 255.0.0.0, 255.255.0.0, 255.255.255.0

e DHCP Disable

LAN Configuration

DHCP Configuration :
DHCP Service? (DIR/S) :D

Figure 3-9 LAN Configuration Screen - DHCP Disable

e DHCP Relay: To route DHCP through an external server, the administrator needs to enable the DHCP
Relay and assign a valid DHCP server IP address.

LAN Configuration

DHCP Configuration ;
DHCP Service? (D/R/S) 'R
Relay Server IP Address

Figure 3-10 LAN Configuration Screen - DHCP Relay

Relay Server IP Address: Enter DHCP Server IP Address for DHCP clients.
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3-1-2-4 System Status
System Status only displays system information, there is no authority to change settings available in this section.

System Status

Web Server Port

E-Mail Server Redirect
WAN Configuration

WAN Type (DISIPIT)

IP Address

Subnet Mask

Gateway

Primary DNS Server
Secondary DNS Server
DHCP Configuration

DHCP Service? (D/IRIS)
Start IP Address

DHCP Pool Size (Max.=512)
Lease Time

Primary DNS IP Address
Secondary DNS IP Address

Press any key to return.

: DHCP Client
:192.168.100.142
: 255.255.255.0
:192.168.100.254
:168.95.1.1

1 211.11.180.244

: Server
:10.59.1.2
: 253

: 1440
:168.95.1.1

Figure 3-11 System Status Screen
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3-1-2-5 Utilities Menu
Utilities Menu
i)Firmware Upgrade
2)Change Password
JjReturn to Main Menu

Enter selection:
Figure 3-12 Utilities Menu Screen

1) Firmware Upgrade: IAC4500 allows the administrator to upgrade firmware.

2) Change Password: IAC4500 allows the administrator to change the password.

3) Return to Main Menu: Leave this page and return to Main Menu screen.

IAC4500 Internet Access Controller User Guide
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Firmware Upgrade:

The IAC4500 uses TFTP Download to upgrade firmware. The Administrator needs to specify the TFTP
server IP address and the filename that you wish to download.

Firmware Upgrade

TFTP Server IP Address :
Download Filename

Figure 3-13 Firmware Upgrade Setting Screen

How to make a TFTP download

1.

2.
3.
4

Get the TFTP server software.

Connect the TFTP server directly into the console port of the IAC4500.
Copy the TFTP server program to a specified folder.

Execute the TFTP server program and specify the location of firmware file.

EEEEDEETTE -0

Bare Drechory ]:.:'..r.-..,.. q_l:m_ﬁrmware Location
Sorves redaces [152.162100.124 w‘l"ﬂl‘ Server IP Address

CuseniAchien  |Lishening on pot 62

good | Gewm | Hw |

Figure 3-14 Example-TFTP Server

Access Figure 3-13 screen and specify the TFTP server IP address and the filename that you wish to upgrade.
Execute to finish the upgrade procedures.

Note:
1. You can also download firmware using the Web agent or by a direct console connection.
2. Do not turn the power off during the upgrade process. This will damage the unit.

Change Password: The Password Change screen allows you to change an existing password.

Change Administrator Password
Enter the old password
Enter the new password :

Confirm the new password:

Figure 3-15 Change Administrator Password Setting Screen

Note: A permitted password string is from 8 to 20. The characters are limited by alphabets and numerals.

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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3-1-2-6 Restart System
This function can assist when making multiple changes to different menu functions and you want to reboot
once after completing all your changes. Type 'Y’ then press 'Enter’ key to restart the system. Type ‘N’ and
then press 'Enter’ to return to the Main Menu screen.

Restart System (Y/N)?

Figure 3-16 Restart System Screen

3-1-2-7 Logout
If you would like to leave the configuration page, please Type 'Y’ and then press 'Enter’ key to restart the
system or type "N’ and then press 'Enter’ to return to the Main Menu screen.

Logout System (Y/N)?

Figure 3-17 Logout System Screen

3-1-2-8 Factory Defaults
If you enter “Y” the IAC4500 will erase all setting, and go back to the original factory settings. There are two
different choices after you decided to return to the factory setting. The first is to change all the parameters to
factory settings but only reserve the user profiles (subscribers’ table). The other is to clear all the parameters
into factory settings including the user profiles.

Change to factory defaults and the system will be restarted!
Are you sure(Y/N)?

Toreserve the user profiles (Y/N)?

Figure 3-18 Factory Setting Screen
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3-2 Web Configuration

Follow the steps below to access the Web configuration.

1. Make sure your IAC4500 is properly connected.

2. Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box.
Press Enter.

kmarks Tasks Help

s A ESTEE &

Figure 3-19 Web Browser Location Field (Factory Default)

3. The IAC4500 configuration main menu will appear. Enter “admin” (default) as the Username and
“admin” (default) as the password and click “Get Started”.

Internet Subscriber Server 111

B ESEETRL T

Useanaame I ]Ia
Passamid: [

Get Started ’ ’

Figure 3-20 1AC4500 Login Page

4. After a valid user name and password have been provided, the IAC4500 configuration homepage will appear.

Note: This Web agent is best viewed with IE 5.5 or Netscape 6.0 and above browsers. If you would like to change the password please
see ‘system session’ of advanced setup.

The Username and Password can consist of up to 20 alphanumeric characters and are case sensitive.

If for any reason your password is lost or you cannot gain access to the IAC4500 Configuration Program, please press the reset button
to load the device to manufacturer defaults.

If the IAC4500 doesn'’t send a packet in 5 minutes (system default), the IAC4500 will logout automatically.

YML858 Rev1 IAC4500 Internet Access Controller User Guide
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3-2-1 Configuration Menu
The Configuration Menu on the left of all Web pages provides a consistent way to access all system functions.

Click System Setting for initial configuration.
Click Advance Setting for future configuration and setting up advanced features.
Click System Status to view information about your IAC4500.

Click System Tools to backup/restore configuration or upgrade system firmware.

Configuration kMenu

‘A Configuration Menu
-Q Systermn Setting
f_‘| Advanced Setting
'13 Systermn Status
'CI Systern Tools

Figure 3-21 Configuration Menu
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The System Setting enables you to configure basic settings related to accessing the Internet, including,
System

WAN/LAN

Server

Authentication

Billing

Accounting

Port-Location Mapping

NS aswLDdpd

Authenticatian

£l

El

L

-] MNAT Pool
] Billing

| Accounting
i Port-Location
J Mapping

Figure 3-22 System Setting Menu
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3-2-2-1 System
Define the IAC4500 System parameter.

Oysten® Lol N

ey -

Lermr mivrepe

Dl Toms
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Figure 3-23 System Setting Screen
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Item Default Description
System/Host Name Empty The system name can consist of up to 40 alphanumeric characters.
Domain Name Empty The Domain name can consist of up to 80 alphanumeric characters.

Location Information

Isolation Security

Date System Date (Year/Month/Day) The system date of the IAC4500. The valid setting of year
is from 2002 to 2035.

Time System Time (Hour:Minute:Second) The system time of the IAC4500.

Use NTP Time Server Disable (Network Time Protocol) Enables or disables NTP Time Server. Network
Time Protocol can be utilized to synchronize the time on devices across
a network. A NTP Time Server is utilized to obtain the correct time from a
time source and adjust the local time.

Server IP/Domain Name | Empty Enter the IP address/domain name of NTP server.

Time Zone GMT-12:00 Select the appropriate time zone for your location.

Update Time 0 hours Enter the number of hours for update time.

Daylight Saving Time Disable Enables or disables Daylight Saving Time (DST).

Start Date/End Date Month/Day Set the Daylight Saving Time (DST) on the IAC4500. Adjust the begin time
and end time.

NAT Enable (Network Address Translation) Enables or disables NAT Address Translation
function.

IP Plug and Play Enable (iPnP Technology) Enables or disables plug & play function. When enabled,
the user needn’t change their network configuration to access the Internet.

DNS Fake IP Reply Enable While Internet servers on your LAN such as proxy server and SMTP server
require IP addresses, it is often not necessary to assign real IP addresses
to each end-user workstation on a LAN. NAT is the process of assigning
fake IP addresses to network devices, then translating them into a real IP
address for Internet communication.

User Session Choosing Limit or Unlimited Enables or disables user session limit function.

Enable

This feature provides you with an ability to control a number of sessions
allowed for particulars user(s) at the one time.

If enable plug and play is selected, you can enable Layer 2 Isolation
Security function. When the “Layer 2 Isolation Security” enabled, users
cannot communicate with each other.

Console Type

Printer Model Number

Console Setting

AG-100

There are two type, console setting and Account Generator Device.

Select one account generator printer’s model number to print out user
accounts.

Console Port Attach a VT100 compatible terminal or a PC running a terminal emulation
program to the Console Port on the IAC4500’s front panel by using the
cable provided with this package.

YMLE58 Revi
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ltem Default | Description
Bits per second 9600

Data bits 8

Parity None

Stop bits 1

Ay

Aramasl Oemriaing Prce

Figure 3-24 Connecting Account Generator Printer

Note: Before you use account generator printer, you must setup your device to “Authentication” mode
(System Setting->Authentication->Built-in Authentication).

ltem Default Description

Administrator Authorized | IP Address Any Options: Any and Specify. User can specify 5 IP addresses or a range

Access to allow remote control access from network.

Multicast Passthrough Disable This function allows for multiple transmissions to specific recipients at
same time.

Allow remote user to Enable This function allows remote users to ping the IAC4500 through the Internet.

ping the device Ping is normally used to test the physical connection between two devices, to

ensure that everything is working correctly.

SSL Certificate Default Options: default or customize certificate, These are two ways to create a
certificate, one is purchase a certificate from a certificate authority (Ex.
Verisign or Thawte), and another is creating a self-certificate (For example:
Using an OpenSSL tool).

After changing the settings, please click Apply button to update the new settings. The success dialog box will
appear, click on back to return to the system setting screen.

Success!
The Configuration has been changed.

s

Figure 3-25 Success Dialog Box
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3-2-2-2 WAN/LAN

WAMNILAN
LA 1P Ackdrass LILSGLL
Subre Mash: LA IO0

# Detaut
WAH MAC Address meau

T Change i F.' F'-'_. F'_.F'_.lm_.ﬁ'_

T Gt ausamasically fromm a DHOP sered

T lse fived 1P addiess
WHAM Fan Mosse

™ PPPRE [ Mosily fie ADSL modem ugens )

T PPTP | Mostly for Eurape ADSL modam users )

Figure 3-26 WAN/LAN Setting Screen

Restart

To Restart the system, click Apply

Appl
PRY |
Figure 3-27 Restart Dialog Box

Note: After change the settings, please click Apply button to update the new settings, then the agent will restart it.
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Subinet Mask
Figure 3-28 Device IP (LAN IP) Setting Screen
Iltem Default Description
IP Address 10.59.1.1 The internal LAN IP address of your IAC4500.
Subnet Mask 255.0.0.0 The subnet mask of your IAC4500.
WAN MAC Address

AN MAC faddress

F [efaull

T changeto [0 @ L0 T 5 LE
Figure 3-29 WAN MAC Address Setting

Description

IP Address

The default MAC address is set to the WAN physical interface on the device. If required by your
ISP, fill in the MAC address of the network interface card in the ‘change to’ field.

WAN Port Mode

WAR Pant Bode

¥ Get sulpmatically frem & DHCP senear
" Uese fiwed I pddross
 PPPAE { Wity far BOSL mcdam wsars |

= PPTP | Wosily far Europe ADSL modem users |
Figure 3-30 WAN Port Mode Setting

Get automatically from

Description

The device can work as a DHCP client. This allows the device to obtain the IP address and

a DHCP Server other TCP/IP settings from your ISP. If your xDSL/Cable comes with this feature, please enable
Use DHCP Client.
# Get automatically from a DHCP server
Figure 3-31 DHCP Client Setting Screen
IAC4500 Internet Access Controller User Guide YML858 Revi
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Use fixed IP address

¥ Usge fixed IP address

IP Address: IW
Subnet Mask: W
Default IP Gateway: W
Primary DNS Server: I—
Secondary DNS Server: I—

Figure 3-32 Static IP Setting Screen

Item Description

IP Address An IP address for the xDSL/Cable connection (provided by your ISP)

Subnet Mask An IP address (provided by your ISP)

Default IP Gateway The default IP Gateway address for the xDSL/Cable connection (provided by your ISP).
Primary DNS Server A primary DNS server IP address for the xDSL/Cable connection (provided by your ISP).

Secondary DNS Server A secondary DNS server IP address for the xDSL/Cable connection (provided by your ISP). If the
primary DNS Server IP were not available, meanwhile, Secondary DNS Server IP would start in
the same time.
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PPPoE
& PPPoE { Mastly for ADSL madem users )
Usernarne: I
Passward: I
PPP MTU Setting: 1492 {option)
TCP MES Setting: |1452 (option)
Service Marme: I {option)
# Connect on Demand Max ldle Time: IIO Min.
T Keep alive Redial Period: I3O Sec.
Figure 3-33 PPPoE Setting Screen
ltem Default Description
User Name Empty The user name of your ISP account. The user name can consist of up to 80
alphanumeric characters and is case sensitive.
Password Empty The user password of your ISP account. The password can consist of up to
80 alphanumeric characters and is case sensitive.
PPP MTU Setting 1492 MTU (Maximum Transfer Unit) specifies maximum transmission unit size.
TCP MSS Setting 1452 MSS (Maximum Segment Size) specifies maximum segment size.

Service Name (Option) Empty

Connect on Demand Enable

Your ISP will provide the service name.

You can configure your IAC4500 to cut your connection with your

ISP after a specified period of time (Max Idle Time). If you have been
disconnected due to inactivity, Connect on Demand enables your IAC4500
to automatically re-establish your connection as soon as you attempt to
access the Internet again. If you wish to activate Connect on Demand, click
the radio button. If you want your Internet connection to remain, click the
radio button of keep alive. The Max Idle Time maximum value is 65535
minutes.

Max Idle Time 10 Minutes

Keep alive Disable This option keeps your PPPoE enabled Internet access connected
indefinitely, even when it sits idle. The Redial Period maximum value is
65535 seconds.

Redial Period 30 Seconds
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PPTP

& PPTP { Mostly for Europe ADSL madem users )

PPTP Local IP Address: |

PPTP Local Subnet Mask: |

FPPTP Local Default Getway: I

PPTP Server IP Address: |

Lsername: I

Password: I

FPP MTU Setting: |1‘150 (option)

TCP MSS Setting: JLa00 {option)

Connection IDMame: I {option)

& Connect on Demand bax Idle Tirme: |10 Min.
© Keep alive Redial Period: I30 Sec.
Figure 3-34 PPTP Setting Screen
Iltem Default Description
PPTP Local IP Address Empty A PPTP local IP address for the xDSL/Cable connection (provided by your ISP).
PPTP Local Subnet Mask | Empty A PPTP local IP address for the xDSL/Cable connection (provided by your ISP).
PPTP Local Default Empty A PPTP local default gateway for the xDSL/Cable connection (provided by
Gateway your ISP).
PPTP Server IP Address | Empty A PPTP server IP address for the xDSL/Cable connection (provided by your ISP).
Username Empty The user name of your ISP account. The user name can consist of up to 80
alphanumeric characters and is case sensitive.
Password Empty The user password of your ISP account. The password can consist of up to
80 alphanumeric characters and is case sensitive.

Connection ID/Name Empty Connection ID or connection name.
PPP MTU Setting 1460 MTU (Maximum Transfer Unit) specifies maximum transmission unit size.
TCP MSS Setting 1400 MSS (Maximum Segment Size) specifies maximum segment size.
YML858 Rev1 1AC4500 Internet Access Controller User Guide
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| Default

Description

Connect on Demand

Enable

You can configure your IAC4500 to cut your connection with your ISP after a
specified period of time (Max Idle Time). If you have been disconnected due
to inactivity, Connect on Demand enables your IAC4500 to automatically
re-establish your connection as soon as you attempt to access the Internet
again. If you wish to activate Connect on Demand, click the radio button. If
you want your Internet connection to remain, click the radio button of keep
alive. The Max Idle Time maximum value is 65535 minutes.

Max Idle Time

Keep alive

10 Minutes

Disable

This option keeps your PPTP enabled Internet access connected indefinitely,
even when it sits idle. The Redial Period maximum value is 65535 seconds.

Redial Period

30 Seconds
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3-2-2-3 Server
Jerver
Seevar Pan: [H M =51 Securty
‘Web Server
Adrmingtratar ide-Tmaou E Mirz) (1 - 1440]
" Disable
" D4SCP Rnley
DHCP Sereer IP Addrese:
F ICF SarvaniPrivas)
F Paol Statting Addmss [T
CHCP Server _—
Pl Eiza: 2 e =5 gj
Lease Time [Prvais) LHD Minutes)
Prmary DME Sanver Lo ML
Secandary DWE Earvar
IP Addre== ar Damain Name I
Email Sercr Radincz
SMTF Part F [25, 2600 - 255

apply

Figure 3-35 Server Configuration Screen (Authentication Type=No Authentication)
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Figure 3-36 Server Configuration Screen (Authentication Type=Built-in Authentication)
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ltem Default Description

Web Server 80 The web server port allowed range is 80 or 8010 to 8060 if the
administrator wants to remote access under NAT Network. For access
to the IAC4500 system under NAT, please tab the “http://WAN Port IP
Address: Port Number”. The function of remote access Internet.

SSL Security Disable Enables or disables the SSL security.

Administrator Idle 5 Minutes The idle time out valid range is 1-1440. If the idle time out is set as 5

-Timeout minutes, it means if the administrator doesn’t send a packet in 5 minutes,
the administrator will logout automatically.

DHCP Server Enable There are three types of DHCP Services.
DHCP Disable-Disable the DHCP server function.
DHCP Relay-Enable DHCP Relay function.
DHCP Server-Enable DHCP Server (Private) function.
DHCP Server-Enable DHCP Server (Public) function.

DHCP Relay To route DHCP through an external server, the administrator needs to enable the DHCP relay

and assign a valid

DHCP server IP address.

DHCP Server IP Address

Empty

The IP address of DHCP relay server.

DHCP Server (Private)

IP Pool Starting Address | 10.59.1.2 Enter the DHCP Pool Starting IP address.

DHCP Pool Size 253 The DHCP pool size range is 1 to 512.

Lease Time (Private) 1440 Minutes The DHCP lease time (Private). The DHCP lease time range is 1 to
71582788 minutes.

Lease Time (Temporal) 5 Minutes The DHCP lease time (Temporal).

Primary DNS Server 168.95.1.1 The IP address of the network’s primary DNS server.

Secondary DNS Server Empty The IP address of a second DNS server on the network.

DHCP Server(Public) Disable Enables or disables DHCP Server (Public). Regarding the detail please refer
to appendix A “DHCP Private/Public IP pool Setup”.

IP Pool Starting Address | Empty Enter the DHCP Pool Starting IP address.

Pool Size 253 The DHCP pool size range is 1 to 512.

Lease Time (Public) 1440 Minutes Enter the DHCP lease time. The DHCP lease time range is 1 to

71582788 minutes.

Email Server Redirect

The IAC4500 provides an extra Email server parameter to forward the subscriber’s Email. The
IAC4500 not only forwards the subscribers’ E-mail via other E-mail server but also changes the
SMTP header. The recipient of your E-mail sees the message as if you sent it from your local
Internet Service Provider.

Note: Before setting this sever, please make sure the e-mail sever relay function is opened.

IP Address or Domain Empty Enter the e-mail server IP address or domain name. The field must not
Name exceed 50 characters.
SMTP Port 25 Enter the SMTP port. The SMTP port allowed range is 25 or 2500 to 2599.

IAC4500 Internet Access Controller User Guide
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Some VPN servers have limitations on clients, where it may only accept one client with the same source IP
address. In the IAC4500 scenario, if there are 2 client PCs behind a normal NAT router both accessing a VPN
connection to the same VPN server at the same time, one of the clients may not gain a successful connection.
The “NAT Pool for VPN packet” function is implemented to overcome this problem. When “NAT Pool for VPN
packet” is enabled, the source IP of the PPTP and IPSec packets from the clients PCs will be translated to
more than one global IP and forwarded to the VPN server.

MAT Pool
£ Dissbk
© Enalile
gran 1e: [ End [ TN o Le |
] Ackiraee Lief Dakta
apply
Figure 3-37 NAT Pool Setting Screen
ltem Default Description
Disable/Enable Disable Enables or disables the NAT Pool function.
Start IP Empty Enter the Starting IP address.
End IP Empty Enter the Ending IP address.
n Click Add to List button to add a new entry.
No. The index number of NAT pool.
Address List Display the address range of the pool.
Delete Disable Select the check boxes and click Delete button to delete the entries.
m Click Delete & Apply button to delete all entries.
iy Click Apply button to save the new settings.
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Different client PCs establish VPN connect to same VPN server at the same time
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Figure 3-38 Application 1

Different client PCs establish VPN connect to different VPN servers at the same time
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Figure 3-39 Application 2
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Three different client PCs establish VPN connection. Two client PCs access same VPN server and one
client PC access to another VPN server at the same time

s i o
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Figure 3-40 Application 3
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3-2-2-5 Authentication
Authentication Type
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Figure 3-41 Authentication Configuration Setting Screen
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Default

Description

No Authentication/Built-
in Authentication/RADIUS

No Authentication

Options: No Authentication, Built-in Authentication or RADIUS.

No Authentication: Subscriber can direct access the Internet without
entering username and password.

Built-in Authentication: If “Built-in Authentication” is selected, the service
provider can generate the subscriber account via the IAC4500, and the
system will authenticate the subscriber login according to the generated
account.

RADIUS: If “RADIUS Authentication” is selected, all subscribers’
authentication requests will be send to the RADIUS Server via RADIUS
protocol (RFC 2865, 2866).

Note: When Authentication mode or Scenario is changed, the accounts, logs, user on
the account List, billing Logs and current user list page will be erased.

User Agreement

Standard User
Agreement Page

Option: Redirect URL Link or Standard User Agreement Page.

Redirect URL Link

Current Preset option

Empty

Scenario C

Enter the URL Page; please use this format “http://www.yahoo.com”. The
maximum character of the URL Page is 200.

This is the best way to setup your Internet Service authentication. Follow the
instructions of the Scenario Guide below to quickly install your IAC4500.

| Select option

Click this button to select the scenario.

YML858 Revi
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Scenario Guide
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Figure 3-42 Scenario Guide Setting Screen

Description

Items check Scenario A: This solution applies where the Hotel has a PMS system. Using
the “Port-location Mapping” or “VLAN Tag” infrastructure, subscribers can
access to the Internet directly from their room and on-line select the billing
profile. For some circumstances (staff, VIP), you can still create static or
dynamic accounts to access the Internet.

ety s b

Figure 3-43 Login Page
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Items check Scenario B: This solution applies where the Hotel has a PMS system, and
does not wish to use “Port-Location Mapping” or “VLAN Tags”. Before
subscribers can access the Internet, Hotel staff must register the room
number and generate an account (username & password). The Subscriber
uses this account and selects a billing profile to access the Internet.

Description

Welcoms

Pleass chooss from the kilowng pervice aleciion | 1 day 31000 =

How many unita of indemsl sccess would yoo Bke be purchane? |1 (&

Usmaime
Pawword
=z whomd omm ety 0 Tl
PSRN 8 DR T ST A

Frease chck ENTER 10 coafien your acoesptance of the vsage chaege of CANCEL to wot. Thw sefecied senice chargs
will be posted drectly into your guest fobo

| Enter || Cancef |

Figure 3-44 Login Page

Description

Items check Scenario C: This solution applies where the Hotel does not have a PMS.
Before the subscriber can access the Internet, a subscriber has to ask for
an account (username & password) from Hotel staff. The Subscriber has to
inform the staff which billing profile they want to choose. After the account
has been generated, the subscriber has to pay the charges to Hotel staff.
The Subscriber can then use this account to access the Internet.

T N |

s g g il v

| = R

Figure 3-45 Login Page
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PMS Cable Modem

IAC4500 Internet Access Controller

o Setup Port-Location Mapping
e Enable PMS Support \
* Assign IP Adeless 55517/ VLAN Etheret Switch

Room 101 Room 102 Room 103

Guest Room Floor
Figure 3-46 Scenario A — VLAN tagging with Port Based Mapping and PMS Integration

e

AG 200 Account Printer

XDSL Modem/
Cable Modem

o Account Assign  Create Static Accounts

Room 101 Room 102 Room 103

Guest Room Floor Lobby, Cafe,

Restaurant Floor
Figure 3-47 Scenario B — Issue Username and Password with PMS Integration
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ADEL Modem/ AG 200 Account Prini
Cable Modemn

._

%

* [Jafine Bilfing Frofiie
| IAC4500 Internet Access Contre

Figure 3-48 Scenario B — Username and Password

AG 200 Account Printer ‘

XDSL Modem/ AG 200 Account Printer

Cable Modem

* Account Assign e Create Dynamic Accounts
* Define Billing Profile

Hotel Front
Desk Operator

\/ AG 200 Account Printer

Room 101 Room 102 Room 103

Guest Room Floor Lobby, Cafe,
Restaurant Floor
Figure 3-49 Scenario C — Username and Password
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XDSL Modem/
Cable Modem (T

AG 200 Account Printer ‘

DSLAM {7

« Define Billing Profile —

IAC4500 Internet Access Controller

® Account Assign  Create Dynamic Accounts

Hotel Front
Desk Operator

Room 101 Room 102 Room 103

Guest Room Floor Lobby, Cafe,

Restaurant Floor
Figure 3-50 DSLAM required

Default Description

Based on Room/Based Based on Room | The system provides two different billing charge methods for the Internet
on Subscriber service.

Based on Room: The charge method is based on the room, the system
allows only one subscriber using a specific account to access the Internet
from the room.

Based on Subscriber: The charge method is based on the subscriber, the
system allows subscriber to access Internet from anywhere on the property.

Allow concurrent access | Enable Disable: The system allows only one user to access the Internet with one
account.

Enable: The system allows up to eight concurrent users to access the
Internet with one account.

Max. concurrent access | 2 This field specifies how many times the account can be used
simultaneously. The field maximum value is 5.
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o RADIUS
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P
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£ Eaghl

Uodale every f' i)
CHAP -I
Wendar Code F'

[T Send VGA ngether wth Asthsrécation Rpguest

Figure 3-51 RADIUS Setting Screen

Item Default Description
RADIUS Disable The IAC4500 supports Remote Authentication Dial-In User Service
(RADIUS). RADIUS is an authentication and accounting system used by
many Internet Service Providers (ISPs). By using RADIUS, Service Providers
can implement policy-based management of their subscriber database.
The RADIUS also helps ISP to collect accounting data such as login time
and logout time.
Check Local Account Disable Click the check box to check local account. If the checks succeed, the
first request is processed and answered.
Accumulation/ (No idle timeout) | Accumulation Service provider provides two different accounting calculate
Time to finish for the internet service. Regarding the detail please refer to appendix B
“Use RADIUS Server to setup your Internet Service”.
& RIS
i Check Locasl Acooum st
& focumulstion
T Time o Findsh (Mo e tersou]
Figure 3-52 Usage Time
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Accumulation

“— Iogin
—

Time to Finish
+—— login

n‘— o
+—— logout
+— login
i
Time Bar .

Usage time=A+B+C
Figure 3-53 Accumulation and Time to Finish

Default

logout

logout  Time Bar <« finish

Usage time=A

Description

Server IP Empty The primary IP address of RADIUS server.

Authentication Port 0 The authentication port number, the number must match with the RADIUS
server setting. The allowed numbers are from 0 to 65535.

Accounting Port 0 The accounting port number, the number must match with the RADIUS
server setting. The allowed numbers are from 0 to 34463.

RADIUS Secret Key Empty The RADIUS secret key, the key number also has to match with the Server

setting. Up to 64 characters are allowed.

Server IP Empty The secondary IP address of RADIUS server.

Authentication Port 0 The authentication port number, the number must match with the RADIUS
server setting. The allowed numbers are from 0 to 65535.

Accounting Port 0 The accounting port number, the number must match with the RADIUS
server setting. The allowed numbers are from 0 to 34463.

RADIUS Secret Key Empty The RADIUS secret key, the key number also has to match with the Server
setting. Up to 64 characters are allowed.

Retry times when 5 Specify the retry times when primary fail.

Primary failed

Accounting Service Disable Enables or disables the accounting service.

Update Time 0 Minutes Specify the update time.

Authentication Method CHAP The authentication method of RADIUS server.
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Default Description

Vendor Code 0 1: Traffic-Limit

2: SMTP Redirect

3: BW-Up

4: BW-Down

5: Portable Page URL

Traffic-Limit:
Control user’s access based on the data volume (Unit=Mbyte), include
upload and download data.

SMTP Redirect:
0 = Do not support SMTP Redirect
1 = Support SMTP Redirect

BW-Up:
Control user’s upload bandwidth (Kbps).

BW-Down:
Control user’s download bandwidth. (Kbps)

Portable Page URL:
Specific advertisement URL for each client.

Send VSA together with | Disable Click the check box to send VSA together with authentication-request.
Authentication Request

Note:

1. The RADIUS Server follows the RFC 2865 and RFC 2866 standards. And the authentication port number is 1645 and 1812. The
administrator can configure the port number according to their own RADIUS server details. For more detailed information on RADIUS
please check the manual of your RADIUS server.

2. After changing the settings, please click the Apply button to update the new settings, then the IAC4500 will restart.

When Traffic-Limit attributes are included in Authentication Replies from the RADIUS Server, the information
Window will appear “Mbyte”.

Indarmation Window

Vou can use Intermel rowl
10 e b svuite B it P Liage e ot
T SR8 G BEE UT 1 7 UMARE B AAAS Tl witA0e GRS

writgul WFT el

Remaining Usage 1000000 Miyte

Logout |

Figure 3-54 Information Window-Traffic Limit

Restart

To Rastan tha systam, chek Apply

Loelv )

Figure 3-55 Restart Dialog Box

YML858 Rev1 IAC4500 Internet Access Controller User Guide
www.netcomm.com.au 53



Nellomm

Idle Time Out

Idle Time Out |5 Min(s) {1 - 1440)

Figure 3-56 Idle Time Out Setting Screen

Default Description

|dle Time Out 5 The idle time out valid range is 1-1440. If the idle time out is set as 5
minutes, it means if the subscriber doesn’t send a packet in 5 minutes,
the subscriber will logout automatically. If the subscriber is off-line over the
logout time, they must re-login again for Internet service.

Current User Information Backup
The system provides automatically backup account information and unused dynamic account to flash ROM.

Figure 3-57 Current User Information Backup

Default Description
Current User Information | 10 Minutes This function allows the administrator to adjust the backup time. The default
Backup value is 10 minutes. The Current User Information valid range is 1 to 1440.

SSL Login Security
S5L Login Security & Disable © Enable
Figure 3-58 SSL Login Security Setting Screen

Item | Default | Description
SSL Login Security Disable Enables or disables SSL security.

Smart Client Support

Smart Chent Susport (L T ——

& Dimectly Regy

& Pra Iy walh Fadinec! Login Page® URL
Login Made ay Fraply gin Paga
[k} Prasy Reply vith Specific LAL

Figure 3-59 Smart Client Support Setting Screen

Item Default Description
IPASS GIS Disable Enables or disables IPASS GIS roaming function.
Login Mode Directly Reply Options: Directly Reply, Proxy Reply with “Redirect Login Page” URL and

Proxy Reply with Specific URL. The login mode information for the IPASS
GIS connection. (Provided by your ISP).

Proxy Reply with Empty Enter the URL page. The input format can be “http://www.yahoo.com”. The
Specific URL maximum character of the URL Link is 200.
IAC4500 Internet Access Controller User Guide YML858 Rev1
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This function is used to setup a billing profile. A billing profile is a description of how you want to charge your
customer.

Billing Profile
Billing Profile
Currency: l“_ (Mumber of gatimals places F_‘.'
Mo | Adlbe Namg Desonplion Peodle Seiting
[m F Bralile 1 1 day $10.00 EA LT_|_1
| O [Ea [’
m| B Defaul Billina Profile (E=
| M (s
| r =100
6| [Ect [
w| O (Ea I
o8 r TEa [T
0a r Ea @
| r Ea [
tetly)
Figure 3-60 Billing Plan Setting Screen

Iltem Default Description

Currency $ Enter the appropriate currency unit or currency symbol.

Number of decimals 2 The field maximum value is 3.

places

No 1~10 The index number of billing profile.

Active Disable Click on check box, active or inactive the billing profile.

Name Empty It is the name of billing profile. The maximum allowed characters length is 10.

Description Empty It is the description of the Billing Profile. The maximum allowed characters

length is 60.

| To Change a billing profile | - | Click it from the grid, change any of the data as needed, and then click Apply. |

Click Apply button to save the new settings.
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Edit Billing Profile
Billing calculation is according to the Billing Profile.

Eling Profie Setting
L} 1
Hame [t
Beescrigtion |1 iy EIGID
Lo [arstinn Chage Check Tire Ealectwe it
Frafl
[l 1} ninda | [1 Pariced Tirve freal
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o fl o | [P Pariced Tirre fires b W
T
Fandl |
P Paricd Tarm friak
R ™ [T Tl
© =3 pir when |00 =)
Famfl |
# Paniod i fnah
O wesk g |
r Eapis when [0 2] [0 5
Frmfl |
# Parid Tirve Iriah
Lol Y T o Tofe ]
T Eapira when [0 "'I i =]
 Linfmitsd [
Ellrl":'-"‘" Wore: oo rmass] aciieste the bardwicth monagemeni feslure 3nd select & clans o serice

Faimum LI siream Banoeadin L3 m L= r'_hfs - 2450
Pysimum Orwnstrean Sardwirth | @ [E6Rps =] fl Kips (542457

Sarnce & Prviie Serdie
Type © Pulilic Sanis
Rizab

Figure 3-61 Billing Profile Setting Screen

Item Default Description
NO 1~10 The index number of the billing profile.
NAME Empty The name of the billing profile.
Description Empty The description of the billing profile.
Duration 1 day The duration of the billing period. When this period expires, the user
account will be discontinued.
Charge 10.00 Enter the unit rate amount (i.e. 35.00) that most of your accounts are
charged for one day of service.
Check Time Period Time finish | The check time options let you specify an expiry time for Internet Service.
Selective Unit 11010 Enter the number of units purchased. The field valid range is 1 to 99.
1AC4500 Internet Access Controller User Guide YML858 Rev1
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Click the Reset button to restore system configuration.

Click the Apply button to save the new settings.

Welcome
Uszanamn;
Pasmzamnd:

Descrintion of Billing Profile

Plasse chavse fiom the flowing senice selection [LBX 800 =] Selective Unit
Hesw maary unibs of inlemet access would you lke b puchase? |1 2

Pl ity wh ik B b ek snen onracke i e
" bkt b Tk s i B o e Bk A Bt 6 B S AR

Pleasa click ENTER 1o comfim your sccaptance af the usage change ar CAMCEL 1o sl The selecied sarice chage
will bt posted diectly inta your quest folin

ErNrI Carnced I
Figure 3-62 Example-Login Page
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Bandwidth Limit
Ea“_';"""idth Note: You must activate the bandwidth management feature and select a class of service
mr
Maximum Upstream Bandwidth o |54 Ko 7] o IO Khps (B4-24676)
Maximum Downstream Bandwidth | & [256Kes = o [0 Kbps (B4-24576)
Figure 3-63 Bandwidth Limit Setting Screen
Iltem Default Description
Maximum Upstream 64Kbps Specify the amount of upstream bandwidth for a billing profile that has
Bandwidth already been configured on this device.
Maximum Downstream | 256Kbps Specify the amount of downstream bandwidth for a billing profile that has
Bandwidth already been configured on this device.

Note: You must activate Bandwidth Management feature and select a class of service.

The Bandwidth Management Setting Screen is shown below,

Bandwidth Management
= Baiashilth Masagensen
& Erpal Dasihaidth for & selecibses
Thea funiiion enables adminiairator 10 imil handwidih ueage s per usr baels WAC address)

Thal presanls usais Trom cofeaming & dapopodionataly g smaun of bardwitih a0 ewry Uar
pets & fair sham of the swilzhle bardwidih

Masimum Upsiraam Bantwidth = [ =] o Fhga (EH-24576)

WMasimum Dawneimam Bandvadih & (Z6Ebpm =] ~ 0 Khps (Fd-24575]

T Clags of servics based o RADRES o blisy proedile sonigs

The furction enables admnisiator o limi bandwidih usage acconding bo the RADIUS vendar-=peciic
attribobe (RADILS auiherdication] or biling profile ==tting [Buil-in aulheniication]. This dllows sy
LEAr o hawa 8 diferen sarica qually forintemed barckidih

Figure 3-64 Bandwidth Management Setting Screen

Service Type
Service F Private Senice
Type  Public Senice

Figure 3-65 Service Type Setting Screen

Default Description
Service Type Private Service Specify the service type, private service or public service.
IAC4500 Internet Access Controller User Guide YML858 Rev1
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PMS Configuration

PME Configuration

ey holels use P45 as a bolal n-door biling sysiem far thar guasis ncding raom sanica , mini-bar,
inlephone uzsge; as well a5 Intemel serice. By miegrating with a hoiel's PHE, the sysiem can poet
changes far Irderret access drecily 1o & guest's balsl B

Change Mode (only far Por-
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- T,

& Bwsed on Room
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accaur wih PMS ©

ard ol stadic
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™ Spoctuen I

Fswerus Cok | [0 1.3

Die=crption Licne
FLETELE 0 Wamoll
Resenue Code ||_ {1-89
Feferirta Etmd
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Bits per secand B
Spesnd aTPVE Do bk =
interfac e Parily Mot =
Stop hits m
Apply
Figure 3-66 PMS Configuration Setting Screen
Iltem Default Description
Charge Mode (only for Base on Room Options: Base on Room, Base on Subscriber.

Port-Location Mapping
enabled)

Regenerate password Enable Enables or disables regenerate password function. When enabled, the
of static account when system will regenerate the password of static account automatically.
PMS checkout (only for

Scenario B)

PMS Type Micros Fidelio The IAC4500 offers support Micros Fidelio PMS, Marriott PMS and

proprietary PMS to perform in-room billing.

Revenue Code 1 Enter the revenue code of the PMS system; the value must match with the
PMS System setting. The revenue code valid range is 1 to 99.
Description Internet This is the description of the PMS system.

PMS interface

Attach your PMS system to the PMS port on the IAC4500’s front panel by using the cable
provided with this package.
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3-2-2-7 Accounting
This allows the service provider to generate the subscriber accounts (static accounts and dynamic accounts).

Static Account Setting

Static Account Sefting
Static Account Setting

W Allow concument access with one account
Concumen Accass 7
Max. concurment access =

Customize Pintout | Customize prindout bt

& Account Generator F-"nnra[ Cl. i

€ PC-Connected Printer GA

Print to

Figure 3-67 Static Account Setting Screen

Default Description
Allow concurrent access | Enable Disable: The system allows only one user to access the Internet with
with one account one account.

Enable: The system allows up to eight concurrent users to access Internet
with one account.

Max. concurrent access | 2 The field specifies how many times the account can be used
simultaneously. The field maximum value is 8

Customize Printout - This function allows you to produce custom bills based on your
requirements. Click on Customize printout text to display the Account
Printout Customization setting screen.

Print to Account Select a printer to print account information.
Generator Printer

IAC4500 Internet Access Controller User Guide YML858 Revi
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Account Printout Customization

Tl [¥ehooroe! Wb = 2]
Eudriika |The o oy accrennd nckermration.. e beep #05 For o bosmet Seeomem, (b =)
Lk |Vemnances
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Figure 3-68 Account Printout Customization Setting Screen

Click Apply button to save the new settings.

Welcome! af— Title
This ks your account information, please kesp this for your Internet Service, sf——=Subtitle
Lizermame | 101
Pitaward | MpyEqeB3
Upage Tine | 1 day
Eiling | Tirnie o Finigh— Billin a Method
Bl | 1 dzy 31000 sf—Billing Profile
Prichisetei] 1 Description
EsED
WES
Total: § 10.00 <— Price

Thank yos very noch | —— Ending
cut cut ot

Uzemame | 101
Eiling Tirme 1o Finish
Faofle | 1 day $10.00
Puithass Ll | 1
Total: § 10.00

Signature:

AccoUnt g aveig B4
Create Time

Figure 3-69 Scenario A/C-Static Account Printout-PC-connected printer
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Welcomel #—Title
Thig is your account information, please keep this for your Internet Service, ———Subtitle

Usernama

L TR

ESSD

WEP

1m
mMpyEqCE3

Thauk: youe very: mnich | 4—— Ending
Figure 3-70 Scenario B-Static Account Printout-PC-connected Printer

I
Welcome! ——Title

SErice

This is your accoun -f——3Subtitie
infeamiation, pleass kesn
this: for your infermst

Usamame 101

Fassword b3gmiowid

Usage Time 1 day

Bilng Time 1o Finish «g=Billing Method
Profile: 1 ¢ay $10.00-€——Billing Profile
Purchass Linit 1

Tetal$ 10.004— Price

Description

— T LT T —

Total § 1000

Usermname: 101
FPassword b3gmbod4
Biling: Time: to Finish
Profile: 1 day $10,00
Purchase Unit 1

Signature:

2005117 173412 |—Account

Create Time

Figure 3-71 Scenario A/C-Static Account Printout-Account Generator Printer
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Welcomel <— Titla

This is your account -f—3Subtitle
infcarnation, pleass keep

this for your intermsat
Sardce

Passwond mpyBaebd

ESSID
WEF

Thank you very much | #—— Ending

Figure 3-72 Scenario B-Static Account Printout-Account Generator Printer

Welcome! #——Title
This is your accownt infarmation, pleass keep this for your Internet Service d——5ubtitle
Uremame: | fmdgg22
Pagssid i Sk T
Usiinge T | 1 ity _
Biling | Tima ia Firish «f—Blilling Method
Froite | 1 oy $10.00 4— Billing Profile

PuchiseUnk | 4 Description
EZEID
WEF
Totsl: 5 10.00-4—Price Account
SerialHumbar! —— S Create Time

Flagss actve your account before 200501 45 233511 s——Expire Date/Time
Thamk you very imsich [ s—— Ending

Figure 3-73 Dynamic Account Printout-PC-connected Printer
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Welcome! +—— Title

This is your accourt informaton, please keep4——— Subtitle
this for your Intemet Serace

Username
— P Somanme0ooodo

Password
1 ® Fassword 000000

Usage Time, .. se Time
Billing Methad, giing Time to Finish

Billing Profile oo 1 sy $35 00

ME_LW it —® Purchase Unit 1

Bricd , toa $1.00

Additional Labgl1_
Additional Labe Eh

Account|Create TIME ... e ss amns
Ll A8 LS T ] |4£'J§ IN h
smooot 22018l Number

Mﬂ.ﬂhank you very much |

Clasa Print

Figure 3-74 Dynamic Account Printout-Account Generator Printer
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Create Static Account
This allows the service provider to generate static subscriber accounts.

Create Static Account

Sletic Accounts can be cresled ard mareged by a series of speciic number like hotel ooms
Slanic accoums wside in the ash mamory @i tha ime

Generate a batch of static accownts

Thiz featura can aromatically panerate a sanes of spacific numbars of accoums (ke hotal mones

Prefis

Pastix

Fram: | AEkTim 5 e

T | T —

Biling Proik: [Pt L =) pangom Passwond Langih [¥ 2

Hide For PME HIERA

Figure 3-75 Create Static Account Setting Screen

ltem Default Description

Prefix Empty Enter the prefix. The field can consist of up to 30 alphanumeric characters
and is case sensitive.

Postfix Empty Enter the postfix. The field can consist of up to 30 alphanumeric characters
and is case sensitive.

From 0 The field must contain only numbers and it maximum allow digits length
is 5.

To 0 The field must contain only numbers and it maximum allow digits length
is 5.

Billing Profile - Select hilling profile by clicking in the list box.

Random Password 8 The field maximum value is 8.

Length
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Static Accounts backup and restore

Static Accounts backup and restore

This fessfure can backup the account information to your computer or estone 3 preously ssved accoun
momation fie 1o your syslem.

Hackun

Restor

Click to =ave the accouni information fo your compuier

Torestore s previosly saved accound information fle 1o your spstemn, selact thie
oplice, locate e sccount information file and chck Apply.

Fila Path: | Brawse |

Figure 3-76 Static Accounts Backup and Restore Setting Screen

Default

| Description

Backup sta_acc.txt Click it to save the static account information to your computer.
Restore Click it to restore your static account information.
File Path Empty | Enter the file pathname of static account information in the File Path field.

Click Apply button to execute the file restore process.
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Manually Add Subscriber Account

Manualy Add Subscriber Accaunt
Mo Usemame: Passward: Biling Prafic
1 [ [ [Fmilil =]
2 — [ Frofle | x]
3 1 [ Frofle | x]
a — Fole | =
5 1 Frofli | =]
& 1 Freflie | =]

[
[
[
7 ] [ P | =]
[
[
[

a Prelile [ =]
3 Flile [ =]
0 Peonfile L j
Apply |
Figure 3-77 Manually Add Subscriber Account Setting Screen
Item Default Description
Username Empty The username can consist of up to 30 alphanumeric characters and is
case sensitive.
Password Empty The password can consist of up to 30 alphanumeric characters and is case
sensitive.
Billing Profile - Select hilling profile by clicking in the list box.
YML858 Rev1 1AC4500 Internet Access Controller User Guide
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Static Account Operator
This allows the front desk to manage the Internet Service and print out the billing.

Static Account Dperator

rafrechat Pring List

Ho,  Usernsme I Shirw Password I Ra-Ganerate Password OLL|  States  Concurrent fccess Pring

1 101 Re-Genarata Passwond | n 1

2 102 Re-Generte Passwnrd | il 0 =

3 103 Re-Gerprats Passwond | i ] =

1 104 ReGenerte Passwnrd | | il 0 o

5 108 B Gemprata Bogcunrd ! i 1 =
] 106 ReGenerate Paszwnd | | il 0 =

T 107 Re-Generate Password | | o I -
g 108 ReGenerte Passwnrd | | Offline 0 &

9 109 Re-Generate Fassword || o i -
i 110 ReGenerte Passwnd | | Qiflie 0 B

wE0 [UE] page WIFirst 4 Presfous  Met b End W

Figure 3-78 Static Account Operator Screen

Status This field displays the current state of a subscriber’s connection. (Online/Offling)
reeshy Click on refresh button to update the static account operator page.
Prin List This button allows you to print the static account list.
Usamame Click the column button to sort the column in ascending/descending order.
Show Passward To show or hide the password information.
Hide Passward
_Ai..L_J Click the all button to re-generate all passwords of static account operator table.
Ae-Caneeats Fassward | | If you feel concern about security, please click Re-Generate Password button to change
password.
% This button allows you to print bill for you and your customer.
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You can display a list of all the static account information on this device. This table includes the username,
password, billing profile, concurrent access, login time, expiration time and status.

Static Actount
et Bacln Print Lisi
Mo, | | Usamieim | | Pazeword | | Hilig Profl | | SO EG ogin | || Expiration Biati | | Colete
2003 128 20037159
1 ShisA3 |1 Profia 1 1 e 102458 O
1 m W3 1 Profia 1 1] O
k| L] FbumEa2 | 1 Profla 1 1] f O
1 ] TS | 1 Frofia 1 1] r
5 5 Az | 1 Frofis 1 1] f
1] L1 BRAER | 1 Profia 1 1] I
7 iy rehe35E | 1 Profie 1 L] r
B 08 Jdgr s 1 Profiz 1 1] O
E] ] FEagEFaz | 1 Frofia 1 1] r
10 10 OrdenEd |1 Profla 1 1] firs O
WGEO |1 =] pae= W First 4 Presinus Pemot b Ered W

Figure 3-79 Static Account List

[1:1] Description

Click on refresh button to update the static account list page.
Eackup Click it to save the static account information to your computer. (sta_list.txt)
P Lt This button allows you to print the static account list.
Usarame Click the column button to sort the column in ascending/descending order.
Eilling Profis
First Login
Expiralin
_Shatus |
| D= | Select the check boxes and click 'Delete’ to delete the accounts.
m Delete all accounts in static account list.
YML858 Rev1 1AC4500 Internet Access Controller User Guide
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Dynamic Account

Dynamic Accounts can be created randomly when you click the 4 pre-defined buttons from the Web-based
dynamic account operator and print out from general connected printer.

Dynamic Account Setting

Drynamic Account Setting
Cramamic Arcannbs can he craated sadometicaly whan yo ek fhe biflon fom the Web-based Saoccam Coardor
Walb-basad Accouwnt Geraralor Paral Bettings

Ho AR Bulina name Bileng Profie
(M 12 chareciam)
Buttan 1 AGI00 /200 Eutton A, [BaeT [FET 5]
Buitan 2 AG Bitian B Ehuell Froflal =
Buttan 3 AGH Button C [fomad [FrieL =]
Eaittan 4 - Iﬁ Im
General Setiings

Unsad Accoumls | Autoratically delete atee |18 (hours

[F Blirs Concurmest sCoess wih ong account
Concunent Access

Maw. concurent sccess: |2 "I

hainiber of copies o prin: [ 2
Prrkaut copy ' . i
Cyusjomize pinjout fext

& Ar Genwurﬂnmaa

Prri tn
C PC-Connectad Prntar q

Figure 3-80 Dynamic Account Setting Screen

Default Description
Button Name (1~4) Button 1~4 The button name can be specified text. The maximum character of the
button name is 12.
Billing Profile Default Billing Define each button’s usage time.
Profile

Unused Accounts Enter the number of hours.

No of copies to print 1 Select the number of copies. The field maximum value is 3.

Click on Customize printout text to display Account Printout Customization
setting screen.

Print to Account Select a printer to print account information.
Generator Printer

Click the button to preview the dynamic account printout.
Click Apply button to save the new settings.
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Dynamic Account Operator

Dynamic Account Operator Panel

Click & button to automatically generate a dynamic account based on the
configuration of the button.

(L&;ila'-é-[i-t}'&u)(mm)(ﬂm)

Button 1 Button 2 Button 3 Button 4

Figure 3-81 Dynamic Account Operator Panel

Click on button, to add a new account.

Welcome!

Passwoed pomSs
Llsags Timviy 1 iy
Biling Time 1o Fanish
Praofile; 1 day §10.00

Purchass Unit 1

Tozal § 10.00
A00ARE 151614
s 000}

Thrurik you vary much |
Cloaay Prind

Figure 3-82 Dynamic Account Printout

ltem Description

o= Close window.
S
Print Click Print button to print this account information.

Before you create a static account, you must enable Built-in Authentication option
(System Setting->Authentication->Built-in Authentication). For details, see section 3-2-2-4 Authentication.

Error !

Plirase enahle auihenication |

i
i

Figure 3-83 Error Dialog Box
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Dynamic Account List
This list will allow you to view or print the status of all accounts.

Chynamic Account List
ek Baclg PR Ligl
) /] Lizpimmme Paggwarnd Eiling Profie | Trre Created | Fret Lagn Expration | Stabus | Clalete
2031128 2003128 2001133
B 48353 mAdaE | 2 Frofila 2 |03z 03505 113505 1] r
o e 20031128 2001128
7 TapoiEss jlieFmpss | 2 Profik 2 |0T2EE pogpr | HetIn Uss r
- e [ [ e s 031128 b n ) = N
2 Byddrdl | shealwd2 |1 Fridita 1 103538 paamag PR Use) T
B | b4eTED | eafihefd |1 Profied AT MHE |yt tien|
- 10:3%51 priecii|
031128 2005 135
3 prwu3Ea ThiFel | 3 Frofils 3 103347 TR Motin Ue=) [©
AM31128 200EH 1028
L} Iy 2amlS cmacpIes | 2 Frofik 2 103345 a5 Mot Ue| [T
- 20031128 2001128
-] EBS4E qismeoe@s | 4 Frofiki 4 103348 wra Mok In Usa | [©
wWEO |1 -I Page W First 4 Presinus Pemot b Ered W

Figure 3-84 Dynamic Account List

Iltem Description

Status This field displays the current state of a
[ClCE ] subscriber’s connection. (In Use/Not In Use)
Eachup Click on refresh button to update the dynamic account list page.
Prirt Lirl Click it to save the dynamic account information to your computer. (dyn_list.txt)
| Click the Print List button to print the dynamic accounts list.
LEERHITE The field name button in this list show that this list can be sorted in ascending/descending
| =l Pl | order according to the corresponding field name.
Time Cresed
Firsl Login

Expiralion
Slalus

Select the check boxes and click 'Delete’ to delete the accounts.

E=ERn Delete all accounts in dynamic account list.
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States Repan

fiatic: inypad Hit Ky
Dady Arcount Repor Printon Q Priaae ABLAS
turkhly Accaurt Fepon Prinbout a, Frass MECHB
Sy=tem Status Repor Prinkout o} Prass BRCCC
Metwork Repor Printout CL FPrass ABCAR

Figure 3-85 Account Generator Printer’s Hot Key List

Daily Account Report Printout

Daily Account

2005211 Press ABCAA

SIN Username B UM Price

000002 7x3dt669 1 1 1.00

TOTALACCOUNTS: 1
TOTAL PRICE: $1.00

2005M12/1 15:04:01

=End-

Figure 3-86 Daily Account

Monthly Account Report Printout

Monthly Account

2005/12 Press ABCBB

S/N  Username B UN Price

000001 44khnm6é 1 1 1.00
000002 Tx3dt669 1 1 1.00
000003 8nj3jnvh 1 1 1.00

TOTALACCOUNTS: 3
TOTAL PRICE: $3.00

20051211 15:04:01

=End-

Figure 3-87 Monthly Account
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System Status Report Printout

Sywtem SHahus WAST WAN Part SEtue |
i WETA | Wireless Status
BYST Systam|
oo ool Press ABCCC
FRMW Firmwarn Warsion
FRMAW WFRM Wirelass Firmmare Version
:;;.: BTAM Busl Coade Version
.I“.fqr,':;_ LOCA Location
] WAME | WAN MAC Addrias
TP LaMa LAM MAC Addriss
WASH
WAGH WATP WAN Fort Typs
PORS
SOKS WAIF WEH Port 1P
EE: WASM | WAN Subnat Mask
::: WAGW | WAN Gafeway
e POKS | Primary ONS
WCHA EDWE Bapandary DNS
WSEC
..................................... DHEP | OHEP Type
FOOEA E 1500401
DHSP DHCF Start IF
Sl P DHER | nuoPEnale
OHLT OHEP Lesss Tima
EMAIL | EMAR Redineot
s8I0 s8I0
WEHS Wiralame Channsl
WEEC | Wireliss Sequrity
Figure 3-88 System Status Report Printout
Network Report Printout
Matwork WAST WM Port Siaius
ITEM DEESCRIFTION WETA Wireless Blatus
S¥ST Symbam Up Tirms
Wit e | v remers Press ABCAB
5YST
iy WARD WA R Dats
;\;E:; WATE WAN Tx Errar
mi WARE WAN Rx Error
s LATD LAR T« Data
t:;lé:: LAAD LAHK Rz Dita
WLTDE: LATE LAKR Tx Errce
wLRD
WITE: LadE LAHN Rk Data
WLRE
WLTD Wirsleas To Data
WLED Wirsleas Bx Oata
WITE Wireless T Error
WLRE Wirsless Rx Erres
Figure 3-89 Network Report Printout
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3-2-2-8 Port-Location Mapping

Por-Locaton Mapping
Single Creste
LcEnon ideie i I ., Pon idestdar (L0
Dlewengl I
—— VLAN ID {802.11]
Sistex © Ng Charge & Chargs foe us af “
Fort Name
Blatch Create | Part-Location Mapping)

Leceen i From | Fa i Frgm | Batch Hymbers: [
Siwt © by Chargs © Chargs baven 1 Bnchad EIITE
LT srtad Ve Pra | AE SRS AN 00 i P (e 1a 0
BackupRestors
Uachiun ie | acsl PC
el | pperts TFTP Savmir 1 A [ Fie Mo [ magly
Local PC Fie Path e Eﬂ
Firsnin
Rarasts TETP Savent 0 Adbeuis | Fis Harra | npty
PoilLocadan Mapping List
Lt K} [ P © [ Diencrplion [ Erstun | Doalete
mEa [T e i I K [T ]

Figure 3-90 Port-Location Mapping Setting Screen

Default

Description

Location Identifier (ID) Empty The field can consist of up to 20 numeric characters and it must match
with the VLAN Tag/Port-Location mapping device setting.
Note: When you using VLAN-Tag infrastructure, the Location Identifier (ID) is VLAN ID.

Port Identifier (ID) Empty The Port Identifier (ID) is a number you set in the PMS system. The field
valid range is 1 to 999999.

Description Empty The field can consist of up to 32 characters.

Status Charge for use Select the status of a location-mapping. Options: No Charge, Charge for

use and Blocked.

Location ID From Empty Enter the Location ID. The field can consist of up to 20 numeric characters
and it must match with the VLAN Tag/Port-Location mapping device setting.
Note: When you using VLAN-Tag infrastructure, the Location Identifier (ID) is VLAN ID.
Port ID From Empty Enter the Port ID. The Port Identifier (ID) is a number you set in the PMS
system. The field valid range is 1 to 999999,
YML858 Rev1
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Item Default Description
Batch Numbers Empty Enter the batch number. The field valid range is 1 to 512.
Status Charge for use Select the status of a location-mapping. Options: No Charge, Charge for
use and Blocked.
Backup Empty Click it to backup the port-location mapping records to your computer.
Backup tn Local PC (port_conf.xt)
Remote TFTP Server IP Empty Enter the IP address of TFTP Server.
Address
File Name Empty Enter the file name in the File Name field.
Restore Click it to restore your port-location mapping records.
Local PC File Path Empty Enter the file pathname of the port-location mapping backup file in the
Local PC File Path field.
Remote TFTP Server IP Empty Enter the IP address of TFTP Server.
Address
File Name Empty Enter the file name in the File Name field.
Loction 0 The field name button in this list show that this list can be sorted in ascending/descending
ol ID order according to the corresponding field name.
Dascrplion
_Shalus |
Eza Select the check boxes and click 'Delete’ to delete the accounts.
EEXn Delete all accounts in Port-Location Mapping list.
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The Advanced Setting section enables you to configure advanced settings related to accessing the Internet,

including,
1. Customization
2. Bandwidth
3. Portal Page
4. Advertisement
5. Walled Garden
6. Passthrough
7. LAN Devices
8. Static Route
9. Logs
10. SNMP
E‘@ Advanced Setting
| Credit Card
| Customization
| Bandwidth
- | Poral Pane
- | Advertisernent
| Walled Garden
- | Passthrough
-] Eiltering
| LAM Dewices
| Static Route
| Private LAN
_‘l Logs
~_| Session Trace
0 e
_"| Miscellanea
Figure 3-91 Advanced Setting Item Screen
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3-2-3-1 Customization

Login Page

You can customise the subscriber’s login page. The page elements include welcome image, background color
and article. The IAC4500 provides three different login page formats, including standard, redirect, advanced
and frame format.

Standard
This is the IAC4500 default login page and cannot be changed.

Login Page
F Standand Tiike Iﬁm Ao o
I Foinais [Plemee ccovinct vz i you Ferman pesztion TR
@ Coppigh i 7 B0, AT T, e
Backygraurd Colar IW Wimw Color Grd

Figure 3-92 Login Page Customization Setting Screen

ltem Default Description

Title Welcome Enter the title name of subscriber login page. The maximum allowed
characters length is 80.

Footnote Disable Allows the administrator to input footnotes such as “Please Contact our
Customer Service Center, EXT 142”. The maximum character of the
footnote is 240.

Copyright Enable The copyright section allows the administrator to input a paragraph in the
subscriber login page for copyright information. The maximum character
of the copyright is 80.

Background Color FFFFFF The background text color can be a specified color. For the specified text
color format please view the color grid. The allowed format is Hexadecimal.

e ¢ Title

Pl

] ot

Please casta) um 1 yosd hitwe arry quesion

Footnote

Lt THE O] & i Pasmest

Copyright |

Figure 3-93 Login Page Screen
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Welcome

Please choose from the following service selection |1 day §10.00 vl

How many units of Internet access would you like to purchase? I1 'l

"Please kindly note that there will be no refund once connectivity is confirmed.
*Please note that the time blodk of selected senvice iz based on continuous uzage.

Please click ENTER to confirm your acceptance of the usage charge or CANCEL to exit. The
selected service charge will be posted directly into your guest folio.

Enterl Cancel |

Welcome

Flease choose fram the following service selection Il day $10.00 'l
Howe rany units of Internet access would you like to purchase? |1 'l

Username: |

Passward: !

*Please kindly note that there will be no refund once connectivity is confirmed.
*Please note that the time blodk of selected senvice iz based on continuous uzage.

Please click ENTER to confirm your acceptance of the usage charge or CANCEL to exit. The selected service charge
will be posted directly into your guest folio.

Enterl Cancel |

Welcome

Username: |

Password: I

Enterl Cancel |
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Redirect
This allows the service provider to redirect the subscriber’s browser to a specified home page.

&l
# | Reduoct Rediac! Login Page LRL [ Cods

Figure 3-97 Redirect Login Page Setting Screen

Copy and paste the following HTML Code into your home page to produce redirect subscriber login page.

Redirect Login Fage Code
chilml>
<hody sie="far-family: Afial” bacolor="#FFFFFF>
eform method="post” action="htp:dn. 1.1, 1A00in.c0” name="apply">
< align="cerer">
<tahle cellSpacing="T" borderColorDark="#FFFFFF" celPadding="4" width="80%" bgColor="#F7F7F7" borderCololight="f2>8406"
border="1"=
ctra
=td algr="center” widih="100%" bgCoo="¢¥ccddee" colSpar="2"=
cford size="2"=cb=\Welcome=/b==Tonk=
=fd=
==
et
=td alg"Hght" width="25%" bpCol—="#asana =
<foed colo="¥OOOAD" siza="2"=<hxUzamana: </b-=ffont =
<A
<t witih="ES%
2irp 1y pE= TRt nane="UsEmae RiTE=" .
<>
L= [
L= {=]
<td abige"right" width="35%" byColo—="#esmans™
fiord colo="¥OO0AL giza="2"ch>Pazeword: </bo oot
fids
<[ widihe"EE ">
<irpul 1ype="pagswond”’ name="passward” Sze="25"
<fld=
=fre
ke
ctd abg="canter® widib="100%" colspan="2">
=inpul {ype="submit" style="font-family: Arial® name="appl" value="Ent=1" siyle="font-famiy: Lrnial®=
=inpul 1ype="raset” style="Tonl-family: Arial® name="claar" value="Claar" style="toni-tamily: Arial=

==

==

okl

i

=fnrrms

afhnhys

) 1

Clo=a
Figure 3-98 Redirect Login Page Code Screen
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Advanced
This function allow user to design login page of IAC4500.

= | Aol Wk Sogan LET
. & Hores
e " Backgrard Com FRPE iy Coby o
_.!
At
=
Stie s Taan Cokr Joicnc wa Color Grid
EEED e f IIII""-"""_ e Coln Gnd
Fhrradoan |
[Rp—— [
Figure 3-99 Advanced Login Page Setting Screen
ltem Default Description
Welcome Slogan Welcome The maximum allowed characters length is 80.
Page Background None The page background can be none or specified color. For the background

color format please views the color grid. The allowed format is Hexadecimal
(RGB values, 000000 is black and FFFFFF is white.)

Article Empty The article allows the administrator to input a paragraph in the subscriber
login page for advertisments or announcements. The maximum character
allowance of the article is 1024.

Article Text Color 000000 The article text color can be specified color. For the specified text color
format please view the color grid. The allowed format is Hexadecimal.

Article Background Color | None The article background can be specified color. For the background color
format please view the color grid. The allowed format is Hexadecimal (RGB
values of Red, Green, and Blue, where each component has a hexadecimal
value of from 00 to FF. 000000 is black and FFFFFF is white.)

Information Empty Allows the administrator to input the information such as address, telephone
number and fax information. The maximum character allowance of the
information is 80.

Comments Empty Allow the administrator to input the text comments such like “Pleas Contact
to our Customer Service Center, EXT 142”. The maximum character
allowance of the comment is 80.

Welcome Slogan

Broadixand Hoiel Solution -

Intwrmat Sdarscln e .‘M.

Wi o
Urerisss
Fazwond
Ewei | CHw
Infarmation
Wi St el o eard 0 GE e ed FlE el

Fgros | gl yuim
COMMEMS _ . - . .
— i, Plercwied o i r b e e

Figure 3-100 Example-Advanced Login Page Screen
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Frame

If “Frame” is selected the subscriber login page will be separated into a Top Frame and a Bottom Frame. The
Bottom Frame is a default format for username and password input, the Top Frame can be a specified URL or
customised with text and logos.

&
f— Top Frama 1T -1 Fewm————

Biztioem: Frams Thig e will shore the standud loge page

Figure 3-101 Frame Login Page Setting Screen

Default

Top Frame URL Link Empty The input format can be http://www.netcomm.com.au. The maximum
character of the URL Link is 200.

ltem Description

Bottom Frame - This frame will show the standard login page.

NELLBIM™  1Aca500 ntemet Access Controller Login

S T T

Internet access where you need it,
v you want i

P Frama

Wiekizme

L]
Bottom Frame

Eraw | Cwms

L o e e
Figure 3-102 Example-Login Page Screen
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Service Selection Customization
This function allows a service provider to specify text on the login page.

Benvice Selecsion costnmizaion

Semvice Selection Mes=age MWEFM“EMAWW&.M

Purchazs Unit Message [“W"WMJHMMSM!WHIN&‘M& W

Melificafion Meesage 1 |"Phsrlu-d.l:.- ‘oot thad Tl wrll e o el o ooonett M

it Messags 2 [Pz e ot e tiwvee ok o vl s s banad ©

Mciification Meesape 3 [ M 0 hauad
Ackiitione Ramek Wime-:bct BPMTER toooadie pou acceplanee of (hemeags . 2o

Figure 3-103 Service Selection Customizations

Welcome

Lissrmame: | E—
Passwonl: I—

1 cy S0 1-I

EP‘IIH’.'M‘! Unit Message

Service Selection Message

Nolification Message 1

(Piauie cick ENTER 19 corbim yo sccepiances of 1he sege charge o CANCEL (o)
wcll, The sakeliad sicece charge wil be posied dimcily inio you geest fedin

[Emor | Cincal

Additional Remark

Figure 3-104 Login Page
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Information Window

This function allowa the service provider to decide whether they want an “Information Window” pop-up on the
subscribers PC when authentication is successful.

Information Window

Imfamation wirdow is 3 poprup window that is presended to subscribers with 1heir browsar once afler sbeoiber login
aucaesfuly. Tha aubscRber can 1y Mip:ML 11 0o 10 open this windiow again

F  Display Infoemation Windew ance afer a sshscriber logs in successhally
T Reirect

F PopUp T Allewia chse the pap up winckes

Infarmsatine Windew Contest

Window Name [eEomatin Widew

F.;“,#...-Wml

Wessage Description IT'i.L £ i taforonirton window o show the o |

Standard usapa count tmedrafic lbel or RADUS wih session imeout
"-.umuul'.kue

Uaage caunt libd walhout sazsion fimaout
[Py Thag:

[ Wamirg/Alsm mesesge qudot'lmmmrmeuughmﬂ. [Fe.
Matic:e Taxl 1
P!

. Matice Taxi 2

F hlica Massage rhmnemhﬂ#'-'ﬁﬂ.p\mw& R

Hatice Taxt 3
=,
Presiess
Apply
Figure 3-105 Information Window Customization Setting Screen
Click Apply button to save the new settings.
(inlormation Wingow) < 12 M0
—
Main Message
[ﬂ'-TlT s i hom n i Bt wrae B0 59007 M g 55000 Doseription
T s e M08 LR W des SRR g
u‘.if WM Gl B R J
Usage Count Label [Remaining Usaga i 5@
S ———TA———— Baam mtal
2o Mgl ol e ek S Baving il
e e TS
Notice Message
Figure 3-106 Information Window
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An “Information Window” will pop up on the subscribers PC when the subscribers login is successful. The
purpose of the “Information Window” is to remind subscribers of their remaining usage time.

Information Window
¥You can use Internet now!

This is an inform ation window to show the uzage and notice.
“ou can type http:i1.1.1.4finfo to open thiswindow again

without WPH connection.
Remaining Usage |21:3’?:5

Figure 3-107 Information Window

Account Printout
This function allow service provider to specified text of account printout.

Acgzunt Printsut Customination

Til [Ftor! (el =2

mahille TTam o o scmomct toeation, plise b o o ke B, i =y
e

Farae Farwind

xge Thra ErTes

il M

B lny P D

Parchass Uit

I AddiionaLabel |

F Adcitonal Lak

F Endrg

F Sl M

QP of PG porva abnkor e SRR § 4R [riion
O, P P porvie o ik (i IymanH SCEMR iR
Q e o WEsn ! GA A i el d AR coan el praies! ey )

Figure 3-108 Account Printout Customization Setting Screen
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User Agreement Page

This function allows the user to design a user agreement page for the IAC4500.

User Agreement Page
Fzer Azreevent Fage ]

Titk

ﬂ (= 00 £h

[ —

Titke Test Color [T ‘vigw Color Grid

[}
Aricle

B x50 chae
Article Text Color m “igws Color Grid
Arlicle Backgmound Calor F‘FFF'FF “Wiew Color Grid
Page Backgrourd Calor F TFETT e Color Giid
Agrae Button 'ﬁE Wizs. 0 aharackars)
Dizagrae Butlon EW*@E Wk, 6 aharactais)

:_I': Standerd User Agreernent Page Preew
appl
pply |
Figure 3-109 User Agreement Page Setting Screen
User Agreement Page
bgrre Do not agres
Figure 3-110 User Agreement Page Setting Screen
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Follow the steps below to setup the user agreement page.
1 Select User Agreement, click Apply. (System Setting>Authentication)

Bafhesbcaten Cenfigueaten
[T
T e P —
e B
S Cesimrater Uery T Pyt UL Lirk Cula
o Splaie B Mimciend U doprvarsrst pogn
e Bt A ki
e T v e Sehi
[ s s e i Sjier e [ p— S -
o e e iy el b e e e
J el Ol prosr apion: Sowadas ik g
J ST "
J = Sy p———
d o B Aruwd s
Ot L T T —

h— L.
F2y Mltes SemES o
PR Py RABE e P [0
Iey Bt i [ |
e S Sen

Figure 3-111 Authentication Configuration Setting Screen

2 Customize the User Agreement Page. (Advanced Setting>Customization>User Agreement Page)

b Agreewart Fag
8 o arion ks e ]
By Spien Setig r
) Mbas g Selngy =
CretiCas | —r
e r 0|
[P | B
S Faa
—
Exkemets
—
| s
um
miin L a
s i
T Spten S P vpe s
OO s Tocks | cau— T T
Ly B | —
[ T

s

0 Ebanclend. iy Soywerand Fuma Proaes

L

Figure 3-112 User Agreement Page Setting Screen
3 Open your browser, the User Agreement Page appears as show below, click Agree.
User Agreement Fage

E Domagen

Figure 3-113 User Agreement Page Dialog Box
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4 The Login Successfully dialog box appears as show below.

Login Successhully!

Ty corsnue vour lemiel eapeiencs,

please enter the LIRL of your choece inthe address lield above

Figure 3-114 Login Successfully Dialog Box
5 Enter the IP address/URL of your choice in your browser’s location box. Press Enter.

| @a Q @ @ |27 http:#hwarw yahoo com!

Figure 3-115 Web Browser Location Field

6 You can use the Internet now.
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3-2-3-2 Bandwidth
This function allows you to control the bandwidth on the LAN.

Bandwidth Management
I Bandwidih Mamagemest
= Equal bandwsdih far all sabscribprs

The function enabke adminiiraion o limil bandwicth usase on & peruser besic [MAC address]
That presents uaers Fom corsuming a depmportionsaly lamge avount of bandwidh 30 @eery use
gels afar shara oftha auailzhle bandwidih

Masimum UgcAraan Bandwidih = |256Kbpe = |0 Wb (6424575

" " a e A Frerea—— e
Fdasimum Downstream Bandwidh = |25EkDpe =) |0 Fbp (B4-2457G)

7 Class of service based on RADIUS ne billing praofile semngs

The funclion enables sdminsi@ionia imi bandwidih ussge accanding 10 1he RADILS wndor-specif
attiibuta (REOMS aulhentication) or biling prafia seiting [Bub-in ahentication). This alows evary
uszr o have & diferent ==nice quality far Intemet bandwidh

Apely
Figure 3-116 Account Printout Customization Setting Screen
Item Default Description
Bandwidth Management | Disable Enables or disables Bandwidth Management.
Equal bandwidth for all Enable The function enables the administrator to limit bandwidth usage on a
subscribers per user basis (MAC address). This prevents users from consuming a

disproportionately large amount of bandwidth so every user gets a fair
share of the available bandwidth.

Maximum Upstream 256Kbps Specify the amount of upstream bandwidth for IAC4500 that has already
Bandwidth been configured on this device.

Maximum Downstream | 256Kbps Specify the amount of downstream bandwidth for IAC4500 that has already
Bandwidth been configured on this device.

Class of service based Disable This function enables the administrator to limit bandwidth usage according
on RADIUS or billing to the RADIUS vendor-specific attribute (RADIUS authentication) or billing
profile settings profile setting (Built-in authentication). This allows every user to have a

different service quality for Internet bandwidth.
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3-2-3-3 Portal Page

Portal Page

URL Link
Appl
PRIy
Figure 3-117 Account Printout Customization Setting Screen
ltem Default Description
URL Link Empty This function allows for the redirecting of the subscriber’s browser to a
specified portal page after successful login. The input format must be
“http://www.yahoo.com”. The maximum character of the URL Link is 200.
IAC4500 Internet Access Controller User Guide YML858 Rev1
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The system allows the service provider to input up to 10 URL links for advertising link purposes.

Advertisement

Thig E=3lume aliwe 155 LD spacily the adwamiserant URL nk. The shensament Wel paga wil hi 0n 10 Didsses
whan ihe sbscribens shai Mebwork aoass

Frequency & One Time Onky ' Every g Mind=)
LT T & Randomily " Oiderly [Fram 112 100

Link i

Link 2

Link 3

Liri& &

Link W

Figure 3-118 Advertisement Setup

ltem Default Description

Frequency One Time Only One Time Only — One Time Only means to send the advertisement link once
after the subscriber Login.

Every~Min(s) — The field means to send the advertisement link every interval
minutes. The value range is 1 to 60 (minutes).

Sequence Randomly Randomly — Display the advertisement page in the random order.
Orderly (From 1 to 10) — Display the advertisement page in the order as
setting.

Link 1~10 Empty This function allows the administrator to input ten different websites in

the table for advertisement. And these 10 websites will display to the
subscribers at random when the subscribers login in the IAC4500 system.
The input format can be “http://www.yahoo.com”. The maximum character
of the URL Link # is 200.
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3-2-3-5 Walled Garden

Allows up to ten URL links that subscribers can access without a username or password. It’s free viewing and

can be used for advertising local businesses.

Waksd Garden

This deinim Al rws subecribere o sccess o specic 'hish pages s they o™ Fhoe § ussmane or paeransd W prvids fn

BEH Can ue K adve Erorent

[ ]

Lk 1
N =
- e [RERT
Lk -
Haryes; [Micrmcdi
Lt oy [
wames [
Lk d
LiFL: |
Link & e |
TH|
M |
LinkE o
wAL |
LakT [T |
A [
Lk K “f"’ll
=8|
Marree [
Link &
e [
Lisk 0l o |
wAL |
Figure 3-119 Walled Garden
Wedcome
W 1
Faaswiad:
Entar| Cancil |
".n= i
Name i
Whzisof

Figure 3-120 Login Page

WL I 43 Lz e frss iping

oy K (X200, 2008 A B e A skl

ltem Description

Name The name allows the administrator to set the prompt string in the user customised login page.
The maximum allowed characters length is 80.

URL 1~10 The input format can be “http://www.netcomm.com.au”. The maximum character of the
Link# is 200.
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3-2-3-6 Passthrough
This function allows the administrator to set up some special devices that can pass through the IAC4500

system. These devices do not need to be checked and authorized and may include network devices and local
LAN PCs. The IAC4500 provides a pass through table and the administrator can control which devices can be
pass through with authentication.

Subscriber IP Address Pass through

Ma

IP Address Ho
— 13
'7 14
[ 15
1 16
[ 17
—— =
[ 2
— | =
— 2
1 2
— 14

IP Addre== Mo IP Address
||
— |=|
— |« |
— |=|
— | =|
—— ||
I =l !
|=|
— |= |
— | = |
—  |=|
 |=|

Figure 3-121 Subscriber IP Address Pass through Setting Screen

| Description

IP Address

There are 36 entries that can be input into the pass through source IP Address. For inputting
the IP addresses, please use the format such as “210.208.122.1".

YML858 Rev1
www.netcomm.com.au

IAC4500 Internet Access Controller User Guide
93



Nellomm

Subscriber MAC Address Pass through

Ida. WAL Addiees He. AL Address L =3 WAL Addie=s

1 | " | M |

2 I 12 1 n

Figure 3-122 Subscriber MAC Address Pass through Setting Screen

Description

MAC Address There are 30 entries can input the pass through source MAC Address. For input the source
MAC address, please use this format such like” 0050BA8D2296".

Destination IP Address Pass through

Destination IF Address Passthrough
Hi P Acdnaes Ma iP Adoreas Hi P Addms

1 [ 1 13 [ 1 5 —
z 1 26 [
3 I 15 I 7 —

E [ ] 18 [ ] n —
3 I 19 I Ell —
B Ii 1] Ii 2 [
o 1 n 1 7 1
i [ ] 22 [ ] LT [
1 [ ] = [ ] 35 —
12 I ] M I ] 36 —

Figure 3-123 Destination IP Address Pass through

Description
|P Address There are 36 entries that can be input into the pass through destination IP Address.
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Destination URL Pass through

Ciestination AL Passthrowgh
Ha LR Link Page

f

a
7
a
9
0 |
sely

Figure 3-124 Destination URL Pass through Setting Screen

Description

URL Link Page There are ten entries that can be input into the pass through URL Link Page. For inputting
the URL Link Page, please use the format “http://www.yahoo.com”. The maximum character
allowance of the URL Link Page is 200.

Click Apply button to save the new settings.
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3-2-3-7 Filtering
This function allows the system administrator to have a list of restricted destinations on the IAC4500.

FILTER
I™ EMABLE FILTER
Filtaring allows the systarm administrator to havs a lsl of resticted destinsfions

Single IP Addrass

Mih. IP ADDRESS N IP ADDRESS
1 4
2 — 5 —
; — ; —
1P Address Range
. IP ADDRESS
1 I |
2 I a
3 [ |
1 I |
5 [ |

apply

Figure 3-125 Filtering Setting Screen

Click Apply button to save the new settings.
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3-2-3-8 LAN Devices
Administrator can directly remotely control the LAN Devices via the IAC4500.

LAMN Devices
Accomnvodate up 1o 300 entrbes Polling tnerval: [T wings)
WMGO E Pana Wi First A Prevous Hewt b End B
. e Vittual Port Diavica Ciavica Ciavica R
sEmRE (EOOCT~E0300 P &ddress Semner Porl MAC Addie== e
1 i fpo [r1sn 1 [0 R0 [F =]
2 I d I P [ (e ol
3 | F I P I [TFE
4 | P I P I [F =l
5 | P I P I ==l
& | F I P I 7 =]
7 I F [ f [ [ =
3 | { I f I [mF &l
g | P I P I [TFE
10 | f I P I = B
Figure 3-126 LAN Devices Management Screen
Item Default Description
Polling Interval 1 Min. The default value is 1 minute. The Polling Interval valid range is 1 to 1440.
Device Name Empty The LAN device name. The maximum character of the device name is 20.
Virtual Port 0 The virtual port number valid range is 60001 to 60300.
(60001~60300)
Device IP Address Empty The IP address of LAN device.
Device Server Port 0 The server port of LAN device.
Device MAC Address Empty The MAC address of LAN device. For input the device MAC address, please
use this format such like” 0050BA8D2296".
Application TCP The protocol type of LAN device.
sy Click Apply button to save the new settings.
Click Delete All button to delete all entries.
Note: The system does not support FTP
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3-2-3-9 Static Route
This function allows computers that are connected to the IAC4500 directly or through a switch to communicate
with other computers in the respective LAN segments which are connected to the IAC4500 through another router.

Static Route
Ho. De=tination P Addre=s Crestiralion Subrel Mask Gateway P Address Hop Caunt Inieface
1 | | | T3 LAN =
2 ! ; Ma | [
2 [ [ I T = [T 5
a3 | | Mg |3
& | | | T= | [
e ! ! s | e
2l | | ra | [@E
o | | | @ |
o | | | | o
0 | | | T3 LAN =
o [ | T3 |
ENE | | @ |["H
um| | | (3 |[E
Bppily
Static Route Table
Mo, Destinslion F Address Desliredion Subret Mask Gateway IP Addese Hop Count | Inderbce Do
Figure 3-127 Static Route Setting Screen
ltem Default Description
Destination IP Address Empty Enter the target network IP address or host IP address.
Destination Subnet Mask | Empty Enter the target network subnet mask.
Gateway IP Address Empty Enter the IP address of the next hop router.
Hop Count 1 Select the number of the hops.
Interface LAN Select the network interface.
apply Click Apply button to save the new settings.
Dl Click Delete button to delete the entry.
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This function allows the administrator to setup a private LAN under the device’s LAN port. Due to the
Plug and Play and Layer 2 isolation functions in the IAC4500 devices connected under the LAN port can
not communicate with each other. This function is provided to build up a LAN for specified devices to
communicate each other.

Private LAN

Prvne Lk [ToE =]

Thia faatune alkees 10 have @ Privebe LAN undar Plug and Flay rade and Layar 2 lsolaion anabke

Please enier mewr Prvate LAN device (o s 50 sstieg

# Start{ End IP Addroes: -]
- -
P Addraas |
i o Lisi
Private LAK device List

. Actie Piase LAR rdoe 1P Adidiess Lis ralnt

Daleta &I
|
apply

Figure 3-128 Private LAN Setting Screen

| Default | Description

Private LAN Disable Enables or disables Private LAN function.

Private LAN Device

# Start/ End IP Address: | =

Start IP Address Empty Enter the start IP address.

End IP Address Empty Enter the end IP address

@ P Address:

IP Address Empty
No. The index number of Private LAN Device.
Activate Click on check box, active or inactive the Private LAN device.
Private LAN Device IP Display the address(s).
Address List
Delete Select the check boxes and click ‘Delete’ to delete the address(s).
_pdt i | Click Add to List button to add a new entry.
Appky Click Apply button to save the new settings.
| Dnl | Click Delete All & Apply button to delete all entries.

Note: The system do not reply ARP to the device which IP address have been registered on Private LAN
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3-2-3-11 Logs
This function allows the device to transmit event messages to a syslog server for external monitoring and
troubleshooting.

Syslog
Syslog
 Digahle © Emahde
Senar IP Addrass
[ | Syelag Sereer on LAN
Send o Sysleg Eensar MAL Addmss |
Server
Senwar 1 1P Addross
[ | Syslg Servar an WAl
Bervar 2 1P Acdiass
# Disable O Emabls
P Bdudricss ar Domadn M SMTP Pait
[ |'_J,_|
CmellSere I E-mail [SMTP] server meeds to check my account
Lisprmama: | Passwond |
Send in Email
Mame
Email From
Emal Adiresa |
Emai Address 1 |
Email Tu

Emai Address 2 [

Apply

Figure 3-129 Syslog Setting Screen

Item | Default | Description
m Enables or disables the syslog server function.
Server IP Address Empty Enter syslog server’s IP address. The IAC4500 will send all of its logs to the
specified syslog server.
Server MAC Address Empty Enter the syslog server's MAC address. The IAC4500 will send all of its

logs to the specified syslog server.

Server 1 IP Address Empty Enter IP address of first syslog server.
Server 2 IP Address Empty Enter IP address of second syslog server.
IAC4500 Internet Access Controller User Guide YML858 Rev1
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Log Settings
Log Seftings
The Syslog suppoits 4 Lypes of syslog lieel, (157 Adon | 184 Warning / 185 Notsos | 168 Infoim)
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Apply |
Figure 3-130 Logs Setting Screen
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| Interval Time

Description

System Information

60 minutes
1~10080 Min.

The log includes system information which would be sent according to
specified interval time.

Format: (Id, MAC Address) (System Uptime, O days 00h:04m:00s) (WAN,
FrameTxOK, FrameRxOK, FrameTxError, FrameRxError) (LAN, FrameTxOK,
FrameRxOK, FrameTxError, FrameRxError) ltem Interval Time Description

System Boot Notice

When system
reboot

If the device hasn’t rebooted, the log will send.

Format: (Id, MAC Address) (System Up)

System Account Activity
Information

When system
account login or
logout

Alog would be sent if the System Manager logs in to or logs out from the
device.

Format: (Id, MAC Address) (System Account Activity Information, Username,
User IP, Status)

Username: Administrator | Supervisor | Accounting Operator

Status: Login | Logout | Idle Time Out

Account Created When an Alog will be sent once after an account is created.
gfggtlg&t s Format: (Id, Mac Address) (Account Create, username, Account usage time,
Billing profile information)
Username: Single account : username
Batch account : [prefix, from, to, postfix]
Billing profile information: [index, name]
Subscriber Trace When subscriber | A log including subscriber login/logout time will be sent once after

logout

subscriber logout.

Format: (Id, MAC Address) (Subscriber Trace, username, user IP, user MAC,
interface, login time, logout time, RxData count, TxData count)

Subscriber Trace: Location | Static | Dynamic

IAC4500 Internet Access Controller User Guide
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Iltem

Logged-in Users

Billing Log

LAN Devices Information

Interval Time
60 Minutes

When log
created

60 Minutes
1~10080 Min.

Description
Login user’s information will be sent according to specified interval time.

Format: (Id, MAC Address) (Logged-in Users, Number of Logged-in users,
Start Number, End Number) (Username, user IP, user MAC, interface, login
time, RxData count, TxData count) (...)(...)

Alog would be sent according to specified interval time.

Format: (Id, Mac Address) (Billing Log, Username, Billing profile
information, Log time, Usage time, Bill, Charge From)

Billing Log: PMSI Dynamicl Static

Charge From: PMS | Dynamic

Billing profile name: [Name]

Log time: 09/06/2002 08:22:25 (example)

Usage time: “30 minutes” or “Expire when 00:00” (example)

Billing profile information: [index, name]

A log including current LAN devices status would be sent according to a
specified interval time.

Format; (Id, MAC Address) (LAN Devices Information, Number of devices,
Start Number, End number) (Device name, status)(...)(...)

LAN Devices Alarm

Administrator access
Fail

When device fail

When someone
failed to access
the system Web
server

Alog would be sent if one of the LAN devices detected results were “Fail”.
Format: (Id, MAC Address) (LAN Device Alarm, Device name, FAIL)

Alog would be sent when someone failed to access the administration
Web server.

Format: (Id, MAC Address) (Administration Access Fail, Fail message, User
IP, Username)

Fail message: Bad Username/Password | Unauthorized IP | Exceeded
Maximum Login

 Unauthorized IP

We can't get the username in this situation, so “None” will be displayed.
e Exceeded Maximum Login

In this situation, we just show the username as below.

Administrator | Supervisor | Accounting Operator
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3-2-3-12 Session Trace

Session Trace

Sagsion Trata © Enable ¥ Disable

Primary TFTP Sarar P '7
Address

Sacondary TFTP Sener P '7
EBddress

Send Se=sion Trace log dle svery L0 mines. G~ 14400

(Hotn: Saaion Tunes lng 41n sl be art oo v ealedad 51 1o5x)

TFTF Serer IP Addass

Apply

Figure 3-131 Session Trace Setting Screen

[1:1] | Default | Description
Disables or enables session trace function.
Primary TFTP Server IP Empty Enter the IP address of the primary TFTP server.
Address
Secondary TFTP Server | Empty Enter the IP address of the second TFTP server.
IP Address
Send Session Trace log 10 minutes The field means to send the session trace log file every interval minutes.
file every~ minutes. The value range is 5 to 1440 (minutes).
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The SNMP Agent Configuration screen enables access via Simple Network Management Protocol. If you are
not familiar with SNMP, please consult your Network Administrator or consult SNMP reference material. You
must first enable SNMP on the SNMP Agent Configuration screen. The IAC4500 allows 5 entries to be set.

SHMF
SHMP I~ Emzhle © Disshin
ot ENVE Porl 161 [ 161 ar 16100 ~ 16158
Trap Pod: [ [ 162 ar 16200 = 16239 )
Ho Cammunily MName NS Address Praleges Statuz
1 e [y M = e
2 | e [T e = [&H
Canfigurstion
e 3 | oy I S
s || T = T
5 [ [arey [ I T
Apply
Figure 3-132 SNMP Agent Configuration

ltem Default Description

SNMP Disable Disables or enables the SNMP management.

SNMP Port 161 With SNMP enabled specific port numbers can be selected via NAT. The
allowed SNMP port numbers are 161 (default), 16100-16199 and Trap
port numbers are 162 (default), 16200-16299. This Port setting is useful
for remote control via NAT network.

Trap Port 162

Community Name public/private Every unit with SNMP enabled must be configured to recognize one or
more community names up to 20 characters. The default setting for the
community of entry 1 is “public” and for the entry 2 is “private” and others
are empty.

NMS Address ANY The address of the NMS. The default settings for the NMS Networking are
“ANY”.

Privileges Read/Write Choose “Read”, “Write”, “Trap Recipients” and “All” for different privileges.
The default setting of the entry 2 is “write” and others are “read”.

Status Valid/Invalid Chosen “Valid” or “Invalid”. The default setting of entry 1, 2 are valid and
others are invalid.
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3-2-4 System Status
Displays IAC4500 system basic status, including,

1. System
2. Current User List
3. DHCP Clients
4. Session List
5. LAN Devices
6. Billing Log
7. PMS Transaction
8. Static Routing Table
ey Systern Status
-] Bystem
J Current User List
J CHZP Clients
J Session List
~ | MAT Pool Tahle
~ | LAM Devices
_'| Billing Log
- | PMS Transaction
-+ ] Static Routing Table
Figure 3-134 System Status Item Screen
Note: After change the settings, please click Apply button to update the new settings.
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The System Information Menu displays current information including the host name, LAN, WAN, DHCP
Configuration, DNS, E-mail Server, SSL Certificate Information and the system hardware/firmware version
number.

ke
Hist Hame
Domain Name
Baoram “ergion | 102
Systam Status Firmweare Wersione | 1.00.08
Cancsment Users Iimiation | 1024
WAN MAC Addrase: | 0090:0E01:44:80

LAN MAC Addrags | OOS0.0EDTAATF
WAk Part Made: | Uss fimed P wddiess
IP Addrass | 152182 100152
WAN IP Scitings
Subrat bhask | 256,255 2560
Diafaul P Gahoway | 192 1652 100 254
Primary DS Sarver. | 166.85.1.1

Sarordany DAE Saner

DS

DOHCP Staius | Bersar
Stan IP Addmees (Private) | 10.68.132
Ered IP Ackiraces {Privatel | 1050, 254
Leaes Times (Privatel | 1440
E-Mal Serwar IP Addrass
Courdry | 00
Sale | Local Brabe
Lacsl Cily | Local Cily
BE Cadifeata Orjanizatian | Local Graup
Organizafion Unik | Lecsl Hosl
Cammon Fame ) 1111

Emal Addrase | maid3ll.11.1

Figure 3-135 System Information Screen
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3-2-4-2 Current User List
Displays the current logged-in subscribers’ status. It allows the service provider to disconnect subscribers.

Current Uisar List
ey Fr s
L T s
Kien_Axh 105912 ma
wiEa [T oy = i 1a e Aud ud

Figure 3-136 Current User Screen-No Authentication

Cuarrenl Lises Lial
T Pt Lint
W Tl Uherame | BiePofe | LgaTee | Emrsin | F e WAL Addwan | Vstonaech
—
1 . W2 v P DG | AN | o e — =
2 vl =Pt e | OHICEESS 2 ED
wzo T3] wri Fovan: Mok b Ele

Figure 3-137 Current User Screen-Port Location Mapping

Cuirird LUser List
= Frot Lt
f Typa| Uswras | Bilieg Prie | Lagn T | Erprsbion | P sdans S W TR FR——
. A A | AN _
| Dpwrst| TepoREs (2| Ptk T jpmyy 1OIEED0ISE (0 6E 560D
WSO [TH cus - T i Preses Ared & End ™

Figure 3-138 Current User Screen-Dynamic Account

Curren! Liser List
——p Pt Lint
Hy Typs| Ussmees Edlmg Dl | Legn Tren J Expraire J P Addan WAL A Decawwl
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Figure 3-139 Current User Screen-Static Account

Item Description

ek e s

Click on refresh button to update the current user list page.

Pt Lisl I

Print the current user list.

Troe]
Useimams
Eiling Profie I
Linin Time I
Expirslion I

Click the column button to sort the column in ascending/descending order.

Select the check boxes and click 'Disconnect’ to disconnect the accounts.

Disconnect all accounts in current user list.
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3-2-4-3 DHCP Clients
The DHCP Clients table shows the current DHCP users on the LAN.

a

DHCF Clients
DHCP Client's Infamation, includng assiqned [P addrass ard MAC akiass
o, WA Address IP Addrese
1 0 0CSESEI0E0 10£8.1.2

Figure 3-140 Current User Screen

3-2-4-4 Session List
This feature displays the sessions of network events and records or the newest 2048 incoming and outgoing
packet information.

Session List

List of s=szins of Metwor: swerts , and reconds orihe rewest 4685 ncoming and ougoing packe inlormation, inciuding
eminze P addess, destingion IP sddrees, and por mimber

He | TCRAOP P Cliamt Part Cliem Por Fake IP Remala Pred Rernata e
1 TP 192163100192 125 a3z 16326411 145 21
z TLR 190,165 10019 AXT S033 16926411 446 ¥ ]|
] TR 192163100192 1228 040 16326411 145 163
i TLR 190,165 10019 a1 0042 16926411 446 153
] TP 192163100192 1268 g A7 .06.106.106 1863 1]
& TLR 190,165 10019 Lrai] S00E1 16926411 1] ]

LOP 152.183.100.152 az7d S0064 16B.25.1.1 53 =1
-] Lop 190,165 10019 A5 SN0ES E4.4.12200 oo =]
S LOP 152.183.100.152 A276 S6G E1.4.12200 m =1

1] Lop 190,165 10019 AX7H S06S 166.56.1.1 63 =]
. ] TLR 190,165 10019 A58 A0S I MER 1] =]
F LOP 152.183.100.152 ] S008I 16B.25.1.1 53 =1
.| Lop 190,165 10019 4300 0090 166.56.1.1 63 =]
) LOP 152.183.100.152 a3 E L] 16B.25.1.1 53 =1
1 TLR 190,165 10019 4300 0092 16926411 1] =
WED IG e i First 1 Fresious Hest ¥ End m

Figure 3-141 Session List Screen
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3-2-4-5 NAT Pool
Displays information about the NAT Pool.

MAT FPool Takle

MAT Paol imfarmation. Saurs IP addrass, Eource WMAC address ard Transisied P address

Moo Seamrce 1P Sddress Soumce MAC fadress Translatesd P Address WO Typa

1 1821681001 OE-20-60-80-EE-12
2 192168100 2 OE-S0ED-80-EE-13
El 1829681003 DOE-S0-E0-80-EE-14
i 192 168,100 4 OE-S0LED-00-EE-15
B 182 IE8.1006 OE-20-E0-0-EE-16
& 152 1E8 100 E OE-S080-50-EE-17
T 182168 1007 OE-20-50-80-EE-18
a 152 1E8. 100 B OE-S0LE0-50-EE-19
a 1021681008 OE-20-E0-90-EE-20
o 192 168100010 OE-S0.80-50-EE-2

11.21.185 240
2112 18520
1.2 185 242
21121 186,243
112185294
2114 186245
12185295
2114 18T
112185248
2114 186249

Figure 3-142 Session List Screen

3-2-4-6 LAN Devices Status

PRTR

You can manage all devices by clicking on the device name to access the device’s Web-based interface.

LAN Devices Status

e deteci below listed devices 1o check i alve every 1 min

o AN rarage be i iisbed devices Dy clicking desice name i soosss (e Web-based Ui

. “irual Port . Cigvica Davice kAT :
NO Diavica Mame Stalus EDI -5 0E0T Davice IP Address Seraer Pott Address | Applcation
1 w1l QK G000 192.163.100.102 -l 0.P00E00:25:20 | TCP

Click

Figure 3-143 LAN Devices Status Screen

ks ol
npirs St R

Sryrime Temb e B Glomaey

Figure 3-126 Example- W1 LAN Device Management Screen

S S

Urra s
Paspasras [

Gt Started P ’
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3-2-4-7 Billing Log
This allows you to manage the guest connection status.

(=B ]
Balins Loy
Ferasnsd] Espod ta Txt Fik
(™% U==mameiLacatian Eilling Prafie I Loy Time I Lisage Time | ﬂl Senvice Type L hange fom I Slates
A0EA0NE
1 s Profle 1 e IETE] nm Privale Dy reamic:
oo
2 medctTE2 Proflz1 1 HE;}B 1 dayi=) nm Prevate Dyramic Finishe
]
k] w3 Profile 1 Q‘I:'Fﬁt;;ﬂ 1 dayis) 0od Prisala Dynamic Fintahs
ELLAH Y]
4 2piTied2 Profil= 1 O 4 1 dawis) g Privabe Dy reamic: Finkshe
200aroi g
5 HprStEs Profibe 1 10082 1 day=) 10,00 Privabe Dyramic Expirad
S0
B 11 Profla 1 2?;:\05[!“5 1 dayiz) nm Prvcta
A0EATT
’ a1 Profle 1 e 3 dayis) Z0m Privee Pl kg
B «2ehkgd Profle 1 -II] 1906? 1 dayi=) 003 Private Dyramic Expirad
511102
g 10 Pk 1 | a0 Frivata katic Finishzs
ANEM1103
10 e} Profils 1 1432 1 dayisd n.nd Privabe Earl Finkshe
11 1m Proila 1 ‘I":;:;;" 1 dayls) 1nm Frivabs Finishe
11T
12 1 Fiofle 1 :E‘ﬁhz:t? 1 dayizh 100 Frivalm
F;
WE0 | ® e - First 4 Pruviaus LLE end M

Figure 3-144 Billing Logs Screen

ltem Description

ey Click on refresh button to update the Billing Log page.
Expod to Tat File This allow you to export the billing logs to a text file format. (bill_log.txt)
ClearLog Click on Clear Log to remove all billing log entries.
UssmamedLacation Click the column button to sort the column in ascending/descending order.

Bl Profle
Log Teme I
Li=age Time

Eill

Samica Type
Charge from I
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3-2-4-8 PMS Transaction Log
This function allows the administrator to monitor the usage status of PMS system.

PMS Transaction Log

Clear log

{HST<-MDS) LS|DA040826/TIT31752|

Figure 3-145 PMS Transaction Logs Screen

Click on Clear log to remove all PMS Transaction log entries.

3-2-4-9 Static Route Table
The Static Routing Table lists the routes through which all recognized Ethernet networks.

Static Route Table
hia De=tination IP Addreas Destination Subnet Mask GHM" IP Address HI]p Coiind IrEEfaCE
1 1621 BB 1001 255.255.255.0 192 16E.1 00254 1 WA

Figure 3-146 Static Route Table
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This allows the service provider or administrator to process Firmware upgrades, change passwords and
backup or restore configuration settings.

Configuration

Firmware

System Account

SSL Certificate

Restart

Logout

ook~ wn

F4E3 Systern Tools
J Configuration

J Firrmware

J System Account
J S5L Cedificate

J Restart

J Logout

Figure 3-147 System Tools Item Screen
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3-2-5-1 Configuration
Use the Configuration item to save, restore or reset configuration parameters of the IAC4500.

Configuration

This feafure can irpot your soed seltings 1o this devce or export ke stored Seflings froem Chis desice to your PC

Backap

Chck Backup 1o save the curmard system configuration 1o your comgier

TFTF Serer I Addess Texd Fila Hame: Janly
Restone

To reslors your stomd system cordiguration to this device

File Palh Braveme. ﬂ.‘.
TFTFP Sewer IF Addiess I— Texl File Marme: [ .M_DIY#I
Resat the system hack to factony defaukts

I Kaep subaciber prafils

I™ Eeep pord-location mapping profle .ﬁp_l:ll‘:.lJ

Figure 3-148 Configuration Setting Screen

Iltem Default | Description

Backup Click it to save the system configuration to your computer. (sys_conf.txt)

TFTP Server IP Address Empty Enter the IP address of TFTP Server.

Text File Name Empty Enter the file name in the Text File Name field.

Restore Click it to restore your system configuration.

File Path Empty Enter the file pathname of the system configuration file in the file path field.

TFTP Server IP Address | Empty Enter the IP address of TFTP Server.

Text File Name Empty Enter the file name in the Text File Name field.

Reset the system back Erase all setting and back to factory setting.

to factory defaults

Keep subscriber profile | Disable Click the keep subscriber profile to change all the parameters into factory
setting but still reserve the subscriber profiles.

Keep port-location Disable Click the keep port-location mapping profile to change all the parameters

mapping profile

into factory setting but still reserve the port-location mapping profiles.
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The Firmware Upgrade menu loads updated firmware to be permanent in flash ROM. The download file should
be a binary file; otherwise the agent will not accept it. After downloading the new firmware, the agent will
automatically restart.

Manual Firmware Upgrade
Manasal Firmmaars Ungra

Topgreck the irmwane, cick Beowss 1o beate tha firwana fle and chick Agply. or use remata TRTP sanar

Lacal PE: Fike Paih [ Bravee | LY

TFTP Sarer IP Lddess: Hinary File flama Apdly

Figure 3-149 Manual Firmware Upgrade Setting Screen

Item | Default | Description

Local PC File Path Enter the file name and location in the Local PC File Path field.
TFTP Server IP Address | Empty Enter the IP address of TFTP Server.

Binary File Name Empty Enter the file name in the Binary File Name field.

Note: Before downloading the new firmware, users must save the configuration file for restore configuration parameters of the device.
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Scheduled Firmware Upgrade
Scheduled Firmware Upgrade is a program that enables an automatic upgrade to the latest firmware version
through the TFTP server.

Scheduled Firmware Upgrade

This feature allows you to upgrade the system firrmware on a regular thourly / daily / weekly)
basis automatically.

& Disable
" Enable

TFTP Server IP [

Synchronization Check File I Wiew Sarnple File
& Waekly © Daily " Haurly
Fregquency .
Swdy =] [0 Hour  [0] Min.
Apply

Figure 3-150 Scheduled Firmware Upgrade Setting Screen

Synchronization Check File Sample Code

“ersion=1.00.01
Filename=is=6000.bin

Close

Figure 3-151 Sample File
ltem Default | Description
Disable/Enable Disables or enables the scheduled firmware upgrade function.
TFTP Server IP Empty The IP address of TFTP Server.
Synchronization Check File | Empty The new firmware file.
Frequency Weekly The default value is “Weekly”.
IAC4500 Internet Access Controller User Guide YML858 Rev1
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3-2-5-3 System Account
Use the System Account screen to change the system accounts.

Administrator Account

Administrator can fully control this syster and modify all settings.

Jsername: !adm""

Password: I*****

Confirm: I

Accounting Operator

Accounting Operator allows front desk clerk to operate the web-
based accounting system without touching the other system
configuration.

Usamamea: |account
Password: |*******
Confirm: |

Supervisor Account

Supervisor can only view system status and change his password.

Username: |supervisor
Passward: |**********
Caonfirm: |

Super Subscriber Account

Super subscriber is a built-in subscriber account for systern test or
premium usage.

Super Subscriber IDisahIe 'l
Idle Time Out |5 in(s) (1~1440)

Usernarne: |super
Passward: I**********
Caonfirmd: I
Apply )

Figure 3-152 System Account Setting Screen

ltem Description

Username The username can consist of up to 20 alphanumeric characters and is sensitive.

Password The password can consist of up to 20 alphanumeric characters and is sensitive.

Confirm The password for confirmation.
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Administrator Account
1

Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box
Press Enter.

kimarks Tasks Help

| | a [ 10591 1

=]

Figure 3-153 Web Browser Location Field (Factory Default)

2 The IAC4500 configuration main menu will appear. Enter “admin” (default) as the Username and “admin”
(default) as the password and click “Get Started”

Internet Subaciiber Server 11
[kt

Get Started }}

Figure 3-154 Administrator Account Login Screen

3 After a valid user name and password have been provided, the IAC4500 configuration homepage will appear.

Ircermier Saburiber Server 11

| Cortgrom e | At
2 [obouaor Vamy| | Trbetat ey
B Eemimm | e
oy Acbcase el Sarina
l: f—— e [P ¢ [T L [T B vt
— = R Ty P
_ Gt moemes | _ GendPees |
T U TP ek Vi Pt Flnm aress
- P e
Ty Comy CoRE
Lk T |

iy |[PO FE s [T B iy

estoer | [TWE] e 7 oy
B b

1 Pt Sty B Py Py 9 Ty |
Trusgbeasry B A5 Ty I By

ks

Figure 3-155 System Setting Screen
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Web-Based Accounting Manager

1 Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box.
Press Enter.

kimarks Tasks Help

| | a [ 10591 1 =l

Figure 3-156 Web Browser Location Field (Factory Default)

2 The IAC4500 configuration main menu will appear. Enter “account” as the Username and “account” as
the password and click “Get Started”.

Internet Subaciiber Server 11

S T T A

Get Started }}

Figure 3-157 Web-Based Accounting Login Screen

3 After a valid user name and password have been provided, the account operator homepage will appear.

[
:
i
:

?
|
£
i

o)

EREEEREER
f
i
H

B\ [o| e o= (= (=

w0 [T3 WA 4 ReesE B

|

Figure 3-158 Static Account Operator Screen

Or

| Stthc Account Gaarsior | | Grmamic Acosunt Duerstar |

Dynamic Account Operator Panel
Chck: a button to autematcally generals a dymamic account based on the
configuration of the butbon

Figure 3-159 Dynamic Account Operator Screen

YML858 Rev1 IAC4500 Internet Access Controller User Guide
www.netcomm.com.au 119



Nellomm

Supervisor Account
1 Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box.
Press Enter.

kmarks Tasks Help

[ |@ [%10.59.1.1 =

Figure 3-160 Web Browser Location Field (Factory Default)

2 The IAC4500 configuration main menu will appear. Enter “supervisor” as the Username and “supervisor”
as the password and click “Get Started”.

Internet Subscniber Server 11

(=g e

Get Started }}

Figure 3-161 Supervisor Account Login Screen

3 After a valid user name and password have been provided, the IAC4500 configuration homepage will appear.

Internet Subscriber Server [l

Syutan
B SO n e ks Cimplag T TR 1oaracien Tir B aad hankvrs Vi
Fim Sugen ey [
0 Sadrer Took

B s 101
Firres Yecn || 0013
Easme Ben
Carcurand Uhrs Limsion | 1024
Wi W Aot | SO0E BT DA
LAH W Ackinus: | D8 DOHE I T7 080
P P Vo el micreinssy Fere 8 DHCF s
PAdkes 1621 1@ &=
T o
i Mk
Fute B Banene 430834
Dsted B Bomss 48]
Frivary DHS Seeac 1B29811
oty D95 w1101 BE M3

MR S Swar

i P Addrmx | 10512
Erl P colris |10 530 50
Lsams Tors 148D

[ )

By v 1 Aok
Gy 00
Stabs | La ol Sria
Lowsl Sty Lavsd City
B Clkcats R | Lt G
Ozt st | Lacal Herl
[T

i Adcess s 111

Figure 3-162 System Status & System Tools Setting Screen
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Super Subscriber Account

Start your Web Browser; a subscriber login page will appear. Enter “super” as the Username and “super” as
the password and click “Enter”, you can use Internet now.

Internet Subscriber Server 11

[

—
Get Started e

Figure 3-163 Super Subscriber Login Page

3-2-5-4 SSL Certificate
The function allows you to download the registered CA certificate into the IAC4500.

S5L Certificate Download
Save as ensing cetdcalo 1o the sysiom
Password I—
Cendests File I—H
Privats biay Fis [ B
220

Figure 3-164 SSL Certificate Download Setting Screen
Note: The password field must the same as the CA's registered password.

3-2-5-5 Restart
If your IAC4500 is not operating correctly, you can choose this option to display the restart IAC4500 screen.
Clicking the apply button restart the IAC4500, with all of your settings remaining intact.

Festart
Ta Restart 1hes syetem, click Apply
2y
Figure 3-165 Default Settings Screen

3-2-5-6 Logout
If you would like to leave the configuration page, please click apply to exit.

Logout

To Log canl of the wab configurator, chck dgply
ARFEY

Figure 3-166 Logout Setting Screen
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APPENDIX A. DHCP PRIVATE/PUBLIC IP POOL SETUP

1. Setup the WAN configuration
2. In the Authentication Configuration screen, select Built-in Authentication and Scenario type (A/B/C).

3. Inthe Server screen, select DHCP server (Private) and enable DHCP Server (Public). Enter IP Pool Starting
Address, Pool Size, and lease time (Public).

Note: IP Pool Starting Address (public) must be configured into the same subnet with WAN port.
4. Define Billing Profile. Select one service type, Public or Private Service.

e | DNk Frofie | EMS Configmsaion |
: AT Edving Profke
T yr— el ol o i s
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5. Connect client PC (DHCP client) to LAN port.
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Use Public IP (Billing Profile’Service Type=Public Service)

<

Gateway:

_ : WANIB: 2112114
I . ' -i _ Subnet: 255.255.255.0
.l 1.£—£if.£1.1.1& . 211-211-20

B LANIP: 10.59.1.1
- Subnet: 255.255.255.0

Ethernet Switch \M

Use Public IP Use Private IP
DHCP Client DHCP Client

Power on computer A (DHCP Client), computer A will request an IP address.

. The device’s DHCP Server (Private) will assign a Private IP to computer A with temporal lease time e.g. 5

min. (which is configurable in Ul)

Open computer A's Web browser. After 2.5 min, computer A will request again an IP (because lease
time), at this time IAC4500 will assign “Public IP” e.g. 211.21.1.2 to computer A with lease time
="Lease time (Public)”

From this moment computer A will use the assigned Public IP to sent the packet, and IAC4500 will route
the packet to internet without doing “NAT”
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Use Private IP (Billing Profile’Service Type=Private Service)

1. Power on the computer B (DHCP Client), computer B will request an IP address.

2. The device’s DHCP Server (Private) will assign a Private IP to computer B with temporal lease time e.g. 5
min. (which is configurable in Ul).

3. Open computer B's Web browser. After 2.5 min, computer B will request again an IP (because lease
time), at this time IAC4500 will assign “Private IP” e.g. 10.59.1.2 to computer B with lease time
="Lease time (Private)”

4. From this moment computer B will use the assigned Public IP to send the packet, and IAC4500 will route
the packet to internet with “NAT”.
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APPENDIX B: USE RADIUS SERVER TO SETUP YOUR
INTERNET SERVICE

IAC4500 supports Remote Authentication Dial-In user Service
(RADIUS). RADIUS is an authentication and accounting system used

by many Internet Service Providers. By integrating RADIUS with the
IAC4500, a service provider could store in the RADIUS database the
valid usage time each subscriber is allocated. For example, when
subscriber logs in, the RADIUS server will send the IAC4500 the
usage time parameters (session time-out) and IAC4500 will obey
them to control the connection from subscribers.

IAC4500’s RADIUS functionality also includes an accounting feature that allows the IAC4500 to post

“accounting start” and “accounting stop” records to RADIUS server. A service provider can use these records

to accurately track the usage on their network. IAC4500 provides two accounting types to service providers.
“Accumulate” and “Time to finish”.
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126 www.netcomm.com.au



Nellomm

Accumulate

Case 1: RADIUS Server will reply “Session time-out” attribute
Service providers create a subscriber account with a “session timeout” parameter. For example, “Session
Timeout”=2 hours account was created and assign to subscriber. When the subscriber logs in, the system
will send an “Access Request” attribute to Radius Server, if subscriber’s account is a valid account, the Radius
Server will reply “Access Accept” with “session timeout”. The System will send a “logout Window” includeing a
logout button and countdown timer starting from 2:00:00 to the subscriber’s browser. The subscriber could use
the service for 2 hours, and after 2 hours the system will disconnect the subscriber’s connection automatically.
However, if 30 minutes after login the subscriber presses the logout button, the system will terminate the
connection with the subscriber and send “Accounting Stop” including used time=1800 sec. to the Radius
Server. The next time the subscriber logs in, an “Information Window” include a logout button and countdown
timer starting from 1:30:00 will appear again.

Subscriber Internet Subscriber Server RADIUS

UsernamsaiPassward Brroee Ragissl
e
-

L J

Legaut Window with Logowt Weradow
caunt dawn time (include Sezsion Timeoul Value)
and Logout Buttan

#ccesshccepl |with *Session Time out”)

il
. i

F

Accowni “Siari”

L J

Cliant Fress Logoul
Button or Idla Time
ot

Logaul Requast il Sassion Tima Yalua)

Figure A-1 Accumulate (with Session Time Out)

Information Window

You can use Internet now!
Thizis an infermation window to show the usage and notice,
“fou can type hitp:H1.1.1.1finfo to open this window again
without VPN connection,

Remaining Usage: | 01:00:00

If you don't want to continue uzing Internet, please remember
to logout. Just click the following button.

MNotice!
If wau are going to use WPHM, please cloze the window befare

you mn WPM connection.
Logout |

Figure A-2 Information Window
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Case 2: RADIUS Server do not reply “Session timeout” attribute
Service provider creates a subscriber account without a “session timeout” parameter. When the subscriber
logs in, the system will send an “Access Request” attribute to the Radius Server, if the subscriber’s account
is a valid account, theRADIUS Server will reply “Access Accept” but no “session timeout”. The System will
send a “logout Window” including a logout button and connect time starting from 0:00:00 to the subscriber’s
browser. Now a subscriber could use the service until they click the logout button. When the subscriber
presses the logout button, the system will terminate the connection with the subscriber and send “Accounting
Stop” including used time for example 1800 sec. to the RADIUS Server. The RADIUS Server will use these
records to accurately track the usage on their network.

{H .
LL
RADIUS
Username/Passward Accass Request
: :
Lesgout Window with Logaut Window ) .
E.Dugn[ down lime {no Session Timeaut Value) ACCEss Accapl (D "Sesskon Time oul™)
and Lagolt Bulton ot ot
Acceunt "Stanl”
L.
-
Client Press Logout
Bulton or [dls Tima Accound " Hop”
aul Logout Request {Include Account Session Time Yalua)
- -
- -
Figure A-3 Accumulate (Without Session Time Out)
=l81x
YoM can use mMemen s
T il 8 by Bt mall almew Wi pumanl b lagaed
Connection Time: fo®
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Service providers create a subscriber account with a “session timeout” parameter. For example, “Session
Timeout”=2 hour account created and assigned to a subscriber. When the subscriber logs in, the system will
send an “Access Request” attribute to the RADIUS Server, the account is a valid account, RADIUS Server will
reply “Access Accept” with “session timeout”. System will send a “logout window” with a countdown timer
starting from 2:00:00 but with no Logout Button to the subscriber’s browser. The subscriber could use the
service for 2 hours, and after 2 hours the system will automatically disconnect the subscriber’s connection.
However, the subscriber is not allowed to logout manually. When the system terminates the connection with
the subscriber it will send “Accounting Stop” including used time=7200 sec. to the Radius Server. This
indicates that the account is only allowed for single use.

Note: If “Time to finish” is selected, but RADIUS Server do not reply “Session Timeout”, an error message “No Session Time out” will pop
up on subscriber’s browser.
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Figure A-6 Logout Window
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APPENDIX D. REGISTERING YOUR
NETCOMM PRODUCT

All NetComm Limited (“NetComm”) products have a standard 12 month warranty from date of purchase
against defects in manufacturing and that the products will operate in accordance with the specifications
outlined in the User Guide. However some products have an extended warranty option (please refer to
packaging). To be eligible for the extended warranty you must supply the requested warranty information to
NetComm within 30 days of the original purchase by registering on-line via the NetComm web site at:

www.netcomm.com.au

Contact Information
If you have any technical difficulties with your product, please do not hesitate to contact NetComm’s

Customer Support Department.

Email: support@netcomm.com.au
Fax: (+612) 9424-2010
Web: www.netcomm.com.au
IAC4500 Internet Access Controller User Guide YML858 Revi

130 www.netcomm.com.au



NelLomm
APPENDIX E: LEGAL & REGULATORY INFORMATION

This manual is copyright. Apart from any fair dealing for the purposes of private study, research, criticism or review, as permitted under the
Copyright Act, no part may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical,
recording or otherwise, without the prior written permission of NetComm Limited. NetComm Limited accepts no liability or responsibility, for
consequences arising from the use of this product.

NetComm Limited reserves the right to change the specifications and operating details of this product without notice.
NetComm is a registered trademark of NetComm Limited.

All other trademarks are acknowledged the property of their respective owners.

Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following information and warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the ACA TS008
Standard.

(2)  This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACA . These standards are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio noise and, if not installed and used in accordance with the instructions detailed within this manual, may cause interference to
radio communications. However, there is no guarantee that interference will not occur with the installation of this product in your home or
office. If this equipment does cause some degree of interference to radio or television reception, which can be determined by turning the
equipment off and on, we encourage the user to try to correct the interference by one or more of the following measures:

e Change the direction or relocate the receiving antenna.

e Increase the separation between this equipment and the receiver.

e Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV is connected.
e Consult an experienced radio/TV technician for help.

(3)  The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with any other
product or do not use any other power supply that is not approved for use with this product by NetComm. Failure to do so may cause damage
to this product, fire or result in personal injury.
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Product Warranty

The warranty is granted on the following conditions:

1.

2.

3.

This warranty extends to the original purchaser (you) and is not transferable;
This warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with the product;

The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of NetComm
including producing such evidence of purchase as NetComm may require;

The cost of transporting product to and from NetComm’s nominated premises is your responsibility; and,

NetComm does not have any liability or responsibility under this warranty where any cost, loss, injury or damage of any kind, whether direct,
indirect, consequential, incidental or otherwise arises out of events beyond NetComm’s reasonable control. This includes but is not limited to:
acts of God, war, riot, embargoes, acts of civil or military authorities, fire, floods, electricity outages, lightning, power surges, or shortages of
materials or labour.

The customer is responsible for the security of their computer and network at all times. Security features may be disabled within the factory
default settings. NetComm recommends that you enable these features to enhance your security.

The warranty is automatically voided if:

1.

2.

You, or someone else, use the product, or attempts to use it, other than as specified by NetComm;

The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or
communication line, whether caused by thunderstorm activity or any other cause(s);

The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance with the user
manual supplied;

Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service centre
authorised by NetComm; and,

The serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitations of Warranty

The Trade Practices Act 1974 and corresponding State and Territory Fair Trading Acts or legalisation of another Government (“the relevant acts”) in
certain circumstances imply mandatory conditions and warranties which cannot be excluded. This warranty is in addition to and not in replacement
for such conditions and warranties.

To the extent permitted by the Relevant Acts, in relation to your product and any other materials provided with the product (“the Goods”) the liability
of NetComm under the Relevant Acts is limited at the option of NetComm to:

Replacement of the Goods, or

Repair of the Goods, or

Payment of the cost of replacing the Goods, or
Payment of the cost of having the Goods repaired.

All NetComm ACN 002 490 486 products have a standard 12 months warranty from date of purchase. However some products have
an extended warranty option (refer to packaging). To be eligible for the extended warranty you must supply the requested warranty
information to NetComm within 30 days of the original purchase by registering on-line via the NetComm web site at

www.netcomm.com.au
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Contact Information
If you have any technical difficulties with your product, please do not hesitate to contact NetComm’s Customer Support Department.

Email: support@netcomm.com.au

www.hetcomm.com.au

Note: NetComm Technical Support for this product only covers the basic installation and features outlined in the Quick Start Guide. For further information regarding
the advanced features of this product, please refer to the configuring sections in this User Guide or contact a Network Specialist.

® NetComm Limited A8 85 002 490 486
ﬂ mm PO Box 1200, Lane Cove NSW 2066 Australia
E - sales@netcomm.com.au W — www.netcomm.com.au

WWwW.nNeLcomim.com.aly



