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Introduction

The VPN100 will perform three main functions when used to connect your PC, these functions
are described below:

Ml Internet - Provide a Network/Internet connection

The VPN100 will provide a safe Network/Internet connection to:

B An Office Ethernet LAN and the Internet
B The Internet via an ADSL modem
B The Internet via an Cable Internet modem
B Firewall - Prevent Hacker attacks and Network Viruses.

Another use for the VPN100 is simply to protect you from viruses and trojans when sharing
files with a local network which you can’t trust (such as downloading a file from a
customer’s local server when out on-site). Of course at the same time you can use that
network’s Internet connection to Surf or connect to your Remote Office VPN. The
Hardware Firewall will protect your PC from Hacker attacks coming from the local network
or from the Internet. This protection is part of the VPN100 hardware and therefore does not
slow down your PC’s performance.

Bl VPN - access your office network from anywhere

The Built-in VPN end points can be pre-configured (usually by your company’s Network
Administrator) to connect to your Company’s IPsec VPN service via the Internet. This will
allow you to access your Company’s Office resources from anywhere whilst maintaining
data integrity and security.

Note: The VPN100 always connects to your computer via the USB socket and
USB Cable. The Ethernet socket is intended to be connected to the Internet
or an Un-trusted Network. If you connect your computer to the VPN100 via
the Ethernet socket, the VPN100 will not work.

Rev.1 - YML701 www.netcomm.com.au
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Package Contents

The following items should be contained in your NetComm Personal Firewall VPN Adaptor
Package:

B NetComm Personal Firewall VPN Adaptor (VPN100)

B Package Contents Note and this Traveller’s Guide

B NetComm Driver CD-ROM (including drivers and @
additional user guide)

B Etherent Network Cable (RJ-45) = X
%\4

. (B A
B USB Connection Cable %@ =

Check the contents of your package and, if any parts are missing or damaged, please contact
your Dealer.

www.netcomm.com.au Rev.1 - YML701
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VPN100 LEDs

The following figure shows the top view of the NetComm VPN100.

The LEDs on the top indicate the status of the unit.

LED

Session

Diag

Link/Act

Full/Col

100

USB

Colour

Orange

Red

Green

Green

Orange

Green

Description

The Session LED indicates a successful VPN Tunnel has been
established between two endpoints.

The Diag LED lights up when the Adapter goes through its self-
diagnosis mode during every boot-up. It will turn off upon
successful completion of the diagnosis.

The Link/Act LED serves two purposes. If the LED is
continuously lit, the Adapter is successfully connected. If the
LED is flickering, the Adapter is actively sending or receiving
data.

The Full/Col LED also serves two purposes. If this LED is lit up
continuously, the connection is running in Full Duplex mode.

Ifthe LED flickers, the connection is experiencing collisions.

If this LED flickers too often, there may be a problem with your
connection. See “Appendix A: Troubleshooting” if you
encounter this problem.

The 100 LED lights up when a successful 100Mbps connection
is made.

If this LED does not light up, then your connection speed is 10
Mbps.

The USB LED lights up when the Adapter is connected to a PC
and powered on.

Rev.1 - YML701
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Connecting your VPN100

1. Before you begin, make sure that all of your hardware is powered off, including the Adapter,
PCs, cable or DSL modem, and/or Router.

2. Connect one end of the USB cable to the USB port on the Adapter and the other end of the
USB cable to a USB port on your PC.

3. Connect one end of an Ethernet cable to the Ethernet port on the Adapter, and the other end
to an Ethernet port (LAN port) on a Network. If you are not using a Router, you can
connect it directly to a Cable or DSL modem.

If the PC is powered up:
* The USB LED will light up green as soon as the Adapter is connected correctly to the
PC.
*  The Diag LED will light up red for a few seconds when the Adapter goes through its
self-diagnostic test. This LED will turn off when the self-test is complete.

4. Turn on the PC, cable or DSL modem and/or Router.
5. If this is the first time you have connected the VPN100 Adapter to this computer, you will

be prompted to install drivers by Windows. Refer to the following section and follow the
instructions for the version of Windows you are using.

www.netcomm.com.au Rev.1 - YML701
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The following section details the driver installation instructions for Windows XP. For other
operating systems, please refer to the User Guide on the CD-ROM

Windows XP

1. Insert the NetComm Driver CD-ROM in
your CD-ROM drive and turn on your
computer.

2. When prompted by the Found New
Hardware Wizard confirm that “Install
the software automatically
(Recommended)” is selected and click on
Next>.

3. The Found New Hardware Wizard will
search for the correct driver.

4. Select the NetComm Personal USB
VPN/Firewall and click on Next>.

Rev.1 - YML701
VPN100 Traveller’s Guide

Found New Hardware Wizard,

‘Welcome to the Found New
Hardware Wizard

This wizard helps pau install saftware for

NetComm USE Adapter

(*) If your hardware came with an installation CD
5B or floppy disk. insert it now.

‘What do you want the wizard to do?

(&) Install the: software automatically [Recommendead)
© Install from  list or specific location [dvanced)

Click Nest to continue,

Found New Hardware Wizard

Please wait while the wizard searches.

@ NetComm USB Adapter

Found New Hardware Wizard

Please select the best match for your hardware from the list below.

NetComm Personal USE YPN/Firewal

/8y This driver is not digitally signed!
Tell me by driver signing is important

<Back [ Mm> | [ Concel

www.netcomm.com.au
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5. If prompted, click on Continue Anyway
to proceed with the installation.

6. Windows will install the driver on your
system.

7. Click on Finish to complete the
installation.

8. Windows XP will advise that a new
network device has been installed.

www.netcomm.com.au
Page 8

Hardware Installation

r} The software you are instaling for this hardware
.
HetComm Personal USE VPN/Fiewal

has not passed Windows Loge testing to verify ts compatbiity

with Windows <P (Tell me whu this testing is important. )

your installation of this software may impair
ize the correct operation of your spstem
ediately or in the Future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[(EF5 ratainion

Found New Hardware Wizard,

Please wait while the wizard installs the software...

MetComm Personal LISB WP Firewall

VPN1O0.ps
To C:AWINDOWS S pstem32ADRIVERS

( 1
( )

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has firished instaling the software for:

MetCammn Personal USE WPM Firewall

Click Finish to close the wizard

jg New network device installed

Windows has detected the installation of a new networking
device. If you want ko set up a network, click here to run the
Mebwork Sekup Wizard,

Rev.1 - YML701
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Configuring the VPN100

Using the Web-based User Interface

The NetComm VPN100 uses a Web-based User Interface for configuration. Start your web
browser and type http://192.168.1.1 in the browser’s address box and press “Enter”. This
address is the factory default IP Address of your NetComm VPN100. You should check if it has
been changed by your Network Administrator.

k% nter Network Password

@ Please type your user name and password.
Site: 19216811
Realm Personal USE WPM/Firzwall

User Name Iadmln

Password I’“‘"’“‘

™ Save this password in pour password list

Ok I Cancel |

The “Username and Password Required” prompt box will appear. Leave the “User Name”
empty and type “admin” (default password) for the “Password”. Click “OK”. The setup
screen will load.

Note: This password should be changed via the Administration page immediately.
The password can be reset by restoring the factory defaults with the Reset
button.

‘When making changes to the settings, click on the “Apply” button before moving to another

page. The router will reboot and refresh the screen in five seconds. Continue the session by

selecting more menu items.

Note: This log-in process will only be required when you are changing the connection
type, configuring other options or when you are Connecting / Disconnecting
VPN tunnels in the VPN100.

The VPN100 factory defaults have the WAN connection type set as “Obtain IP
Automatically” (known as DHCP). You may not need to configure anything if
this is the mode that suits your connection situation.

There are three sets of Username & Passwords described in this guide:

W The ‘Admin’ password which allows you to access your VPN100 to make
configuration changes to it. This password belongs to the VPN100 and will
always be the same unless you change it.

B The ‘PPP’ or ‘Heartbeat’ Username & Password which authenticates you
with your ISP. (Only required when using PPP or Heartbeat connection
types.) This password belongs to the ISP and it will depend upon your
account with the ISP,

W Hotel or Airport Username & Passwords are some times issued when you

are accessing the Internet via a paid service. This username and password
is likely to be different for every different paid service you use.

Rev.1 - YML701 www.netcomm.com.au
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Choices when Travelling

Note: If this is the first time you are using the VPN100, you will need to install the
correct USB drivers for your operating system before choosing your connection
type. Refer to the “Installing USB Drivers” section.

When you are travelling you may need to change the configuration of the VPN100 to suit the
type of connection you wish to use.

The main connection types are:

B DHCP Ethernet Connection or “Obtain IP automatically”
B A Static IP Ethernet Connection or “Static IP”

B A directly connected ADSL modem or “PPPoE service”
B A PPTP Ethernet service or “PPTP service”

B A directly connected Telstra Cable modem or “Heartbeat”

To help you choose the type of connection you may need to use for your location please see the
following scenarios and follow the instructions given.

www.netcomm.com.au Rev.1 - YML701
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Connecting to an office LAN (Ethernet connection)

Often when you are visiting a Client’s office you will need to connect back to your company’s
office network to retrieve a file or check your email. Most commonly, the connection provided is
an Ethernet (LAN) port on the wall or a Network Switch. When connecting in this way you can
access the local office, the Internet (presuming the local office has an Internet connection) and
your Companies office (presuming you have a VPN server / Gateway at your remote office).

Internet

Lﬂ_

Built-in Firewall Internet
Gateway
Network
Desktop PC Wall Socket Switch
Local DHCP Mail Virus
Server Server Server Infected PC

Ask the Local Network Administrator

It is advisable to speak to the Local Network Administrator of the client’s office to see if there
are any restrictions (such as MAC / IP filtering or lack of VPN pass-through) on the network
that may block access to local resources and more importantly access to the Internet. You will
also need to enquire if the LAN supports DHCP, and what IP address you should use if it does
not.

DHCP or Static?

Most modern office networks run a DHCP server that will automatically allocate your VPN100
with the correct IP address settings — this is the easiest way to connect and you should try this
setting first. Alternatively you should ask the Local Network Administrator for “Static IP
address” settings to allow you to connect to the local network. Once you have decided your
connection method please refer to one of the two options as follows:

Note: In its factory default mode the VPN100 is already set to use DHCP.

Rev.1 - YML701 www.netcomm.com.au
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Option 1 - Using DHCP (follow these steps if the Local Network
supports DHCP)

If the office uses DHCP follow the steps below to configure your connection:
1. Join your VPN100 to your computer’s USB socket with the USB cable.

2. Use the Ethernet cable provided to connect the VPN100 to an Ethernet port provided by the
office you are visiting. Check that the “Link/Act” light on the VPN100 is now lit.

3. Log in to your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

b

. — n "
D, > ] \ﬂ IELI .'\J 7/ ! Search ‘:\? Favarites @Media &e - i (=3

Address 192.168.1.1

4. When prompted for the Username and Password, enter them as previously set by the owner
of the VPN100. The defaults are “admin” for username and “admin” for password.

{3 nter Network Password EHE

% Please type your user name and password

Site: 19216811

Realm Personal USE YPN/Firewal

User Name Iadrmn

Password I”m

™ Save this password in your password list

Cancel

5. In the Onepage setup screen, click the down arrow of the “WAN connection type” box and
choose “Obtain an IP Automatically”. Then click “Apply” at the bottom of the page.

OnePage Setup

W 7 A

Main Menu

Advanced

o Host Name: (Required by some ISPs)
Domain Name: (Required by some ISPs)
. Private IP Address (MAC Address: 00-01-36-07-20-2C)
Device IP Address: 192 168 |1 1
Subnet Mask: 265.265.255.0 |~

WAN Connection Type

in type you wish to use

www.netcomm.com.au Rev.1 - YML701
Page 12 VPN100 Traveller’s Guide



Nelbomm

6. Your VPN100 will reboot ( and your connection will be lost temporarily). Once the reboot is
completed you can choose “Status Monitor” from the menu to view the IP address you have
obtained via DHCP.

Note: If your “Public IP address” is shown as “0.0.0.0” then you have not been
automatically assigned an IP address. Speak to the local network
administrator for further advice.

7. Your computer should now be able to view the Local Network as well as access the Internet
via the local network’s Internet connection. If you have a VPN tunnel pre-configured you
should also be able to enable that tunnel to connect through the Internet to your company’s
office network.

Option 2 - Using Static IP (follow these steps if the Local Network
does not support DHCP)

1. Consult your local Network Administrator and ask them for the following settings:

Static IP Address

Subnet Mask

Gateway

DNS

DNS 2 (optional)

2. Join your VPN100 to your computer’s USB socket with the USB cable.

3. Use the Ethernet cable provided to connect the VPN100 to an Ethernet port provided by the
office you are visiting. Check that the “Link/Act” light on the VPN100 is now lit.

4. Log in to your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

J L/I \ﬂ @ h /:\J Search “5‘1:( Favarites eMedia 6‘3 [j_\:' .,___\_.,_', —=

Address | 192,168.1.1

5. When prompted for the Username and Password, enter them as previously set by the owner
of the VPN100. The defaults are “admin” for Username and “admin” for password.

B2 nter Network Password [ 7] ]
Flease type your user name and password
Site: 19216811
Realm Personal LISB WPN/Firewall
UserName [adimin
Password I’“”
™ Save this password in your password list
Rev.1 - YML701 www.netcomm.com.au
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In the Onepage setup screen, click the down arrow of the “WAN connection type” box and
choose “Static IP”. Enter the details as supplied by the Local Network Administrator, i.e.
Static IP Address (WAN), Subnet Mask, Gateway (Default Gateawy), DNS1. Then click
“Apply” at the bottom of the page.

OnePage Setup

W 7

Main Menu

Host Name: {(Required by some I5Ps)

Domain Name: (Required by some 15Ps)

Private IP Address (MAC Address: 00-01-26-07-20-2€)
Device IP Address: 192|168 |[1 1
Subnet Mask: 2852552550 v

WAN Connection Type Static IP v

Select the Internet connection type you wish to use
Specify WAN IP Address: 0 0 0 0
Subnet Mask: 255 | (255 | 285 | 0
Default Gateway Address: 0 0 0 0
DNS(Required) 1: 0 0 0 0
DNS 2: 0 0 0 0
DNS 3: 0 0 0 0
www.netcomm.com.au Rev.1 - YML701
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Connecting to a Hotel / Airport Ethernet (LAN) port

Often when you are visiting Hotels or Airports you will need to connect back to your office
network to retrieve a file or check your email. Most commonly, the connection provided is an
Ethernet port on the wall or a Network Switch. When connecting in this method using the
VPN100 you can access the Internet (and run a VPN tunnel to your office) whilst remaining
shielded (firewalled) from other people on the Hotel / Airport Network.

Vulnerable without
the Protection of
the VPN100

Wall Socket
Built-in Firewall

Ethernet Internet

—— Wall Socket
Your Computer VPN100

f;ther i

Internet
Services
Wall Socket

Your Office

Hotel Hacker

Rev.1 - YML701
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Hotel / Airport Username & Password

Because most Airport / Hotel Internet services are “Pay for time” type services you may need
to also complete an extra log-in screen with a username and password that is given to you when
you purchase your internet access. This log-in screen can only be accessed after you have
chosen your VPN100 connection method. The Hotel / Airport log-in screen may look something
like the screen below:

| Fle Edb View Favorkes Toos Help

O O RGP e @ue @ 2 LEHU B

| Addess [ ) hitp:f/10,0,0,1jwebi24.c0i

Welcome to the

Morrison Hotel Internet Service

Username: | ‘

Password:

Follow the steps below to configure your connection;
1. Join your VPN100 to your computer’s USB socket with the USB cable.

2. Use the Ethernet cable provided to connect the VPN100 to an Ethernet port provided by the
Hotel / Airport you are visiting. Check that the “Link/Act” light on the VPN100 is now lit.

3. Log into your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

@Back e @ @ @ pSearch *Favorites @ reis £4) @v t?é

Address | 192,188.1.1

www.nhetcomm.com.au Rev.1 - YML701
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4. When prompted for Username and Password enter them as previously set by the owner of
the VPN100. The defaults are “admin” for username and “admin” for password.

e [ 7] %]

% Please type your user name and password
Site 192.168.1.1

Realm Personal LUSB YPN Firewall

User Name Iadmm

Passward I *****

™ Save this password in bour password list

Cancel

5. In the Onepage setup screen, click the down arrow of the “WAN connection type” box and
choose “Obtain an IP Automatically”. Then click “Apply” at the bottom of the page.

OnePage Setup

W 7 A

Main Menu

N Host Name: (Required by some ISPs)
omain Name: o
Private IP Address (MAC Address: 00-01-36-07-20-2C)

Device 1P Address: 192 [1es |1 1
Subnet Mask: 266.266.256.0 v

WAN Connection Type

Obtain an IF automatically

Log Out

6. Your VPN 100 will reboot (your connection will be lost temporarily). Once the reboot is
completed you can choose “Status Monitor” from the menu to view the IP address you have
obtained via DHCP.

Note: If your “Public IP address” is shown as “0.0.0.0” then you have not been
automatically assigned an IP address, speak to the Hotel / Airport operator
for further advice.

7. Your computer should now be able to browse the Internet via the Hotel / Airport Internet
connection. If you find that when browsing your are presented with another (different) log-
in screen (such as shown above) then you may need to enter a Username and Password
issued by the Hotel / Airport before being allowed access to the Internet. Once you have
done this you should not only be able to access the Internet but you should also be able to
enable your pre-configured VPN tunnel.

Rev.1 - YML701 www.netcomm.com.au
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Connecting directly to an ADSL Internet modem

When using your VPN100 at home with an ADSL Internet service the best way to connect is by
plugging the VPN100 Ethernet port directly into the Ethernet port of an ADSL modem. In this
scenario the ADSL modem should be in ‘Bridged mode’ not ‘Routed mode’.

Note: If you wish to use your VPN100 with an ADSL Router (or ADSL Gateway)
which shares the ADSL connection with more than one computer then you
should treat the connection as an ‘Office LAN’ and follow the instructions
for “Connecting to an Office LAN”

“‘ Built-in Firewall

Notebook PC VPN100 ADSL Modem
(NetComm's NB1300)

f—

S
————
Internet Hacker Your Office

Follow the steps below to configure your connection;
1. Turn on your ADSL modem, with an enabled ADSL line connected to your ADSL modem.
2. Join your VPN100 to your computer’s USB socket with the USB cable.

3. Use the Ethernet cable provided to connect the VPN100 to the Ethernet port of your ADSL
modem. Check that the “Link/Act” light on the VPN100 is now lit.

4. Log into your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

QBack \) @ @ {;j pSearch *Favorites QMedia @ 8' E;; E

Address | 192.168.1.1

5. When prompted for the Username and Password, enter them as previously set by the owner
of the VPN100. The defaults are “admin” for Username and “admin” for password.

www.netcomm.com.au Rev.1 - YML701
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h ZMEI Metwork Password

6. In the Onepage setup screen, click the down arrow of the “WAN connection type” box and
choose “PPPoE”.

7. The screen will change briefly, type in your PPP username and password as given to you by
your ISP (please note this is NOT the same as your Admin password used to log in to the
VPN100). Then click “Apply” at the bottom of the page.

Note: If you select PPPoE, you will no longer need to use any ISP supplied PPPoE
software on your computer to connect to the Internet (the VPN100 does this
for you)

8. Your VPN100 will reboot (and your connection will be lost temporarily). Once the reboot is
completed you can choose “Status Monitor” from the menu to view the IP address you have
obtained via DHCP.

Note: If your “Public IP address” is shown as “0.0.0.0” then you have not been
automatically assigned an IP address, speak to the local network
administrator for further advice.

9. Your computer should now be connected to the Internet via your ADSL modem. If you have
a VPN tunnel pre-configured you should also be able to enable that tunnel to connect
through the Internet to your company’s office network.

Rev.1 - YML701 www.netcomm.com.au
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Connecting directly to an Optus Cable Internet modem

When using your VPN100 at home with an Optus Cable Internet service the best way to
connect is by plugging the VPN100 Ethernet port directly into the Ethernet port of your Optus
Cable modem. The Optus cable system does not require a username and password and it uses
DHCEP to assign you a Public IP address.

Note: If you wish to use your VPN100 with an existing Broadband Router, which
shares the Optus Cable connection with more than one computer, then you
should treat the connection as an ‘Office Network’ and follow the
instructions for “Connecting to an Office LAN”.

Notebook PC VPN100 Cable Modem
(Optus)

f—

“Other
Intemet
Services

i

Intemet Hacker Your Office

Follow the steps below to configure your connection:

1. Turn on your Optus Cable modem, ensure the Cable modem is connected to the Cable
network and has “Cable Sync”.

2. Join your VPN100 to your computer’s USB socket with the USB cable.

3. Use the Ethernet cable provided to connect the VPN100 to the Ethernet port of your Cable
modem. Check that the “Link/Act” light on the VPN100 is now lit.

4. Log into your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

OBack -J @ @ {;j pSearch *Favorites QMedia @ B' %

Address | 192.168.1.1

www.netcomm.com.au Rev.1 - YML701
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5. When prompted for the Username and Password, enter them as previously set by the owner
of the VPN100. The defaults are “admin” for Username and “admin” for password.

e [ 7] %]

? Please type your user name and password

Site 192.168.1.1

Realm Personal LUSB YPN /Firewsall

User Mame: Iadmin

Password I*W*

™ Save this password in bour password list

Cancel

6. In the Onepage setup screen, click the down arrow of the “WAN connection type” box and
choose “Obtain an IP Automatically”. Then click “Apply” at the bottom of the page.

l’m ;- OnePage Setup

Main Menu

p=— Host Name: (Required by some I5P5)
Domain Name: (Required by some ISPs)
o D 05 Private IP Address (MAC Address: 00-01-36-07-20-2C)

Device IP Address: 182 188 |1 1

Subnet Mask: 2662662660 v

WAN Connection Type Obtain an IP automatically

in type you wish to use

7. Your VPN 100 will reboot (and your connection will be lost temporarily). Once the reboot
has completed you can choose “Status Monitor” from the menu to view the IP address you
have obtained via DHCP.

Note: If your “Public IP address” is shown as “0.0.0.0” then you have not been
automatically assigned an IP address, speak to the local network
administrator for further advice.

8. Your computer should now be able to view the Local network as well as access the Internet
via the local network’s internet connection. If you have a VPN tunnel pre-configured you

should also be able to enable that tunnel to connect through the Internet to your company’s
office network.

Rev.1 - YML701 www.netcomm.com.au
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Connecting directly to a Telstra Cable Heartbeat Modem

When using your VPN100 at home with a Telstra Cable Internet service the best way to connect
is by plugging the VPN100 Ethernet port directly into the Ethernet port of a Telstra Cable
modem.

Note: If you wish to use your VPN100 with an existing Broadband Router, which
shares the Telstra cable connection with more than one computer, then you
should treat the connection as an ‘Office Network’ and follow the
instructions for “Connecting to an Office LAN”.

Built-in Firewall

Notebook PC Cable Modem

(Telstra)

(" Other

Internet
Services

Intemet Hacker Your Office

Follow the steps below to configure your connection:
1. Turn on your Telstra Cable modem.
2. Join your VPN100 to your computer’s USB socket with the USB cable.

3. Use the Ethernet cable provided to connect the VPN100 to the Ethernet port of your Telstra
Cable modem. Check that the “Link/Act” light on the VPN100 is now lit.

4. Log in to your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

OBack -;\) @ @ {;j pSearch ‘\f\?Favorites QMedia @l 87 %

Lddress | 192.168.1.1

5. When prompted for the Username and Password enter them as previously set by the owner
of the VPN100. The defaults are “admin” for Username and “admin” for password.

www.netcomm.com.au Rev.1 - YML701
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zntel Metwork Password

6. In the Onepage setup screen, click the down arrow of the “WAN connection type” box and

choose “Heartbeat”.

7. The screen will change briefly. Type in your Heartbeat username and password as given to
you by your ISP (please note this is NOT the same as your Admin password used to log

into the VPN100).

8. Type in the Heartbeat Server number as provided by your ISP. Then click “Apply” at the
bottom of the page.

Note: At the time of printing the Telstra cable service was changing. If Option 1

does not work as a valid HBS number please try option 2 for your state. In
the future you may not be required to specify the actual Heartbeat Server IP
address at all in this case the HBS field will not be visable in the VPN100

configuration screen.

STATE OPTION 1 OPTION 2
NSW 61.9.192.13 61.9.192.13
VIC 61.9.128.13 61.9.128.13
QLD 61.9.208.13 61.9.128.13
WA 61.9.240.13 61.9.192.13
SA 61.9.224.13 61.9.192.13
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9. Your VPN100 will reboot (and your connection will be lost temporarily). Once the reboot is
completed you can choose “Status Monitor” from the menu to view the IP address you have
obtained via the Cable connection.

Note: If your “Public IP address” is shown as “0.0.0.0” then you have not been
automatically assigned an IP address, speak to your ISP for further advice.

10. Your computer should now be connected to the Internet via the Telstra Cable Internet
connection. If you have a VPN tunnel pre-configured you should also be able to enable that
tunnel to connect through the Internet to your company’s office network.
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Starting / Terminating your VPN session

The VPN100 can be configured with up to five VPN tunnels that will allow you to securely
connect to remote offices. The VPN tunnels can be configured to connect automatically when
there is an Internet connection, but most often you will want to start them manually.

Note: This guide does not detail how to configure the VPN tunnels. It presumes
your VPN tunnels have already been correctly configured to connect to your
desired network. For more information please refer to the User guide.

To Start your VPN Session

1. Connect your VPN100 via one of the methods suggested and confirm you have access to the
Internet (e.g. check you can load a web page).

2. Log into your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

(€] \_,) @ @ \-_;j ;j Search ‘fj‘\? Favorites eMedia @ E:,;:{v :‘\; =

Address | 192.168.1.1

3. When prompted for Username and Password enter them as previously set by the owner of
the VPN100. The defaults are “admin” for Username and “admin” for password.

2 nter Network Password [7]

? Please type your uger name and pazsword.
Site: 192.168.1.1

Realm Personal USE WPN /Firewall

User Hame: Iadmin

Password I*W*

™ Save this password in your passward list

Cancel

4. From the left hand menu choose VPN, when the VPN page loads choose the tunnel you wish
to start.

Tunnel1 {Enduser>HQ) v

Enduser > HQ)

Tunnel2 (—)
Tunnel3 (—)
Tunnel 4 (—)
Tunnel 5 {(—)
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5. Ensure the tunnel is enabled.

This Tunnel: () Enable O Disable

6. Scroll down to the bottom of the page and click ‘Connect’ (if you had to enable the tunnel
first click ‘Apply’ then click ‘Connect’)

7. After a few seconds the tunnel should have been connected. Check this by refreshing your
browser screen (select VPN from the left hand menu again) and check the bottom of the page
for the Status. Alternatively you can click the Summary button or check that the session
LED is now lit on the VPN100.

3 Summary - Microsoft Internet Explorer

VPN Settings Summary

WAN [P:0.0,0.0

- 192.168.1.0 10.0.0.0
1, Enduser > HQ Disconnactad 255.255.255.0  255,255.0.0 66.1.2.3 DES MDS ISAKMP PFS

8. Ifthe VPN tunnel status is ‘connected’ you can now start accessing resources on the remote
network.

To Terminate a VPN Session

1. Follow steps 1 to 4 from the previous section (but chose the tunnel you wish to ‘Terminate’
instead of ‘Start’)

2. Once you have chosen the tunnel, scroll to the bottom of the page and click “Disconnect”.
When the page refreshes the tunnel status should now be “Disconnected”. You can double
check by clicking the “Summary” button to see which tunnels are connected and which have
been disconnected.

Note: If the Advanced settings of your VPN Tunnel are set to “Keep Alive” then the
VPN tunnel will be created whenever you have an internet connection.
Choosing ‘Disconnect’ for this tunnel will only disconnect the tunnel
temporarily. You must disable the "keep alive” option if you do not wish this
tunnel to continue automatically.

Other Options:
[INetBIOS broadcast
[C] Anti-replay
Keep-Alive
[C]1f IKE failed mare than \5 ‘times, block this unauthorized IP for 60 seconds
Ty
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Enabling / Disabling your firewall

The VPN100 is equipped with an Active Firewall which helps protect against Hacker attacks.
However, sometimes you may need to turn off the active firewall to allow more sensitive
Internet / Network applications to work through the VPN100. If you do disable the Active
component of the firewall, the “NAT process’ will still be in place to offer moderate security.
To disable the Active Firewall

1. Connect your VPN100 via one of the methods suggested and confirm you have access to the
Internet (e.g. check you can load a web page).

2. Log into your VPN100 by typing the Device IP address into the location bar of your web
browser. The Default IP address is “192.168.1.1”

< (=) | |ﬂ @ h /.:\J search ‘{'\':(Favorites @Media ﬁ‘} [_\'v :-\;; —

Address | 192.168.1.1

3. When prompted for the Username and Password, enter them as previously set by the owner
of the VPN100. The defaults are “admin” for Username and “admin” for password.

B2 nter Network Password HE

? Please type your user name and password,
Site: 18216811

Realm Personal USE YPN/Firewall

User Name Iadmm

Pasgward I ‘‘‘‘

™ Save this password in your password list

Cancel

4. From the left hand menu choose Firewall

5. When the Firewall page loads choose “Disable” and click “Apply” at the bottom of the page.

Firewall Option

Advanced Firewall .
Protection: (Enable ¢ Disable

You Firewall is now disabled. You should re-enable your firewall when you have finished using
the application that does not work through a firewall.
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The only travelling companion for secure communications

protected from hackers.

Desktop PC

VPN100

Client with
Active SPI firewall

Notebook PC

ETHERNET

Access your corporate or home network from wherever you are in
the world with the NetComm Mobile VPN100. Advanced security
features such as an active SPI firewall also ensure that you are

Simple to install and configure, this small and lightweight device is perfect for any travelling
executive. Just connect the NetComm Mobile VPN100 Firewall to your Notebook’s USB port
and access your network resources remotely from a hotel or another office via the Internet.

It’s an essential travelling companion for every business executive.

INTERNET
CONNECTION TYPES

Cable Internet Modem
OR ADSL Modem
OR Hotel Network

OR Customer’s
office network

Internet
services

Customer’s office network

=
Ta)a 3

Network PCs ~ Server

Your remote
office network

KEY FEATURES

Connects via PPPoE ADSL, LAN (DHCP) or Cable
Internet

Built-in IPsec VPN end-
DES/3DES encryption

nts with strong

Active hardware SPI firewall checks all incoming
data

Works with almost any Windows PC
USB powered (no power pack required)

Supports URL filtering — blocks; Java, ActiveX,
Proxy & Cookies

Network Address Translation hides PC from
outsiders

Easy to configure via your PC’s web browser

Back up and restore the device configuration
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