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Overview

Introduction

This manual provides information related to the installation, operation, and utilization of the NF1ADV.

Target Users

The individual reading this manual is presumed to have a basic understanding of telecommmunications terminology and concepts.

Prerequisites

Before continuing with the installation of your NF1ADV, please confirm that you comply with the minimum system requirements

below.
= Computer with Windows, Macintosh, or Linux-based operating systems with a working Ethernet adapter with TCP/IP
Protocol installed.
= A Web Browser such as Internet Explorer, Netscape Navigator, Mozilla Firefox, Opera, Safari etc.
= Wireless Computer System Requirements:
o Computer with a working 802.11b, 802.11g or 802.11n wireless adapter.
Notation

The following symbols are utilised in this user manual:

A

The following note requires attention

N

The following note provides a warning

i

The following note provides relevant information

NF1ADV User Guide - YML38
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Product Introduction

Product Overview

ADSL2/2+ Integrated Access Device.

1 x 10/100/1000 Gigabit WAN port.

4 x 10/100 LAN Ethernet port.

2 x FXS Voice ports (circuit-switched).

1 x FXO port for PSTN calling.

802.11n up to 300Mbps Wireless' (Backward compatible with 802.11b/g).
DECT CAT-IQ 2.0 base station with DECT association button.

2 x USB host ports supporting mass storage file sharing and print serving.
WiFi Protected Setup (WPS) for wireless connectivity.

VPN pass-through (PPTP, L2TP, IPSec).

Browser based interface for configuration and management.

1. Speeds are dependent on network coverage. See your MBB provider coverage maps for more details. The total number of WiFi users can also affect data speeds.
The maximum wireless signal rate and coverage values are derived from |EEE Standard 802.11g and 802.11n specifications. The actual wireless speed and
coverage are dependent on network and environmental conditions including but not limited to the volume of network traffic, building materials and
construction/layout.

Package Contents

The NF1ADV package consists of:

1 x NF1ADV WiFi Data and VolP Gateway.
1 x 12VDC~2.0A Power Adapter.

1 x RJ-45 Ethernet LAN Cable.

1 x RJ-11 phone Cable.

Quick Setup Guide.

Wireless Security Card.

If any of these items are missing or damaged, please contact NetComm customer care.

Product Features

Congratulations on your purchase of a NetComm NF1ADV WiFi Data and VolP Gateway. This router is compliant with 802.11n
offering speeds up to 6 times faster than standard 802.11g based routers while still being compatible with 802.11g & 802.11b
devices. The NF1ADV is not only a Wireless Access Point, and using a Gigabit speed WAN port and doubling as a 4-port full-duplex
Ethernet Switch, connects your wired-Ethernet devices together at incredible speeds.

With speeds of up to 300Mbps* the NetComm NF1ADV WiFi Data and VolP Gateway uses advanced MIMO (Multi-Input, Multi-
Output) technology to transmit multiple steams of data in a single wireless channel giving you seamless access to multimedia
content. Robust RF signal travels farther, eliminates dead spots and extends network range. For data protection and privacy, the
NF1ADV encodes all wireless transmissions with WEP, WPA, and WPA2 encryption.

With inbuilt DHCP Server & powerful SPI firewall the NF1ADV protects your computers against intruders and most known Internet
attacks but provides safe VPN pass-through. With incredible speed and QoS function of 802.11n, NF1ADV is ideal for media-
centric applications like streaming video, gaming, and VolIP telephony allowing you to run multiple media-intense data streams
through the network at the same time, with no degradation in performance.

The NetComm NF1ADV creates a secure WiFi network, providing Internet access to users and simultaneous phone service using
your VolIP Service Provider’s network. It incorporates a DECT base station for use with cordless phones. It also incorporates a
WLAN 802.11b/g/n access point, one 10/100Mbps Ethernet port, one 10/100Mbps Ethernet WAN port and two phone ports for
making and receiving telephone calls. It features the latest security options such as WPA and WPA2 data encryption, SPI (Stateful
Packet Inspection) Firewall and VPN pass through.

YML27 NF1ADV User Guide
www.netcommlimited.com 6
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Physical Dimensions and
Indicators

LED Indicators

The NF1ADV has been designed to be placed on a desktop. All of the cables exit from the rear for better organization. The display is
visible on the front of the NF1ADV to provide you with information about network activity and the device status. See below for an
explanation of each of the indicator lights.

O - - A P ® ® = & &
i &)
LED INDICATOR ICON DEFINITION
Power | The power LED will be a solid green light when the device is powered
O on. The power LED will flash during the device start up process.
The LAN LEDs will be a solid green light when a specific LAN
LAN EE connection is established. The LED flashes on LAN port traffic
throughput.
WAN L~ WAN mode: The WAN LED lights up when the router is connected to

the internet via an Ethernet WAN connection.

WiFi ((, ,)) The LED will show a solid green light when WLAN is enabled. The LED
I flashes on traffic throughput (data transfer).

The WPS LED will light up to indicate that the wireless signal has been

LS L configured using the WiFi Protected Setup option.
Phone r‘? A solid blue light appears when the analogue telephone connected to
Line 1 is off-hook. The Line 1 LED will flash on an incoming call.
Phone 2 SE A solid green light appears when the analogue telephone connected to
Line 2 is off-hook. The Line 2 LED will flash on an incoming call.
Line The Line LED will be on when a line cable for PSTN calls is connected
LINE from the router to a phone port of an ADSL filter.
DSL S_s'}_ The DSL LED will flicker on and off when training for a DSL signal.
Ny’ When a DSL signal is detected the LED will be a solid green light.
W K .Y The WWW LED will light up when there is a WAN connection through
o a fixed DSL connection.
DECT i‘.l] [fi The DECT LED will light up when the NF1ADV is DECT registration
mode
. I This Icon will light up when a DECT phone connected to the router is
Page Register t| I)) off hook. It will also flash on an incoming call.

NF1ADV User Guide - YML38
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Integrated Interfaces

The following integrated interfaces are available on the rear of the NF1ADV:

INTERFACE | FUNCTION
DSL The ADSL port for xDSL connectivity.
WPS Hold and release this button for Iesg than 10 seconds to enable the WPS (WiFi Protected
System) push-button-connect function.
LAN 4 A LAN Port for wired Ethernet clients (Computers, Laptops, etc).
LAN 3 A LAN Port for wired Ethernet clients (Computers, Laptops, etc).
LAN 2 A LAN Port for wired Ethernet clients (Computers, Laptops, etc).
LAN 1 A LAN Port for wired Ethernet clients (Computers, Laptops, etc).
WAN The WAN Ethernet port for a Fixed Line (ADSL/Cable/Satellite) connection to the internet.
Phone 1 The RJ-11 phone port provides a connection to a standard analogue telephone.
Phone 2 The RJ-11 phone port provides a connection to a standard analogue telephone
Line Thg RJ-11 port provides a connection to your PSTN phone line for PSTN pass through
calling.
Reset/ Hold this button down for over 10 seconds to reset the router to factory default settings.
Power The power connector designed for use with a DC 12V 2A Power Adapter.
On/Off The switch that can be used to power up or down the NF1ADV.
YML27 NF1ADV User Guide

www.netcommlimited.com 8
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NF1ADV Default Settings

The following tables list the default settings for the NF1ADV.

LAN (MANAGEMENT)

Static IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

| WAN mode: DHCP |

WIRELESS (WIFI)

SSID: (Refer to the included wireless security card)
Security: Mixed WPA2/WPA-PSK
Security Key: (Refer to the included wireless security card)

6 For security purposes, each NF1ADV comes with a unique SSID that varies by a 4 digit number at the end. e.g. SSID: “NetComm Wireless XXXX”

NF1ADV WEB INTERFACE ACCESS

Username: admin

Password: admin

NF1ADV User Guide - YML38
9 www.netcommlimited.com
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Safety and Product Care

With reference to unpacking, installation, use and maintenance of your electronic device, the following basic guidelines are
recommended:

To avoid fire or shock hazard do not use or install this product near water. For example, near a bathtub, kitchen sink,
laundry tub, or near a swimming pool. Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).
Do not connect the power supply cord on elevated surfaces. Allow it to lie freely. There should be no obstructions in its
path and no heavy items should be placed on the cord. In addition, do not walk on, step on or mistreat the cord.

To safeguard the equipment against overheating, make sure that all openings in the unit that offer exposure to air are
unobstructed.

WARNING
Disconnect the power line from the device before servicing.

Transport and Handling

When transporting the NF1ADV, it is recommended to return the product in the original packaging. This ensures the product will not
be damaged.

i In the event the product needs to be returned, ensure it is securely packaged with appropriate padding to prevent
{ damage during courier transport.

YML27 NF1ADV User Guide
www.netcommlimited.com 10
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Installation and Configuration of
the NF1ADV

Placement of your NF1ADV

The wireless connection between your NF1ADV and your WiFi devices will be stronger the closer your connected devices are to
your NF1ADV. Your wireless connection and performance will degrade as the distance between your NF1ADV and connected
devices increases. This may or may not be directly noticeable, and is greatly affected by the individual installation environment.

If you have concerns about your network’s performance that might be related to range or obstruction factors, try moving the
computer to a position between three to five meters from the NF1ADV in order to see if distance is the problem.

Please note: While some of the items listed below can affect network performance, they will not prohibit your wireless
6 network from functioning. If you are concerned that your network is not operating at its maximum effectiveness, this
checklist may help.

If you experience difficulties connecting wirelessly between your WiFi Devices and your NF1ADV, please try the following steps:

= In multi-storey homes, place the NF1ADV on a floor that is as close to the centre of the home as possible. This may
mean placing the NF1ADV on an upper floor.

=  Try not to place the NF1ADV near a cordless telephone that operates at the same radio frequency as the NF1ADV
(2.4GHz).

Avoid obstacles and interference

Avoid placing your NF1ADV near devices that may emit radio “noise”, such as microwave ovens. Dense objects that can inhibit
wireless communication include:

= Refrigerators.

= Washers and/or dryers.

= Metal cabinets.

=  Large aquariums.

= Metallic-based, UV-tinted windows.

= If your wireless signal seems weak in some spots, make sure that objects such as those listed above are not blocking

the signal’s path (between your wireless devices and the NF1ADV).

Cordless Phones

If the performance of your wireless network is impaired after considering the above issues, and you have a cordless phone:

= Try moving cordless phones away from your NF1ADV and your wireless-enabled computers.

= Unplug and remove the battery from any cordless phone that operates on the 2.4GHz band (check manufacturer’s
information). If this fixes the problem, your phone may be interfering with the NF1ADV.

= If your phone supports channel selection, change the channel on the phone to the farthest channel from your wireless
network. For example, change the phone to channel 1 and move your NF1ADV to channel 11. See your phone’s user
manual for detailed instructions.

= If necessary, consider switching to a 900MHz or 5GHz cordless phone.

Choose the “Quietest” Channel for your Wireless Network

In locations where homes or offices are close together, such as apartment buildings or office complexes, there may be wireless
networks nearby that can conflict with your wireless network. Use the Site Survey capabilities found in the Wireless Utility of your
wireless adapter to locate any other wireless networks that are available (see your wireless adapter’s user manual), and switch your
Router and computers to a channel as far away from other networks as possible. Alternately try using a different wireless band.

Experiment with more than one of the available channels and bands, in order to find the clearest connection and avoid interference
from neighboring cordless phones or other wireless devices.

NF1ADV User Guide - YML38
11 www.netcommlimited.com
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Hardware installation

1. Insert an Ethernet LAN cable from the WAN port of the NF1ADV to a LAN port on your modem/switch/hub.

For VolIP functionality, connect a standard analogue telephone to one or both of the FXS ports labelled Phone 1 or Phone 2
using the RJ-11 Cable provided.

For PSTN pass-through connect an RJ-11 cable from any wall jack to the FXO Line port of the NF1ADV.

Connect the power adapter to the Power socket on the back of the NF1ADV.

Plug the power adapter into the wall socket and switch on the power.

Wait approximately 60 seconds for the NF1ADV to power up.

N

ook W

Connecting via an Ethernet cable

Connect the Ethernet cable provided to the port marked LAN at the back of the NF1ADV.

Connect the other end of the yellow Ethernet cable to your computer.

Wait approximately 30 seconds for the connection to establish.

Open your Web browser and type http://192.168.1.1 into the address bar and press enter.

Enter “admin” (without quotations) for both the Username and Password and click on the Login button.
Follow the steps of the start-up wizard to set up your NF1ADV.

After the setup process is completed, you will be connected to the Internet.

Noo~wND

Connecting wirelessly

1. Ensure WiFi is enabled on your device (computer/laptop/Smartphone).
2. Scan for wireless networks in your area and connect to the network name that matches the Wireless network name found
on the Wireless Security Card (included in the box).

NelLomm

Wireless network name (SSID):
P L000.9.0.0.90.09.990.0.0.0.9.9.9.0.0.4

Wireless security key (WPA-PSK):
D000 00000000 0.0.0.9.9.9.0.0.0.4

Please note: For security purposes, each NF1ADV has a unique SSID (such as NetComm Wireless XXXX) and Wireless
Security Key. The included Wireless Security Card lists these fields instead of the xxxxx’s as shown in the screenshot
above.

When prompted for your wireless security settings, enter the wireless security key listed on your Wireless Security Card.
Wait approximately 30 seconds for the connection to be established.

Open your Web browser and type http://192.168.1.1 into the address bar and press enter.

Enter “admin” (without quotations) as both the Username and Password and press the Login button.

Follow the steps to set up your NF1ADV.

After the setup process is completed, you will be connected to the Internet.

To connect additional devices via WiFi, repeat steps 1 through 4.

©oOND O AW

YML27 NF1ADV User Guide
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Basic

Home

The status page provides system related information and is displayed when you login to the NF1ADV console. By default, the status
page will show Device Information including hardware types and on-board software, WAN Connection status, and VoIP connection

status.
BASIC VOICE MANAGEMENT ADVANCED SETTINGS | STATUS
Device Info
Board ID: 95362IT-1341N1
Software Version: N011-5406NCM-C01_R08

Bootloader (CFE) Version: 1.0.37-105.24-22

DSL PHY and Driver Version: | A2pD035b.d23)

Wireless Driver Version: 5.60.120.11.cpe4.06L03.3
Serial Number: 11C5730UDXF-ANDOOD33

This information reflects the current status of your WAN connection,

Line Rate - Upstream (Kbps): 1]

Line Rate - Downstream (Kbps): |0

LAN IPv4 Address: 192,168.1.1

Default Gateway:

Primary DNS Server: 0.0.0.0

Secondary DNS Server: 0.0.0.0

LAN IPv6 Address:

Default IPv6 Gateway:

Date/Time: Thu Jan 100:04:30 1970

This information reflects the registration status of your VoIP connection.

DECT 1 Registration Status: |Disabled
DECT 2 Registration Status: |Disabled
DECT 3 Registration Status: |Disabled
DECT 4 Registration Status: |Disabled
Phone 1 Registration Status: | Disabled
Phone 2 Registration Status: | Disabled

ITEM DEFINITION

Board ID A unique ID assigned to the PCB (Printed Circuit Board).
Software Version The current firmware version installed on the router.
Boot Loader (CFE) Version The current boot loader installed on the router.
DSL PHY and Driver Version The current line driver installed on the router.
Wireless Driver Version The current wireless driver installed on the router.
Serial Number The unique set of numbers assigned to the routers for identification purposes.
Line Rate — Upstream (Kbps) The current upstream speed of the DSL connection in Kbps.
Line Rate — Downstream (Kbps) The current upstream speed of the DSL connection in Kbps.
LAN IPv4 Address The current version 4 IP address assigned to the router.
Default Gateway The current default gateway of the WAN interface.
Primary DNS Server The current primary DNS server in use
Secondary DNS Server The current secondary DNS server is use.
LAN IPv6 Address The current IPv6 IP address in use if assigned.
Default IPv6 Gateway The current IPv6 default gateway if assigned.
Date/Time The current date and time set on the router.
DECT 1-4 Registration Status The status of the current cordless phones connected to the router.
Phone 1-2 Registration Status The status of the current analog phones connected to the router.
NF1ADV User Guide YML38
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Quick Setup Configuration Wizard

When you log in to NF1ADV for the first time, you will be presented with the Home page as shown in the screenshot below. Under

the Basic menu is the Quick Setup wizard. You can use these steps to quickly configure the main functionality of the router and get
an internet connection up and running. Configuring DSL connection requires a DSL cable to be connected to the router before the

wizard can be completed. To configure quick setup please use the following steps.

1. Navigate to http://192.168.1.1 in a web browser.

Authentication Required x|

A username and password are being requesked by htkp:/f192.168.1.1. The site savs: "NetComm
‘WiFi Data and YoIP Gateway"

User Mame: I admin

Password: I sesee

oK I Cancel

2. Enter “admin” for both the User name and the Password and press the OK button.

Nelbomm

NF1ADV - WiFi Data and VolP Gateway

CED SETTINGS

96 2621 T-1341M1

Software Yersion: MD11-S406NCIM-CO1_ROS
Bootloader (CFE) Version:  |1.0.37-106.24-22
DSL PHY and Driver Yersion: [A2pD035h d23j

Wireless Driver Yersion: 5.60,120.11.0pe4.06L03.5
Serial Number: 11CEFI0LDRF-AMI0N052

This infarmation reflects the cument status of your WAN connectian.

Line Rate - Upstream (Kbps): [0

Line Rate - Downstream (Kbps): |0

LAN IPv4 Address: 192,168.1.1
Default Gatewsay:

Primary DNS Server: 0.00.0
Secondary DNS Server: 0.0.0.0

LAN IPvE Address:

Default IPv6 Gateusay:
Date/Time: Thy Jan 1 01:24:29 1970

This informnation reflcts the registration status of your YoIR connaction

DECT 1 Registration Status: |Disabled

DECT 2 Registration Status: |Dizsbled

DECT 3 Registration Status: |Disabled

DECT 4 Registration Status: |Dissbled

Phone 1 Registration Status: [Disabled

Phone 2 Registration Status: |Disabled

http:jf192, 168, 1,1fmainsetup. cnd

3. Select the Quick Setup option from the Basic menu.

NF1ADV - WiFi Data and VoIP Gateway Aeldoma

STATUS

Basic > Quick Setup > Internet Setup (Select one mode)

© ADSL
' Ethemer wan

Mext

4. Select the type of internet setup you wish the router to be configured with and press the Next button.

YML27 NF1ADV User Guide
www.netcommlimited.com 14
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5. Select the WAN configuration for the NF1ADV to use and press the Next button.

NF1ADV - WiFi Data and VoIP Gateway Aeltomm
MANAGEMENT ADVANCED SETTINGS | STATUS

Basic > Quick Setup > WAN Setup (Select one WAN mode)

Select the WAN mode for your Internet connection as specified by your Intemet Service Provider (ISP).

@ ppP over Ethemnet (PPPOE)
© pPP over ATM (PPPoA)
© 1P over Ethernet

(Bod) (hext]

6. For configurations using PPPOE enter the broadband username and password. For Australia users set the VPI as 8 and the
VCl as 35. For New Zealand users set the VPI as 0 and the VCI as 100. Press the Next button.

NF1ADV - WiFi Data and VoIP Gateway

MANAGEMENT ADYWANCED SETTIMGS

Basic > Quick Satup > ADSL Only > PPPoE Information

Protocol:  PPPoE

User ID:

—
L
—
—

Wl s

Back | et

7. The wireless function is set to “On” by default. Unticking the “Enable Wireless” option will disable the wireless functionality of
the NF1ADV.

WETOOMM FIERE SEFIES

NF1ADV - WiFi Data and VoIP Gateway Aeloomm

WIFI VOICE MANAGEMENT ADVANCED SETTINGS | STATUS

Basic > Quick Setup > Wireless

Enable Wireless

SSID: HetComm Wireless 8117

Select Wreless Security level:
@ None @ wep ® WPA

Network Authentication:  Mixed WPA2/WPA -PSK ~

WPA Pre-Shared Key: esssssssse Click here to display

WPA Group Rekey Interval: 0

WPA Encryption:  TKIPHAES +

8. To configure the NF1ADV to use wireless, customize the SSID (wireless network name) to a name of your choice. Setting a
strong wireless security level (such as WPA-PSK - AES) can prevent unauthorized access to your wireless network. Please
enter the Security Key that you wish to use, or leave this field unchanged to use the default Security Key. Click “Next” to
continue.

NF1ADV User Guide - YML38
15 www.netcommlimited.com
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9. If you wish to use the NF1ADV for VolIP calling enter your SIP settings. You can enter your own SIP settings by selecting
custom as the SIP provider or select from a number of pre-configured SIP settings for those users with accounts with
MyNetFone, Engin, iiNet or iPrimus. Select Enable T38 support if you have a fax machine that is capable of using this
specification enabling you to send faxes via VolP connection. If you do not wish to use the NF1ADV with VoIP press the Skip
button. When you have completed configuring this page press the Next button.

NETCONMIM AERE SERES

NF1ADV - WiFi Data and VolP Gateway

WIFI VOICE MANAGEMENT ADVANCED SETTINGS

Basic > Quick Setup > Voice

SIP Provider: Custom -
SIP Proxy: 0.0.0.0

SIP Proxy port: 5060

SIP Outbound Proxy: 0.0.0.0

SIP Outbound Proxy port: 5060

Enable T38 support

Registration Expire Timeout: 120
DTMF Relay setting: RFC2833 ~
RTP Payload Type for RFC2833: 101

Click on "Mext" button to countinue.

10. If you wish to configure the NF1ADV for USB storage select the “Enable USB Storage” option. The NetBIOS name and USB
directory name will be configured by default but can be customized here if you wish. Press the Next button when you have
completed this page.

NF1ADV - WiFi Data and VoIP Gateway Aelbomm

WIFI VOICE MANAGEMENT ADVANCED SETTINGS [ STATUS
Basic > Quick Setup > USB Storage settings
USB Status: not detected
This page allows you to enable / disable USB storage .

Enable USB storage

[partition | Total Sizes |Used Sizes | Available Sizes

Gateway Name (NetBIOS): NF1ADV

USB Directory Name: USB-Storage

YML27 NF1ADV User Guide
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11. If you wish to configure the NF1ADV as a Print Server select the “Enable on-board print server” option and enter the printer
name and make and model into the appropriate fields. When you have completed these settings press the Next button.

WETCONT ABRE SERES

NF1ADV - WiFi Data and VolP Gateway Heleoma

MANAGEMENT ADVANCED SETTINGS | STATUS

Basic > Quick Setup > Print Server settings
This page allows you to enable printer support.

; Enable on-board print server.

Printer name

Make and model

12. The Quick Setup — Passwords page allows you to customize the username and password required to administer your
NF1ADV. It is recommended that you choose a unique password for added security. Please enter the username and
password that you wish to use, or leave these fields unchanged to use the default username and password of “admin”. Click
the “Apply/Save” button to continue or the “Skip” button to bypass making any password changes.

MNETCON RERE SERES

NF1ADV - WiFi Data and VoIP Gateway Nelbamm

WIFI VOICE MANAGEMENT ADVANCED SETTINGS | STATUS
Basic > Quick Setup > Passwords
Access to your broadband router is controlled through three user accounts: admin, support, and user.
The user name "admin" has unrestricted access to change and view configuration of your Broadband Router.
The user name "support” is used to allow an ISP technician to access your Broadband Router for maintenance and to run diagnostics.
The user name "user" can access the Broadband Router, view configuration settings and statistics, as well as, update the router's software.

Use the fields below to enter up to 16 characters and click "Apply/Save" to change or create passwords. Note: Password cannot contain a space.

User Name: -
Old Password:
New Password:

Confirm Password:

13. You will be directed back to the Basic — Home page.

NETCONTA AERE SERIES
NF1ADV - WiFi Data and VolP Gateway
WIFL VOICE MANAGEMENT ADVANCED SETTING!
Device Info
Board ID: 96362IT-1341N1
Software Version: N011-5406NCM-CO1_ROS

Bootloader (CFE) Version: 1.0.37-106.24-22

DSL PHY and Driver Version: | A2pD035b.d23j
Wireless Driver Version: 5.60.120.11.cpe4.06L03.8
Serial Number: 11C5730UDXF-AND0OODS2

This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps): 1057
Line Rate - Downstream (Kbps): | 22678
LAN IPv4 Address: 192.168.1.1
Default Gateway: 202.180.81.32
Primary DNS Server: 202.180.64.10
Secondary DNS Server: 202.180.64.11
LAN IPv6 Address:
Default IPve Gateway:
Date/ Time: Wed Feb 15 15:42:10 2012
NF1ADV User Guide YML38
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Wik

Setup

The Wireless submenu provides access to Wireless Local Area Network (WLAN) configuration settings including:

Security

Station information

Wireless network name (SSID)

Channel restrictions (based on country)

Access point or bridging behaviour

This screen allows you to configure basic features of the wireless LAN interface. You can enable or disable the wireless LAN
interface, hide the network from active scans, set the wireless network name (also known as the SSID) and restrict the channel set
based on country requirements. The Wireless Guest Network function adds extra networking security when connecting to remote

hosts.
ETCOM RBAE CERES
NF1ADV - WiFi Data and VolP Gateway
MANAGEMENT ADYANCED SETTINGS
Wireless -- Basic
Thiz page allows wou to configure basic Features of the wireless LM interface, You can enable or disable the wirsless L&M interface, hide the network from active scans, set the wireless network
narne (also known as S5I0 and restrict the channel set based on country requirements,
lick "Applyf5ave" to configure the basic wireless options.
¥ Enabls wirslass
T Hide Access Paint
T clients Isolation
[T Disable WMM Advartize
T Enabls wirsless Multicast Fanwarding (4mF)
S2IDn INetComm Wireless 2117
BSSID: 00:60:k4EE 1DNES
Country: [AUSTRALIA =]
Il(\:’llfaxms: I“’
Wireless - Guest/Yirtual Access Points:
Enabled SSID Hidden II;I::':: :J::‘I;I‘e El',;‘:':" E’;'::K BSSID
[Advertise
r |w|0,euest1 Il - r Il 16 A
r leU_GuestZ - [l [l - 16 R0
r lel]_GuesB [ - r [ 16 R0
ApphiSave I
D, D RIPTIO
Enable Wireless A checkbox that enables (default) or disables the wireless LAN interface.
Select Hide Access Point to protect the access point from detection by wireless active
scans. To check AP status in Windows, open Network Connections from the start Menu and
Hide Access Point select View Available Network Connections. If the access point is hidden, it will not be listed
there. To connect a wireless client to a hidden access point, the user must add the access
point SSID manually to its wireless configuration.
Clients Isolation This field stops clients PC from detecting one another in My Network Places or Network
Neighbourhood and prevents one wireless client communicating with another wireless client.
This checkbox give you the option to disable WiFi Multimedia (WMM) Advertise. WMM is a
Disable WMM Advertise standard created to define quality of service (QoS) in WiFi networks. Do not select this option
unless your network administrator advises you to.
Enable Wireless Multicast Often used in multi-media streaming Wireless Multicast Forwarding (WMF) is a method of
Forwarding (WMF) sending IP datagrams to multiple receivers in a single transmission.
ssID SSID (Service Set Identifier) sets the wireless network name. All wireless devices attempting
[1-32 characters] to connect with the router must be configured with the correct SSID to access the WLAN. If
the SSID does not match, the wireless device will not be granted network access.
YML27 NF1ADV User Guide
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The BSSID is a 48bit identity used to identify a particular BSS (Basic Service Set) within an
area. In Infrastructure BSS networks, the BSSID is the MAC (Media Access Control) address

Besl of the AP (Access Point) and in Independent BSS or ad hoc networks, the BSSID is
generated randomly.
A drop-down menu that permits worldwide and specific national settings. Each country listed
Country enforces specific regulations limiting channel range. For Australia and New Zealand channels
are limited to numbers 1-13.
. The maximum number of wireless clients that can be connected to the NF1ADV at any one
Max Clients

time.

Wireless Guest Network

The Guest SSID (Virtual Access Point) can be enabled by selecting the Enable Wireless
Guest Network checkbox. Rename the Wireless Guest Network as you wish.

Security

Wireless Security settings are used to prevent unauthorized connections to your network. This can be as basic as a neighbouring
user who detects and is able to connect through your wireless network, right through to actual malicious interference or ‘hacking’.

Whatever the case, it is a good practice

to be aware of and to use wireless network security to safeguard your data and your

network.
NF1ADV — WiFi Data and VoIP Gateway Aelbomm
ADVANCED SETTINGS
Wireless -- Security
Thiz page allows you to configure security Features of the wireless LAM interface,
You rnay setup confiquestion manuzlly
R
through WiFi Protected SetuplWPS)
WPS Setup
Enable WPS lm
Manual Setup AP
*fou can set the network authentication method, selecting data encryption,
specify whether a netwo: key is required to authenticate to this wirsless network and specify the encrption strength,
Click "Applyfsawe" when done.
Selea SS10: [MetComm wirsless 20000 =]
Metwwork Authentication; Mixed WRAZMWPA -PSK. T
WPAMIAPT passphrase: [sesssvenes | Click here to displa
WRA Group Rekey Interval: |
WPAMIART Encryption: TKIP+AES *
WER Encryption: [Dicabled =1
Apply/Save
FIELD ‘ DESCRIPTION
Pre- configured to the default SSID of the NetComm Wireless settings. This field can be
Select SSID ; ’ . .
changed in the Wireless > Settings section.
The type of wireless security you prefer to use can be set using this field.
Network Authentication NOTE: The wireless security types available are listed in the order of level of security from
least (top) to most (bottom).
The case sensitive wireless password of your choice should be at least 8 characters in length
|
PRI Pessphiess up to a maximum of 63 characters with both numbers and letters.
The Group Key (Group Transient Key) is a shared key among all Supplicants connected to
the same AP, and is used to secure multicast/broadcast traffic. It is not used for normal
WPA Grouo Rekey Interval unicast traffic. A Pairwise Transient Key secures the unicast traffic.
P Y Group Key Renewal controls how often the Group Transient Key is changed. The Group Key
Renewal does not control the update period for the Pairwise Transient Key. The Pairwise
Transient Key is changed each time the Supplicant authenticates, or re-authenticates.
WPA/WAPI Encryption The type of WPA encryption the wireless security will use.
WEP Encryption The option to use WEP encryption when the network authentication is set to Open. This is a
i less secure type of encryption than WPA-PSK.
NF1ADV User Guide YML38
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WPS

WiFi Protected Setup is a simplified method of connecting a wireless client to a wireless access point. The connection can be set
either by pressing a button or through the use of a pin number. It is designed as a quick and simple solution to setup wireless
connectivity.

NF1ADV - WiFi Data and VoIP Gateway

£ MANAGEMENT ADYANCED SETTINGS

Wireless - Security

This page zllews you ta configure security Features of the wireless LA inteface,
You may setup configuration manually

SR
through WiFi Protected Setup(WIPS)

wPs Setup
Enable WPS |Emab|ed -

#dd Client (This Featurs is available only when WPA-PSK, WRAZ PSK or GPEM mode is configured)

 pushuron © p1n Add Enralles

Help.

Setup AP (Configure all security sattings with an extamal registrar)

 pushuron ® p1n Config AR |

Device PIN |49385052 Help.
D, D, RIPTIO
Enable WPS Use this field to enable the WPS settings.
. Select Push-Button or PIN as the means for the wireless client to connect to the router. Then

Add Client « "
press the “Add Enrollee” button.
Select Push-Button or PIN as the means for the Access Point (the router) to connect to a

Setup AP wireless client. If selecting PIN mode make a note of the current PIN. Then press the “Config
AP” button.

YML27 NF1ADV User Guide
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Configuration — Advanced Wireless Settings

This screen allows you to control the following advanced features of the Wireless Local Area Network (WLAN) interface:
= Select the wireless channel which you wish the router to operate from.

= Force the transmission rate to a particular speed.
= Set the fragmentation threshold. This can be used to improve throughput in noisy or congested situations.

= Set the RTS threshold. RTS stands for “Request to Send”. This parameter controls what size data packet the low
level RF protocol issues to an RTS packet. The default is 2346.

= Set the wake-up interval for wireless clients using power-save mode.
=  Set the beacon interval for the access point.
= Set Xpress mode.

Please see the Table below for an explanation of the configuration wireless settings.

Click the Apply/Save button to set any changes to the configuration settings.

NF1 ADV - WiFi Data and VolP Gateway

'

Wiraless - Advanced

This paga sllows you 1 configuee adwanced festures of the wirdless LAM Intaface, Tou can selact 3 parmeulis channel on wiich to opseata, forge the iransmssion rate 1o a partiodse paed, set the
Fragmentation threshald, set the RTS threshokd, set the wakeup interval For dients in power-sawe mode, set the bescon Interval For the access point, st XPress mode and set whether shoet or kang
preambles ams yped.

Chiek "ApplylSave” 1o configune the adwanced wieles aptions,

Channel [+ =] Curent: 1 fnterference: severe)
Aty Channel Timerimia) n

802,110 EWC: Buto -

Banddai (A0 bl B ] Corens dvet

Control Sidehands [Lower =] Curment: Lovess

802.11n Ratar Buto -

802,110 Erobection: fata | ®

Suppon 802,110 Clere Only:

o =]
RIFS Advertizsment: on =]

Dizable ¥

Enable ¥

085S Co-Existanis!

RN Chain Power Saue: Povsar Sawe stai: Full Powar
RE Chain Powaer Save Cuiat Tima! 10
R Chain Powar Save PR, 10
Sig™ Rate: 1 Mbps ~.|
Pubicast Rata Aagto -
Basl Rate! Diefault :I
Fragmantation Threzhokd: EELTY
RTS Thresheld: 2347
ETIM Inkarval: 1
Boacon Inkarval: 100
Globeal Max Charts! 16
WP ress™ Tedbewokogy: Dizabled 'I
Traramit Powar: 100% vi
WRAPA-F Minedif): Enabled =]
WM Mo Adknowdedgenert: Disabled |
WA APSD: m
_Ppplyfane |
D, D RIPTIO
Band The frequency of the wireless network. 2.4GHz is standard.
Channel Allows selection of a specific channel (1-9) or Auto mode.
Auto Channel Timer The Auto Channel sets the length of time it takes to scan a channel in minutes.
802.11n/EWC An equipment interoperability standard setting based on IEEE 802.11n Draft 2.0 and
) Enhanced Wireless Consortium (EWC).
. Drop-down menu specifies the following bandwidth: 20MHz in Both Bands and 40 MHz in
Bandwidth
Both Bands.
Control Sideband Elsplays which sideband the access point is using for the control channel, either Upper or
ower.
Drop-down menu specifies the following fixed rates. The maximum rate for bandwidth,
802.11n Rate 20MHz, is 130Mbps and the maximum bandwidth, 40MHz, is
270Mbps.
NF1ADV User Guide YML38
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802.11n Protection

Turn off for maximized throughput. Turn on for greater security.

Support 802.11n Client Only

The option to provide wireless Internet access only to clients who are operating at 802.11n
speeds.

RIFS Advertisement

Reduced Inter Frame Spacing (RIFS) is a required 802.11n feature that improves
performance by reducing the amount of dead time required between transmissions. We
recommend this option Off unless your network administrator advises otherwise.

OBSS Co-Existence

Overlapping Basic Service Sets (OBSS) co-existence provides a method for basic service
sets to share a single frequency.

Rx Chain Power Save

This option provides a means to save power on the receiving wireless signal.

Rx Chain Power Save Quiet
Time

The time interval before Rx Chain Power Save is implemented.

54g Rate

In Auto (default) mode, your Router uses the maximum data rate and lowers the data rate
dependent on the signal strength. The appropriate setting is dependent on signal strength.
Other rates are discrete values between 1 to 54 Mbps.

Multicast rate

Setting for multicast packet transmission rate. (1-54 Mbps).

Basic Rate

Sets basic transmission rate.

Fragmentation Threshold

A threshold (in bytes) determines whether packets will be fragmented and at what size.
Packets that exceed the fragmentation threshold of an 802.11 WLAN will be split into smaller
units suitable for the circuit size. Packets smaller than the specified fragmentation threshold
value however are not fragmented.

Values between 256 and 2346 can be entered but should remain at a default setting of 2346.
Setting the Fragmentation Threshold too low may result in poor performance.

Request To Send (RTS) specifies the packet size that exceeds the specified RTS threshold,

RTS Threshold which then triggers the RTS/CTS mechanism. Smaller packets are sent without using
RTS/CTS. The default setting of 2347 (max length) will disables the RTS Threshold.
Delivery Traffic Indication Message (DTIM) is also known as Beacon Rate. The entry range is
a value between 1 and 65535. A DTIM is a countdown variable that informs clients of the
DTIM Interval next window for listening to broadcast and multicast messages. When the AP has buffered

broadcast or multicast messages for associated clients, it sends the next DTIM with a DTIM
Interval value. AP Clients hear the beacons and awaken to receive the broadcast and
multicast messages. The default value is 1.

Beacon Interval

The amount of time between beacon transmissions in is milliseconds. The default is 100 ms
and the acceptable range is 1 — 65535. The beacon transmissions identify the presence of an
access point. By default, network devices passively scan all RF channels listening for
beacons coming from access points. Before a station enters power save mode, the station
needs the beacon interval to know when to wake up to receive the beacon.

Global Max Clients

Here you have the option of setting the limit of the number of clients who can connect to your
wireless network.

Xpress Technology

Broadcom’s Xpress™ Technology is compliant with draft specifications of two planned
wireless industry standards. It has been designed to improve wireless network efficiency. The
default value is disabled.

Transmit Power

The option of decreasing the transmitting power of your wireless signal

WMM (WiFi Multimedia)

WMM is a standard created to define quality of service (QoS) in WiFi networks. WMM adds
prioritized capabilities to WiFi networks and optimizes their performance when multiple
concurring applications, each with different latency and throughput requirements, compete
for network resources.

WMM No Acknowledgement

WMM No Acknowledgement gives you the option of whether to send acknowledgement
frames with WMM data packets.

WMM APSD

WMM Automatic Power Save Delivery, a feature of that allows the router to save power. This
option is enabled by default.

YML27
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MAC Filter

This screen appears when Media Access Control (MAC) Filter is selected. This option allows access to be restricted based upon the
unique 48-bit MAC address of a wireless device’s network card.

Setting the MAC restrict mode to Allow will allow only those wireless devices listed in the MAC filter table to connect to the router.
All other wireless devices will not be able to connect via wireless to the router. Similarly, setting the MAC restrict mode to Deny will
deny only those wireless devices listed in the MAC filter table to connect to the router. All other wireless devices will be able to
connect with the router via wireless.

To add a MAC Address filter, click the Add button shown below.
To delete a filter, select it from the table below and click the Remove button.

NF1ADV - WiFi Data and VoIP Gateway Al

WIFL \ FBNAGEMENT : 3 SETTINGS

Wireless -- MAC Filter

Select SSI04 I MetCornm Wireless 20000 ¥

MAC Restrict Mode: 7 oy & gp O Deny

MAC Address | Remove
Add Rermove

[ |=/HD) DESCRIPTION

Disabled — Disables MAC filtering.
Allow — allows only those wireless devices listed in the MAC filter table to connect to the router. All other
wireless devices will not be able to connect via wireless to the router.

NOTE: Add a wireless device’s MAC address before clicking the Allow radio button or else you will
need to connect to the Router’s web user interface using the supplied yellow Ethernet cable and add
the wireless device’s MAC address.

MAC Restrict Mode

Deny - Rejects access for the specified MAC addresses. All other wireless devices will be able to
connect to the router via wireless.

Lists the MAC addresses subject to the MAC Restrict Mode. The Add button prompts an entry field
MAC Address that requires you type in a MAC address in a two-character, 6-byte convention: Xx:xx:xx:xx:xx:xx where
xx are hexadecimal numbers. A maximum of 60 MAC addresses can be added.

Enter the MAC address on the screen below using the following format: xx:xx:xx:xx:xx:xx

Nelbimm

DV - WiFi Data and VoIP Gateway

E MANAGEMENT

Wireless -- MAC Filter

Enter the MAC address and click "&pplyiSawe” to add the MAC address to the wireless M&C address filters,
MAC Address: I
ApplyiSave I

Press the Apply/Save button to save the MAC address to the MAC filter list.

NF1ADV User Guide - YML38
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Wireless Bridge

The following screen appears when selecting Wireless Bridge, and gives a detailed explanation of how to configure wireless bridge
features for the wireless LAN interface.

Click the Apply/Save button to implement new configuration settings.

NF1ADV - WiFi Data and VolP Gateway

HANAGEMENT

Wireless -- Bridge

This page allows wou te configure wireless bridge Features of the wireless LAM interface, You can select Wireless Bridge (also known as Wireless Distribution Systern) to disable access point
Functionality . Selecting Access Point enables access point functionalivy, Wireless bridge functionality will still be available and wireless stations will be able to associate to the AP Selecting Enabled or
Enabled(Scan) enables wireless bridge restriction, Cnly those bridges selected in Remote Bridges will be granted access,

Click "Refresh” to update the rernate bridges, Wait For Few seconds to update,

Click "Apply/Save" to tonfigure the wirelass bridgs options.

AP Mode: IAccess Paint ‘l
Bridge Restrict: I Enabled 'l

Rernote Bridges MAC Address: | |

Refrash ApplyiSave I

FIELD | DESCRIPTION |

Selecting Wireless Bridge (Wireless Distribution System) disables Access Point (AP) functionality while
AP Mode selecting Access Point enables AP functionality. In Access Point mode, wireless bridge functionality will
still be available and wireless stations will be able to associate to the AP.

Selecting Disabled in Bridge Restrict disables the Wireless Bridge restriction, which means that any
wireless bridge will be granted access. Selecting Enabled or Enabled (Scan) turns the wireless bridge
restriction on. Only those bridges selected in Remote Bridges will be granted access. Click Refresh to
update the station list when Bridge Restrict is enabled.

Bridge Restrict

Station Info

The following screen appears when you select Station Info, and shows authenticated wireless stations and their status.
Click the Refresh button to update the list of stations in the WLAN.

NF1ADV - WiFi Data and VoIP Gateway Aeltomm

L WIFL L VOICE | MANAGEMENT

Wireless -- Authenticated Stations

This page shows authenticatad wireless stations and their status,

|MﬁC |hssociated |Authorized |SSID |Interfa|:e |

Refresh |

D D RIPTIO
MAC The MAC address of any connected wireless client.
Lists all the stations that are associated with the Access Point, along with the amount of time since
Associated packets were transferred to and from each station. If a station is idle for too long, it is removed from this
list.
Authorized Lists those devices with authorized access.
SSID The SSID(Service Set Identifier) of your wireless network.
Interface The wireless interface being used to connect to the network.
YML27 NF1ADV User Guide
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Voice

This section explains how to configure the VolIP settings of the NF1ADV.

SIP Basic Setting

The SIP Settings page is where you enter your VOIP service settings as supplied by your VOIP service provider (VSP). If you are
unsure about a specific setting or have not been supplied information for a particular field, please contact your VOIP service provider
to verify if this setting is needed or not.

METCOWI AERE SERES

NF1ADV - WiFi Data and VolP Gateway

JCED SETTING
Woice -- Basic Settings

PSTN Settings

Incoming PSTH Call N - -

Rewting: IAutU PSTN Call switch to idle line ﬂ

PSTN Dial Plan For oo Mate: This allows you to Alker certain cals to pass Hirough the PSTH line rather than VeTP, For example: 000"
utgoing Calls: (single number or "000]311] 100" {multiple numbers]

WoIP Settings

SIP Account: 1 5IP Account =

Global parameters
Eound Interface Mame: LAN 'I (Note: Requires SIP client restart to take affect)

SIP configuration

Enter the SIP parameters and click Start/Stap o save the parameters and start/stop the vaice application,

Locale selection™: AUS - AUSTRALLA = | (Note: Requires SIP client restart to take affect)

SIP damain name*: (Note: Please leave this field blank unless required by your service provider)
Max Digits Setting: 24

7 e 51P prosey.

T Lge st outbound Proxy.

™ Lke 510 Registrar,

ISIP Account For all telephione
|Account Enabled I

[VoIP Phone Number|  [1001

IDisplay Nanwe [0t

|Auth. ID |

|Auth. Password [sees

Preferred ptime 20 =
Preferred codec 1 ([ G.729a |
preferred codec 2 || G.711ALaw |
preferred codec 3 [G7T1Mulaw 7|
Preferred codec 4 || G.726_24 =
Preferred codec 5 || G.726_32 =

preferred codec 6 | PCMWIDEBAND |

Apply

# Changing this parameter for ane service provider affects all other service providers.,

The individual fields shown above on the SIP Basic Settings page are explained in the table (Table 12: Advanced - VolP - SIP Basic Settings)
on the following page.

NF1ADV User Guide - YML38
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PSTN SETTINGS

There are two options for how PSTN or non-VolP calls will be routed. They are:
. Auto — PSTN Call Switch to Idle Line. The PSTN call will be directed to any available handset.

. Line - PSTN Call Switch to Physical Line. A small combo box appears for the router administrator
to select a handset to receive all PSTN phone calls.

Incoming PSTN Call Routing

This field numbers can be entered as a prefix that will be automatically dialed before the user dials a phone

FIEINDEL [Ptath o QUiigeling number when using the PSTN line to make a phone call. To use the PSTN line to make a phone call dial ## and

el then the phone number.

VoIP SETTINGS
This field gives the option of selecting a single VolP account configuration or multiple VolP account

SIP Account ) ’ : ) h ) .
configurations. Please note multiple VolP accounts can only be configured using one VoIP Service Provider.

Bound interface Name Select the Interface that the VoIP account will use to make a connection to the VoIP Service Provider.

SIP SETTINGS

Locale Selection The locale selection establishes the type of codec and the dial and ring tones for a given country.

SIP Domain Name Enter the SIP domain name or IP address of your VoIP Service Provider here.

Max Digits Setting Enter the maximum number of digits that a phone number can have.

Select this option if required by your VoIP Service Provider. Enter the SIP Proxy Domain Name and SIP Proxy
Port which is typically 5060.
Select this option if required by your VoIP Service Provider. Enter the SIP Proxy Domain Name and SIP Proxy
Port which is typically 5060.

Select this option if required by your VoIP Service Provider. Enter the SIP Proxy Domain Name and SIP Proxy
Port which is typically 5060.

Use SIP Proxy

Use SIP Outbound Proxy

Use SIP Registrar

Account Enabled Use this option to enable or disable the VolP account.

VolIP Phone Number Enter the VoIP phone number as supplied to you by your VoIP Service Provider.

Display Name Eztrirb t:rt.a Display Name as supplied to you by your VoIP Service Provider. This can be your VolP Phone
Auth ID Enter the Authorisation ID as supplied to you by your VoIP Service Provider.

Auth Password Enter the Authorisation Password as supplied to you by your VoIP Service Provider.

The 'Preferred ptime' is the time delay in milliseconds between voice packets sent. You may wish to change

Frieried gins this setting depending on the account performance.

A codec is a method of compressing speech. More compression requires less
bandwidth but can sound worse. Typically, a phone will have a preferred codec, but will work with others. Use

Preferred Codec 1-6 the codec recommended by your service provider.

After entering your VolIP settings press the Apply button. Select Management > Save/Reboot and press the Reboot button. Once
the router restarts if there is a valid internet connection and the VolP account settings are valid the VolIP service will start.

To check if the VoIP service is working check your phone handset for a dial tone or navigate to Basic > Home and check that the
DECT and Phone registration status is displaying “Up” in the router web interface.

YML27 NF1ADV User Guide
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SIP Advanced

The SIP Advanced page allows you to configure settings that your VolP service provider has enabled on your SIP account and if you
have the appropriate call features and other functionality on your cordless or corded phone handsets.

NF1ADV - WiFi Data and VoIP Gateway Aeltomir
leasc JwrJvoce | ManacevenT | D SETTING 5
Voice - Advanced Seltings
[Line DECT 1 DECT2 DECT 3 DECT 4 Phone 1 Phor
e— v 2 [ v " @
[cal forwarding mamber | M
[Forward unconditionally r r r r r r
[Forward on "busy" r r r r r r
Forward on "na answer” r r r r r r
[Mva C r r ] r r
|Anonymous call blocking r r r r r r
{Anonymous calling r r r r r r
lore r r [ r r r
@ Ensble T38 support
Inedgn Tovzout (410 sconce) 3
EF (101110) =)
DSCR for RTPY [EF(intiig =]
KTP Paylosd Type for KFC2133: T—
ock Flch Ry sl [Fore =]
SIP Transport protocal*: upp 'l
W Ensble SIP tag matching® (Uncheck for Vonage Interop).
Apply
* Changing this parameter for one service provider affects all other service providers
Call Waiting Select this option for your phone if your VolP Service Provider has enabled Call Waiting on your SIP account.

Enter the phone number to be forwarded to if your VoIP Service Provider has enabled Call Waiting on your SIP
account and you wish to use this feature.

Select this option if your VoIP Service Provider has enabled Call Forwarding on your SIP account and you wish
to use this feature.

Select this option if your VoIP Service Provider has enabled Call Forwarding on your SIP account and you wish
to use this feature.

Select this option if your VoIP Service Provider has enabled Call Forwarding on your SIP account and you wish
to use this feature.

MWI (Message Waiting Select this option if your VoIP Service Provider has enabled MWI (Message Waiting Indicator) on your SIP
Indicator) account and you wish to use this feature.

Select this option if your VoIP Service Provider has enabled Anonymous Call Blocking on your SIP account and
you wish to use this feature.

Select this option if your VoIP Service Provider has enabled Anonymous Calling on your SIP account and you
wish to use this feature.

Select this option if your VolP Service Provider has enabled DND (Do Not Disturb) on your SIP account and you
wish to use this feature.

Select this function if you wish to send or receive faxes via VolP and have a fax machine capable of using the

Call Forwarding Number

Forward Unconditionally

Forward On “Busy”

Forward On “No Answer”

Anonymous Call Blocking

Anonymous Calling

DND (Do Not Disturb)

Enable T35 Support T38 fax over VolP protocol.
Interdigit Timeout The time in seconds before which a number must be dialed or become an invalid number.
Registration Expire Timeout The time in minutes for the SIP registered will be renewed.
Registration Retry Interval The time in minutes before the SIP settings will attempt to be registered.
DSCP (Differentiated Services Code Point) for SIP (Session Initiation Protocol) relates to QoS (Quality of Service)
DSCP for SIP : PR .
settings. Only use this field if directed by your network administrator.
DSCP for RTP DSCP (Differentiated Services Code Point) for RTP (Real Time Protocol) relates to QoS (Quality of Service)
settings. Only use this field if directed by your network administrator.
Dual-tone Multi-frequency Relay (DTMF) is the mechanism whereby a local Voice over IP (VOIP) gateway listens
DTMF Relay Settings for DTMF digits (during a call), and then sends them uncompressed as either RTP or H.245 packets to the
remote VOIP gateway, which regenerates DTMF digits and prevents digit loss due to compression.
RTP Payload Type for The Real Time Protocol Payload type for RFC2833. RFC2833 is a standards-based mechanism used to send
RFC2833 DTMEF digits in-band (RTP) that is supported by many vendors in the industry.

A hookflash is a brief interruption in the loop current on loopstart trunks that the attached system

does not interpret as a call disconnect. Once the PBX or PSTN senses the hookflash, it generally puts the
current call on hold and provides a secondary dial tone or access to other features such as transfer or call

Hook Flash Relay Setting waiting access.
A hookflash is done by momentarily pressing down the cradle on a telephone. Some telephone handsets have

a button called 'flash' or 'recall' that sends a 'timed loop break’, or 'calibrated flash' which is a hookflash that
has a precise timing.

SIP Transport Protocol The protocol used to transport SIP traffic. This is almost always UDP.
Enable SIP Tag Matching Select this option to enable SIP Tag Matching.
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SIP Debug Settings

This page allows you to set the IP address where the SIP Log data for the router VolP account settings will be sent to and the port
number through which it will be sent.

NF1ADV - WiFi Data and VoIP Gateway Aelbomm

WOICE MANAGEMENT ADVANCED SETTINGS | STATUS

Yoice -- Debug Settings

SIP log server IP Address®:

SIP lag senver port™®: 14

WaolP module Conzale Log Level: Error YI

Line DECT 1 DECT 2 DECT 2 DECT 4 Fhane 1 Phane 2
WAD support I I Il Il I I

Ingress gain ID j ID j ID j ID j ID j ID j
kgressgain ([0 =] ([0 =] [[o =] ([0 =] [[o =] [[o =]

Apply |

* Changing thiz pararneter for one szrvice provider affects all other zzrvice providers,

SIP Log Server IP Address :Eonter the IP address where the SIP Log data for the router’s currently saved VoIP account settings will be sent

Enter the port to be used for transmitting the SIP Log data for the router’s currently saved VolP account

SIP Log Server port settings.
Select the type of debug messages you would like to receive. The options are:
VolP Module Console Log . Error. Only error messages will be logged.
Level e  Notice. Only Notice messages will be logged.
. Debug. All messages will be logged.
VAD Support Select to enable Voice Activated Dialing for a given phone handset.

The incoming signal amplitude can be controlled with this field. Combined with the Egress gain a ratio can be
Ingress Gain expressed of input to output. The Ingress Gain setting can help improve the quality of the VolIP line, and can
influence call volumes and help eliminate echoes.

The outgoing signal amplitude can be controlled with this field. Combined with the Ingress gain a ratio can be
Egress Gain expressed of input to output. The Egress Gain setting can help improve the quality of the VolIP line, and can
influence call volumes and help eliminate echoes.

Adjusting Call Quality with the Ingress/Egress Gain Settings

If your call quality is poor with heavy echo and lag times try setting the Ingress Gain value to less than 0. With less ingress the sound
volume will be lower but should reduce line echo. The optimum quality to try to attain is clarity of audio signal both incoming and
outgoing, with good call volume and little perceived echo or distortion. However the values to use will vary and are dependent on
network bandwidth, associated hardware and software codecs used.

e  Carry out test call trials starting with both the Ingress and Egress Gain set to about —10. Values of -1 to -11 should provide
a clear audio stream with low echo and distortion.
Continue to lower the value one setting at a time, using increments of two or three.
Make test calls until the echo is moderated.

YML27 NF1ADV User Guide
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DECT

The NF1ADV DECT settings page displays status information and allows for DECT cordless phones to be registered to the router’s
on-board DECT base station. The NF1ADV can function as a DECT (Digital Enhanced Cordless Telecommunications) base station
for up to 4 cordless phones for both VoIP or PSTN calling.

NETCORA RERE SERIES

NF1ADV - WiFi Data and VolP Gateway

VOICE

The content of this page refreshes every 15 seconds

WCED SETTINGS

DECT - General Module Information

Module Tdentfier ;210000120
tarifectirer Tdentifier oe 200 (MANIC)
Modsl Tanitfier [ 0 (monio)
DECT -- Base Stalion: Information and Action
DECT Irterfacs Siatus Eracid
Maximurn Murber of Handzel(s) |4
Curvertly Registered Handset(s) |1
Ragistatian Windss Closed Shart Ragistration || Stop Regisration
Slation Registration Access Code J0000 Sel Code I
Ping AllHandzats|
DECT - Handsel: Informstion and Action
Handzel Tdertifier
St |
Subeeription Time [0t =7,
Intsrmational Bortsbie Equipmert Identty [WFCarizer | (IPED)
Marufacturer Ident fer e 0 (MAHIE)
Model Tderilfier o oo
Action oelete | Fing |

DECT - General Module Information
Module Identifier The MAC address of the DECT base station.

This is an 8 bit unique ID of the DECT base station in the form of an EMC (Equipment Manufacturer Code).

Manufacturer Identifier

Model Identifier This is an8 bit model ID that is unique for the DECT base station model and associated firmware version.

DECT - Base Station: Information and Action

DECT Interface Status This field shows whether the DECT base station is enabled or disabled.

Maximum Number of This field shows the number of DECT cordless phones that can be connected to the DECT base station at one

Handsets time.
. This field shows the number of DECT cordless phones that can are currently connected to the DECT base
Currently Registered handsets station

Registration Window Use this field when registering a DECT cordless phone to the router.

To set the access code, enter 4 numbers and press the Set Code button. Only DECT cordless phones that use
the correct access code can connect to the DECT base station and so use your network bandwidth. We
recommend not using the default “0000” value.

DECT - Handset: Information and Action

Station Registration Access
Code

This field shows the DECT handset number as set in the DECT base station settings on handset was

Handset Identifier ) -
registration.

Status This field shows the current status of the DECT handset connection.

Subscription Time This field shows the date and time that the DECT handset was connected.

International Portable

Equipment Identity (IPE) A 36 bit unique identifier of the DECT handset.

Manufacturer Identifier This is an 8 bit unique ID of the DECT handset in the form of an EMC (Equipment Manufacturer Code).

Model Identifier This is an8 bit model ID that is unique for the DECT handset model and associated firmware version.

NF1ADV User Guide - YML38
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Connecting a Cordless Phone to the DECT Base Station

1. Inthe NF1ADV web interface select VOICE > DECT.
2. Set a 4 digit Station Registration Access Code and press the Set Code button.
3. Onyour DECT cordless phone navigate to the Base Registration Setting in the Advanced Settings.

4. If prompted set the DECT phone to handset “X” where “X” is the number of DECT handsets + 1 that are already connected to
the NF1ADV DECT base station.

5. Press the DECT button on the router for 5 seconds or press the Start Registration button in the DECT page of the NF1ADV
web interface.

6. If the router detects the phone correctly you should now be prompted for a registration pin on the DECT handset. Enter the
Station registration Access Code you set in Step 2 into the Cordless Phone and press Ok or Apply.

7. The cordless phone will give recognition that it is connected to the router’'s DECT base station in the form of an audio beep or
test message in the handset’s interface.

8. Press the Ping All Handsets button to verify the handset is connected to the base station. The DECT phone should produce a
series of audio sounds if the DECT phone is still communicating with the NF1ADV DECT base station.

YML27 NF1ADV User Guide
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Management

Device Settings

The Device Settings screens allow you to back up, retrieve and restore the default settings of your Router. It also provides a function
for you to update your router’s firmware.

Backup

The following screen appears when Backup is selected. Click the Backup Settings button to save the current configuration settings.
You will be prompted for the location to save the backup file to on your PC.

NF1ADV - WiFi Data and VoIP Gateway Aeltomm

lwirr Jworce | MANAGEMENT ADYANCED SETTINGS

Settings - Backup

Backup Broadband Router configurations, You may save wour router configurations to a file on wour PC,

Backup Settings I

Update Settings

The following screen appears when selecting Update from the Device Settings submenu. By clicking on the Browse button, you can
locate a previously saved filename as the configuration backup file. Click on the Update settings button to upload the selected file.

NF1ADV - WiFi Data and VolP Gateway Aeltommn

lwirr [ woice | MANAGEMENT ADVANCED SETTINGS | STaTUS

Tools -- Update Settings

Update Broadband Router settings, You may update vour router settings using yvour saved fles,

Settings File Marne: I Browse... |
Update Settings I

Restore Default

The following screen appears when selecting Restore Default from the Device Settings submenu. By clicking on the Restore Default
Settings button, you can restore your Routers default firmware settings. To restore system settings, reboot your Router.

NF1ADV - WiFi Data and VoIP Gateway Nelbomm

WIFI MANAGEMENT ADVANCED SETTINGS

Tools -- Restore Default Settings

Restora Broadband Router settings to the Factory defaults,

Festora Default Sattings I

NOTE: The Restore Default function has the same effect as the reset button. The device board hardware and the boot loader
support the reset to default button. If the reset button is continuously pushed for more than 5 seconds (and not more than
12 seconds), the boot loader will erase the configuration settings saved on flash memory.
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Update Firmware
The following screen appears when selecting the Update Firmware option from the Management > Device Settings menu. By
following this screens steps, you can update your Routers firmware. Manual device upgrades from a locally stored file can also be
performed using the following screen.

1. Obtain an updated software image file.

2. Enter the path and filename of the firmware image file in the Software File Name field or click the Browse button to locate the
image file.

3. Click the Update Software button once to upload and install the file.

NF1ADV - WiFi Data and VoIP Gateway ANeltomm

MANAGEMENT ADWAMNCED SETTINGS
Tools -- Update Software
Step 1: Obtain an updated software image file From your ISP
Step 2: Enter the path to the image fAle lacation in the box below o click the "Browse" buttan te lacate the image file,
Step 3: Click the "Update Software" button once to upload the new image file,

MOTE: The update process takes about 2 minutes to complete, and your Broadband Router will reboat,

Softweare File Mame: I Browse... I
Update Software I

SNMP

The Simple Network Management Protocol (SNMP) allows a network administrator to monitor a network by retrieving settings on
remote network devices. To do this, the administrator typically runs an SNMP management station program such as MIB browser
on a local host to obtain information from the SNMP agent, in this case the NF1ADV (if SNMP is enabled). An SNMP ‘community’
performs the function of authenticating SNMP traffic. A ‘community name’ acts as a password that is typically shared among SNMP
agents and managers.

NF1ADV - WiFi Data and VoIP Gateway ANelbimm

LBasic | wiFp | voIcE | MAAGEVENT ADVANCED SETTINGS
SNMP - Configuration
Simple Metwork Management Protocol (SHIF) allews a management application to retriewe statistics and status from the SHMP agent in this dewice,

Select the desired values and dick "Apply” to configure the SNMP options.

SMMP Agent € Disable @ Enable

Read Commmunity public

Set Comnunity private

Systern Mamne: FF 14D
Systern Location: unknown
System Contact; unknowen
Trap Manager IP: 0,0,0.0

SavefApply |
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TR-069 Client

TR-069 enables provisioning, auto-configuration or diagnostics to be automatically performed on your router if supported by your
Internet Service Provider (ISP).

NF1ADV - WiFi Data and VolP Gateway Nellomm

WIFL G FBHAGEMENT

TR-069 client - Configuratien

WAN Management Protocel [TR-069) allows 2 Auto-Cenfiguration Senver [ACS] to perform auto-cenfiguration, provision, collection, and diagnostics to this dewice,

Select the desired values and click “ApplyjSava" to configure the TR-069 dlient aptions.

Tnform  pigatle T Enatle
Inform Interval 200
ACS LIRL:

ACS User Name:
ACS Password:

WA Interface used by TR-063 dient: Ary_WaN ¥

Display SOAP messages on serial consele B Disable O Enable

T Cannection Request Authentication

ApplySave GetRPClethads |

D D RIPTIO
Inform Set to enable to activate TR-069 client settings.
Inform interval Time in seconds that data is sent to the Auto-Configuration Server (ACS).
ACS URL The address where the ACS server is located.
ACS User Name The user name to access the ACS server.
ACS Password The password to access the ACS server.
é\/lglr\]ltlnterface used by TR-069 The connection used to send and receive data to the ACS server.

SNTP

This interface allows you to configure the time settings of the NF1ADV.

NF1ADV — WiFi Data and VoIP Gateway

WIFL £ MANAGEMENT ADVANCED SETTINGS

Time settings
This page allovws wou to the modem's time configuration,
¥ Automatically synchronize with Internet time servers
First NTR time server: U.neteornm.pool ntp.org 7 ||
Sacond MTE time server: 1.netcorm.poal ntporg 7|l
Thied NTP time server Mone =l
Fourth MTP time zerver: Mone I
Fifth NP time sepver; Mone =l
Tirme 2ane offset: I(GMTH 0:00) Canberra, Melbourne, Sydney j
ApphyiSave I
D, D RIPTIO
First NTP Time Server Select the required internet time server.
Second NTP Time Server Select a second time server if required.
Time Zone Offset Set the local time zone.
NOTE: SNTP must be activated to use Parental Control.
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Access Control

The Access Control option found in the Management drop down menu configures access related parameters in the following three
areas:

= Services
= Passwords
Access Control is used to control local and remote management settings for your router.

Services

The Service Control List (SCL) allows you to enable or disable your Local Area Network (LAN) or Wide Area Network (WAN) services
by ticking the checkbox as illustrated below. The following access services are available: FTP, HTTP, ICMP, SNMP, SSH, TELNET,
and TFTP. Click the Apply/Save button after making any changes to continue.

T REFE SERIE

NF1ADV - WiFi Data and VolIP Gateway

[wirm  [woicE | MANAGEMENT ADYAMCED SETTINGS | STATUS

Service Access Control Configuration
Select each listbox and dick savefapply to confiqure your Setting,
Motice: IF you enable fireveall . you still need to add incoming Flter rule for those service,
Service | Current Newr
HTTP Lan LA -
S5H Lan LAN -
TELMET | Lan LAN -
SHMP Lan LAMN -
FTP Lan LA -
TFTR Lan LA -
ICMP Lan LAN -
ApplyiSave |

Passwords

The Passwords option configures your account access password for your Router. Access to the device is limited to the following
three user accounts:

= adminis to be used for local unrestricted access control
= support is to be used for remote maintenance of the device

= useris to be used to view information and update device firmware

Use the fields illustrated in the screen below to change or create your password. Passwords must be 16 characters or less with no
spaces. Click the Apply/Save button after making any changes to continue.

NF1ADV - WiFi Data and VoIP Gateway Aelbomm

Leasic Wil L VOICE | MANAGEMENT ADVAMCED SETTINGS | STATUS

Management > Access Control > Passwords
Access to your Gateway is controlled through three user accounts: "adrin', 'support’, and 'user’',

The user narne “adrin” has unrestricted access to change and view configueation of your Gateway, The password is admin Qower caze) by deFault,

The user narne "suppott” is used to allow an ISP technician to access your Fat i 2 and to run di iz, It is allowed to access only wia WAN, The password is suppart (Jower
case) by default,

The user name "user” is to be used For restricted view to the Basic and Status informnation, The passwerd is user (ower case) by deFault,
Use the fields below to enter up to 16 characters and dlick "ApphyiSave" to change o create passwords, Mate: Passward cannot contain a space,

Usemarne; = I

ld Passwword: g

Mew Pazzward:

Confirm Pazsword:

ApphyiSave |
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Save/Reboot

This option saves the current configuration settings and reboots the NF1ADV router.

NF1ADV - WiFi Data and VoIP Gateway

MANAGEMENT ADYANCED SETTINGS | STATLS

Click the button below to reboot the router.

Reboot |

Figure 36: Management - Save/Reboot

NOTE 1: It may be necessary to reconfigure your TCP/IP settings to adjust for the new configuration. For example, if you disable the
Dynamic Host Configuration Protocol (DHCP) server you will need to apply Static IP settings.

NOTE 2: If you lose all access to your web user interface, simply press the reset button on the rear panel for 5-7 seconds to restore
default settings.
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Advanced Settings

Layer 2 Interface

Layer 2 refers to the data link layer of the Open Systems Interconnection model (OSI model) which provides the functional and
procedural means to transfer data between network entities and to detect and possibly correct errors that may occur in the physical
layer.

ATM Interface
The ATM interface page shows the settings of all available DSL ATM interfaces.

m o [ raveomn

DSL ATM Interface Configuration

Choose Add, o Rerove to configure D5L ATM interfaces,

Interface | ¥PI | ¥CI | DSL Latency | Category |Link Type |Connection Mode |IP QoS | Scheduler Alg | Queue Weight | Group Precedence |Remove

atrnil o 100 Pathil UBR PPPof Defaulttade Enabled = -

Add Remove I

D, D RIPTIO

Interface This field shows the interface name.

This field shows the Virtual Path Identifier (VPI) value. For most Australia connections the VPl is 8, for
VPI . A

most new Zealand connections the VP! is 0.

This field shows the Virtual Channel Identifier (VCI) value. For most Australia connections the VCl is 35,
VCI . :

for most new Zealand connections the VCl is 100.
DSL Latency The value of the DSL Latency.
Category This field shows the ATM service classes.
Link Type This field shows the type of link in use.
Connection Mode This field shows the selected mode of connection.
QoS This field shows the status of the Quality of Service (QoS) function.
Remove Select this field to remove the ATM configuration.

Ethernet WAN Interface

This page allows you to configure the Ethernet WAN Interface settings.

NF1ADV — WiFi Data and VoIP Gateway Nelbomm

MANAGEMENT ADVANCED SETTINGS | STATUS
ETH WaAN Interface Configuration

Choose Add, or Remewve to configure ETH WAM interfaces,
Allow one ETH a3 layver 2 wan interface,

Interface/(Name) | Connection Mode |Remove

thQETHWAN Defaultode [

Rernowve I
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WAN Service

Select WAN Service from the Advanced menu to display the status of all configured PVC(s).

A new PVC can be added or an existing entry can be edited from this page.

NF1ADV — WiFi Data and VolP Gateway Heloamm

WIFT E MANAGEMENT ADYANCED SETTINGS | STATUS

Wide Area Network (WAN) Service Setup

Chaoze Add, Remawe or Edit to configure a WAM service ower a selected interface,

Interface | Description | Type (YLANSDZ1p |YLAN MuxId | IGMP | MAT |Firewall [ IPvG Mid | PPP Manual Connection |Remove Edit

pppoall | pppoa_0_0_100 [ PRPa& &1 i Dizabled | Enabled | Enabled | Disabled | Disabled Drizabled - Edit I

Add Remnowa I

D D RIPTIO
Interface This field shows the interface name that the PVC uses.
Description A descriptive name assigned to the PVC.
Type This field shows what type of connection the PVC is.
VLAN802.1p The VLAN tag of the PVC (if applicable).
VANYLED The MUX Server ID of the selected PVC.
IGMP This field indicates whether IGMP multicast traffic is enabled or disabled for the selected PVC.
NAT This field indicates whether Network Address Translation (NAT) is enabled or disabled.
Firewall This field indicates whether the inbuilt firewall is enabled or disabled for the selected PVC.
IPv6 The status of Internet Protocol (IP) version 6 configuration on the WAN Service.
Multicast Listener Discovery (MLD) is a component of the Internet Protocol version 6 (IPv6) suite. MLD
Mid is used by IPv6 routers for discovering multicast listeners on attached links, much like IGMP is used in
IPv4. The protocol is embedded in ICMPV6 instead of using a separate protocol.
PPP Manual Connection This field advises whether the Point to Point Protocol is Manually configured.
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NF1ADV - WiFi Data and VoIP Neltomm
T S — T — T T T ——

PPP ername and Pasiwvord

PR upually requires that vou hawe a uzer name and pazmwond to estsblih wour connection. In the boxes below, enber the user name and password that wour ISP has provided 1o you,
MOTE: 1P satermion can not be snbled when you enable 3G badop,

[ feimrnpelid Evstraar

PR Passwand: [r—

Perhentication Method : | AUTO =

Corfipure Keep-dive (PP echo-request) Tnberval and the Mumber of retries
Interwal f3econd) [

Mumber of rebries: IS

T Enabls Fulkors HaT

[T Coial an Gamaned (with idle timaout timed)

PO P antension

Enabls HAT

Enalis Firsusll

|

Use Static [Pv4 Address

M7 1500

™ Enable PRP Manual Mcde

I Enabie PPP Debug Mode

Multicast Prasey
I Enabia [GMP Mukicas: Proxy

Back | ten |
D D RIPTIO
PPP Username Enter your broadband username as supplied by your Internet Service Provider (ISP) into this field.
PPP Password Enter your broadband password as supplied by your Internet Service Provider (ISP) into this field.

The type of authentication the connection uses. If you are unsure which option to use select the AUTO

Authentication Method .
option.

Interval(seconds) Enter the interval in seconds that connection will be tested for the keep alive function.

Number of Retries Enter the number of retries the router keep alive function will make if the connection fails.

Enable Fullcone NAT Enable 1 to 1 mapping of an IP address and port to an internal host.
Dial on Demand (with idle With this field selected the router will Initiate an internet connection when data traffic bound for the
timeout timer) internet passes through the router.
PPP IP Extension Enable PPP IP Extension for this connection (if supported by your ISP).
Enable Network Address Translation (NAT) for this connection. This field is required for the DHCP
Enable NAT .
server to be configured.
Enable Firewall Enable the inbuilt firewall for this connection.
Use Static IPv4 Address Use a Static IP Address (as supplied by your ISP) for this connection.
MTU Set the MTU (Maximum Transmit Unit) size.
Enable PPP Manual Mode Use this field to configure and initiate a PPP connection manually.
Enable PPP Debug Mode Enable extended PPP logging for this connection.
Enable IGMP Multicast Proxy Enable IPV6 IGMP Multicast support for the WAN service.
YML27 NF1ADV User Guide
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LAN

This screen allows you to configure the Local Area Network (LAN) interface on your router.

NF1ADV - WiFi Data and VoIP Gateway

WIFL [worce | manaGEMENT ADYANCED SETTINGS

Local Area Network (LAN) Setup

Configure the Broadband Router IP Address and Subnet Mask For LAM interface, GroupMame | Default 'I

IP Address: 192.168.1.1
Subnet Mask: E55.255.255 L

7 Enable 1GMP Snoaging

e Disable DHCP Server
' Ensble DHCP Server
Start 1P Address:  [192.168.1.2
End IP Address: 197 168.1.254

Leased Time (houdli24
Static IR Lease List: (& marimurn 32 entries can be configurad)

[MAc address [P address [Remove |

#dd Entries Remove Entries

T Configure the second TP Address snd Subnet Mask For LAM interfsce

ApplyfSave |
See the field descriptions below for more details.
D D, RIPTIO

Group Name Select the Group Name if configured.
IP Address The IP address of the LAN interface.
Subnet Mask Enter the subnet mask for the LAN interface.

Enable by ticking the box.

Standard Mode: In standard mode multicast traffic will broadcast to all bridge ports when no client
Enable IGMP Snooping subscribes to a multicast group.

Blocking Mode: In blocking mode, the multicast data traffic will be blocked. When there are no client
subscriptions to a multicast group, it will not broadcast to the bridge ports.

Disable DHCP Server This option disables the DHCP server and should only be selected when using a Static IP address.

On selecting this field enter the start IP address and the end IP address as well as the lease time. With
Enable DHCP Server the DHCP server enabled the router automatically assigns the IP address, subnet mask, default
gateway and DNS server addresses to all DHCP clients connecting to the router.

Configure the Second IP ) ) . .
el Eme) Sulanei Visek far Use this option to configure a second IP address for a second LAN interface. Enter the IP address and

LAN interface subnet mask of the secondary LAN connection.
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IPv6 LAN Auto Configuration

This page can be used to configure the router for IPv6 use.

Nelbomm

MANAGEMENT

IPvG LAN Auto Configuration

Mote: Stateful CHCPwE is supported based on the sssumption of prefix length less than 64, Interface I does MOT support ZERD COMPRESSION ",
Please enter the cornplete information.

For example: Please enter "0:0:0:2" instead of "::2",

LAN IPv6 Link-Local Address Configuration
@ EUL-&4
& User Setting

Interface Identiﬁer:IU:U:D:l

Static LAN IPvE Address Configuration
Intetface Address (prefx langth is requived]:l
IPvE LAN Applications

¥ Enable DHCPvE Sarver

@ Ciaeless
Refrash Tirme (zed): |14400
O cuaehul

Start interface I
End interface [D:
Leased Time thourl!

¥ Enable RADWD
Ry interwal Minze): [B
Ry interval Max(zech|10
Reachable Time(ms]: [0
Drefault Praference: | | oy il

0 oty 1500

I Enable Prefis Length Relay
[T Enable Configurstion Mods

EUI-64 — A 64-bit Global Identifier (EUI-64™) standard for use with the IPv6 Protocol.

LA Lo Uil sileezl st iees User Setting — User defined IPv6 Address

Configuration

Static LAN IPv6 Adoress Enter a static IPv6 address for the router if one has been assigned to you by your Internet Service Provider.

Configuration
IPv6 LAN Application Enable IPv6 DHCP server
IPv6 hosts can configure themselves automatically when connected to a routed IPv6 network using Internet
Stateless address Control Message Protocol version 6 (ICMPVB) router discovery messages. This type of configuration is suitable
autoconfiguration for small organizations and individuals. It allows each host to determine its address from the contents of
received user advertisements. It makes use of the IEEE EUI-64 standard to define the network ID portion of the
address.

This configuration requires some human intervention as it makes use of the Dynamic Host Configuration
Protocol for IPv6 (DHCPV6) for installation and administration of nodes over a network. The DHCPV6 server
maintains a list of nodes and the information about their state to know the availability of each IP address from
the range specified by the network administrator.

The Router Advertisement Daemon (radvd) is an open-source software product that implements link-local
advertisements of IPv6 router addresses and IPv6 routing prefixes using the Neighbor Discovery Protocol (NDP)
as specified in RFC 2461. The Router Advertisement Daemon is used by system administrators in stateless
auto-configuration methods of network hosts on Internet Protocol version 6 networks.

Enable RADVD When IPv6 hosts configure their network interfaces, they broadcast router solicitation (RS) requests onto the
network to discover available routers. The radvd software answers requests with router advertisement (RA)
messages. In addition, radvd periodically broadcasts RA packets to the attached link to update network hosts.
The router advertisement messages contain the routing prefix used on the link, the link maximum transmission
unit (MTU), and the address of the responsible default router.

Stateful Address Configuration
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NAT

Network address translation (NAT) is the process of modifying IP address information in IP packet headers while in transit through
the router.

Port Forwarding

Port Forwarding allows you to direct incoming traffic from the Internet side (identified by Protocol and External port) to the internal
server with a private IP address on the LAN side. The Internal port is required only if the external port needs to be converted to a
different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

NF1ADV - WiFi Data and VoIP Gateway Nelcomm

NAT -- ¥irtual Servers Setup

Wirtual Server allows you to direct incoming traffic frorm WA side dentified by Protacel and Extemal port) to the Intemal senver with private IP address on the LAM side, The Intemal pott is
required anly if the external port needs to be conwerted to a different port nurnber used by the serwer on the LAM side, & maririum 32 entres can be confiqured,

Add Remove |

Server Mame |External Port Start |External Port End | Protocol | Internal Port Start | Internal Port End | Server IP Address (WAN Interface |Remo\re |

To add a Virtual Server, click the Add button. The following screen will display.

ETCONT FE CERES -
NF1ADV — WiFi Data and VoIP Gateway Aeltomm
WO MAMNAGEMENT ADVAMCED SETTINGS
NAT —- Virtual Servers
Select the serwice name, and enter the server IP address and click "Apply/Save" to forward IF packets for this service to the specified server NOTE: The "Internal Port End" cannot be
:‘I‘-:dsf;de‘il;le:e“st;;:::HZI :)l‘,i:‘sse‘lalrl:"lllle same value as "External Port End". However, if you modify "Internal Port Start", then "Internal Port End" will be set to
Remaining number of entries that can be configured:32
Uise Interface [ipoe_ethoretno =]
Service Mame:
& culect s Service: | Select One =1
0 cusom service: |
Server 1P Address:  [192.168.1. |
ApplyfSave |
[External Port StartExternal Port End Protocol [nternal Port StartfInternal Port End
TCP =
TCP =
TGP =
TCF 53
TCP =1
TCP B4 |
TCR =
TCR =
TCR sl
TCP |
TCP =l
TCP =l
Applyfsave |
FIELD | DESCRIPTION |
Select a Service or custom Select a pre-configured port forwarding rule or choose custom server to create your own port
Server forwarding rule.
Server IP Address Enter the IP address of the local server.

Enter the starting external port number (when custom server is selected). When a service is connected

Siiznel Fort Sk this field will be completed automatically.

External Port End Enter the ending external port number (when custom server is selected). When a service is connected
this field will be completed automatically.
Protocol Options include TCP, UDP or TCP/UDP.

Enter the starting internal port number (when custom server is selected). When a service is connected
this field will be completed automatically.

Enter the ending internal port number (when custom server is selected). When a service is connected
this field will be completed automatically.

Internal Port Start

Internal Port End
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Port Triggering

Some applications require specific ports in the Router’s firewall to be open for access by remote parties. Port Triggering opens up
the ‘Open Ports’ in the firewall when an application on the LAN initiates a TCP/UDP connection to a remote party using the
‘Triggering Ports’.

The Router allows the remote party from the WAN side to establish new connections back to the application on the LAN side using
the ‘Open Ports’. A maximum 32 entries can be configured.

NF1ADV — WiFi Data and VolP Gateway Nelbomnm

[ MANAGEMENT
MAT -- Port Triggering Setup
Sorne applications require that spedfic ports in the Router's firewall be opened For access by the remote parties, Port Trigger dynamically opens up the 'Open Ports' in the firewall when an

application on the LAM initistes a TCPJDP connection to a remobe party using the 'Triggering Ports', The Router allows the remate party From the WAM side to establish new connections back to
the application on the LAM side using the 'Cpen Ports's & rnaximurn 32 entries can be confiqured,

Add Remove I

Trigger Open
Application Name Port Range Port Range | WAN Interface | Remove
Protocol Protocol
Start |End Start | End

To add a Trigger Port, press the Add button. The following screen will be displayed.

ETCONM ABRE SERES Il; i
NF1ADV - WiFi Data and VolP Gateway clodini
e MANAGEMENT ADVANCED SETTINGS | STATUS
MAT -- Port Triggering
Some applications such as garnes, wideo conferencing, remate access applications and others require that specific ports in the Router's fireweall be opened for access by the applications, You can
configure the part settings from this screen by selecting an existing application or creating your awn [Custorn application)and click "Sawvefapphy to add it
Remaining number of entries that can be configured:32
Use Intetface I ipoe_ethOieth0 'l
Application Mame:
& salactan application: I Select One j
s Custarn application:
Savelapply I
[Trigger Port Start[Trigger Port End[Trigger Protocol[Dpen Port Start|Dpen Port End| Open Protocol
ToP 7| ToP 7l
TcP x| TcP x|
TP 7| TP 7|
TP 7| TP 7|
TP 7| TP 7|
TP 7| TP 7|
TcP x| TcP x|
TP 7| TP 7|
Savelapply I
FIELD | DESCRIPTION |
Select an Application or Custom | A user can select a pre-configured application from the list or select the Custom Application option to
Application create custom application settings.
. Enter the starting trigger port number (when you select Custom Application). When an application is
Trigger Port Start .
selected the port range values are automatically entered.
Trigger Port End Enter the ending trigger port number (when you select Custom Application). When an application is
rigger )
99 selected the port range values are automatically entered.
Trigger Protocol Options include TGP, UDP or TCP/UDP.

Enter the starting open port number (when you select Custom Application). When an application is
selected the port range values are automatically entered.

Enter the ending open port number (when you select Custom Application). When an application is
selected the port range values are automatically entered.

Open Protocol Options include TCP, UDP or TCP/UDP.

Open Port Start

Open Port End
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DMZ Host

The NF1ADV will forward IP packets from the Wide Area Network (WAN) that do not belong to any of the applications configured in
the Virtual Servers table to the DMZ host computer.

Enter the computer’s IP address and click Apply to activate the DMZ host. To deactivate the DMZ Host function clear the IP
address field and press the Save/Apply button.

NF1ADV - WiFi Data and VoIP Gateway Heltomm

NAT -- DMZ Host

The Broadband Rooter will Forward TP packets from the WaH that do not belong to any of the applications configured in the Wirual Servers table to the DME host cornputer
Erter the cornputer's IP address and click '&pply’ to activate the DMZ host.

Clear the IP address field and dick "&pply’ 1o deactivate the DME host,

C:MZ Host IP Address: I
SavelApphy I

IP Address Mapping

This feature allows the one or many LAN devices to be mapped to one or many WAN IP addresses.

NF1ADV - WiFi Data and VolIP Gateway

MANAGEMENT ADYANCED SETTINGS
NAT -- IP Address Mapping Setup
Remaining number of entries that can be configured:32

Setver Marne!
@ oo 3 Service: I tary ta One j

[Local Start IP [ Local End IP [ Public Start IP [ Public End IP |

| [ | o

Savefpphy I

Select a Service Options include: One to One, Many to One, Many to Many(overload), Many to Many(no overload)
Local Start IP The start IP address of a local IP address range.
Local End IP The end IP address of a local IP address range. If you wish to use a single local IP address only, enter the same
IP address as the Local Start IP field into this field.
Public Start IP The start IP address of a public/WAN IP address range.
Public End IP The send IP address of a public/WAN IP address range. If you wish to use a single public IP address, enter the
Y same IP address as the Local Start IP field into this field.
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Security
IP Filtering

The IP Filtering function sets filter rules that limit incoming and outgoing IP traffic. Multiple filter rules can be set with at least one
limiting condition. All conditions must be fulfilled for individual IP packets to pass through the filter.

Outgoing IP Filter

The default setting for Outgoing traffic is ACCEPTED. Under this condition, all outgoing IP packets that match the filter rules will be
BLOCKED.

NF1ADV - WiFi Data and VoIP Gateway Nellomm

MANAGEMENT ADVANCED SETTINGS STATUS
DOutgoing IP Filtering Setup
By default, all outgoing IF traffic frarm LAM iz allowsed, but sore IP traffic can be BLOCKED by zetting up filters,

Choose Add or Rernowe to configure outgaing IP filkers,

Filter Name |IP Yersion | Protocol ‘ Source IPS PrefizLength |Snurce Port |Deslinalion IP/ PrefizLength | Destination Port |Remn\re |

Add I Rermoue I

To add an outgoing IP filtering rule, click the Add button. The following screen will be displayed.

NF1ADV - WiFi Data and VolP Gateway Aelomm

WIFL MANAGEMENT ADVANCED SETTINGS

Add IP Filter -- Dutgoing

The zcreen allows you to create a filker rule to identify cutgoing IP traffic by specifying a new filker name and at least one condition below. Al of the specified conditions in this Alter rule must be
satisfied For the rule to take effect. Click 'Apphy/Save' to save and activate the filker

Filter Marne: I

IP Wersion: |Phd -

Pratocol: hd l

Source IP address[fprafix length]:
Source Port (port oF portport):
Crestination IF' address[/prefix length] |
Drestination Pott (port or portport]:

ApplySave |
D D RIPTIO
Filter Name The filter rule descriptive name.
IP Version Select the IP Address protocol (IPv4 or IPv6).
Protocol Options include TCP, UDP, TCP/UDP or ICMP Source IP Address.
Source IP Address Enter the local source IP address from where the data originates.
Source Port (port or port:port) Enter the source port number or port range for the filter rule.
Destination IP Address Enter the destination IP address.
Dest'ination et (Eeter Enter the destination port number or port range for the filter rule.
port:port)
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Incoming IP Filter

The default setting for all Incoming traffic is BLOCKED. Under this condition only those incoming IP packets that match the filter
rules will be ACCEPTED.

NF1ADV - WiFi Data and VoIP Gateway

eI,

Incoming IP Filtering Setup

When the firewall is enabled on 3 WaN ar LAN interface, all incoming IP traffic is BLOCKED, Howewet some IF traffic can be ACCEPTED by setting up flters,

Choose &dd or Remove to confiqure incoming IP filters,

Filter Mame | Interfaces | IP Yersion |Pro(oco| |Source IP/ PrefixLength |So||r|:e Port |Des(ina(ion IP/ PrefixLength | Destination Port |Remove |

Add I Remowe

To add an incoming IP filtering rule, click the Add button. The following screen will display.

NF1ADV - WiFi Data and VoIP Gateway Aellomm

[wirr [ worcE | MANAGEMENT ADVANCED SETTINGS
Add IP Filter -- Incoming

The screen allows you to create a filter rule to identify incorning IP traffic by specifying a new filter narme and at least one condition below, &l of the specified conditions in this filter rule rmust be
satisfied For the rle to take effect, Click ‘SpplyiSave’ to save and activate the Alter

Filter Marne:

1P Yersion: 1Pyt -

Pratocol: = I

Saurce TP sddress]fprefir length]:
Source Port (port or portiport]:
Crestination IP address]jprefis length];

Drestination Part (part ar part par):

WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select e or mors WAMLAM interfaces displayed helow to apply this ruls.

I cater il ¥ bt

ApphyfSave |

Please refer to the Outgoing IP Filter table for field descriptions.
Click the Apply/Save button to save and activate the filter.
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Parental Control

The Parental Control feature allows you to take advanced measures to ensure the computers connected to the LAN are used only
when and how you decide.

Time Restriction

This Parental Control function allows you to restrict access from a Local Area Network (LAN) connected device to an outside
network through the router on selected days and at certain times. Make sure to activate the Internet Time server synchronization as
described in the SNTP section, so that the scheduled times match your local time.

MANAGENENT

Access Time Restriction -- A mazimum 16 entries can be configured.

|R|||e MName |MAC ‘ Mon | Tue | Wed |T|||| |Fri |Sal ‘ Sun |Slarl |Stop ‘Remove |

Add Remowe I

To add a time restriction rule press the Add button. The following screen will appear.

NF1ADV - WiFi Data and VoIP Gateway

WIFL MANAGEMENT ADYANCED SETTINGS

Access Time Restriction

This page adds time of day restriction to a special LAM dewice connected to the Router The 'Browser's M&C Address' autamatically displays the MAC address of the L& dewvice where the browser
is running, To restrict other LA device, dick the "Cther MAC Address” button and enter the MAC address of the other LAM device, To find out the MAC address of a Windows bazed PC, go to
cornmand window and type "ipconfig fall",

Rule Mame I

' Browser's MAC Address |
' Gther MAC Address I—

[t i )

[Drays of the week Mon[Tue WedThufri_Sat Sun|
Flicktoselect ||_||_||_||_||_“_||_|

Start Blocking Tirme (hhirnra) I
End Blacking Tirne (hhirarm) I
ApplyfSave I

See the instructions below. Press the Apply/Save button to save a time restriction rule.

D D RIPTIO
Rule Name A user defined name for the time restriction rule.
Browser’s MAC Address The MAC address of the network card of the computer running the browser.
Other MAC Address The MAC address of a second LAN device or network card.
Days of the Week The days of the week for which the rules apply.
Start Blocking Time The time of day when the restriction starts.
End blocking time The time of day when the restriction ends.
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URL Filter
With the URL filter, you are able to add certain websites or URLs to a safe or blocked list. This will provide you added security to
ensure any website you deem unsuitable will not be able to be seen by anyone who is accessing the Internet via the NF1ADV.

Select the ‘To block’ or ‘To allow’ option and then click Add to enter the URL you wish to add to the URL Filter list.

NF1ADV - WiFi Data and VoIP Gateway Aeltomm

L Basic L wIFL [ GOIE | MANAGEMENT ADYANCED SETTINGS

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries can be configured.

URLLat Type: € Eride 0 nelude

Address (Port |Remove
Add Remove I

Once you have chosen to add a URL to the list you will be prompted to enter the address. Simply type it in and select the
Apply/Save button.

NF1ADV - WiFi Data and VolP Gateway Aelomm

leasic  fwir [ WOKE | MANAGEMENT ADYANCED SETTINGS
Parental Control -- URL Filter Add

Enter the LRL address and part number then click "apphy/Save" ta add the entry ta the URL filver

URL Address: I
Port Murnber: I (Crefault 20 will be applied if leave blank.)
ApplyfSave
NF1ADV User Guide YML38
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Quality of Service

Quality of Service offers a defined level of performance in a data communications system - for example the ability to guarantee that
video traffic is given priority over other network traffic to ensure that video streaming is not disrupted by other network requirements.
This means that should you be streaming video and someone else in the house starts downloading a large file, the download won't
disrupt the flow of video data.

NF1ADV - WiFi Data and VolP Gateway Helbomm

MAHAGEMENT i S GE STATUS

QoS - Queue Management Configuration

IF Enable QoS checkbor is selected, choose a default DSCP mark te autornatically mark incoming traffic without reference to a particular classifier Click 'Apply/Save’ button te save it,

Nota: If Enable Qos checkbox is not selected, all Qo% will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that de not match any classification rules.

¥ Ensble Gos

Select DeFault DSCP Mark I default{000000} 'l
ApplyiSave

To enable QoS select the Enable QoS checkbox, and set the Default DSCP (Differentiated Services Code Point) Mark. Then press
the Apply/Save button.

Queue Setup

NF1ADV - WiFi Data and VoIP Gateway

CE MEMAGEMENT & ) SETTINGS
QoS Queue Setup
In AT mode, marimum 16 queues can be configured.
In FTM made, mazimum & queues can be configured,
For each Ethemet interface, maximum 4 queues can be configured.

IF yrou disable WM Function in Wikeless Page, queues related to wireless will not take effects

The QoS Function has been disabled. Queues would not take effacts.

Name Key | Interface | Scheduler Alg | Precedence | Weight | DSL Latency | PTM Priority | Enable | Remove
VRN Woice Priodity | 1 win = 1 Enabled
VMM Woice Priorty | 2 win P 2 Enabled
NN Wideo Prioiy | 3 win 2 H Enabled
VMM Wideo Priosity | 4 win = 4 Enabled
WM Best Effort | win sp H Enabled
WM Background | 6 win 2 3 Enabled
MM Background | 7 win = 7 Enabled
WM Best Effort | & win sp & Enabled

Add Enabla I Famove I

Click the Add button to add a QoS Queue. The following screen will be displayed.

DV — WiFi Data and VolP Gateway

£ MAHAGEMENT BDVANCED SETTINGS | STATUS
QoS Queue Configuration
This screen allows you to configure 3 QoS queus and assign it to 3 spechic laver 2 interface, The scheduler algorith is defined by the layer 2 interFace.
Note: For SP scheduling, queues assigned to the same layer 2 interface shall have unique precedence. Lower precedence value implies higher priority for this
queue relative to others
Click 'Apply[Sawe' to save and activate the queve.

Mamne: thl

Enable: Enable vl
Interface: ethl hd
Precedence: 2 vl

ApphyiiSave

The above screen allows you to configure a QoS queue entry and assign it to a specific network interface. Each of the queues can
be configured for a specific precedence. The queue entry configured here will be used by the classifier to place ingress packets
appropriately.

NOTE: Precedence level 1 relates to higher priority while precedence level 3 relates to lower priority.
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QoS Classification

NF1ADV - WiFi Data and VolP Gateway Helbomm

WIFT MANAGEMEN A SETTINGS

Qo% Classification Setup - A il 32 entries can be configured.

Choose Add or Rernowve to configure netwar: traffic classes,
IF you disable WM Function in Wirsless Page, classification related to wireless will not take effects

The Qo% function has been disabled. Classification rules vould not take effects.

Class Nama [Order [CLASSIFICATION CRITERIA [CLASSIFICATION RESULTS [Enable [Remove |

Add Enable I Rernove

Click the Add button to configure network traffic classes.

NF1ADV - WiFi Data and VoIP Gateway Neltomm

Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream traffic, assign queus which defines the precedence and the interface and optionally overwrite the TP header DSCF byte, & nile consists
af & class name and at least one condition belowe, All of the specified conditions in this classification rile must be satisfed For the rule to take effect, Click 'ApphvfSave’ to sawe and activate the nle,

Traffic Class Marne:

Rule Order: Last ™
Rule Status: Dizable ¥

Specify Classification Criteria
A blank criterion indicates it is not used for classification.

Class Interface:

Ether Type:

Source MAG Address:
Seurce MAC Mask:
Deestination MAC Address:
Drestination MAC Mask:

Specify Classification Results
Must select a claszification quaue. & blank matk or tag walue means no change.,

Mark Differentiated Service Code Paint (DSCR);

LaM x
=
Assign Classification Queue: -
=
=

Mark 802.1p priority:
Tag WLAM ID [0-4094]:

Apply/Save

The above screen creates a traffic class rule to classify the upstream traffic, assign queuing priority and optionally overwrite the IP
header TOS (type of service) byte. A rule consists of a class name and at least one condition. All of the specified conditions in this
classification rule must be satisfied for the rule to take effect.

Click the Apply/Save button to save and activate the rule.
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Routing

The Default Gateway, Static Route, Policy Routing and Dynamic Route settings can be found in the Routing option of the Advanced
menu.

Default Gateway
Select your preferred WAN interface from the available options.

NF1ADV - WiFi Data and VoIP Gateway HNeltomm

MANAGEMENT ADVANCED SETTINGS

Routing -- Default Gateway

Drefault gateweay interface list can hawe multiple WAN interfaces served as systern default gatewways but anly one will be used according to the priority with the first being the highest and the last
one the lowest prioity if the WA interface is connected, Prority order can be changed by removing all and adding ther back in again,

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
ethl ‘I
N
= |
= |
=
=

T IPWE @ Select 3 preferved wan intetface as the systemn default IPwE gateway,

Selected WAN Interface | NO COMFIGURED INTERFACE LI

ApplyfSave

Static Route

The Static Route screen displays the configured static routes. Click the Add or Remove buttons to change settings.

NF1ADV - WiFi Data and VoIP Gateway

MANAGEMENT ADYANCED SETTINGS

Routing -- Static Route [A maximum 32 entries can be configured)

|IP Yersion |Deslinalion IP/ PrefizLength |Galeway |Inlerface |Melric |Remo\re |

Add Rernowve I

To add a static route rule click the Add button. The following screen will be displayed.

NF1ADV - WiFi Data and VoIP Gateway

MARNAGEMENT ADVANCED SETTINGS
Routing -- Static Route Add

Enter the destination netwark address, subnet mask, gateway AMDUOR available WaN interface then dick "&pphy/Sawe" ta add the entry to the routing table,

IP Version: P ™
Drestination IP addressjprefix langth:

Interface: - l

Gateway [P Address:

[optional: metric nurnber should be greater than or equal ta zera)

Metric: I
ApplyfSave I

Enter the Destination Network Address, Subnet Mask, Gateway IP Address and/or WAN Interface. Then click Apply/Save to add
the entry to the routing table.
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Policy Routing

This function allows you to add policy rules to certain situations.

NF1ADV - WiFi Data and VoIP Gateway Aelcomm

MAMAGEMEMT ADYANCED SETTINGS

Policy Routing Setting -- A maximum & entries can be configured.

|Pn|i(y Name | Source IP | LAN Port | WAN ‘ Default G ‘Remove |

Add Rermove I

Click the Add button to add a policy rule. The following screen will be displayed.

NF1ADV - WiFi Data and VoIP Gateway ANeltamam

YOICE MANAGEMENT D ) SETTINGS

Policy Routing Setup
Enter the policy name, policies, and WAN interface then click "Apply/Save" to add the entry to the policy reuting table.
Mote: IF selected "IPoE" a5 WAM interface, default gateway rmust be configured,

Policy Marne: |
Physical LAM Port: | -

Source 1P} I
Use Interface Iipne_ethﬂiethﬂ 'I
Default Gateway IRt |

ApplyfSave

Enter a, select the LAN port to be used, enter the source IP address

D D, RIPTIO
Policy Name A user defined name for the policy route.
Physical LAN Port The LAN port to be used for the policy.
Source IP The IP address of the LAN device involved with the policy.

Use Interface Select the Interface that the policy will employ.

Gateway Enter the gateway address.

RIP (Routing Information Protocol)

To activate this option, select the Enabled checkbox.
To configure an individual interface, select the desired RIP version and operation, and enter a check in the Enabled checkbox for
that interface. Click Apply/Save to save the configuration.

NF1ADV — WiFi Data and VoIP Gateway

[worce | MANAGEMENT ADVANCED SETTINGS | STATUS

Routing - RIP Configuration

NOTE: RIP CANNOT BE CONFIGURED on the WAN interface which is PPP mode. And the WAN interface which has NAT enabled only can be configured the
operation mode as passive.

Ta activate RIP for the WA Intetface, select the desived RIP wersion and operation and place a check in the 'Enabled’ checkbor. To stop RIP an the WAN Interface, uncheck the 'Enabled’
checkbor, Click the "applyiSave' button to starfstop RIP and save the configuration.

[interface] Version [ Operation [Enabled|

| ethil I 2 j‘ IF'assivaﬂ| r |

ApplyfSave
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DNS
DNS Server

This page allows the user to enable automatic DNS settings detected from the Internet Service Provider or specify their own DNS
server address manually.

NF1ADV — WiFi Data and VoIP Gateway Aeltomm

WIFD [worce | MANAGEMENT ADVANCED SETTINGS

DNS Server Configuration

Select DMS Server Interface from available WAN interfaces OR enter static DMS sarver IP addresses For the systern, In ATM made, i anly a single PYC with IPaf or static IPoE pratocol is
configured, Static DMS server [P addresses rust be entered,

DNS Server Interfaces can have multiple War interfaces served as systern dns servers but anly ane will be used according to the priority with the first being the highest and the last ane the
ot priotivy if the AN interface is connected, Prioity order can be changed by remoning all and adding thern back in again,

% Selact DNS Server Interface from available WAN interfaces:
Selected DMS Server Interfaces A ailable WAt Interfaces
eth0 — —

=]

[ =

' Use the following Static NS TP address:
Primary DMS server:

Secondary DNS servers |

Dynamic DNS

The Dynamic DNS service allows a dynamic IP address to be aliased to a static hostname in any of a selection of domains, allowing
the router to be more easily accessed from various locations on the internet.

NF1ADV - WiFi Data and VoIP Gateway Aelcomm

Leasic | wiFl | WOICE | MANAGEMENT

Dynamic DNS

The Crynarnic DMS service allows you to alias a dynamic IP address to a static hostname in any of the rany dormain, allswing your Broadband Router to be more easily accessed from warious
locations on the Intemet,

Choose Add or Rernowe to configure Dynamic DHS.,

Hostname |Username |Ser\rice |Inlerfa|:e |Remo\re |

Add I Rernowe I

Note: The Add/Remove buttons will be displayed only if the router has been assigned an IP address from the remote server.

To add a dynamic DNS service, click the Add button and the following screen will display.

NF1ADV - WiFi Data and VoIP Gateway

[wirr  [worce | mManacEMERT ADVAMCED SETTINGS | STATUS

Add Dynamic DNS

This page allows vou to add a Dynamic DMS address from CynDMS,.org aF TZO,

D-DMS prowider I DwnDMS.org T l

Hostname I
Intetface I ipoe_ethOiethD 'l

DynDNS Settings

Usemarne Iadmin
Password Iouoo

Apply/save |
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D D RIPTIO
D-DNS Provider Select the dynamic DNS provider from the list.
Host Name The name of the dynamic DNS provider.
Interface Select the interface from the list.
Username Enter the Dynamic DNS account username.
Password Enter the Dynamic DNS account password.

DSL

This page allows the user to modify the DSL modulation settings on the unit. By changing the settings, the user can specify which
DSL modulation that the modem will use.

NF1 ADV = WiFi Data and VoIP Gateway Aeliomm

[Basic  [wrrr [worcE | MANAGEMEWT ADVANCED SETTINGS
DSL Settings
Select the modulation below.
¥ 6 ome Ensbled
[ G e Enabled
¥ 71413 Ensbled
¥ apsiz Ensbled
¥ annest Ensbled
¥ apsiz+ Ensbled
™ anneatt Enabled
Select the phene line pair below.
© toner pair

' ouer pair

Capability
¥ itswesp Enable

™ sra Enstle

Applyisave | _Advanced Setiings

For advanced DSL options press the Advanced Settings button.

— WiFi Data and VoIP Gateway Aelbomm

WOICE MANAGEMENT

DSL Advanced Settings

Select the test mode below,

% Moimal
C Reverb
C Medey

' N retrain
Oz

Apphy | _ Tane Selection_|

The DSL advanced settings relate to test mode settings. The default selection is ‘Normal’.

ADSL Tone Settings

For ADSL Tone Settings select the ‘Tone Selection’ button on the DSL Advanced Settings page.

The frequency band of ADSL is split up into 256 separate tones, each spaced 4.3125kHz apart. With each tone carrying separate
data, the technique operates as if 256 separate routers were running in parallel. The tone range is from 0 to 31 for upstream traffic
and from 32 to 255 for downstream traffic. Do not change these settings unless you are directed by your Internet Service Provider.
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-I01

[ [ hetpejf192.168.1.1/adslcFgtane. html T’%]

ADSL Tone Settings
Upstream Tones
Mo MWy Wy MWz Wa W We Wy Mo e My Wy W Wi By W
M Wi W Mo Mo Mo Mo Moz Wog Moo WMo Wop Wag Wag Mo Moy

Downstream Tones

Mo MW Moy Mo W W Mg Wag My Moy W W Waa Mg Wy Moy
M Mg Mo Moy Mo Moy Moy Wee Mo Moy Mo Wog Weg Moy Wex M
Mieg Mee Wee Wor Weg Weg Wog Wogy Moo WMo Moy Wos oo Moy Wag Mg
Mo Mo Moy Moz Woa Moo WMo Wor Was Mo Way Moy Moy Moz Wag Was
Mo Moy Wag Maa 0¥ 1010 W02 W03 W 104 W g0s 90406 0107 20300 90100 400 40y
MMV g M W e W W Wi Woa Ve Wi Wa W a Vs W ga gy
| TS CIREEY CIRENN CIREYE TR CARERN TR ERY TIPE TR TR ERE e TR ECH TR RPN IR P T
V144V 15 W 14 ¥ 147 145 ¥ 100 W 400 W 450 B0 100 W0 13 W9 404 0 15 0406 9 407 40 e
| TN CIRTSY CIRTEN TN CRT TR TN CIRTYN TIRTY CARTEY CURTER CIRe N CIRT I TRV RS CRT Rl IR TRt
W 176 W 177 W 176 ¥ 179 0100 0100 W0 12 10 W0 100 0 g0 0 40 0 17 010 0 100 I 40 0 g0y
! 192 W) 193 W 134 ¥ 135 0 196 0 107 2 10 W 109 B0 00 0 201 W9 00e W0 202 20 204 99 20s I 206 2 2o
I 205 W 200 W 210 W 211 202 0213 W 204 W 245 W0 206 W 207 W 048 0 209 ¥ 220 W9 220 W 2 W
¥ 324 W 535 W 536 ¥ 557 W 220 ¥ 229 W 230 W 230 W 530 W0 533 W9 534 0 235 0 226 W9 oy W 23 W s
240 W 241 W 54 ¥ 543 W 204 ¥ s W 2 W0 27 W 540 0 40 W9 5 ¥ 254 22 I e W g P e

Check All I Claar all I Apphy I Cloze I

UPnP

Universal Plug and Play (UPNP) is a set of networking protocols that can allow networked devices, such as computers, printers, WiFi
access points and mobile phones to automatically detect each other's presence on the network and establish functional network
services for data sharing, communications, and entertainment.

NF1ADV - WiFi Data and VoIP Gateway Aelcomm

MANAGEMENT ADYANCED SETTINGS
UPnP Configuration

NOTE: UPnP is activated only when there is a live WAN service with NAT enabled.

[¥ Enable UPne

ApplyfSave I

DNS Proxy

To enable DNS Proxy settings, tick the corresponding checkbox and then enter host and Domain name, as in the example shown
below. Click Apply/Save to continue.

NF1ADV - WiFi Data and VoIP Gateway

T, ADvanCED SE TGS

DNS Proxy Configuration

W Enchle s Prary

Host namne of the Broadband Router: FFIADV

Drornain narne of the LAM network:  Home

ApplyfSave I

The Host Name and Domain name are combined to form a unique label that is mapped to the router IP address. This can be used
to access the user interface of the router with a local name rather than by using the router IP address.
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Print Server

This page allows you to enable or disable the USB port of the NF1ADV to be used as a print server.
Please see Appendix B for more details on setting up your router to work with Print Server functionality.

NF1ADV - WiFi Data and VoIP Gateway Aeltimmm

ANAGEMENT ADVANCED SETTINGS

Print Server settings

This page allows you to ensble | disable printer supgort.

[¥! Enable onbosrd print carvar

Printet name Frinter—Name
MMake and mode! Flake-and-Mode\

Apply/Save

Storage Service

This page allows you to enable or disable the USB ports of the NF1ADV so it can be used as a mass storage server.
Please see Appendix C for more details on setting up your router to work with Storage Server functionality.

NF1ADV - WiFi Data and VolP Gateway Aelcomm

WIFL MANAGEMENT
USB Storage sattings

USE Status: detected

This page allows you to enable / disable USE storage .

¥ Enable USE starage

Partition | Total Sizes |Used Sizes | Available Sizes

1 1304 ME 536 MB 1368 MB

Gateway Marme (MatBIOS): FAFmDv
USE Directory Marne: pSB-Storage

Saveitpply |

Interface Grouping

Interface grouping supports multiple ports to PVC and bridge groups. Each group performs as an independent network. To use this
feature, you must create mapping groups with appropriate LAN and WA N interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces to the default group. Only the default group has
an IP interface.

NF1ADV - WiFi Data and VoIP Gateway ANeltomm

Leasic Jwrer | MANGGEVENT

Interface Grouping -- A maximum 16 entries can be configured

Intetface Grouping supports multiple ports tae PWC and bridging groups, Each group will perforrn as an independent netwark, To support this Feature, wou must create rapping groups with
appropriate LAM and WAM intefaces using the Add button. The Rernowe button will rernowe the grouping and add the ungrouped interfaces to the Default group, Snly the default group has IR
interface,

Group Name | Remove [WAN Interface |LAN Interfaces |DHCP Yendor IDs
ethil EMET1
EMETZ2
Drefault EMETZ
EMET4
wiland
Add Remove I
NF1ADV User Guide YML38
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To add an Interface Group, click the Add button. The following screen will appear. It lists the available and grouped interfaces.
Follow the instructions shown below:

NF1ADV - WiFi Data and VolP Gateway Aelcomm

L eosic Jwie |

Interface greuping Configuration

To amate 3 new Frafacs grup.
L. Enter the Group name and the group name must be unique snd select ekher 2, [dynamic) or 3. (zatic) below:

2. 1F you lka to autcmatically add LAM disres to 3 WA Intsrfaca in the nows group add tha DHCR vendor 10 sting, By configuring a DHCE vardor 10 sting ary DHCP dint raguast with the
spesified wender 10 [DHCP option 60) will be denied an 1P address from the kocal DHCP server

3.Saact Frarfacas fram the awallabla intarface | and 244 i 1o th qroupad intarfaca It using tha amow buttens 1o cwats tha required magping of tha perts, Nota tht these clients may
sbtain public IP addresses

4. Sk ApplySave buttor to make th changes effective immedately

IHﬂR’THNI I & vendor I0 s configured for & specific cient device, pleaze REBOOT the client device sttached to the modem to allow it te obtain an sppropriate
1P addrass.

Group Namer
WAN Interface used in the growping [ipoe_cthlictd) =]

Grouped LAN Interfaces Awvailable LAN Interfaces

Automatically Add Clients
With the Follasing DHCP
Vendor IDs

ApplylSave |

Automatically Add Clients with the following DHCP Vendor IDs

Add support to automatically map LAN interfaces to PVC’s using DHCP vendor ID (option 60). The local DHCP server will decline
and send the requests to a remote DHCP server by mapping the appropriate LAN interface. This will be turned on when Interface
Grouping is enabled.

Press the Apply/Save button to save any changes to the configuration settings.

Multicast — IGMP Configuration

The Internet Group Management Protocol (IGMP) is a communications protocol used by hosts and adjacent routers on IP networks
to establish multicast group memberships. IGMP is a protocol only used on the network between a host and the router. It allows a
host to inform the router whenever that host needs to join or leave a particular multicast group. IGMP provides for more efficient
allocation of resources when used with online gaming and video streaming.

NF1ADV — WiFi Data and VolP Gateway

Leasie Lwie | vorce L MANAGEMENT ADVANCED SETTINGS

IGMP Configural
Enter IGMP protocol configuration Relds if you want modify deFault walues shown below.
Drefault Wersion: £]
P E—
Query Respense Interval: 10
wery Tncerval: e
. —
—
S T3]
[ —
Fast Leave Ensble: =
LAMN to LAM (Intra LA Multicasz)
Enabfe: e o : t '7
Apphiizava |
YML27 NF1ADV User Guide
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Default Version The version IGMP in use by the router.

The hosts on the segment report their group membership in response to the router’s queries. The query interval
timer is also used to define the amount of time a router will store particular IGMP state if it does not hear any
reports on the group. The query interval is the time in seconds between queries sent from the router to IGMP
hosts.

Query Interval

When a host receives the query packet, it starts counting to a random value, less the maximum response time.
When this timer expires, the host replies with a report, provided that no other host has responded yet. This
accomplishes two purposes:

a) Allows controlling the amount of IGMP reports sent during a time window.

b) Engages the report suppression feature, which permits a host to suppress its own report and conserve
bandwidth.

IGMP uses this value when router hears IGMP Leave report. This means that at least one host wants to leave
Last Member Query Interval the group. After router receives the Leave report, it checks that the interface is not configured for IGMP
Immediate Leave (single-host on the segment) and if not, it sends out an out-of-sequence query.

The robustness variable is a way of indicating how susceptible the subnet is to lost packets. IGMP can recover
from robustness variable minus 1 lost IGMP packets. You can also click the scroll arrows to select a new
setting. The robustness variable should be set to a value of 2 or greater. The default robustness variable value

Query Response Interval

Robustness Value

is 2.
Maximum Multicast Groups The maximum number of multicast groups that the router can control at any one time.
gl:z:g;usm Nl Dsist The maximum number of data sources a multicast group can have.

Maximum Multicast Group

The maximum number of hosts a multicast group can have.
Members

With IGMP fast-leave processing, which means that the router immediately removes the interface attached to a

R lLeane Ende receiver upon receiving a Leave Group message from a IGMP host.

LAN to LAN (Intra LAN)

, Multicasting across a LAN is enabled.
multicast

SIP ALG

The SIP Application Layer Gateway (ALG) provides functionality to allow VolP traffic to pass both from the private to public and
public to private side of the firewall when using Network Address and Port Translation (NAPT). SIP ALG inspects and modifies SIP
traffic to allow SIP traffic to pass through the firewall.

NF1ADV - WiFi Data and VolP Gateway

MANAGENENT ADYANCED SETTINGS

SIP ALG settings

This page allows you ta enable [ disable SIP ALS,
NOTE: This option doesn't take effect until router is restarted.

I Enstle 517 LG

Save
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Status

The Status menu has the following submenus:
= Diagnostics

= WAN

=  System Log
= Statistics

= Route

= ARP

= DHCP

Diagnostics

The Diagnostics menu provides feedback on the connection status of the device. The individual tests are listed below. If a test
displays a fail status:
1. Click on the Help link and follow the troubleshooting procedures in the Help screen that appears.

2. Now click Re-run Diagnostic Tests at the bottom of the screen to re-test and confirm the error

3. If the test continues to fail, contact Technical Support.

NF1ADV - WiFi Data and VoIP Gateway Aelbomm

lwirr [ woicE | MANAGEMENT ADVANCED SETTINGS
ipoe_ethD Diagnostics

‘four modern is capable of testing your DSL connection, The individual tests are listed belove, I a test displays a fail status, click "Rerun Diagnostic Tests" at the bottorn of this page to make sure
the Fail status is consistent, IF the test continues to fail, clck "Help" and followy the troubleshoating procedures,

Test the connection to your local network

Test your ENET1 Connection: [PASS |Help
Tast your ENETZ Connection: |FAIL |Help
Test your ENET3 Connection:  [FAIL |Help
Test your ENET4 Connection:  |FAIL |Help
Test your Wireless Connection: [PASS |Help

Test the connection to your DSL service provider

Test xDSL Synchronization: FAIL Help
Test ATM OAM F5 segment ping: DISABLED |Help
Test ATM DAM F5 end-to-end ping: DISABLED |Help

Test the connection to your Internet service provider

[Ping default gateway: [Far [heb |
|Ping primary Domain Name Server: \FML |H_E|E |
Test | _Testwith camF4 |
FIELD | DESCRIPTION

Pass: Indicates the Ethernet connection to your computer is connected to the LAN port of the router.
Fail: Indicates that the router does not detect the Ethernet interface of your computer.

Pass: Indicates that the wireless card is switched ON.

Fail: Indicates that the wireless card is switched OFF.

ENET Connection

Test your Wireless Connection

Pass: Indicates that the modem has received a valid IP address from the PPP server.
Fail: Indicates that the modem has not received a valid IP address from the PPP server.
Pass: Indicates that the router can communicate with the DNS server.

Ping Primary Domain Name Server Fail: Indicates that the router was unable to communicate with the primary Domain Name Server (DNS).
This may not have an effect on your internet connection. Therefore if this test fails but you are still able
to connect to the internet there is no need to troubleshoot this issue.

Test the Assigned IP Address

YML27 NF1ADV User Guide
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WAN

The WAN page details the configuration of the router’s WAN connections.

NF1ADV - WiFi Data and VolP Gateway

Nelbomm

MANAGEMENT ADYANCED SETTINGS | STATUS
WAN Info
Interface |Description | Type [ VLAN Muxld | IPv6 | IGMP | MLD | NAT [Firewall | Status | IPv4 Address |PPP Manual Connection
@0 | ipos_sthd | PeE | Disabled | Dissbled |Enabled | Dissbled |Enabled | Dissbled |Unconfigued | 0.00.0

FIELD | DESCRIPTION
Interface The Interface of the WAN connection.
Description The description of the WAN connection.
Type The type of WAN connection.
VLAN Muxid Details the status of VLAN Muxld if used.
IPv6 Details whether IPv6 is used or not with the WAN connection.
IGMP Details the status of IGMP on each WAN connection. IGMP is only used with IP v4 connections.
MLD Details whether Multicast Listener Discovery (MLD) protocol, the IPv6 variant of IGMP is enabled.
NAT The NAT status of the WAN connection.
Firewall The status of the router firewall across the WAN connection.
Status The status of the WAN connection.
IPv4 Address The current IP v4 address of the WAN connection.
PPP Manual Connection This field advises if the WAN connection is configured as a PPP Manual Connection.

NF1ADV User Guide YML38

59 www.netcommlimited.com



WiFi Data and VolP Gatewav

NETADY NelLomm

System Log

This function allows you to view system events and configure related options. Follow the steps below to enable and view the
System Log.

1. Click Configure System Log to continue.

NF1ADV - WiFi Data and VoIP Gateway Nellomm

WIFD VOICE TBNAGEMENT AT ANCED SETTINGS

System Log

The System Log dialog allows you to wiew the System Log and confiqure the Systam Log options,
Click "wiew Systam Log" to view the System Log.

lick "Configure Systern Log" ta configure the System Log options.

Wiew Systern Log | Configure System Log

2. Select the system log options (see table below) and click the Apply/Save button.

NF1ADV - WiFi Data and VoIP Gateway Neltomm

WIFT = THAGEMENT ADYANCED SETTINGS

System Log -- Configuration

TF the lng rade is enabled, the systern will begin to log il the selacted events. For the Log Lewel, all ewents shove or equal to the selected level will be Ingged. For the Display Level, all lagged
events above of equal to the selected level will be displayed. IF the selected mode is 'Remote’ or 'Bath,' events will be sent to the specified IP address and UDP port of the remote syslog server IF
the selected mode iz 'Local' or 'Both,' events will be recorded in the local memary,

Select the desired walues and click 'Apply/Save’ to configure the systerm log options,

Log: © Disable ©® Ensble
Log Level| Debugaging ™
Diisplay Lewel: Error -
Mode: Local ¥

ApplyfSave |

[ |=IHD) DESCRIPTION

Indicates whether the system is currently recording events. System logging can be disabled or enabled.
By default system logging is disabled.

Allows you to configure the event level and filter out unwanted events below this level. The events range
from the highest level “Emergency” down to the lowest “Debugging” level and are stored in the router’s
SDRAM memory. When the log buffer is full the newest event will wrap up to the top of the log buffer
and overwrite the lowest event. By default the log level is “Debugging” which is the lowest critical level.
The log levels are defined as follows:

Emergency is the most serious event level whereas debugging is the least important. For instance if the
log level is set to debugging, all the events from the lowest debugging to the highest Emergency level
will be recorded. If the log level is set to Error level only error level logs will be able to be viewed.

Allows you to select the log events and displays in the View System Log window. For events from
Display debugging level and above to the highest Emergency level.

Log

Log Level

Level Allows you to select the logged events and display in the View system Log window, per log level.

Allows you to specify whether events should be stored in local memory, be sent to a remote system log
server or both simultaneously.

Mode If remote mode is selected the view system log windows will not be able to display events saved to the
remote system log server. When either Remote mode or both mode are selected you will be prompted
for the system log server IP address and UDP port.

YML27 NF1ADV User Guide
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Statistics

These screens provide detailed information for:
= Local Area Network (LAN),

= Wide Area Network (WAN) Service,
= XTM

= xDSL Service
NOTE: These statistics pages refresh every 15 seconds.

LAN

This screen displays statistics for the Ethernet and Wireless LAN interfaces.

Helbamm

NF1ADV - WiFi Data and VoIP Gateway

WIF] MANAGEMENT ADVANCED SETTINGS
Statistics -- LAN
Interface Received Transmitted
Bytes [Pkts |Errs [Drops [Bytes |Pkis|Errs |Drops

ENET1 7724605952 [0 0 223367C |2335 |0 a

ENETZ2 0 0 0 0 27232 197 (0 a

ENET3 0 0 0 0 27232 197 [0 o

ENET4 0 0 0 0 27232 197 (0 a

wlD 0 0 0 0 0 0 L] a

Reset Statistics I
Bytes RBx/Tx (receive/transmit) packets in bytes.
. ) Pkts RBX/Tx (receive/transmit) packets.
Received/Transmitted - - -
Errs RX/Tx (receive/transmit) packets with errors.
Drops Rx/Tx (receive/transmit) packets with drops.
WAN Service

This screen displays statistics for the Ethernet and Wireless LAN interfaces.

Nelbomm

MANAGEMENT ADYANCED SETTINGS STATUS

NF1ADV - WiFi Data and VoIP Gateway

Sratistics -- WAN

[InterfaceDescription| Received [ Transmitted

[EytesPktsErrs firops BytesPkts ErrsDrops
[ etho [ipoe etho[ 0o [o o[ o [ o [ofJo[ o
Feset Statistics

DESCRIPTION

INTERFACE

Bytes Rx/Tx (receive/transmit) packets in bytes.
Pkt Rx/T> ive/t it kets.
Received/Transmitted 2 X (recefve ransm! ) packets -
Errs Rx/Tx (receive/transmit) packets with errors.
Drops Rx/Tx (receive/transmit) packets with drops.
NF1ADV User Guide YML38
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XTM

The XTM statistics page shows the details of the XTM interface.

NF1ADV - WiFi Data and VolP Gateway Aeltomm

MANAGEMENT & ED SETTINGS

Interface Statistics
Port Number [In Octets [Out Dctets [In Packets [0ut Packets [In 0AM Cells [0ut 0aM Cells [1n ASM Cells [Out ASM Cells [In Packet Errors [1n Cell Errors

Reset

FIELD DESCRIPT!

Port Number The port number used by the XTM interface.

In Octets The number of data packets in octets received over the ATM interface.

Out Octets The number of data packets in octets transmitted over the ATM interface.

In Packets The number of data packets received over the ATM interface.

Out Packets The number of data packets transmitted over the ATM interface.

In OAM Celis Operatiorj, Adm@nistlration, and Maintenance (OAM) Cell is the ATM Forum specification for cells used to
monitor virtual circuits.

Out OAM Cells Operation_, Adm!nis’gration, and Maintenance (OAM) Cell is the ATM Forum specification for cells used to
monitor virtual circuits.

In ASM Cells The number of Any Source Multicast (ASM) cells received over the interface.

Out ASM Cells The number of Any Source Multicast (ASM) cells transmitted over the interface.

In Packets Errors The number of packets with errors detected over the XTM interface.

In Cell Errors The number of cells with errors detected over the XTM interface.

YML27 NF1ADV User Guide

www.netcommlimited.com 62



NelLohmm

xDSL

The following graphic shows the ADSL Network Statistics screen. The Reset button (located at the bottom of the screen) can be
used to reset statistics. The bit error rate can be tested by clicking the ADSL BER Test button.

11 RERE

NF1ADV - WiFi Data and VolP Gateway Nelbomm

i MANAGENENT ADVANCED SETTINGS

Statistics -- xDSL

Mode:

[Traffic Type:
[Status: Dizablad
Link Power State:

Line Coding Trellis):
[SNR Margin (0.1 dB):
ion (0.1 dB):

Dutput Power (0.1 dBm):
ittainable Rate (Kbps):
Rate (Kbps):

[Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
OCD Errors:
LCD Errors:
[Total Cells:
Data Cells:
[Bit Errors:

[Total ES:
[Total SES:
[Total UAS:

«DSLBER Test I Feset Stalistics I Cirawe Tane Graph I

Route

Select Route to display the paths the Router has found.

NF1ADV— WiFi Data and VolP Gateway Aellamm

MANAGEMENT ADYANCED SETTINGS

Device Info -- Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
D> - dynamic (pedirect], M - modifed (redirect),

Destination | Gateway |Subnet Mask |Flag [Metric | Service | Interface

192.168.10 | 0000 256.255.255.0 (U n brin

ARP

Click ARP to display the ARP information.

This option can be used to determine which IP address / MAC address is assigned to a particular host. This can be useful when
setting up URL filtering, Time of Day filtering or Static DHCP addressing.

NF1ADV— WiFi Data and VolP Gateway Aeltamm

VOICE MAHAGEMENT ADWANCED SETTINGS

Device Info -- ARP

[1P address [Flags  [Hw address [Device

|192.1ss.1.2 |Completa |uu:uf:bu:Fazsz:57 |bm

NF1ADV User Guide - YML38
63 www.netcommlimited.com



WiFi Data and VolP Gatewav

NETADY NEILumm

DHCP

Click DHCP to display the DHCP information.

NF1ADV - WiFi Data and VoIP Gateway L

LBasic Lwi [ VOIE | MANAGEVENT ADYANCED SETTINGS

Device Info -- DHCP Leases

[Hosmame  [MAC Address [1P Address [Enpires In |
‘Ie(hsuppon-laplop | 000 a9z 57 |192.1ss.1.2 |19 hours, 1 minutes, 9 seconds |

You can use this to determine when a specific DHCP lease will expire, or to assist you with setting up Static DHCP addressing.
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Additional Product Information

Establishing a wireless connection

Windows XP (Service Pack 2)

4. Open the Network Connections control panel (Start -> Control Panel -> Network Connections).
Right-click on your Wireless Network Connection and select View Available Wireless Networks.

Select the wireless network listed on your included wireless security card and click Connect.

Enter the network key (refer to the included wireless security card for the default wireless network key).
The connection will show Connected.

® N O O

Windows Vista

9. Open the Network and Sharing Center (Start > Control Panel > Network and Sharing center).
10. Click on "Connect to a network".
11. Choose "Connect to the Internet" and click on "Next".
12. Select the wireless network listed on your included wireless security card and click Connect.
13. Enter the network key (refer to the included wireless security card for the default wireless network key).
14. Select the appropriate location. This will affect the firewall settings on the computer.
15. Click on both "Save this network" and "Start this connection automatically" and click "Next".

Windows 7

16. Open the Network and Sharing Center (Start > Control Panel > Network and Sharing center).
17. Click on "Change Adapter settings" on the left-hand side.
18. Right-click on "Wireless Network Connection" and select "Connect / Disconnect”.
19. Select the wireless network listed on your included wireless security card and click Connect.
20. Enter the network key (refer to the included wireless security card for the default wireless network key).
21. You may then see a window that asks you to "Select a location for the 'wireless' network". Please select the "Home" location.
22. You may then see a window prompting you to setup a "HomeGroup". Click "Cancel" on this.
23. You can verify your wireless connection by clicking the "Wireless Signal" indicator in your system tray.
24. After clicking on this, you should see an entry matching the SSID of your NF1ADV with "Connected" next to it.

Mac OSX 10.6

25. Click on the Airport icon on the top right menu.
26. Select the wireless network listed on your included wireless security card and click Connect.
27. On the new window, select “Show Password”, type in the network key (refer to the included wireless security card for the
default wireless network key) in the Password field and then click on OK.
28. To check the connection, click on the Airport icon and there should be a tick on the wireless network name.

6 Please note: For any other operating system (Windows 98SE, Windows ME, Windows 2000 etc.) or if you use a wireless
adaptor utility to configure your wireless connection, please consult the wireless adapter documentation for additional
information.
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Troubleshooting
Using the indicator lights (LEDs) to Diagnose Problems
The LEDs are useful aides for finding possible problem causes.

Power LED

The Power LED does not light up.

STEP ‘

CORRECTIVE ACTION

Make sure that the NF1ADV power adaptor is connected to the device and plugged in to an appropriate

L power source. Use only the supplied power adaptor.

2 Check that the NF1ADV and the power source are both turned on and device is receiving sufficient power.
3 Turn the NF1ADV off and on.
4 If the error persists, you may have a hardware problem. In this case, you should contact technical support.

Web Configuration
| cannot access the web configuration pages.

STEP CORRECTIVE ACTION

Make sure you are using the correct IP address of the NF1ADV. You can check the IP address of the

L device from the Network Setup configuration page.

Check that you have enabled remote administration access. If you have configured an inbound packet

2 filter, ensure your computer’s IP address matches it.

3 Your computer’s and the NFTADV’s IP addresses must be on the same subnet for LAN access. You can
check the subnet in use by the router on the Network Setup page.

4 If you have changed the devices IP address, then enter the new one as the URL you enter into the

address bar of your web browser.

The web configuration does not display properly.

CORRECTIVE ACTION

Delete the temporary web files and log in again. In Internet Explorer, click Tools, Internet Options
1 and then click the Delete Files ... button. When a Delete Files window displays, select Delete all
offline content and click OK. (Steps may vary depending on the version of your Internet browser.)

Login Username and Password
| forgot my login username and/or password.

STEP | CORRECTIVE ACTION |
Press the Reset button for ten seconds, and then release it. When the Power LED begins to blink, the
1 defaults have been restored and the NF1ADV restarts.

You can now login with the factory default username and password “admin” (without the quotes)

It is highly recommended to change the default username and password. Make sure you store the
username and password in a safe place.

WLAN Interface
| cannot access the NF1ADV from the WLAN or ping any computer on the WLAN.

STEP | CORRECT ACTION |
If you are using a static IP address for the WLAN connection, make sure that the IP address and the subnet

1 mask of the NF1ADV and your computer(s) are on the same subnet. You can check the routers
configuration from the Network Setup page.
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Using the NF1ADV to make and receive telephone calls

The NF1ADV provides circuit switched voice services via two telephony line interfaces offering the ability to make and receive
telephone calls via a regular analogue telephone using the local voice network.

6 Please note: Please refer to your mobile service provider for activation of your voice service and information about the call
charges that apply.

It’s important to note that the NF1ADV has two separate line interfaces that share a single outbound/inbound telephone line. This
means that handset(s) connected via one port will not be able to use the line at the same time as handsets connected via the other
port.

If a call is already in progress via the first port, the user on the handset(s) connected to the second port will receive a busy signal.
Incoming calls will ring and can be answered on either port, however once a call is answered from one port, handset(s) on the
second port will receive a busy signal.

Handset requirements

The NF1ADV allows you to make telephone calls over the VoIP network using a standard analogue telephone via the built in RJ-11
Phone ports and up to 4 cordless phones using the built in DECT module . Please refer to the documentation provided by the
manufacturer of your analogue or cordless telephone for assistance with the operation of your telephone handset.

Maximum REN Loading

Please note that each of the line interfaces on the NF1ADV is capable of supporting multiple analogue telephones connected via
splitters. The ringer equivalence number (REN) for each line is 5. Therefore, a maximum of 5 handsets each with a REN number of 1
can be connected to each line port.

Before you start make any phone call, make sure you checked the following:

You have a WAN connection to the internet.

Your NF1ADV is powered on and in running condition.

Your SIP settings have successfully registered to your VoIP provider’s network.

A working analogue telephone connected into either the Line 1 or Line 2 port.

You hear the dial tone and the Phone 1 or 2 LED on the front of your NF1ADV should light up after lifting the handset.

SRS

How to place a call
To make a call, simply lift the handset and dial the number following the instructions provided by your telephone handset
manufacturer.

How to receive a call
When an incoming call is received, both Line 1 and Line 2 lights will start flashing and any phones connected to the NF1ADV will
ring. Answer the telephone following the instructions provided by your telephone handset manufacturer to conduct the call.

6 Please note: If the call is answered from a telephone connected to Line 1, telephones connected to Line 2 will receive an
engaged tone for the duration of the call.

If there is no phone connected to the NF1ADV, all incoming calls will be transferred to Voicemall (if enabled on the device).

Answering an incoming call when on a call

Call waiting enables a 2nd incoming call to be received while you are on a call. To answer a call waiting call, perform a hook-flash
(briefly depressing the hook button). The incoming call should then be answered. Upon hanging up or performing another hook-
flash, you will be returned to the original telephone call.

Accessing voicemalil
To access your voicemalil, please dial *98 and follow the voice prompts.
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Call feature codes

Quick Reference Table
The NF1ADV supports a number of call feature codes for supplementary services.

FEATURE ACTIVATION DEACTIVATION | STATUS
#31# *31#

Caller ID (to block an individual call) | (to unblock an individual call) A

Call Waiting *A3# #43# “#A3#
Call Forwarding Unconditional | *21*<Directory Number># #21# #H21#
Call Forwarding No Answer *61*<Directory Number># #O14# HO1#
Call Forwarding Busy *67*<Directory Number># #OTH# HOTH
Call Forwarding Unreachable *62*<Directory Number># #O2# “HO2H#

Caller ID
Caller ID transmits a caller’s number to the called party’s telephone equipment when the call is being set up but before the call is
answered. Where available, caller ID can also provide a name associated with the calling telephone number.

= To force Caller ID to be blocked for an outbound call, dial #31# followed by the number you wish to dial.

= To force Caller ID to be unblocked for an outbound call, dial *31# and then dial the number.

Call Waiting
Call waiting allows for indication and answering of an incoming telephone whilst an existing call is underway.
= To disable call waiting, dial #43#, and hang up after you hear 2 high pitch beeps.
= To enable call waiting, dial *43#, and hang up after you hear 2 low pitch beeps.
= To check the status of Call Waiting, dial *#43# or view the advanced status page of the management console.
o Call waiting is disabled if you hear 2 high pitch beeps.
o Call waiting is enabled if you hear 2 low pitch beeps.

Call forwarding (or call diverting), is a feature that allows an incoming call to be redirected to another number depending on the
circumstances at the time of receiving the call.

Please note: The Call Waiting feature will automatically turn off if you enable Call forwarding. Call Waiting will need to be
enabled again after Call Forwarding is disabled.

Call Forwarding Unconditional
Call forwarding Unconditional will divert all incoming calls to a phone number that you desire.
= To enable Call Forwarding Unconditional, dial *21*<Directory Number>#
(Where directory number is the number you wish to forward calls to)
Hang up after you hear 2 low pitch beeps.
To disable Call Forwarding Unconditional, dial #21#
Hang up after you hear 2 high pitch beeps.
To check the status of Call Forwarding Unconditional, dial *#21# or view the advanced status page of the
management console.
o Call Forwarding Unconditional is disabled if you hear 2 high pitch beeps.
o Call Forwarding Unconditional is enabled if you hear 2 low pitch beeps.

Call Forwarding No Answer
Call forwarding No Answer will divert all incoming calls to a phone number that you desire only if the incoming call is not answered.
=  To enable Call Forwarding No Answer, dial *61*<Directory Number>#
(Where directory number is the number you wish to forward calls to)
Hang up after you hear 2 low pitch beeps.
To disable Call Forwarding No Answer, dial #61#
Hang up after you hear 2 high pitch beeps.
To check the status of Call Forwarding No Answer, dial *#61# or view the advanced status page of the management
console.
o Call Forwarding No Answer is disabled if you hear 2 high pitch beeps.
o Call Forwarding No Answer is enabled if you hear 2 low pitch beeps.
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Call Forwarding Busy
Call forwarding busy will divert all incoming calls to a phone number that you desire only if your telephone is busy on another call.

= To enable Call Forwarding Busy, dial *67*<Directory Number># (Where the directory number is the number you wish
to forward calls to).

Hang up after you hear 2 low pitch beeps.
To disable Call Forwarding Busy, dial #67#
Hang up after you hear 2 high pitch beeps.
To check the status of Call Forwarding Busy, dial *#67# or view the advanced status page of the management
console.
o Call Forwarding Busy is disabled if you hear 2 high pitch beeps.
o Call Forwarding Busy is enabled if you hear 2 low pitch beeps.

Call Forwarding Not Reachable
Call forwarding busy will divert all incoming calls to a phone number that you desire only if your telephone is unreachable by the
network.
=  To enable Call Forwarding Not Reachable dial *62*<Directory Number>#
(Where directory number is the number you wish to forward calls to)
= Hang up after you hear 2 low pitch beeps.
=  To disable Call Forwarding Not Reachable, dial #62#, Hang up after you hear 2 high pitch beeps.
= To check the status of Call Forwarding Not Reachable, dial *#62# or view the advanced status page of the
management console.
o Call Forwarding No Answer is disabled if you hear 2 high pitch beeps.
o Call Forwarding No Answer is enabled if you hear 2 low pitch beeps.

Conference Call

A conference call can be achieved by performing a hook-flash and then by dialling the third party. Wait for the third party to answer
your call and then perform another hook-flash to conference all the parties together.

@ Please note: In order to activate a conference call, you will need to have originated both calls.

Troubleshooting

What do | do if | have no dial tone?

Please follow the procedure listed below:

Check to make sure the phone is plugged into your NF1ADV on either Line 1 port or Line 2 port.

Check to make sure you are using the correct cable (Cat-3 UTP Telephone Cable with RJ-11 plugs).
Check to make sure the line light on the front panel of the NF1ADV turns solid blue if you lift the handset.
Check to make sure the blue MBB indication light on the front of the NF1ADV is blinking.

Check to make sure your MBB SIM card is activated and inserted into your NF1ADV properly.

Check and see if you get the dial tone after rebooting your NF1ADV.

O oA WD~

| have noise interference during telephone calls. How can | fix this?

To resolve this issue, try the following:
= Verify that the RJ-11 cable is securely connected and not damaged.
=  Try to remove any telephone splitters from the connection between your phone and the NF1ADV.
= Try rebooting your NF1ADV.
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Technical Data

The following table lists the hardware specifications of the NF1ADV.

MODEL | NF1ADV
CPU Broadcom BCM6362
Connectivity 10/100 Ethernet LAN x 4, 10/100/1000 Ethernet WAN x 1, WLAN, RJ-11 x 3
Antenna connector Onboard
LED Indicators Power, WiFi, WPS, Wireless Bridge, WWW, WAN, LAN, Voice, DSL, DECT, Line
Operating Temperature 0 ~ 50 degrees Celsius (operating temperature)
Power input 12VDC - 2.0A
i o 133 mm (L) x 137 mm (H) x 34 mm (W)
250 grams
Voice 1 x FXO port, 2 x FXS ports, 1 x DECT module
Storage/ Print Server 2 x USB 2.0 ports
PTCRB
FCC
Regulatory Compliancy IC
ROHS
UL

Electrical Specifications

A suitable power supply is available on request or via direct purchase from the NetComm Online shop. It is recommended that the
NF1ADV be powered using the 12VDC/2.0A power supply which is included with the device.

Environmental Specifications / Tolerances

The NF1ADV is able to operate over a wide variety of temperatures from 0°C ~ 50°C (ambient).
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FAQ

1. I cannot seem to access the web page interface.

The default IP address of the unit is 192.168.1.1, so first try to open a web browser to this address. Also check that your
laptop/ PC is using the same subnet as the router’s Ethernet port. i.e An IP address has been assigned to your computer
in the range of 192.168.1.x where x can equal 2 — 254.

2. Therouter has a connection but cannot access the internet

Check that DNS Proxy is enabled by clicking on the LAN link on the configuration interface. Make sure that the DHCP DNS
server address 1 IP address is set to the same address as that of the Ethernet port.

3. Can | make PSTN calls from the NF1ADV?

Yes. By connecting a regular landline (Analogue) telephone to the port labelled Phone 1 using the RJ-11

Cable provided. To activate the phone jacks in your home or office connect an RJ-11 Cable from the port

labelled “Line” to any wall jack. When you lift the receiver you will hear a dial tone and can place your call. Dial ## before
the number you wish to be connected to, and the PSTN call will be placed.

4. Isthe NF1ADV secure; can other people access my wireless network?

The NF1ADV comes configured with WPA2-PSK WiFi security enabled. When you first access the Internet,

type 192.168.1.1 into the address bar, the wizard will pop up to configure your computer to connect with

the wireless security settings of your choice (please see the Quick Start Guide for more information on connecting your
data devices to the NF1ADV). Only people you allow access to, will be able to connect to the NF1ADV ensuring your
connection is secure and safe.

5. Can | change the name and password of my wireless network?

Yes. You can change your NF1ADV settings from the browser user interface by typing 192.168.1.1 into
the address bar of your Web browser. You can change the WiFi network name or SSID (Service Set Identifier), WiFi
security standard (WPA, WPA2, WEP) and your WiFi password.

6. How do | share my Internet connection, using the NF1ADV, with other users?

Provide the SSID (Service Set Identifier) and WiFi network password of your NF1ADV for any users you want to share your
WiFi Internet connection with. Each user will need to select the NF1ADV’s SSID, on their WiFi enabled computer or device
and enter the network password you provide.

7. What is the difference between upload and download speeds and why do they differ?

Upload is when you send information (e.g. emails) from your computer and download is when you receive information via
the Internet. The speeds at which upload and download operate depend on the way you use the Internet and the size of
files you send and receive.

8. Do I need to attach an antenna on this device?
No. The NF1ADV comes equipped with an onboard WLAN antenna.

9. | have lost the security card that came with the setup instructions. What can | do?

If you have lost your security card, and forgotten the wireless security details (SSID and WiFi network password), there is a
label attached to the base of your NF1ADV with all your original security details. If the label is unreadable or has been
removed, the WiFi network password can be viewed or reset by logging in to the Management Console using an Ethernet
Cable connected to the LAN port of the NF1ADV.

10. | forgot my Management Console password. What can | do?

If you have forgotten your Management Console password and cannot access the Web user interface, you will need to
reset your NF1ADV back to factory default settings. To reset your device press and hold the reset button on the back of
your NF1ADV for 10-15 seconds until all the indicator lights on the unit flash to indicate the device is reset. After a reset,
use the default WiFi settings (SSID and WPA key) which can be found on the base of your NFTADV. (Note - this will also
reset any custom settings and passwords you may have already set up).

11. Can | use the NF1ADV overseas?

Yes. The NF1ADV is equipped for most overseas xDSL services and connections.
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Appendix B: Print Server

These steps explain the procedure for enabling the Print Server.
1. Enable Print Server from the Advanced menu in the Web User Interface of the router.

2. Select Enable on-board print server checkbox and enter the printer name and make and model.

NOTE: The Printer name can be any text string up to 40 characters. The Make and model can be any text string up to 128
characters.
3. Press the Apply/Save button to save the new settings.

NF1ADV — WiFi Data and VolP Gateway Keltomm

WIFL MANAGEMENT ADYANCED SETTINGS

Print Server settings

This page allows wou to enable [ disable printer suppart,

I Enable on-board print server

PHnker narne Fr‘inter—Name
Make and model ﬁake-and-Model
ApphyfSave I
For Windows Vista/7
These steps explain the procedure for enabling the Printer Server.
4, Enable Print Server from Web User Interface.

Select Enable on-board print server checkbox and enter the printer name and make and model.
NOTE: The Printer name can be any text string up to 40 characters. The Make and model can be any text string up to 128
characters.

NF1ADV — WiFi Data and VoIP Gateway

MANAGEMENT ADVANCED SETTINGS
Print Server settings

This page allows you to enable [ disable printer suppart,

v Enable on-board print sarvek

Frinter narne Fn’nter—Name
Make and model ﬁake-and-Model

Apply/Save I

5. Go to the control panel, and select ‘Printers’ if you are using Windows Vista or select “Devices and Printers” if you
are using Windows 7.

12. Once in the ‘Printers’ page, click the ‘Add a printer’ button as shown below.
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G@'l@ » Control Panel » Printers [+ |[ searcn

2]

Documents  Status Comments  Location Model

Favorite Links

B Fax Microsoft XPS Document
[E Documents § % 0 [ e
B Pictures Ready 2 0
B Music
(% Recently Changed

B searches
Ji Public

Folders ~

13. Select the ‘Add a network, wireless or Bluetooth printer’ option.

ﬁ
@ = Add Printer

Choose a local or network printer

Add a local printer
Use this option only if you don't have a USB printer. (Windows autematically

installs USB printers when you plug them in.)

% Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, or that your Bluetooth

or wireless printer is turned on.

14. Click on the radio-button labelled ‘Select a shared printer by name’, and type
“http://192.168.1.1:631/printers/Printer_Name” in the box below. Ensure the printer name is the name you entered in step 1

Click ‘Next’.
NOTE: The PrinterName must be the same as the printer name entered into the Printer section of Dual-3G29WNZ2.

@ = Add Printer

Find a printer by name or TCP/IP address

() Find a printer in the directory, based on location or feature

Select a shared printer by name
http://192.168.11:631 /printers/samsung|

Example: \\computername\printername or
http://computername/printers/printername/.printer

() Add a printer using a TCP/IP address or hostname
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15. Next, select the driver that came with your printer. Browse through the list to select your printer driver, or click ‘Have Disk’ if
you have your printer driver installation media.

; Select the manufacturer and model of your prirter. f your printer came with
ﬁ an installation disk, click Have Disk. I your printer is not listed, consult your
printer documentation for a compatible prirter.

Manufacturer * || Printers

Apallo (3 ¥ Apollo P-1200

Brother gk Apollo P2100/P2300U
Canon 5 Apollo P2200

Citizen

Nl %

E} Thig driver iz digitally signed.
Tell me why driver signing is important

oK || Cancel |

16. Choose whether you want this printer to be the default printer, and then click ‘Next’.

() ® AddPrinter
Type a printer name
Printer name: éf"f"mg - -
[V]set as the default printer
This printer has been installed with the Samsung ML-1740 Series driver.

17. Click ‘Finish’. Your device is now configured and ready for use.
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For MAC OSX

These steps explain the procedure for enabling the Printer Server and setting up a printer for the Mac OSX operating system.

1. Enable Print Server from Web User Interface.

Select Enable on-board print server checkbox and enter the printer name and make and model.
NOTE: The Printer name can be any text string up to 40 characters. The Make and model can be any text string up to 128
characters.

NETCOMM GATEWAY ™ SERIES

ADSL2+/ HSPA+ 21Mbps ll/’lﬂ”

Wi-Fi Modem Router

Print Server settings
This page allovs you to ensble printsr support.
Enable on-board print server.

Printer name
Mzke and model

Apply/Save

2. To set up your printer, check the Apple menu and select the “System Preferences” option. In the System Preferences menu

click on the “Print & Fax” option.

Personal

s

i & M Q@
Appearance Desktop & Dock Exposé & International Security Spotlight

Screen Saver Spaces
Hardware
s — |
N
3 u &
Bluetooth CDs & DVDs Displays Energy Keyboard & |  Print & Fax Sound
Saver Mouse

Internet & Network

AN e a @

MobileMe Network QuickTime Sharing
System
2 G » @ § ©
Accounts Date & Time Parental Software Speech Startup Disk Time Machine  Universal
Controls Update Access
3. With your Printer driver installed, please add your printer from the Print &Fax menu.
800 Print & Fax
(<[] [al D
Printers

Customer Care Customer Care
= Idle ——

| | (" Share this printer

Location:

Kind: Generic PostScript Printer
Status: Ildle

( Open Print Queue... ) ( Options & Supplies... )

s

Default Printer: [ Last Printer Used

Default Paper Size in Page Setup: A4 H

dﬂ Click the lock to prevent further changes. ®
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4. Mouse over to the Protocol drop down list and select Internet Printing Protocol — IPP.

¢ ¥ Internet Printing Protocol - IPP
Line Printer Daemon - LPD
5 HP Jetdirect - Socket N

Queue: |

Leave blank for default gueue.

Figure 105: Internet Printing Protocol

5. Input the Address field with “192.168.1.1:631” and the Queue with “/printers/PrinterName”

Protocol: [ Internet Printing Protocol - IPP

& (&

Address: |192.168.1.1:361
Valid and complete address.

Queue: ‘fplinters,fsamsung
Leave blank for default queue.

Figure 106: Add Printer Path

NOTE: The Printer Name must be the same as the printer name entered into the Printer section of Dual-3G29WN2.

6. From the “Print Using” drop down list and select your corresponding printer driver.

Name: | 192.168.1.1

Location: | unknown

Print Using: [ Select a driver to use...

\
\
E3)
Q
3300 Series
5400 Series -
:

6200 Series

]
Figure 107: Add Printer Driver
7. Click Add and check the printer status.
Print & Fax
Printers
M 192.168.1.1 { 192.168.1.1
mm ¢ \dle, Default
"I Share this printer
Location: Administrator’s iMac
Kiac: M -1730 Administrator's iM
Status: Idle, Default
( Open Print Queue... ) (Op(ions & Supplies... )
[+]-]
Default Printer: | Last Printer Used H
Default Paper Size in Page Setup: [M H
o’ ®
Click the lock to prevent further changes.
Figure 108: Check Printer Status
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Appendix C: Samba Server

For Windows Vista/7

8. Open a web-browser (such as internet Explorer, Firefox or Safari).

9. Type in the address \\ “NetbiosName”\ “DirectoryName” \  (eg \\ntc-cpe\ntc-cpe).

Flle Edrt View Tools Help

‘ Organize v :2z Views v (@ Burn

Favorite Links Name g Date modified Type

[E| Documents Jlusbl 1 File Folder

ﬂ Pictures

ﬂ‘ Music

More »

[ . ~

Note: There are no username and password required to access the USB drive, the user will be able to read/write the folder/files in
the USB drive.

For MAC OSX

10. Click the finder icon in the Dock.
11. Choose Connect to Server from the Go menu.

12. In the address field of the Connect to Server dialog, type in the URL Smb:// “NetbiosName”/“DirectioryName” (eg smb://ntc-
cpe/ntc-cpe) .

Server Address:

|smb://ntc-cpe/ntc-cpe | E] @

Favorite Servers:

@ [ Remove | ( Browse ) &ﬁu—l—)

Fa

13. Select the Connect button to connect your USB driver.

NF1ADV User Guide - YML38
79 www.netcommlimited.com


file://ntc-cpe/ntc-cpe

WiFi Data and VolP Gatewav

NETADY NelLomm

Legal & Regulatory Information

Intellectual Property Rights

All intellectual property rights (including copyright and trade mark rights) subsisting in, relating to or arising out this Manual are
owned by and vested in NetComm Wireless Limited (ACN 002490486) (NetComm) (or its licensors). This Manual does not transfer
any right, title or interest in NetComm'’s (or its licensors’) intellectual property rights to you.

You are permitted to use this Manual for the sole purpose of using the NetComm product to which it relates. Otherwise no part of
this Manual may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical,
recording or otherwise, without the prior written permission of NetComm.

NetComm is a trademark of NetComm Wireless Limited. All other trademarks are acknowledged to be the property of their
respective owners.

FCC Regulations:

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause
undesired operation.

This device has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

= Reorient or relocate the receiving antenna.

= Increase the separation between the equipment and receiver.

= Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

= Consult the dealer or an experienced radio/TV technician for help.

=  Changes or modifications not expressly approved by the party responsible for compliance could void the user‘s

authority to operate the equipment.

The antenna(s) used for this transmitter must not be co-located or operated in conjunction with any other antenna or transmitter.

RF Exposure Information

This device meets the government’s requirements for exposure to radio waves. This device is designed and manufactured not to
exceed the emission limits for exposure to radio frequency (RF) energy set by the Federal Communications Commission of the U.S.
Government.

This device complies with FCC radiation exposure limits set forth for an uncontrolled environment. In order to avoid the possibility of
exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be less than 20cm (8 inches) during
normal operation.

YML27 NF1ADV User Guide
www.netcommlimited.com 80



NelLohmm

Contact

Address: NETCOMM WIRELESS LIMITED Head Office
PO Box 1200, Lane Cove NSW 2066 Australia

P: +61(0)2 9424 2070 F: +61(0)2 9424 2010

E: sales@NetComm.com.au

W: www.NetCommlimited.com
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