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Copyright
Copyright©2017 NetComm Wireless Limited. All rights reserved.

The information contained herein is proprietary to NetComm Wireless Limited. No part of this document may be translated,
transcribed, reproduced, in any form, or by any means without prior written consent of NetComm Wireless Limited.

Li\\ Please note: This document is subject to change without notice.

Save Our Environment

When this equipment has reached the end of its useful life, it must be taken to a recycling centre and processed separately from
domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make up this device can be recycled in accordance
with regionally established regulations. Never dispose of this electronic equipment along with your household waste. You may be
subject to penalties or sanctions under the law. Instead, ask for disposal instructions from your municipal government.

Please be responsible and protect our environment.

This manual covers the following products:

NetComm Wireless NTC-3000-01
NetComm Wireless NTC-3000-02
NetComm Wireless NTC-3000-03
NetComm Wireless NTC-3000-04

DOCUMENT VERSION DATE

1.0 — Initial document release 26/04/2013

1.1 — Updated layout of Hardware Installation and Establishing a Mobile broadband connection sections.

Updated descriptions of interfaces. 24/06/2013

1.2 — Added NetComm Wireless Open AT Custom Application section based on software version 1.0.13 12/09/2013

1.8 — Corrected RJ-45 to DB9 Serial/Power Adapter Cable diagram 27/11/2013
1.4 — Updated IC Radiation statement, Updated AT+PAD description to include instructions on exiting
PAD mode, Various updates to Open AT Custom Application to allow for UDP Server mode, Added 19/02/2014
“Stopping the Open AT Custom Application” section.
1.5 — Corrections to Table 2 — LED Indicators 21/03/2014
1.6 — Added AT+PAKBUS and AT+STATUS Open AT application command descriptions 18/11/2014
1.7 — Updated Interface descriptions, added AT and SMS commands to perform firmware upgrade via 25/02/2015
FTP, other minor corrections and additions.
1.8 — Updated to include support for the NTC-3000-04 model. 26/05/2015
1.9 — Minor corrections to AT+DYN_USER and AT+DYN_PASS commands 18/04/2016
2.0 — Updated for OpenAT firmware 1.0.74 (NTC-3000-01) and 1.0.72 (NTC-3000-02 / NTC-3000-03). 24/01/2017
Added new SMS and AT commands.
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Overview

Introduction

This document details the process of configuring the NTC-3000 Series device via a terminal emulation program (such as PuTTY) as
well as mounting and deployment advice.

Target Users

This document is intended for system integrators or experienced hardware installers who are comfortable with all aspects of IP
based networking and possess an understanding of serial based technologies such as dialup modems, AT commands and legacy

data collection devices.

Prerequisites

A computer with a terminal emulation program (such as PuTTY), a serial port, an appropriate power supply and a device to connect
to the NTC-3000 Series modem after configuration has been completed.

Notation

The following symbols are used in this manual:
L!\ The following note requires attention.
A The following note provides a warning.

o The following note provides relevant information.

www.netcommuwireless.com
Rev. 2.0
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Safety and Product Care

The NTC-3000 series offers a hardened industrial enclosure making it suitable for a variety of remote deployment locations.

With reference to the unpacking, installation, use and maintenance of your electronic device, the following basic guidelines are
recommended:

Installation, configuration and disassembly should be performed by trained personnel only.

))))l»

Do not use or install this product near water to avoid fire or shock hazard. Avoid exposing the equipment to rain or
damp areas.

))))l»

D2

Do not use or install this product in extremely hot or cold areas. Ensure that the device is installed in an area where the
temperature is within the supported operating temperature range (-40°C to 85°C).

Arrange any cables in a manner such that they are not likely to be stepped on or have items placed on them.

))))l»

Ensure that the voltage and rated current of the power source match the requirements of the device. Do not connect
the device to an inappropriate power source.

))))1»

D2

Use only a clean, dry cloth to wipe the device. Never apply chemical cleaners on the device.

WARNING:
Disconnect the power line from the device before servicing.

Transport and Handling

When transporting the NTC-3000 Series, it is recommended to return the product to the original packaging. This ensures the
product will not be damaged.

g. Inthe event that the product needs to be returned, ensure it is securely packaged with appropriate padding to prevent
&+ \ damage during courier transport.

www.nhetcommwireless.com NTC 3000 Series — M2M Serial Modem
Rev. 2.0 5
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Product Introduction

Product Features

The 3G Serial Modem (NTC-3000) is a rugged 3G modem that enables wireless data communication and supports SCADA
(Supervisory Control and Data Acquisition) systems. It comes equipped with RS-232 serial data connectivity and a USB 2.0 port for
the real-time monitoring and control of machines in remote locations.

Connect Legacy Equipment

Avoid the cost of replacing or upgrading existing assets that run critical processes. The cost-effective 3G Serial Modem sends data
to any IP enabled device using RS-232 serial data. Ideal for SCADA use in areas such as manufacturing, utilities, construction and
agriculture, the NTC-3000 enables the remote collection, monitoring and control across a wide range of M2M applications.

Network and Service Flexibility
Featuring a multi-mode data module, the NTC-3000 supports remote deployments and allows you to choose between a variety of
2G and 3G networks.

Universal Installation

Deploy M2M applications in any environment with access to a wide input voltage range, extreme temperature tolerance (-40°C to
85°C) and a lockable SIM tray. For easy installation, the compact NTC-3000 also includes a DIN rail and flexible wall mount options
including a removable mounting bracket.

Open AT

Take advantage of the custom NetComm Wireless Open AT application with the capacity to: transparently transfer serial port traffic
over the Internet via TCP or UDP using the built-in Packet Assembler and Disassembler (PAD) functionality; configure a periodic
reboot to ensure the modem is always accessible and connect to a DynDNS account to update the NTC-3000’s IP address when
not using a static IP address.

SMS Control

Reduce onsite visits and save costs using advanced diagnostics and control via SMS to query status information and settings,
execute commands and configure settings.

Package Contents

The NTC-3000 series package consists of:

1 x NTC-3000 Series Modem

1 x Quick Start Guide

1 x Penta band 1dBi antenna with SMA connection

1 x Y-cable (8P8C to DE-9 and DC power input)

))))1‘ r)))r ))))r 1)));-

))))1-

1 x DIN rail mounting bracket
The following items are available as optional accessories:

PSU-0004 AC/DC Power Adapter, 2.1mm center positive jack, 100 — 240 VAC: 12VDC/1.5A with interchangeable EU,
US, AU & UK heads

D)2

If any of these items are missing or damaged, please contact NetComm Support immediately by visiting the NetComm Support
website at: http://support.netcommuwireless.con/ .

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
) Rev. 2.0
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Physical Dimensions and
Indicators

LED Indicators

The NTC-3000 Series uses two LEDs to display the current system and connection status.

LED INDICATOR COLOUR DEFINITION
Off The Power is off.
Power
Red The Power is on and the NTC-3000 is operating normally.
Off The NTC-3000 is not attached to a mobile network.
3G/CDMA
Flashing green The NTC-3000 is attached to a mobile network

Table 2 - LED Indicators

Physical Dimensions

The following page lists the physical dimensions of the NTC-3000 Series as well as the physical dimensions of the mounting bracket
which can be used to attach the NTC-3000 Series to a Type-O DIN Rail or to provide a wall / ceiling mount.

24mm

57mm

74mm
Figure 1 - NTC-3000 Series Dimensions Figure 2 - NTC-3000 Series Mounting Bracket

NTC-3000 SERIES ‘ MOUNTING BRACKET
Length 74 mm Length 80 mm
Width 24 mm Width 45 mm
Height 57 mm Height 5 mm
Weight 849 (w/0 mounting bracket and antenna) Weight 10g (w/o0 NTC-3000 attacheq)

Table 3 - Device Dimensions Table 4 - Mounting Bracket Dimensions

www.netcommwireless.com NTC 3000 Series — M2M Serial Modem

Rev. 2.0 7
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Interfaces

The following interfaces are available on the NTC-3000 Series:

# INTERFACE ‘ FUNCTION
Provides a serial interface via a standard Windows modem for AT command communication and dial-up
1 8P8C connector networking. The serial modem may also be powered from this interface using the Y-cable. Refer to the

Technical Data section of this manual for more information.

Provides a serial interface via a virtual COM port for AT command communication and dial-up networking.
2 Mini USB Requires that the SWI driver and 3G watcher application are installed. The serial modem may be powered
from the Mini USB port.

The reset button provides the ability to reboot the NTC-3000 router. Use a pen or paper clip to depress the

3 FesEr buie button for 1 second to force the device to restart.

3000 Series Product Support page at: http://support.netcommwireless.com/product/m2m/ntc-3000. NTC-3000-04 users
are advised to download and install the driver as the AirCard Watcher application is not compatible with the NTC-3000-04.

@ Note: The driver required for the mini USB virtual COM port and AirCard Watcher application are available from the NTC-

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
8 Rev. 2.0
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Hardware Installation

Inserting the SIM card

Please ensure that the NTC-3000 is not connected to the power cable before proceeding.
6 Note: The NTC-3000-04 does not require a SIM card to be inserted.

1. Push the small yellow button besides the SIM card holder.
|(/ \
\
fl% )
| |
’ |
|
v

2. Insert the SIM card into the holder with the golden SIM conductor pins facing up.

NTC 3000 Series — M2M Serial Modem
9
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3. Insert the loaded SIM card holder with the SIM conductor pins facing down into the NTC-3000.

Activation of the NTC-3000-04 M2M Serial Modem

6 Note: This procedure is only required for the NTC-3000-04 model.

Before you can use your NTC-3000-04, a broadband plan must be added to it. To add a service to your NTC-3000-04 M2M Serial
Modem, contact your wireless operator. You will need to provide the wireless operator with the ESN of your device to provision a
service. The ESN can be found on the box and the label affixed to the bottom of the unit. After the wireless operator has provisioned
the service, you may proceed to activate the NTC-3000-04 M2M Serial Modem on the network.

To perform the activation process:
1. Open a terminal connection to the NTC-3000-04 M2M Serial Modem as described in the Accessing the NTC-3000-
04 M2M Serial Modem via terminal emulator section.

2. To confirm that the device has network coverage, enter the following command:
at+otasp=1
If the device has coverage, it responds with 0K

3. Type atd*22899
The NTC-3000-04 M2M Serial Modem responds with 0K

The activation process is complete.

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
10 Rev. 2.0
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Mounting the Device

The NTC-3000 series modem can be mounted on the wall or a DIN rail by using the mounting bracket. The mounting bracket is
made from polyamide, which is a flexible material.

Mounting the NTC-3000 series modem is as simple as bending the mounting bracket to snap into place on the Type-O (Top Hat)
DIN rail. This holds the NTC-3000 series modem in place securely.

Alternatively, the mounting bracket can be screwed onto a wall to provide a permanent fixture.

DIN Rail Mounting
The NTC-3000 Series mounting bracket has been designed to fit a TS 35 Type-O DIN rail with a 25mm core.

1. Bend / Flex the mounting bracket at the bend line so that the ridges are able to ‘hold’ onto the DIN rail edges as per
the diagram above. You also have the option of securing the mounting bracket further by screwing it into place on the

J;?‘\
G D)
B

DIN Rail

rail.

2. Once the bracket is attached to the DIN rail, slide the NTC-3000 Series modem into the mounting bracket to securely

fix it in place.

NTC 3000 Series — M2M Serial Modem

www.netcommuwireless.com
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Wall Mounting

1. Select a position on the wall where you would like to mount the NTC-3000 Series modem. Attach the mounting
bracket to the chosen wall or ceiling by using the 4 screw holes (screws not included).

2. Once the bracket is attached to the DIN rail, slide the NTC-3000 Series modem into the mounting bracket to securely
fix it in place.

Connecting the Data / Power cables

There are two methods of connecting the NTC-3000 to your computer:

%= Via Y-cable (8P8C to DE-9 and DC power input)
4= Via Mini USB 2.0 port using a Mini USB cable

Connecting via Y-cable

1. Connect the antenna to the SMA connector of the NTC-3000.

2. Plug the optional RS-232 data/power cable into the 8P8C socket of the NTC-3000 and then plug the serial port end
into the COM port of the device that will connect to the NTC-3000.

3. Connect a compatible power adapter to the DC power jack (2.1mm barrel) of the Y-cable and then plug the power
adapter into a power outlet.

g\ Please note: It is not possible to use the mini-USB and Serial connection concurrently. Make sure any open connection on
&= the Serial port is disabled before connecting via the mini-USB cable.

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
12 Rev. 2.0
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Connecting via Mini USB port

. Note: The NTC-3000-04 is not compatible with the Sierra Wireless AirCard Watcher application. To use the NTC-3000-04
!\ when connected via Mini USB port, download and install the drivers from the NTC-3000 product page on the NetComm
= Wireless website: http://www.netcommwireless.com/product/m2m/ntc-3000

The mini USB connection enables communication from a Windows computer via a virtual COM port. The NTC-3000 Series modem
can then be configured via a terminal emulator (such as PuTTY). To configure the internet connection settings of the router, the
AirCard Watcher application must be installed on your computer. The Sierra Wireless AirCard Watcher application can also be used
to establish the broadband connection and includes the driver necessary to install the modem on your computer. It can be
downloaded from the NetComm Wireless Support website at http://support.netcommwireless.com/product/m2m/ntc-3000.or for
the most up to date version of the software, please visit the Sierra Wireless website at http://www.sierrawireless.com/support.aspx.

Installing the AirCard Watcher application
The following procedure demonstrates how to install the AirCard Watcher application on Windows XP:

Note: Do not connect the NTC-3000 Series Router to the computer until the AirCard Watcher application has been

£+ \ installed.

1. Open “My Computer” and navigate to the folder where you saved the AirCard Watcher application.

2. Double-click on the Watcher_Generic.msi file to open the installation wizard. The AirCard Watcher Installation
Welcome screen is displayed. Click Next > to begin the installation.

i'.i‘* Sierra Wireless AirCard Watcher E‘

Welcome to the InstallShield Wizard for Sierra
wireless AirCard Watcher Build 3138

The InstallShieldiR) \Wizard will install Sierra Wireless
AirCard Watcher on your computer, To continue, click
et

WARMING: This program is protected by copyright law and
international treaties.

[ Mext = ] [ Cancel

Figure 9 - AlrCard Watcher InstallShield Wizard Welcome Screen

3. The End User License Agreement is displayed. If you agree with the terms of the agreement select “l| accept the terms
in the license agreement”. If you want to change the location that the application is installed to, click the Change
button and choose the location to install the application. Click Next > to continue.

&

& Sierra Wireless AirCard Watcher

License Agreement
-’% SIERRA

Flease read the following license agreement carefully, WIRELESS"

[

End-User License Agreement
ATTENTIOH: Please carefully read this Agreement.

By selecting “l accept the terms in the license agreement™ andior installing,
activating and/or using this Software, YOU indicate that YOU have read, understood
and accepted the provisions of this Agreement, and that YOU have the authority to
enter into this Agreement on your own hehalf or on hehalf of the entity that you
represent.

A

()1 accept the kerms in the license agresment!

(1 do not accept the terms in the license agreement

Install Sierra Wireless AirCard Watcher bo:

&3 C\Program Files\Sierra Wireless Inci3G Watcher|
InstallShield
l < Back. ][ et = ] [ Cancel ]

Figure 10 - AlrCard Watcher InstallShield Wizard End-User License Agreement Screen

www.nhetcommwireless.com NTC 3000 Series — M2M Serial Modem
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4. The installation wizard will proceed to install the software and when it has finished, the InstallShield Wizard Completed
screen is displayed. Click Finish to close the wizard.

SIERRA

WIRELESS™

& Sierra Wireless AirCard Watcher

Installshield Wizard Completed

The InstallShield Wizard has successfully installed

wizard,

(X

Sierra Wireless AirCard watcher, Click Finish to exit the

< Back.

Cancel

Figure 11 - AlrCard Watcher InstallShield Wizard Completed Screen

Installing the USB driver (NTC-3000-04 model only)

The NTC-3000-04 USB driver package is available from the NTC-3000 series product page on the NetComm Wireless website:
http://www.netcommwireless.com/product/m2m/ntc-3000.

To install the USB driver:

1. Unpack the zip archive to a folder on your local hard drive.
2. Navigate to the folder and double-click on the USBDriverinstallV3870.exe file. The installer wizard is displayed:

Welcome

 J

sierra Wireless
Software Suite

X

Welcome to the Sierra Wireless Software Installer.

This program will propose you to install following

software

components (or the latest available versions from Sierra
Wireless web site if you have an Internet connection):

- USE driver for Windows Vista/Seven/8/8.1
(3.8.7.0-201403281253)

< Back

Finish

Cancel

Click the Next button.

3. The installer prompts you for the driver installation path. The default path is C:\Program Files (x86)\Sierra
Wireless\Drivers. If you wish to change this, click on the three dot menu and select where you wish to install the
drivers. When you have finished, click the Next button.

4. Enter your name, company and country details.

NTC 3000 Series — M2M Serial Modem
14
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Click the Next button.

Ea* Sierra Wireless Software Installer = =

Identification

Please fill in some details about your identity for license registration

First name:

Last name:
Company name:

Country: v

< Back Next > Finish Cancel

5. Read the user license agreement and if you accept the terms and conditions, select the box next to | have read and
agree with all terms of each license, then click the Install button.

6. If you are prompted to accept the driver installation, click the Install button.

Would you like to install this device software?

o, Mame: Sierra Wireless Modems
g Publisher: Sierra Wireless

Always trust software from "Sierra Wireless". Install

@ You should enly install driver software from publishers you trust. How can |
decide which device software is safe to install?

7. The Installation Completed screen appears. Click the Finish button to close the window.

Installation Completed

All selected items have been installed.

Drivers

Create desktop shortcut

Create start menu shortcuts

[ Restart the computer in order to be able to use the installed drivers.

< Back Next > Cancel

www.netcommuwireless.com
Rev. 2.0
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Verifying successful installation of the driver

To verify the driver was successfully installed, check in the Device Manager for extra COM ports. To check the Device Manager,
perform the following steps:

1. Click on the Start button and navigate to the Gontrol Panel option.

2. Double click on the System Control Panel item.

3. Click on the Hardware tab and then click the Device Manager button.
4

The NTC-3000-01, NTC-3000-02 and NTC-3000-03 models appear as COM ports. The Device List displays the
following COM ports. Take note of the COM port number of the Sierra Wireless AT Command Port as this will vary
depending on your environment and you may wish to use this port to communicate with the modem via a terminal
emulator. In this example, it is COM11.

-5 Ports (COM & LPT)
néyi Communications Pork (COM1)
ﬁ_b-i Sierra Wireless AT Command Pork (UMTS) (COM11)
“_}yi Sierra wireless CNS Port (UMTS) (COME)
r.é’i Sierra Wireless DM Port {UMTS) {COMI)
ﬁ_lai Sierra Wireless NMES Port (UMTS) (COMLO)

The NTC-3000-04 appears under Modems as a Sierra Wireless Modem.

> jﬂ Mice and other pointing devices
4 = Modems
|| Sierra Wireless Modem
- Bd Monitors
. ¥ Metwork adanters

If the Sierra Wireless COM ports or Sierra Wireless Modem are not listed, please reboot your computer and attempt
the installation again. If this still fails, please contact NetComm Wireless Technical Support at
http://support.netcommwireless.com/

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
16 Rev. 2.0
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Establishing a Mobile
broadband connection

Using the Mini USB port

The NTC-3000-01, NTC-3000-02 and NTC-3000-03 Series Routers can use the Sierra Wireless AirCard Watcher application to
establish an internet connection. To begin using the NTC-3000 Series Router:

1. Connect the NTC-3000 to your computer using a mini USB cable. The AirCard Watcher application should
automatically start up and if your SIM card is PIN locked, it will prompt you for the PIN to unlock it. Enter the PIN and

click SEND.

Please enter PIN1: Remaining attempts = 3

| s [ cancel |

2. When the PIN is verified, the AirCard Watcher application will be displayed:

Telstra

3. Inmany cases you will be able to click the Connect button to establish a connection immediately if the software was
able to determine a default APN. If not, click the icon to access the configuration options.

4. Click Profiles from the menu on the left and then click % to add a new profile. Enter a Profile Name, Username and
Password (if required) and APN (Access Point Name). When you are done click Apply.

NTC 3000 Series — M2M Serial Modem

www.netcommuwireless.com
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|1 General

] Messaging

<L, Network

) SIM Settings

@, Sounds

f? USE Interfaces

ﬂ_‘ Profiles

91 < new profile 0 =

= General
[ Advanced

L Data Usage Tracking

Username

Password

APM (Access Point Mame)
Connection type (Autoconnect etc.)
PDP type

MCC/MNC

Manual connect
P

H J g ﬂ General Options

OK. 1 [ Cancel ] [ Apply

5. With the Profiles menu option selected, use the Default Profile drop down list on the right side of the screen to select
the profile you created and click OK.

|1 General

] Messaging
<L, Network

) SIM Settings
@, Sounds

f? USE Interfaces
Y i

L Data Usage Tracking

Profiles
Default profile
Auto-disable NetBEUT (W\WWAN only)

Test
Yes

BB @] x| rones

6. Click Connect to connect to the mobile broadband network. When you are connected, the Connect button changes

to a Disconnect button.

Fa" AirCard Watcher

Telstra

NTC 3000 Series — M2M Serial Modem
18
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Using the RJ45 connector

The NTC-3000 can be used to dial up to the internet and provide networking using a standard serial modem driver. Example
screenshots are shown below to demonstrate this process using Windows XP, however similar steps can be used in other

operating systems.

15. Accessibility Options
& Add Hardware
;_:)Add or Remave Programs
4 Administrative Tools

% Automatic Updates

/3 Date and Time

-_‘J;A Display

EdFiash Player

| Folder Options

EhFonts

& Game Controllers

7 Internet Options

Java

i Keyboard

B mail

) Mouse

QNetwork Cannections

L Phone and Modem Options
3%y Pawer Cptions k

Click Start and then Control Panel.

Double click Phone and Modem Options.

Adjust your computer settings for vision, hearing, and mobility.
Installs and troubleshoots hardware

Install or remove programs and Windows components.
Configure administrative settings for your computer.

Setup Windows to automatically deliver important updates
Set the date, time, and time zone for your computer.

Change the appearance of your desktop, such as the background, screen saver, colors, font sizes, and screen resolution.

Manage Flash Player Settings

Customize the display of files and folders, change file assodations, and make network files available offline.

Add, change, and manage fonts on your computer.
Add, remove, and configure game controller hardware such as joysticks and gamepads.
Configure your Internet display and connection settings.

Java(TM) Control Panel

Customize your keyboard settings, such as the cursor biink rate and the character repeat rate,
Microsoft Office Cutlook Profies

Customize your mouse settings, such as the button configuration, double-cick speed, mouse pointers, and motion speed.

Connects to other computers, networks, and the Internet,
Configure your telephone dialing rules and modem settings.
Configure energy-saving settings for your computer.

©2Printers and Faxes
gl realtek HD Sound Effect

! Regional and Language Options

%Scannars and Cameras
dschaduled Tasks

ﬂ} Security Center

@, sounds and Audio Devices
a'fSpae:h

) Symantec Livellpdate
435ystem

[k Taskbar and Start Menu
Ea' TRU-Install

88 User Accounts

8] windows cardspace
& Windows Firewall

2 Wireless Configuration Utlity

354 Wireless Network Setup Wizard

Configure your telephone dialing rules and modem settings, fiters and helps you add new ones.

Customize settings for the display of languages, numbers, times, and dates.
Add, remove, and configure scanners and cameras.

Schedule computer tasks to run automatically.

View your current security status and access important settings

Change the sound scheme for your computer, or configure the settings for your speakers and recording devices.

Change settings for text-to-speech and for speech recognition (if installed).
This applet allows you to configure your LiveUpdate settings.

See information about your computer system, and change settings for hardware, performance, and automatic updates.
Customize the Start Menu and the taskbar, such as the types of items to be displayed and how they should appear.

Sierra Wireless TRU-Instal

Change user account settings and passwords for people who share this computer.
Manage Information Cards used to log on and register with websites and online services,
Configure the Windows Firewal

Wireless Configuration Utility

Setup or add to a wireless network for your home or office

On the Phone and Modem Options window, click Add

Select Don’t detect my modem; | will select it from a list and then click Next.

Add Hardware Wizard

Install Mew Modem
Do you want Windows to detect your modem?

Wwindows will now by to detect vour modem. Before
continuing, you should:

1. If the modem iz attached to your
computer, make sure it is turned on.

2. Quit any programs that may be using
the modern.

Click Mext when you are ready to continue.

v Don't detect my madern;: | will select it from a lisk:

< Back H Next » ][ Cancel

www.netcommuwireless.com
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5. Wait a few moments until the list is loaded, then select Standard 33600 bps modem from the list, and click Next.
Add Hardware Wizard
Install New Modem 5
Select the manufacturer and model of your madem. IF your modem is not isted, or if you
w have an installation disk, click Have Disk.
Manutacturer Maodels e
[NULL Madem Types +3) :—.&' Standard 19200 bps Modem
L‘S‘;‘E‘dmd zetam Uss) ¥ Shandand 28800 bps Moden
etomm o Stan: m
¥ Standard 55000 bps Modem 3
[5F This driver is digitally signed
Tell e why driver signing is important
< Back H Nest » ] [ Cancel ]
6.

Select the port that the NTC-3000 is connected to and select Next. In the example screenshot below, the NTC-3000
is connected via the serial cable to port COM1.

Add Hardware Wizard

Install New Modem "
Select the port(s] you want to install the modem on,

You have selected the following madem:
Standard 33600 bps Modem

On which ports do you want to install it?
Al ports
* Selected ports

< Back H Nest » ][ Cancel

7. Wait a few moments whilst Windows installs the driver and click Finish on the final screen of the wizard.
Install New Modem "
Modem installation is finished!

“Yaur modem has been set up successfully

If you want to change thege gettings, double-click the

Phone and todem Options icon in Control Panel, click the

Maderns tab, select this modem, and then click Properties.

8.

The modem must now be modified to add a special initialisation string to pass the APN information required by your

service to connect to the cellular network. To do this, ensure that the new modem is selected on the Phone and
Modem menu, and click Properties.

NTC 3000 Series — M2M Serial Modem
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Phone and Modem Options |z||2|

Dialing Rules ‘ Modems |Advanced|

@@ The following modems are installed:

Modem

Attached To

COM1

[ Add... ][ Remove ][ Properties

Apply

Figure 24 - Phone and Modem Options - Modems Tab

9. Click on the Advanced tab, and type the following initialization commands in the Extra initialization commands field:

at+cgdcont=1,"IP",

"apn”

The ‘apn’ is your Access Point Name e.g. for Telstra you would type at+cgdcont=1,"IP","telstra.internet"

Click OK.

Standard 33600 bps Modem Properties

General | Modem | Diagnostics | Advanced | Driver

Estra Settings

2Ix

Extra initislization commands:

|at+cgdcnnt=1 VP Melstra inkemnet |

Change Default Preferences..

Figure 25 - Standard 33600kbps Modem Properties - Extra initialization commands

10. Click on Start then Control Panel, then double-click on Network Connections.

11. Click on File then New Connection.

IEE Edit View Favorites Tools Advanced Help

’@; pSearm u— Folders

—————— pections
Name
LAN or High-5p

ection <L WMware Netwar

U vireless Netwen
Llocal Area Conr
<L WMware Netwar
<L Local Area Conr
L virtualBox Host-

irewall

\d) Network Troubleshooter

Other Places
[} Control Panel

Figure 26 - Network Connections - New Connection

www.netcommuwireless.com
Rev. 2.0
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12. The New Connection Wizard is displayed. Click Next > to begin.

New Connection Wizard

9

Welcome to the New Connection
Wizard

This wizard helps you
* Connect to the Intemet

* Connect to a private network, such as your workplace
network.

To connect to a wireless network, view

Ta continue, click Next

o

13. Select Connect to the Internet and click Next >.

New Connection Wizard

Metwork Connection Type
What do you want to do?

(& Connect to the Internet!
Connect to the Intemet so you can browse the Web and read email

() Connect to the network at my workplace

Connect to a business networlk (using dial-up or VPN) so you can work from home.
a field office, or another location.

() Set up an advanced connection

Connect directly to another computer using your serial, parellel, or infrared port, or
set up this computer so that other computers can connect to it

<Back ][ Nei> | [ Cancel

14. Select Setup my connection manually and click Next >.

New Connection Wizard

Getting Ready
The wizard is preparing to set up your Intemet connection

How do you want to connect to the Intemet?

(") Choose from a list of Intemet service providers (ISPs)

@i5et up my c manually:

For a dial-up connection, you will need your account name, password, and a
phone number for your ISP. For & broadband account, you wont need a phone
number.

() Use the CD | got from an ISP

< Back H

=

et > ][ Cancel

NTC 3000 Series — M2M Serial Modem
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15. Select Connect using a dial-up modem and click Next >.

New Connection Wizard

Intemet Connection
How do you want to connect to the Intemet?

(@ Connect using a dial-up modem
This type of connection uses a modem and a regular or ISDN phone line

() Connect using a | dband ion that ires a user name and
password

This is @ high-speed connection using either a DSL or cable modem. Your ISP may
refer to this type of connection as PPPoE.
() Connect using a broadband connection that is always on

This is a high-speed connection using either a cable modem, DSL or LAN
connection. I is always active. and doesnt require you to sign in

< Back H Next > ][ Cancel

16. Enter a name for the ISP or connection and click Next >.

New Connection Wizard
Connection Name
What is the name of the service that provides your Intemet connection?

Type the name of your ISP in the following box.
ISP Name

NTC-3000 Series Connection

The name you type here will be the name of the connection you are creating.

< Back H

=

et

“

l [ Cancel

www.netcommuwireless.com
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17. In the Phone Number field, enter *99***1#

Click Next >.

New Connection Wizard

Phone Number to Dial
What is your ISP's phone number?

Type the phone number below.

Phone number:
991 \

You might need to include @ 1" or the area code, or both. I you are not sure
you need the extrs numbers, dial the phone number on your telephone. I you
hear a modem sound, the number dialed is comect

=
g
v

< Back ” 1[ Cancel

18. Select For my use only and click Next >.

New Connection Wizard

Connection Availability
*fou can make the new connection available to amy user or only to yourseff

A connection that is created for your use only is saved in your user account and is not
available unless you are logged on

Create this connection for:

< Back H Next = ] [ Cancel

19. If the service from your wireless service provider requires authentication, please enter a username/password into the
relevant fields. Your service provider can provide this information if they are required. Click Next >.

New Connection Wizard

Intemet Account Information
“fou will need an account name and password to sign in to your Intemist account.

Type an ISP account name and password, then write down this information and store it in a
safe place. {ff you have forgotten an existing account name or password, contact your ISP )

User name: || ‘

Password | ‘

Confirm password: | ‘

< Back H

=

et > ][ Cancel

NTC 3000 Series — M2M Serial Modem
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20. Click Finish.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

NTC-3000 Series Conneclion

The connection will be saved in the Network
Conngctions folder.

[1dd a shortcut to this connection to my desktop:

To create the connection and close this wizard, click Finish

< Back H Finish ][ Cancel

21. When you click Finish, the connection window opens prompting you to establish a connection. Click Dial to begin

using your NTC-3000 network connection.

Connect NTC-3000 Series Connection

User name: |

Password:

|1'To change the saved password, ofck here/ |

[w] Save this user name and passwond for the following users:

Dial:

3511 |

Dial H Cancel H Properties H Help

www.netcommuwireless.com
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Communicating with an NTC-
3000 Series Modem

Dumb Terminal

Any terminal emulator can be used to facilitate communication with the NTC-3000 after the Virtual COM port has been installed
using either the device’s serial port or the USB port. The example below demonstrates how to use PUTTY on a Windows® machine.

1.

2.
3.

Open the Device Manager (Control Panel -> Device Manager) and determine the COM port assigned to the modem.
In the example below, the NTC-3000 is connected to the PC via the USB interface and displays as a Sierra Wireless
AT Command Port. It has been assigned to COM port 4.

4 77 Ports (COM & LPT)
= R

el

3 Sierra Wireless AT Command Port (UMTS) (COM4)

3 Sierra Wireless DM Port (UMTS) (COMS)
Figure 37 — Device Manager COM port

NTC-3000-04 users must view the properties of the Sierra Wireless Modem device in the Device Manager to
determine the COM port assigned to it. Right-click on the Sierra Wireless Modem and then left-click on Properties.

Select the Modem tab. The COM port is listed at the top of the window.

a Modems

| Sierra Wireless Modem

i» Wl Monitors

[ I? MNetwork adapters
i+ |5 Other devices

i 75" Ports (COM & LPT)
3 @ Print queues

Update Driver Software...
Disable
Uninstall

Scan for hardware changes

[» R Processors

Properties

= I Software devices

O Y | S,

General | Modem | Diagnostics | Advanced I Driver I Details | Event5|

Port:  COM4

Speaker volume

Lt

Mazdmum Port Speed

115200

Dial Control

Wait for dial tone before dialing

Open the PUTTY application.

Select the Serial option.

NTC 3000 Series — M2M Serial Modem
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Basic options for your PuTTY session
Specify the destination you want to connect to

Serial line Speed
- Keyboard =
. Bell Com 5600

- Features Connection type:

- Window (O Raw (O Telnet () Rlogin () SSH
- Appearance

- Behaviour
... Translation Saved Sessions

Load, save or delete a stored session

- Selection
+~ Colours Default Settings
- Connection
. Proxy
- Telnet
Rlogin
H- 55H

- Seral

Close window on exit: B
() Mways () Never (8 Cnlyon clean exit

Open

4. In the Serial line field, type the name of the COM port that the NTC-3000 was assigned. In the Speed field, enter

115200.
B PuTTY Configuration “
Category:
[=- Session Basic options for your PuTTY session
i - Logging
- Temninal —
- Keyboard Serial line Speed
.. Bell Comé4 115200
- Features -
&~ Window (O Raw (OTelnet O Rlogn (O SSH @) Serial
:;.DDEa@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours -
Defautt Settings
[=- Connection Load
.. Data e
- Proxy
- Telmet Delete
- Rlogin
- 55H
- Send Close window on exit: .
(_JMways  (_INever (@ Onlyon clean exit
o Open Cancel

5. Click the Open button. The terminal window is displayed. Confirm that there is a connection to the NTC-3000 by
entering the command at and receiving the response 0K as shown below:

P COM4 - PuTTY = =

www.nhetcommwireless.com NTC 3000 Series — M2M Serial Modem
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If you are using another terminal emulator and are required to enter more serial options, the following table lists the correct settings:

SERIAL OPTIONS

Port As assigned by your system. Refer to Device Manager on Windows.
Baud rate 115200
Data bits 8

Parity None
Stop bits 1

Using a terminal emulator such as PuTTY and the AT command Reference Guide, the NTC-3000 Series router can be configured to
perform customised operations. Please refer to the Supported AT Command Reference Guide available on the Sierra Wireless
website at http://www.sierrawireless.com for more information on the functions available.

If you are unable to type at, check that you have selected the correct COM port for the NTC-3000. Alternatively, try to open a
connection using a physical COM port with a DB9 serial/power adapter cable attached.

Open AT Application Framework

The NetComm Wireless NTC-3000 Series Routers support the Open AT Application Framework. The Open AT application
framework consists of an M2M specific operating system, libraries and development studio allowing the accelerated creation of
embedded M2M applications and sharing of processing resources.

To begin developing M2M applications, download the Open AT Application Framework on the Sierra Wireless developer website at
http://developer.sierrawireless.com/OpenAT/download

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
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NetComm Wireless Open AT
Custom Application

The NTC-3000 comes pre-loaded with a NetComm Wireless Open AT custom application. This application allows the NTC-3000 to
operate in different modes, providing additional functionality and support for a number of terminal commands specific to this
application. These commands can be used locally or by SMS to send or receive serial data to or from TCP/UDP servers (typically
another NTC-3000) using GSM/GPRS connections. The syntax for using the commands in the command line and over SMS differ
slightly and are detailed in the following sections.

Please note: Installing another custom application will cause the NetComm Wireless Open AT custom application to cease
&+ functioning as only one custom application may be used at a time.

The NTC-3000 modem has 4 modes available:

NUMBER MODE DESCRIPTION
0 Disabled In this mode, the Serial to TCP gateway function is disabled and the NTC-3000 behaves as a normal modem.
1 TCP Client This is the default mode. The NTC-3000 transfers TCP data between the serial and IP connections.
2 TCP Server The NTC-3000 accepts incoming IP connections and transfers data between serial and IP connections.
3 UDP Client The NTC-3000 transfers UDP data between the serial and IP connections.
4 UDP Server The NTC-3000 transfers UDP data between the serial and IP connections.

Command Line List

The following is a complete list of commands for the NetComm Wireless Open AT custom application:

AT+PAD
Description: Specifies the NTC-3000 operation mode.
To exit PAD mode, enter ‘“+++'. This sets PAD mode to 0 and reboots the device.
Usage 1: To set the operation mode
AT+PAD=x
where ‘X’ is an option number.
Usage 2: To retrieve the currently configured operation mode
AT+PAD?
Help: AT+PAD=?
Options: 0 disabled
1 tep client
2 tcp server
3 udp client
4 udp server
Example: To switch the NTC-3000 to TCP client mode, enter
AT+PAD=1
Example: To exit PAD mode, enter
+++
www.netcommwireless.com NTC 3000 Series — M2M Serial Modem
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AT+APN

Description:

Usage 1:

Usage 2:

Example:

Sets the Access Point Name (APN) used to connect to the broadband network. The default setting is blank.
To set the APN

AT+APN=xxXXX

where ‘xxxx’ is the APN that you wish to use.

To retrieve the currently configured APN

AT+APN?

To set the APN to ‘testAPN’ enter

AT+APN=testAPN

AT+USER_PASS

Description:

Usage 1:

Usage 2:

Help:

Options:

Example:

Sets the username and password used to connect to the broadband network associated with the APN.
To set the username and password

AT+USER PASS="xxxx", " xxxx"

To retrieve the currently configured username and password

AT+USER_PASS?

AT+USER_PASS="?

username the user name for the broadband account
password the password for the broadband account

To configure the username as ‘user1’ and password as ‘testpass’ enter

AT+USER PASS="userl”,”testpass”

AT+SERIAL_BAUD

Description: Sets the baud rate used for communication between the modem and the connected device.
Usage 1: To set the baud rate
AT+SERIAL BAUD=[baud]
Usage 2: To retrieve the currently configured baud rate
AT+SERIAL BAUD?
Help: AT+SERIAL BAUD=?
Options: 300, 600, 1200. 2400. 4800, 9600, 19200, 38400, 57600, 115200 (default value), 230400.
Example: To configure the baud rate to 115200bps enter
AT+SERIAL BAUD=115200
NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
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AT+SERIAL_FORMAT

Description: Sets the serial format used for communication between the modem and the connected device.
Usage 1: To set the serial format

AT+SERIAL FORMAT=x
where ‘X’ is an option number.
Usage 2: To retrieve the currently configured serial format

AT+SERIAL FORMAT?

Help: AT+SERIAL FORMAT=?
Options: 8 data 2 stop

8 data 1 parity 1 stop

8 data 1 stop — default value
7 data 2 stop

7 data 1 parity 1 stop

7 data 1 stop

OO N =

Example: To set the serial format to 8 data 2 stop enter

AT+SERIAL FORMAT=1

AT+SERIAL_FLOW

Description: Sets the flow control used for communication between the modem and the connected device.
Usage 1: To set the flow control

AT+SERIAL FLOW=x

Where ‘X’ is an option number.
Usage 2: To retrieve the currently configured flow control setting

AT+SERIAL FLOW?

Help: AT+SERIAL FLOW=?

Options: 0 no flow control, default value
2 hardware, RTSCTS

Example: To set no flow control enter

AT+SERIAL FLOW=0

www.nhetcommwireless.com NTC 3000 Series — M2M Serial Modem
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AT+SERIAL_PARITY

Description: Sets the serial parity used for communication between the modem and the connected device.
Usage 1: To set the serial parity
AT+SERIAL PARITY=x
where ‘X’ is an option number.
Usage 2: To retrieve the currently configured serial parity
AT+SERIAL PARITY?
Help: AT+SERIAL PARITY=?
Options: 0 Odd
1 Even
4 No parity, default value
Example: To set no serial parity enter
AT+SERIAL PARITY=4
AT+SERVER
Description: Sets the TCP/UDP server IP address and port or hostname and port. In TCP Client and UDP client mode this
command sets the remote TCP/UDP server IP address and remote port number. In TCP Server and UDP server
mode the port number will be used as the local TCP/UDP Server port number. If a remote UDP socket wants to
send back data, it must use this port number. If TCP/UDP server does not start, ensure that modem emulation
mode is turned off. Refer to the AT+MODEM EMULATION command for usage details.
Usage 1: To set the server IP address and port
AT+SERVER=XXX.XXX.XXX.XXX,VYYVY
Where “xxx.xxx.xxx.xxx’ is the server IP address and ‘yyyyy’ is the port number
Usage 2: To set the server hostname and port
AT+SERVER=XXXX, VYYVV
Where ‘xxxx’ is the hostname of the server and ‘yyyy’ is the port number. If no port number is specified, the NTC-
3000 uses the default port 1516.
Usage 3: To retrieve the currently configured server IP and port
AT+SERVER?
Help: AT+SERVER=?
Options: ip address the ip address of the server
hostname the hostname of the server
port number the port number of the server
Example 1: To set the IP address of the server to 10.1.193.11 and port to 1516, enter
AT+SERVER=10.1.193.11,1516
Example 2: To set the hostname of the server to ‘testhost.domain.com’ and port to 8888, enter
AT+SERVER=testhost.domain.com, 8888
NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
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AT+Save

Description:

Usage:

Example:

AT+CFUN

Description:

Usage:

Saves any changes made to the settings using commands in this list. Changes to settings using the commands
in this list do not take effect immediately and must be saved to the board’s flash memory using this command,
followed by a reboot. The exception to this is the AT+PAD command which initiates a save command and

reboots the device.

To save settings to the onboard flash memory
AT+SAVE=1

To save settings to the onboard flash memory, enter
AT+SAVE=1

Then enter

AT+CFUN=1

to perform a reboot so that the new settings take effect.

This is a standard AT command which resets the device.
To reset the device

AT+CFUN=1

AT+SMS_DIAGNOSTICS

Description:

Usage 1:

Help:

Options:

Example:

Sets the status of the SMS Diagnostics feature on the NTC-3000.

To set the status of SMS Diagnostics
AT+SMS_DIAGNOSTICS=x

Where ‘X’ is an option number.
AT+SMS_DIAGNOSTICS=?

0 disabled

1 enabled

To enable SMS Diagnostics, enter

AT+SMS DIAGNOSTICS=1

www.netcommuwireless.com
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AT+SMS_PASSWORD

Description: Used to define the password used with the SMS Diagnostics feature. The password is limited to 6 characters.
The default password is ‘1234°.

Usage 1: To set the SMS password
AT+SMS_PASSWORD=XXXXXX

Usage 2: To retrieve the current configured password
AT+SMS PASSWORD?

Help: AT+SMS PASSWORD="?

Example: To set the password to ‘1234’, enter

AT+SMS_PASSWORD=1234

AT+SMS_ACK

Description: Sets the status of the SMS acknowledgment feature. When enabled, the NTC-3000 sends a reply SMS to inform
whether the command was successful.

Usage 1: To configure SMS acknowledgments
AT+SMS_ACK=x
Where ‘X’ is an option number.

Usage 2: To retrieve the SMS acknowledgment status

AT+SMS_ACK?

Help: AT+SMS_ACK=?
Options: 0 disabled
1 enabled
Example: To enable SMS acknowledgments, enter

AT+SMS_ACK=1

AT+VERSION

Description: Displays the version number of the NetComm Wireless custom application installed.

Usage: AT+VERSION?

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
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AT+FORCE_RESET
Description: Sets the period for which the NTC-3000 will automatically reset.

Usage 1: To set the force reset period

AT+FORCE RESET=XXXxx

Where ‘X’ is an integer between 2 and 65535 minutes.
Usage 2: To retrieve the currently configured force reset period

AT+FORCE RESET?

Help: AT+FORCE RESET="?
Options: 0 no reset

2 - 65535 minutes between a forced reset
Example: To set the NTC-3000 to reboot every 60 minutes, enter

AT+FORCE RESET=60

AT+EOL

Description: Send this command to delimit data received from the serial port. The default setting is 0x0D,0x0A.

Usage: AT+EOL=xXX, VY
where ‘xx’ is the hexadecimal code for the carriage return character and ‘yy’ is the hexadecimal code of the line
feed character.

Help: AT+EOL="?

Example: To configure the carriage return and line feed characters to ‘D’ and ‘A’, enter

AT+EOL=0x0D, 0x0A

AT+CHAR_TIMEOUT

Description: By default, data received from the serial interface is buffered for 1*100ms. This can be changed to a value up to
65535 seconds, expressed as a factor of 100ms. After this delay, data will be sent out regardless of end of line
input.

Usage 1: To configure the character timeout

AT+CHAR TIMEOUT=xxx
where ‘X’ is an integer to be multiplied by 100ms between 0 and 255.
Usage 2: To retrieve the currently configured character timeout value

AT+CHAR TIMEOUT?

Help: AT+CHAR_TIMEOUT=?

Options: 0 disable (always use delimiters instead)
1-255 *100ms

Example: To configure the character timeout to 1 second, enter

AT+CHAR TIMEOUT=10

www.nhetcommwireless.com NTC 3000 Series — M2M Serial Modem
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AT+TCP_TIMEOUT

Description: This command sets the TCP timeout value in seconds. If the TCP/IP connection is not working, the application
will wait for this period of time to re-establish the connection. The minimum timeout period is 10 seconds while
the maximum is 65535 seconds.

Usage 1: To configure the TCP timeout value
AT+TCP_TIMEOUT=xxXXxXX
Where ‘X’ is an integer in seconds between 10 and 65535.

Usage 2: To read the currently configured TCP timeout value
AT+TCP_TIMEOUT?

Help: AT+TCP_TIMEOUT="?

Example: To set the TCP timeout period to 10 seconds

AT+TCP TIMEOUT=10

AT+TCP_RETRY

Description: If the NTC-3000 is operating in TCP or UDP client mode and the connection with the server is down, the
application will try for the AT+TCP_RETRY number of times to re-establish the connection with the server, then it
will wait for the specified TCP_TIMEOUT period and try again. The minimum value is O which will cause the NTC-
3000 to retry the connection until a connection is made while the maximum value is 10.

Usage 1: To set the TCP retry count
AT+TCP_RETRY=xx
where ‘X’ is an integer between 0 and 10.

Usage 2: To retrieve the currently configured TCP retry count
AT+TCP_RETRY?

Help: AT+TCP_RETRY="?

Options: 0 Infinite (always try to connect when connection fails)
1-10 times to attempt reconnection

AT+LOCAL_IP

Description: Retrieves the NTC-3000’s allocated WAN IP address.

Usage: AT+LOCAL IP?

AT+DNS

Description: Retrieves the NTC-3000’s allocated DNS address.

Usage: AT+DNS?

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
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AT+FACTORY_RESET

Description: Resets the NTC-3000 to factory default settings, effectively performing the following commands:
AT + PAD =0

AT + APN =

AT + USER_PASS o W, O

AT + FORCE_RESET =0

AT + SERVER = ,1516

AT + SMS_DIAGNOSTICS= 0

AT + SMS_ACK =0

AT + SMS_PASSWORD = 1234

AT + EOL = 0x0D, 0x0A

AT + SERIAL_BAUD = 115200

AT + SERIAL_ FORMAT = 3

AT + SERIAL PARITY = 4

AT + SERIAL_FLOW =0

AT + CHAR_TIMEOUT = 8 seconds

AT + TCP_TIMEOUT =10

AT + TCP_RETRY = 0 (Infinite)

AT + DYN ENABLE =0

AT + DYN_HOST =

AT + DYN_USER =

AT + DYN_PASS =

Usage: AT+FACTORY RESET=1
Help: AT+FACTORY RESET=?

AT+SERIAL_ON_START

Description:

Usage 1:

Usage 2:

Help:

Options:

This command configures whether the serial port initialises on power up or initialises when there are active

connections.

AT+SERIAL ON_START=x
where X’ is an option number
AT+SERIAL ON_START?
AT+SERIAL ON_START=?

1 serial port is initialised on power up
0 serial port is initialised when there are active connections

www.netcommuwireless.com
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AT+DYN_ENABLE

Description:

Usage:

Help:

Options:

Example:

Instructs the NTC-3000 to enable updating its IP address to the configured Dynamic DNS server.

AT+DYN ENABLE=x
Where ‘X’ is an option number
AT+DYN ENABLE=?

0 disable
1 enable

To set the NTC-3000 to enable star updates to the Dynamic IP address table, enter

AT+DYN ENABLE=1

AT+DYN_HOST

Description:

Usage:

Example:

Instructs the NTC-3000 to use the supplied hostname to perform an IP address update.
Note: The only dynamic DNS service supported at this time is www.dyndns.org

AT+DYN HOST=XXXX

where “XXXX” is the hostname of the dynamic DNS service.

To instruct the NTC-3000 to use ‘testuser.dyndns.org’ as the dynamic DNS hostname to perform an IP address

update, enter

AT+DYN HOST=testuser.dyndns.org

AT+DYN_USER

Description:
Usage:

Example:

Configures the username for the dynamic DNS service.
AT+DYN USER=XXX
To set the dynamic DNS service username to ‘testuser’, enter

AT+DYN USER=testuser

AT+DYN_PASS

Description:
Usage:

Example:

Configures the password for the dynamic DNS service.
AT+DYN PASS=XXX
To set the dynamic DNS service username to ‘testpassi’, enter

AT+DYN PASS=testpassl
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AT+PAKBUS

Description: Enables a buffer time for serial data before it is sent to the IP network. Must be used in conjunction with the
AT+CHAR_TIMEOUT and AT+EOL commands.

If CHAR_TIMEOQUT is > O, serial data is buffered and checked for carriage return (EOL) characters. When
PAKBUS is set to 0 and a single EOL appears, the data is sent to the IP network. If PAKBUS is 1, EOL
characters must be seen on either side of the data frame before the data is sent. For example:

<EOL> xx XX XX XX <EOL> - data is sent
EOL><EOL> xx xx xXx XX <EOL> - data is sent
<EOL> xx xx xx xx - datais not sent
EOL><EOL> xx xx xx XX - datais not sent

However, when CHAR_TIMEOUT value is reached, the NTC-3000 sends all data in the buffer even if no EOL
characters have appeared yet.

Usage: AT+PAKBUS=x

Where ‘X’ is an option number

Help: AT+PAKBUS=?
Options: 0 disable
1 enable
Example: To enable serial data buffering, enter

AT+PAKBUS=1

AT+STATUS

Description: Instructs the NTC-3000 to print its current status details including signal strength, SIM card status, GSM and
GPRS activation status, IP address of the mobile broadband connection, mobile broadband connection uptime
and PAD mode status.

Usage: AT+STATUS?
Example: To print the current status to the screen, enter
AT+STATUS?

AT+MODEM_EMULATION

Description: This command sets the NTC-3000 into POTS modem emulation mode.
Usage 1: AT+MODEM EMULATION=x

Where ‘X’ is an option number.

Usage 2: AT+MODEM EMULATION?
Options: 0 disable
1 enable
Example: To enable modem emulation mode, enter

AT+MODEM EMULATION=1
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AT+FTP_HOST

Description: This command sets the FTP hostname or IP address used to perform a firmware upgrade.
Usage 1: AT+FTP_HOST=xxx
Where ‘xxx’ is a string containing the IP address or domain name of the FTP server.
Example: To configure the FTP hostname as 123.456.789.0, enter:
AT+FTP _HOST=123.456.789.0
AT+FTP_FILE
Description: This command sets the filename of the firmware used to perform a firmware upgrade.
Usage 1: AT+FTP_FILE=xxx
Where ‘xxx’ is a string containing the filename of the firmware that is stored on the FTP server.
Example: To configure the FTP filename as serial_gateway v1.0.55m.dwl, enter:

AT+FTP FILE= serial gateway v1.0.55m.dwl

AT+FTP_PATH

Description:

Usage 1:

Example:

This command sets the path to the firmware file stored on the FTP server used to perform a firmware upgrade.
AT+FTP_PATH=xXXx
Where ‘xxx’ is a string containing the path to the firmware file stored on the FTP server.

To configure the FTP path as \firmware\NTC-3000, enter:

AT+FTP_PATH=\firmware\NTC-3000

AT+FTP_USER

Description:

Usage 1:

Example:

This command sets the username of the account used to access the FTP server when performing a firmware
upgrade over FTP.

AT+FTP USER=xxx

Where ‘xxx’ is a string containing the username of the account on the FTP server used to access the firmware
file.

To configure the FTP username as “administrator”, enter:

AT+FTP USER=administrator

AT+FTP_PASS

Description: This command sets the password of the account used to access the FTP server when performing a firmware
upgrade over FTP.

Usage 1: AT+FTP_PASS=xxx
Where ‘xxx’ is a string containing the password of the account on the FTP server used to access the firmware
file.

Example: To configure the FTP password as “password123”, enter:
AT+FTP PASS=passwordl23
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AT+FTP_UPLOAD=1
Description: This command is used to trigger the NTC-3000 to contact the FTP server using the details provided by the

AT+FTP_HOST, AT+FTP_FILE, AT+FTP_PATH, AT_FTP_USER and AT+FTP_PASS commands and perform a
firmware upgrade.
Usage 1: AT+FTP_UPLOAD=1

Example: To configure the FTP password as “password123”, enter:

AT+FTP PASS=passwordl23

AT+FTP_PARA

Description: This command is used to retrieve the configured FTP settings on the modem.
Usage 1: AT+FTP_PARA?
Example: To retrieve the configured FTP settings on the NTC-3000, enter:

AT+FTP PARA?

AT+FTP_RETRY

Description: This command is used to set the number of times the NTC-3000 will retry an FTP firmware upgrade in the event
that the FTP upgrade fails.

Usage 1: AT+FTP_RETRY=XXX
Where ‘xxx’ is an integer between 0 and 255.

Usage 2: AT+FTP_RETRY?

Example: To set the maximum number of FTP retries to 5, enter:
AT+FTP_RETRY=5

AT+WHITELIST

Description: This command is used to add a phone number to the SMS whitelist. When the first number is added to the
whitelist, the whitelist is enabled and numbers that are not on the whitelist are unable to execute commands.
Mobile phone numbers must be entered in the following format: +614XXXXXXXX.

Usage 1: AT+WHITELTIST=+XXXXXXXXXXX
Where “+XXXOXXXXXXXXX is a mobile phone number.

Example: To add +61412345678 to the SMS whitelist, enter:

AT+WHITELIST=+61412345678

AT+HISTORY
Description: This command is used to retrieve the previous 250 SMS commands issued to the NTC-3000.
Usage 1: AT+HISTORY
Example: To add retrieve the last 250 SMS messages, enter:
AT+HISTORY
www.netcommwireless.com NTC 3000 Series — M2M Serial Modem
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AT+PING

Description: This command is used to send a ping to an internet host.
Usage 1: AT+PING=[domain name/IP address]

Example: To ping www.google.com, enter:

NetCommWireless

AT+PING=www.google.com

AT+REPLY_CMD_ERROR

Description: This command is used to enable or disable the NTC-3000 from sending error replies if an invalid command is
sent. Note that error replies are not sent if the password is incorrect, regardless of the status of the
AT+REPLY_CMD_ERROR option. Also, AT+SMS_ACK must be enabled for this option to work. When enabled,
the NTC-3000 replies with an error message as follows:

“Get” command:

Error:Cannot read/write variable.

Cause:Unknown variable
“Set” command:

Error:Cannot execute command.

Cause:Command format not recognized.

“Execute” command:

Error:Cannot execute command.

Cause:Command format not recognized.

Usage 1: AT+REPLY CMD ERROR=x
Where ‘X’ is an option number.

Usage 2: AT+REPLY CMD_ERROR?

Options: 0 disable
1 enable

Example: To enable error replies, enter:

AT+REPLY CMD ERROR=1
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AT+DAILY_SMS_LIMIT

Description: This command is used to set a maximum number of SMS messages that the NTC-3000 may send each day.
When the maximum number of sent messages is reached in a day, the NTC-3000 processes any commands
sent to it but will not send any SMS messages to the sender. A day begins from the moment the feature is
enabled, however, the limit is set to its original value if the module is rebooted using AT+CFUN=1 or
AT+FORCE_RESET=XXX.

The valid range of daily SMS messages is 5 to 255.

Usage 1: AT+DAILY SMS LIMIT=XXX

Where ‘X’ is an integer between 5 and 255.

Example: To set a maximum daily limit of SMS messages to 100, enter:

AT+DAILY SMS LIMIT=100

AT+IMEI
Description: This command retrieves the IMEI of the NTC-3000.
Usage: AT+IMEI?
Example: To print the NCT-3000’s IMEI to the screen, enter
AT+IMEI?
www.netcommwireless.com NTC 3000 Series — M2M Serial Modem
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General Operation

Upon powering up, the application subscribes to the SMS service and sets up customized AT commands. It then reads the
configuration from FLASH. If the device is configured in normal modem mode (AT+PAD=0), the application will not start GSM or
GPRS initialization, TCP or UDP preparation routines.

When TCP/IP has been set up, an IP address will be issued to the NTC-3000. The application can then switch to one of the
following modes:

TCP client mode
TCP server mode
UDP client mode

UDP server mode

The application can switch to any of these modes by AT command or remotely through SMS. The serial port can be initialized while
GSM/GPRS registration in progress. If the flash configuration area is empty, the default parameters are loaded. The default
parameters are as follows:

Serial Port

Baud Rate: 115200
Data Bits: 8
Parity: none

Stop Bit: 1

PDP profile

APN:
User:

Password:

TCP Client

Server:
Port: 1516

The NTC-3000 default running mode is with PAD disabled.

Stopping the Open AT Custom Application

The NetComm Wireless Open AT Custom Application may be stopped by using the Wavecom proprietary command AT+WOPEN=0
and started again with AT+WOPEN=1. Please refer to the Wavecom AT Commands Interface Guide for Open AT for more
information.

NTC 3000 Series — M2M Serial Modem www.netcommwireless.com
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Configuration through SMS

The NTC-3000 can be configured through the serial port with AT commands or remotely through SMS messages. In order to use
SMS commands, the AT+SMS_DIAGNOSTICS=1 command must be issued through the AT command port.
When configuring the NTC-3000 using SMS messages, all the messages must be prefixed with a password and without a space

after it, for example, “1234get status”.

The following is a list of SMS commands that may be used:

1.

2
3
4
5
6.
7
8
9

10.
11.
12.
18.
14.
15.
16.
17.
18.
19.
20.
21,
22,
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34,
35.
36.
37.
38.
39.

get status

get settings

get version

get force_reset
get serial_on_start
get ping

get whitelist

get imei

execute reboot
execute save
execute pdpcycle
execute pdpdown
execute pdpup
set apn

set pdpauth

set smspassword
set pad

set server

set dyn_enable
set dyn_host

set dyn_user

set dyn_pass

set serial_on_start
set force_reset
set band

set ftp_host

set ftp_user

set ftp_pass

set ftp_file

set ftp_path

get ftp_para

set ftp_retry

set reply_cmd_error
set daily_sms_limit
get daily_sms_limit
set whitelist

set at

upload

SEerv=xxXxXX

www.netcommuwireless.com
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40. ftp=xxxx
41, ftp_file=xxxx

get status
The NTC-3000 sends an SMS reply with the following information:

IMET : xxxXxX
UpTime:xx:xXX:XX
Connection UpTime:xx:XX:xX

IP:XXX.XXX.XXX.XXX

get settings
The NTC-3000 replies with the following information:

APN: testAPN

PDP: testuser@domain.com.au, test
SERVER: 10.1.193.11,1516

PAD: 1

DYN ENABLE: 1

DYN HOST: testuser.dyndns.org

DYN USER: testuser

DYN PASS: testpass

get version
The NTC-3000 replies with the version of the NetComm Wireless custom application.

get force_reset
The NTC-3000 replies with the current FORCE_RESET period.

get serial_on_start
The NTC-3000 replies with the current SERIAL_ON_START flag.

get ping=[domain name / IP address]
Instructs the NTC-3000 to send a ping to a remote host. For example, get ping=www.google.com.

get ftp_para
This command retrieves the configured FTP settings on the NTC-3000.

get daily_sms_limit
Retrieves the currently configured daily SMS limit.

get whitelist
Retrieves a list of numbers which are configured in the SMS whitelist.

get imei
Retrieves the IMEI of the NTC-3000.

execute reboot
Instructs the NTC-3000 to perform a reboot immediately.
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execute save
Instructs the NTC-3000 to save the current settings to on-board flash memory.

execute pdpcycle
Instructs the NTC-3000 to stop the current PDP session and reconnect it.

execute pdpdown
Instructs the NTC-3000 to stop the active PDP session.

execute pdpup
Instructs the NTC-3000 to connect the PDP.

set apn=xxxxx

Sets the APN used to connect to the PDP session. The new APN will take effect after performing the “execute pdpcycle” command.
This new APN won't be saved to on-board flash memory unless the “execute save” command is issued.

set pdpauth="user name”,"”password”
Sets the username and password used for authentication to the PDP session.

set smspassword=XXXXXX
Sets the SMS password required as a prefix for all SMS commands. The password may be a maximum of 6 characters in length.

set pad=0,1,2,3
Sets the NTC-3000 mode of operation where “0” is “PAD disabled mode", “1” is "TCP client mode", “2” is "TCP server mode" and
“3” is "UDP client mode".

set server= ip address/hostname, port
Sets the server IP address or hostname and port that the NTC-3000 will use when operating in TCP server mode.

set dyn_enable=0,1
When this value is set to 1, the NTC-3000 automatically updates the IP address from the dynamic DNS host. When this value is set
to 0, the dynamic DNS feature is disabled.

set dyn_host=xxx
Sets the Dynamic DNS hostname.

set dyn_user=xxx
Sets the Dynamic DNS username.

set dyn_pass=xxx
Sets the Dynamic DNS password.

set serial_on_start=0,1

When this value is set to 1, the NTC-3000 enables the serial port when the unit boots up. When this value is set to 0, the NTC-3000
will not start the serial port on boot.

set force_reset=xxxxx

Sets the FORCE_RESET period in minutes. Valid intervals are 2 — 65535 minutes. Setting this value to 0 disables the forced reset
function.

set baud=xxx
Sets the baud rate used by the NTC-3000.

set ftp_host=xxx
This command specifies the hostname or IP address of the FTP server used to perform a firmware upgrade.

set ftp_user=xxx
This command specifies the username of the account on the FTP server used to perform a firmware upgrade.
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set ftp_pass=xxx
This command specifies the password of the account on the FTP server used to perform a firmware upgrade.

set ftp_file=xxx
This command specifies the filename of the firmware stored on the FTP server used to perform a firmware upgrade.

set ftp_path=xxx
This command specifies the path to the firmware file stored on the FTP server used to perform a firmware upgrade.

set ftp_retry=xxx

This command specifies the number of times to retry an FTP firmware upgrade if a failure occurs. The default setting is 4 and the
maximum is 255.

set reply_cmd_error=x

When set to 1, the NTC-3000 replies to incorrect commands with an SMS error message. When set to 0, the NTC-3000 does not
send any error replies. Note that if the password is incorrect, no error message is sent, regardless of the state of this setting. Also,
the AT+SMS_ACK option must be enabled for this to work.

set daily_sms_limit=xxx
Sets the daily limit of SMS messages that the NTC-3000 will send. This value is reset every 24 hours and when the NTC-3000 is
rebooted. The valid range of SMS messages to send is 5 to 255.

set whitelist=+XXXXXXXXXXX

Adds the number entered into a whitelist of numbers that are allowed to execute commands on the NTC-3000. For example, set
whitelist=+61412345678 adds the mobile number 0412345678 to the whitelist. WWhen this command is executed, no other
numbers may execute commands.

set at=xxxx
This command allows you to run your own AT commands via SMS. For example, <password>set at=at+cfun=1.

Serv=xxXxx

This command sets a full set of FTP parameters allowing the NTC-3000 to download and run a firmware upgrade with a single
command. Use the following format:

1234serv=<hostname>; f=<firmware filename>;p=<path name>;u=<username>;p=<password>

upload
Issuing the upload command instructs the NTC-3000 to begin the firmware upgrade process.
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Technical Data

The following table lists the hardware specifications of the NTC-3000 Series devices.

MODEL

NETCOMM NTC-3000 SERIES
Sierra Wireless AirPrime SL8080T (NTC-3000-01
Sierra Wireless AirPrime SL8082T (NTC-3000-02

= = = =

. (
Modem Chipset/Module Sierra Wireless AirPrime SL8084T (NTC-3000-03
Sierra Wireless AirPrime SL.3010T (NTC-3000-04
UMTS 850/1900 (NTC-3000-01)
UMTS 900/2100 (NTC-3000-02)
Bands

UMTS 850/2100 (NTC-3000-03)
CDMA 800/1900 (NTC-3000-04)

GSM bands (NTC-3000-01, NTC-3000-02 and NTC-3000-03
only)

Quad-band EDGE/GPRS/GSM 850/900/1800/1900MHz

Maximum Data Throughput / 3G Radio interface (NTC-3000-
01/NTC-3000-02/NTC-3000-03)

Peak download rate: 3.6 Mbps
Peak upload rate: 384 Kbps

Maximum Data Throughput / 3G Radio interface (NTC-3000-
04)

Peak download rate: 3.1 Mbps
Peak upload rate: 1.8 Mbps

Maximum Data Throughput / Serial RS232 interface

Auto baud rate — 230400 / 115,200 / 57,600 / 38,400 / 19,200
/9,600 /4,800 / 2,400 bps

Connectivity

1x RJ-45 port (incl. DB9 adapter) for serial RS-232 connections
1x Mini USB console port (Windows driver available)

SIM Card Reader

Lockable tray, supports standard USIM/SIM

Antenna connector

1x SMA

LED Indicators

Power, 3G Status

Operating Temperature

Normal: -40 ~ 85 °C

Power input

5 ~ 36V DC via RJ-45 port

Dimensions & Weight

74 x 57 x 24 mm / 84g (w/o0 mounting bracket and antenna)

Regulatory Compliancy

FCC, IC, PTCRB (NTC-3000-01)
RCM, CE (NTC-3000-02)

RCM, CE (NTC-3000-03)

FCC (NTC-3000-04)

www.netcommuwireless.com
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Mini USB Connector

The mini USB connector provides a USB based virtual COM port to facilitate communications to the NTC-3000 series in the event
that a COM port fails. This is achieved through the use of an SWI driver and an accompanying “3G Watcher” application. The
connector uses a standard mini USB pin out configuration.

RJ45 Connector

Pin:

7

5

Figure 41 - The Mini USB Connector

PIN SIGNAL

1 VIN
2 D-

3 D+

4 N/C
5 GND

Table 8 - Mini USB Connector Pin Outs

The RJ45 connector provides an interface for a serial data connection and for device input power using the pin layout shown below.

Pin:

8

7

Figure 42 -The RJ45 Connector

PIN SIGNAL ‘ DESCRIPTION

1 VCC Input voltage 5VDC - 36VDC
2 DCD Data Carrier Detect

8 DTR Data Terminal Ready

4 GND Common Ground

5 RXD Serial Data out

6 TXD Serial Data in

7 RTS Request/Ready to Send

8 CTS Clear to Send

Table 9 - RJ45 Connector Pin Outs

NTC 3000 Series — M2M Serial Modem
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RJ45 to DB9 Serial/Power Adapter Cable

The following table displays the PIN out configuration for the RS-232 serial connection cable that ships with the NTC-3000 series
modems.

CTS- RTS
RTS-CTS
TXD-RXD
RXD-TXD
GND-GND-PWR
DTR
DCD
—— .PWR
' 6 0loo
O O
00V 0O
RJ-45 DB-9
DB9 SIGNAL  RJ45 DESCRIPTION
1 DCD < > 2 Data Carrier Detect
2 RXD < > 5 Serial Data Out
3 XD < > 6 Serial Data In
4 DTR < > 3 DTR
5 GND < > 4 Common Ground GND (Power Ground)
6 DSR < —> Not Used
7 RTS < > 7 Request to Send (received by the NTC-3000)
8 CTS < > 8 Clear to Send (transmitted by the NTC-3000)
9 RI < > Not Used
Power < > 1 Red Wire: VCC (Input voltage from 5V — 36VDC)

The NTC-3000 is a DCE (Data Circuit-Terminating Environment), so the RTS (Ready To Send) signal is received by the NTC-3000
and the CTS (Clear to Send) signal is transmitted with flow controlled from both ends.

The DCD (Data Carrier Detect) line is permanently set to one state, i.e. in the high state at the connector, GND at the chip.

Electrical Specifications

A suitable power supply is available on request or via direct purchase from the NetComm Online shop. It is recommended that the
NTC-3000 be powered using a 12VDC/1.5A power supply.

Environmental Specifications / Tolerances

The industrial enclosure of the NTC-3000 Series makes it able to operate over a wide variety of temperatures from -40°C ~ 85°C.
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Product Service and Support

The following section provides some assistance with issues that may be encountered when using the NTC-3000 series as well as
providing web based links for product specific information.

Troubleshooting

1) lam unable to send any AT commands to the NTC-3000
= Verify the NTC-3000 is connected to both the power supply and an appropriate COM port.

Verify the LEDs on the front of the NTC-3000 are illuminated.

o

D2

Verify your terminal program settings or device is set to use the appropriate COM port.

DS

Power cycle the NTC-3000 by removing the power supply for 15 seconds and then reconnect it.

2) | only receive garbage text when sending AT commands to the NTC-3000

%= Verify that the COM port parameters have not changed since the NTC-3000 series was initially connected. Garbage
text usually indicates that the port speed has been changed.

Please refer to the AT Command reference document for more information on enabling remote access to the
NTC-3000 series.
3) The NTC-3000 LEDs are not lighting up

Verify that the NTC-3000 series is connected to an appropriate power supply and that an active 3G SIM has been
inserted.

D2

))))1»

Power cycle the NTC-3000 by removing the power supply for 15 seconds and then reconnect it.

4) The 3G LED is not switching on

%= Verify that the NTC-3000 series has sufficient 3G signal strength to connect by checking the available signal strength
via either the appropriate AT command or by checking a mobile telephone for available 3G coverage.

o Please refer to the AT Command reference document for more information on signal strength.

5) lam receiving an ‘ERROR’ response from the NTC-3000
%= Verify the AT command you are utilising has the correct syntax specified.

6) |am receiving an ‘ERROR (##) response from the NTC-3000 with an error code that | don’t understand

Please refer to the error codes in the AT Command manual which can be found on the Sierra Wireless Website to learn
the meaning of the Result codes.

D2

If you are still experiencing issues after performing the above checks, please contact NetComm Technical Support by going to:
http://support.netcommwireless.com/
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Web Based Product References

The following reference information is also available for the NTC-3000 Series from the NetComm Support website at
http://www.netcommwireless.com/product/m2m/ntc-3000
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User Manual
Quick Start Guide
Product Specification Sheet

FAQs

Q:
A:

=0

Is the NTC-3000 series a 3G serial modem?

The NTC-3000 series is able to operate as a 3G serial modem, however it is also so much more. It is also able to perform
the followmg functions:

Creating TCP server

Creating UDP sockets / TCP clients and TCP server

Creating a PING session

Creating a FTP session (upload and download files)

Connect to remote SMTP server

Connect to remote HTTP server

Email sending / receiving

Sending an MMS with one or multiple recipients

These functlons are supported in Sierra Wireless’s WIPSOFT. Refer to the Sierra Wireless Developer Zone to obtain the
latest version of the devkit to perform these functions.

J))l- D) ) ) ) ) %

What are the port settings required for the NTC-3000 Series?

The NTC-3000 series uses auto-bauding to determine the current communication port settings. This occurs when the first
A or AT is sent to the NTC-3000 series. Generally, a port speed of 115200, 8 data bits, 1 stop bit, no parity and hardware
flow control should be fine.

Does the NTC-3000 Series support circuit and packet switched data?
The modem inside the NTC-3000 series supports packet switched and circuit switched communications methods.

Can the mini USB port be used to connect to legacy devices?
No. The mini USB port requires Windows XP SP3, Windows Vista SP2, Windows 7 SP1 or higher or Mac OS 10.5.8 or
higher to install and use.

Why can’t | connect an Ethernet (RJ-45) cable to the NTC-3000 Series?
The NTC-3000 series uses a serial connection through a modified RJ-45 port utilising some pins from this to provide
power. It is not suitable for an Ethernet connection.

0 Please refer to the RJ45 port pin out diagram in the Technical Data chapter for more information.
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Safety and product care

RF Exposure

Your device contains a transmitter and a receiver. When it is on, it receives and transmits RF energy. When you communicate with
your device, the system handling your connection controls the power level at which your device transmits.

This device meets the government’s requirements for exposure to radio waves.

This device is designed and manufactured not to exceed the emission limits for exposure to radio frequency (RF) energy set by the
Federal Communications Commission of the U.S. Government.

This equipment complies with radio frequency (RF) exposure limits adopted by the Federal Communications Commission for an
uncontrolled environment. This equipment should be installed and operated with minimum distance 20 cm between the radiator &
your body.

Déclaration d'exposition aux radiations:
Cet équipement est conforme aux limites d'exposition aux rayonnements |IC établies pour un environnement non contrdlé. Cet
équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre corps.

Tout gain d'antenne externe doit répondre |'exposition aux radiofréquences et les limites de puissance de sortie maximum rayonnée
de la section de la régle applicable. Le gain maximal de I'antenne de cet appareil est: 1dBi (850MHz) et 1dBi (1900MHz).

External antenna

Any optional external antenna used for this transmitter must be installed to provide a separation distance of at least 20 cm from all
persons and must not be co-located or operated in conjunction with any other antenna or transmitter. Please consult the health and
safety guide of the chosen antenna for specific body separation guidelines as a greater distance of separation may be required for
high-gain antennas.

Any external antenna gain must meet RF exposure and maximum radiated output power limits of the applicable rule section. The
maximum antenna gain for this device as reported to the FCC is: 1dBi(850MHz) and 1dBi(1900MHz).

FCC Statement

FCC compliance

Federal Communications Commission Notice (United States): Before a wireless device model is available for sale to the public, it
must be tested and certified to the FCC that it does not exceed the limit established by the government-adopted requirement for
safe exposure.

FCC regulations

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause
undesired operation.

This device has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

Reorientate or relocate the receiving antenna.

DS

D)2

Increase the separation between the equipment and receiver.

))))1‘

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

D)2

Consult the dealer or an experienced radio/TV technician for help.

Changes or maodifications not expressly approved by the party responsible for compliance could void the user's authority to operate
the equipment.
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IC regulations
CAN ICES-3(B)/NMB-3(B)

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to the following two conditions:

(1) this device may not cause interference, and
(2) this device must accept any interference, including interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio exempts de licence. L’exploitation
est autorisée aux deux conditions suivantes:

(1) 'appareil ne doit pas produire de brouillage, et

(2) I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d’en
compromettre le fonctionnement.”

This Class B digital apparatus complies with Canadian CAN ICES-3 (B)/NMB-3(B).
Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

IMPORTANT NOTE:

IC radiation exposure statement:

This equipment complies with IC RSS-102 radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator and users body.

Electrical safety

Accessories

Only use approved accessories.
Do not connect with incompatible products or accessories.

Connection to a car
Seek professional advice when connecting a device interface to the vehicle electrical system.

Distraction

Operating machinery
Full attention must be given to operating the machinery in order to reduce the risk of an accident.
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Product handling

You alone are responsible for how you use your device and any consequences of its use.

You must always switch off your device wherever the use of a mobile phone is prohibited. Do not use the device without the clip-on
covers attached, and do not remove or change the covers while using the device. Use of your device is subject to safety measures
designed to protect users and their environment.

Always treat your device and its accessories with care and keep it in a clean and dust-free place.

Do not expose your device or its accessories to open flames or lit tobacco products.

Do not expose your device or its accessories to liquid, moisture or high humidity.

Do not drop, throw or try to bend your device or its accessories.

Do not use harsh chemicals, cleaning solvents, or aerosols to clean the device or its accessories.

Do not paint your device or its accessories.

Do not attempt to disassemble your device or its accessories, only authorised personnel must do so.

Do not use or install this product in extremely hot or cold areas. Ensure that the device is installed in an area where the temperature
is within the supported operating temperature range (-40°C to 85°C)

Do not use your device in an enclosed environment or where heat dissipation is poor. Prolonged use in such space may cause
excessive heat and raise ambient temperature, which will lead to automatic shutdown of your device or the disconnection of the
mobile network connection for your safety. To use your device normally again after such shutdown, cool it in a well-ventilated place
before turning it on.

Please check local regulations for disposal of electronic products.

Do not operate the device where ventilation is restricted

Installation and configuration should be performed by trained personnel only.

Do not use or install this product near water to avoid fire or shock hazard. Avoid exposing the equipment to rain or damp areas.
Arrange power and Ethernet cables in a manner such that they are not likely to be stepped on or have items placed on them.
Ensure that the voltage and rated current of the power source match the requirements of the device. Do not connect the device to
an inappropriate power source.

Small children

Do not leave your device and its accessories within the reach of small children or allow them to play with it.

They could hurt themselves or others, or could accidentally damage the device.

Your device contains small parts with sharp edges that may cause an injury or which could become detached and create a choking
hazard.

Emergency & other situations requiring continuous connectivity

This device, like any wireless device, operates using radio signals, which cannot guarantee connection in all conditions. Therefore,
you must never rely solely on any wireless device for emergency communications or otherwise use the device in situations where
the interruption of data connectivity could lead to death, personal injury, property damage, data loss, or other loss.

Device heating
Your device may become warm during normal use.

Faulty and damaged products

Do not attempt to disassemble the device or its accessories.

Only qualified personnel must service or repair the device or its accessories.

If your device or its accessories have been submerged in water punctured or subjected to a severe fall, do not use until they have
been checked at an authorised service centre.

Interference

Care must be taken when using the device in close proximity to personal medical devices, such as pacemakers and hearing aids.

Pacemakers

Pacemaker manufacturers recommend that a minimum separation of 15cm be maintained between a device and a pacemaker to
avoid potential interference with the pacemaker.
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Hearing aids
People with hearing aids or other cochlear implants may experience interfering noises when using wireless devices or when one is

nearby.
The level of interference will depend on the type of hearing device and the distance from the interference source, increasing the
separation between them may reduce the interference. You may also consult your hearing aid manufacturer to discuss alternatives.

Medical devices

Please consult your doctor and the device manufacturer to determine if operation of your device may interfere with the operation of
your medical device.

Hospitals

Switch off your wireless device when requested to do so in hospitals, clinics or health care facilities. These requests are designed to
prevent possible interference with sensitive medical equipment.

Interference in cars

Please note that because of possible interference to electronic equipment, some vehicle manufacturers forbid the use of devices in
their vehicles unless an external antenna is included in the installation.

Explosive environments

Petrol stations and explosive atmospheres

In locations with potentially explosive atmospheres, obey all posted signs to turn off wireless devices such as your device or other
radio equipment.

Areas with potentially explosive atmospheres include fuelling areas, below decks on boats, fuel or chemical transfer or storage
facilities, areas where the air contains chemicals or particles, such as grain, dust, or metal powders.

Blasting caps and areas

Turn off your device or wireless device when in a blasting area or in areas posted turn off “two-way radios” or “electronic devices” to
avoid interfering with blasting operations.
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Legal and Regulatory

Intellectual Property Rights

All intellectual property rights (including copyright and trade mark rights) subsisting in, relating to or arising out this Manual are
owned by and vested in NetComm Wireless Limited (ACN 002490486) (NetComm Wireless Limited) (or its licensors). This Manual
does not transfer any right, title or interest in NetComm Wireless Limited’s (or its licensors’) intellectual property rights to you.

You are permitted to use this Manual for the sole purpose of using the NetComm Wireless product to which it relates. Otherwise no
part of this Manual may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic,
mechanical, recording or otherwise, without the prior written permission of NetComm Wireless Limited.

NetComm and NetComm Wireless is a trademark of NetComm Wireless Limited. All other trademarks are acknowledged to be the
property of their respective owners.

Customer Information

The Australian Communications & Media Authority (ACMA) requires you to be aware of the following information and warnings:
1. This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the

AS/CA S008-2011 Standard.

2. This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACMA.
These standards are designed to provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses, and can radiate radio noise and, if not installed and used in accordance with the
instructions detailed within this manual, may cause interference to radio communications. However, there is no guarantee
that interference will not occur with the installation of this product in your home or office. If this equipment does cause
some degree of interference to radio or television reception, which can be determined by turning the equipment off and
on, we encourage the user to try to correct the interference by one or more of the following measures:

a) Change the direction or relocate the receiving antenna.
b) Increase the separation between this equipment and the receiver.

c) Connect the equipment to an alternate power outlet on a different power circuit from that to which the
receiver/TV is connected.

d)  Consult an experienced radio/TV technician for help.

3. The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply
with any other product or do not use any other power supply that is not approved for use with this product by NetComm
Wireless Limited. Failure to do so may cause damage to this product, fire or result in personal injury.

Consumer Protection Laws

Australian and New Zealand consumer law in certain circumstances implies mandatory guarantees, conditions and warranties which
cannot be excluded by NetComm Wireless Limited and legislation of another country's Government may have a similar effect
(together these are the Consumer Protection Laws). Any warranty or representation provided by NetComm Wireless Limited is in
addition to, and not in replacement of, your rights under such Consumer Protection Laws.

If you purchased our goods in Australia and you are a consumer, you are entitled to a replacement or refund for a major failure and
for compensation for any other reasonably foreseeable loss or damage. You are also entitled to have the goods repaired or replaced
if the goods fail to be of acceptable quality and the failure does not amount to a major failure. If you purchased our goods in New
Zealand and are a consumer you will also be entitled to similar statutory guarantees.
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Product Warranty

All NetComm Wireless products have a standard two (2) year warranty from date of purchase (Product Warranty). For all Product
Warranty claims you will require proof of purchase. All Product Warranties are in addition to your rights and remedies under
applicable Consumer Protection Laws which cannot be excluded (see Section 3 above).

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 3 above),
the Product Warranty is granted on the following conditions:

1. The Product Warranty extends to the original purchaser (you / the customer) and is not transferable;

2. The Product Warranty shall not apply to software programs, batteries, power supplies, cables or other accessories
supplied in or with the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm Wireless Limited and any other
reasonable requirements of NetComm Wireless Limited including producing such evidence of purchase as NetComm
may require;

4. The cost of transporting product to and from NetComm Wireless Limited’s nominated premises is your responsibility;

5. NetComm Wireless Limited does not have any liability or responsibility under the Product Warranty where any cost,
loss, injury or damage of any kind, whether direct, indirect, consequential, incidental or otherwise arises out of events
beyond NetComm Wireless Limited’s reasonable control. This includes but is not limited to: acts of God, war, riot,
embargoes, acts of civil or military authorities, fire, floods, electricity outages, lightning, power surges, or shortages of
materials or labour; and

6. The customer is responsible for the security of their computer and network at all times. Security features may be
disabled within the factory default settings. NetComm Wireless Limited recommends that you enable these features to
enhance your security.

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 3 above),
the Product Warranty is automatically voided if:
1. You, or someone else, use the product, or attempt to use it, other than as specified by NetComm Wireless Limited;

2. The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power
supply or communication line, whether caused by thunderstorm activity or any other cause(s);

3. The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

4. Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict
accordance with the user manual supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person
at a service centre authorised by NetComm Wireless Limited; or

6. The serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitation of Liability

This clause does not apply to New Zealand consumers. Subject to your rights and remedies under applicable Consumer Protection

Laws which cannot be excluded (see Section 3 above), NetComm Wireless Limited accepts no liability or responsibility, for

consequences arising from the use of this product. NetComm Wireless Limited reserves the right to change the specifications and

operating details of this product without notice.

If any law implies a guarantee, condition or warranty in respect of goods or services supplied, and NetComm Wireless Limited’s

liability for breach of that condition or warranty may not be excluded but may be limited, then subject to your rights and remedies

under any applicable Consumer Protection Laws which cannot be excluded, NetComm Wireless Limited’s liability for any breach of

that guarantee, condition or warranty is limited to:

(i) in the case of a supply of goods, NetComm Wireless Limited doing any one or more of the following: replacing the

goods or supplying equivalent goods; repairing the goods; paying the cost of replacing the goods or of acquiring
equivalent goods; or paying the cost of having the goods repaired; or

(i) in the case of a supply of services, NetComm Wireless Limited doing either or both of the following: supplying the
services again; or paying the cost of having the services supplied again.

To the extent NetComm is unable to limit its liability as set out above, NetComm Wireless Limited limits its liability to the extent such
liability is lawfully able to be limited.
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Contact

Address: NETCOMM WIRELESS LIMITED, Level 2, 18-20 Orion Road, Lane Cove NSW 2066 Sydney, Australia
ABN: 85 002 490 486

Website: http://www.netcommwireless.com/

Phone: +61(0)2 9424 2070

Fax: +61(0)2 9424 2010
Email: sales@netcommwireless.com, technicalsupport@netcommwireless.com
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