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Preface

The purpose of this manual is to provide you with detailed information on the installation, operation and

application of your HSPA WiFi Router with Voice

Important Notice and Safety Precaution

Before servicing or disassembling this equipment, always disconnect power from the device.
Use an appropriate power supply, preferably the supplied power adapter, with an output of DC 12V 1.5A.

Do not operate the device near flammable gas or fumes. Turn off the device when you are near a petrol
station, fuel depot or chemical plant/depot. Operation of such equipment in potentially explosive

atmospheres can represent a safety hazard.

The device and antenna shall be used only with a minimum of 20 cm from the human body.

The operation of this device may affect medical electronic devices, such as hearing aids and pacemakers.
The Antennas must be connected to this product prior to connecting the telephone cord.

The telephone cord must be disconnected prior to disconnecting the Antennas.

Thank You
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With the increasing popularity of the 3G standard worldwide, the Etisalat HSPA WiFi Router with Voice provides you
with triple-band coverage through expanding cellular networks throughout the world.

Integrating a Sierra Wireless HSPA module, this Router is capable of performing at typical downlink speeds of
550Kbps to 3Mbps, bursting up to 6Mbps and typical uplink speeds of 300Kbps to 1Mbps, bursting to 1.3Mbps in
most places in the CBD, metro and other areas.

The Router also provides state-of-the-art security features such as WiFi Protected Access (WPA) data encryption,
Firewall and Virtual Private Networks (VPN) pass through.



lntroduction
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1.1

Features

The Etisalat HSPA WiFi Router with Voice allows you to share your Etisalat connection with multiple wireless
or wired devices

Provides you with worldwide coverage through triple-band HSUPA/HSDPA/UMTS (850/ 1900 / 2100MHz),
quad-band EDGE/GSM (850/ 900 / 1800 MHz)

Embedded multi-mode HSUPA/HSDPA/UMTS/EDGE/GPRS/GSM module

1 x RJ11 port for voice calling over the Etisalat network via a connected standard Analogue Telephone (not
included).

Built-in USB 2.0 Print Server functionality

Support for USB 2.0 Mass Storage device (NTFS, FAT 32)

Integrated 802.11g/54Mbps AP (backward compatible with 802.11b)

WiFi Protected Access (WPA)/ WiFi Protected Access 2 (WPA2) and 802.1x wireless encryption
Static route/ Routing Information Protocol (RIP)/RIP v2 routing functions

Media Access Control (MAC) address and IP filtering

Network Address Translation (NAT) / Port Address Translation (PAT)

Supports Universal Plug and Play (UPnP) and Internet Group Management Protocol (IGMP) snooping
Supports Virtual Private Network (VPN) Pass-Through

Dynamic Host Configuration Protocol (DHCP) Server/Relay/Client

Domain Name System (DNS) Proxy and Dynamic Domain Name System (DDNS)

Web-based Management

Command Line Interface (CLI) via Telnet

Configuration backup and restoration

Remote configuration

Router and Etisalat module firmware upgrade

Supports half-bridging mode

Supports Simple Network Management Protocol (SNMP)

Introduction

1.2 Package Contents

Your package contains the following:

Etisalat HSPA WiFi Router with Voice
Printed Quick Start Guide

CD (Containing User Guide)

Ethernet Cable

Security Card

2 x 3G Antennas

1 x WiFi Antenna

Power Supply
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1 3 LED | nd | ca tO rs NOTE: The six LEDs on the left side of the top panel display (Low, Med, High, Internet, 3G, 2G) will cycle on and off if PIN
code protection is activated. In this case, you should consult section 3.2.1 PIN Code Protection (page 16) for further

The LED indicators are shown in this illustration and followed by detailed explanations in the table below. e
instructions.
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1.4 Rear Panel

LED ‘ Color ‘ Mode ‘ Description The rear panel contains the ports for data and power connections.
POWER | Green | On Power on
Off Power off
Phone Green | On Phone line active
Off Phone line inactive or not connected
LAN 1~2 | Green | On Powered device connected to the associated port (includes devices with wake-

on-LAN capability where a slight voltage is supplied to an Ethernet connection)

Off No activity, modem powered off, no cable or no powered device connected to
the associated port

Blink LAN activity present (traffic in either direction)

Power jack for DC power input (12VDC / 1.5A)/Power button

(M
WiFi Green | On Local WiFi access to the Router is enabled and working (2)  USIM card slot
Off Local WiFi access to the Router is disabled . . .
Blink Data being transmitted or received over WiFi. (3)  USB Port (For connecting a USB Printer or USB Storage Device)
Internet | Green | Blink Data is transmitted through Internet connection (4)  Reset button
Off No connection to the internet or Router powered off (5)  Phone Port (for Voice calls over the Etisalat Network)
On Internet connection established (6) 2 RJ-45 Ethernet LAN ports
3G Green | On Connection established with 3G network
Blink Connecting with 3G network
Off No connection with UMTS cellular station, no activity, Router powered off.
2G Green | On Connection established with 2G network
Blink Connecting to an EDGE, GPRS or GSM cellular station
Off No connection with EDGE, GPRS or GSM cellular station, no activity or Router
powered off.
Low Green | On Low signal strength
Off No activity, Router powered off or on other signal strength
Med Green | On Medium signal strength
Off No activity, Router powered off or on other signal strength
High Green | On High signal strength
Off No activity, Router powered off or on other signal strength

Introduction



Interface

This section describes how to access the device via
the web user interface using a web browser such

as Microsoft Internet Explorer (version 5.0 or later),
Mozilla Firefox or Safari,
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2.1 Default Settings

The following are the default settings for the Router

e Local (LAN) access (username: admin, password: admin)

*  Remote (WAN) access (username: support, password: support)

e User access (username: user, password: user)

* LAN IP address: 192.168.1.1

*  Remote WAN access: disabled

*  NAT and firewall: enabled

*  Dynamic Host Configuration Protocol (DHCP) server on LAN interface: enabled

Technical Note:
During power on, the device initializes all settings to default values. It will then read the configuration profile from the
permanent storage section of flash memory. The default attributes are overwritten when identical attributes with different
values are configured. The configuration profile in permanent storage can be created via the web user interface or telnet
user interface, or other management protocols. The factory default configuration can be restored either by pushing the

reset button for more than five seconds until the power LED blinks or by clicking the Restore Default Configuration option
in the Restore Default Settings screen (see section 5.1.3).

Etisalat HSPA WiFi Router USER GUIDE

2.2 TCP/IP Settings

It is likely that your computer will automatically obtain an IP Address and join the network. This is because the
Dynamic Host Configuration Protocol (DHCP) server (on the device) will start automatically when your Router
powers up.

This automatic assignment requires that DHCP is configured on your computers. It is likely that this is already the
case, but should you be required to configure this, please see the instructions below.

Windows XP
DHCP Mode

To set your PC for DHCP mode, check the Internet Protocol properties of your Local Area Connection. You can set
your PC to DHCP mode by selecting Obtain an IP address automatically in the dialog box shown below.

=)

’]nlemet Pratocol Version 4 (TCP/IPv4) Properties
- il S

Genersl | Alternate Canfiguration

You can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [ settings.

@ Dbtain 3n 1P address Zutomatically
) Uge the following TP address:
P address:

Subnet mask:

Default gatewmay;

@ Obtain DNS server address automatically
23 Use the following DNS server addresses: i
Preferred DNS server:

Alrernate DS server)

[Jeb User Interface
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STATIC IP Mode

The following steps show how to configure your PC IP address using subnet 192.168.1.x. The following assumes
you are running Windows XP.

1:

From the Network Connections window, open Local Area Connection (You may also access this screen by
double-clicking the Local Area Connection icon on your taskbar). Click the Properties button.

Select Internet Protocol (TCP/IP) and click the Properties button. The screen should now display as below.
Change the IP address to the domain of 192.168.1.x. (1<x<254) with subnet mask of 255.255.255.0. Set
the default Router and DNS server to the Router's IP address.

NOTE:  The IP address of the Router is 192.168.1.1. (default), so the PC must be set with a different IP. In the case

3:

below, the PC's IP address is set as 192.168.1.2

Vinder et Protocel (TER/8) Praperties ZE

e
|

| YoucangaiP raned & peits
ﬁc»ﬁ;.m,wmﬁmukmmmh
e apcropnans P etingt.

| 0 Okt an P address sbomaticaly
C1 3 Uk the folowing P sddess
|| 1P sddess:
Subnat ath:

Click OK to submit the settings.

eb User Interface
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MAC 0SX 10.4
DHCP Mode
To set your Apple Mac for DHCP mode, browse to the Apple menu and select System Preferences. In the System

Preferences menu, click on the Network icon and select Ethernet. Next select Using DHCP from the Configure
drop down list. After clicking Apply, your Mac's IP Address will now be automatically assigned from the Router.

m Satus: Connested
Eihernst 2 i currently sctive and has the 1P
FiraWira uwp ks curratly :
8 ot Conrectes ' aoess 190, 16812
AlrPort ;
® o =z
@ Muatoath PAN ddress Using Bootp
Kot Conrected A Minualy
USB Ex..et (en3) - o
& ot Conrected L d routey O
USB Er..#t (end) i oy orEAtE PPPOE Service...
® ot Conmpernt ¢ ot

g ®

m Click the bock to prevent further changes. (nasistme.. ) ( Reven ) ( Apply )




STATIC Mode

If you do not wish to use automatic assignment of IP Addresses and wish to configure your Router manually,
your computer must have a static IP address within the Router's subnet. The following steps show how to
configure your computer's IP address within the subnet 192.168.1.x

1. Browse to the Apple menu and select System Preferences. From the System Preferences, click the Network
icon and select the Ethernet connection.

2. From the Configure drop down list, you can set your computer to Static IP mode by selecting the Manually
option.

Sratus: Connected
Using DHCP
Using DHCP with manual address
Using BootP
(oo =
| @ Sluetooth PAN P A
L N0t Commprted “
s e S TR
S Er_#t (end) - . '
L pereometomadl o 4 DINS Server: (50.165.1.1, 152.165.1.1 |
Search Domains: 1

Chmnces ) ®
o) (oot ) ooy )

3. Choose an IP address between 192.168.1.2 - 192.168.1.254 (Do not choose the Router IP of 192.168.1.1).
Enter this IP address into the field marked IP Address, and enter a Subnet Mask of 255.255.255.0

| = @

" Click the lock 18 prevent futhes chasges,

4, Set the Router and DNS server field to 192.168.1.1 (The Router's IP address).

NOTE: The IP address of the Router is 192.168.1.1. (default), so the computer must be set with a different IP to the Router.In
the case below, the PC's IP address is set as 192.168.1.2

Etisalat HSPA WiFi Router USER GUIDE
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5. Click Apply to submit the settings.

Windows Vista

DHCP Mode

To set your PC for DHCP mode, click properties of your Local Area Connection. You can set your PC to DHCP
mode by selecting Obtain an IP address automatically in the dialog box shown below.

.
Internet Protocol Version 4 (TCP/IPvd) Properties

General Alternate Configuration

‘You can get IP settings assigned automah‘mHy if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IF address automatically i
2 Use the following TP address: |

1P address:

Subnet mask:

Default gateway:

|| @ Obtain DN server address automatically
() Use the following DNS server addresses: |

Preferred DNS server: f . . |

Alternate DMS server;

eb User Interface
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STATIC IP Mode 2.3 Login Procedure

To configure your Router manually, your PC must have a static IP address within the Router's subnet. The To login to the web interface, follow the steps below:

following steps show how to configure your PC IP address using subnet 192.168.1.x. The following assumes you NOTE:  The default settings can be found in 3.1 Default Settings.

are running Windows Vista. 1: Open a web browser and enter the default IP address for the Router in the Web address field. In this
1: From Control panel select the Network and sharing center, open Local Area Connection (You may also case http://192.168.1.1
access this screen by double-clicking the Local Area Connection icon on your taskbar). Click the Properties NOTE:  For remote access, use the WAN IP address shown on the WUI Homepage screen and login with remote username and
button. password.
2:  Select Internet Protocol (TCP/IPv4) and click the Properties button. The screen should now display as below. ~ 2: A dialog box will appear, as illustrated below. Enter the default username and password, as defined in
Choose an IP address between 192.168.1.2 - 192.168.1.254 section 2.1 Default Settings.
NOTE:  The IP address of the Router is 192.168.1.1. (default), so the PC must be set with a different IP. In the case Click OK to continue.
below, the PC's IP address is set as 192.168.1.2
Connect to 192.168.1.1 e

=

3:  Set the Router and DNS server field to 192.168.1.1 (The Router's IP address). _

e Protocol Version 4 (TCP/IP\d) Properties

The server 192,168,1.1 at 3G10WVE HSPA WiFi Router with
General ‘Woice requires a username and password,
You can get IP settings assigned automatically if your network supports wWharning: This server is requesting that your username and
this capabiity, Otherwise, you need to ask your network administrator password b sent in an insecure manner (basic authentication
for the appropriate TP setings. without & secUre connection). E
() Obtain an IP address automatically 1
(@) Use the following IP address: 1
1P ad " 182 Tem. 1. 2 [CIremember my password
Subnet mask: 285 285285 . 0 I
Default gateway: 1920688, 1 . 1 [
Obtain DNS server address automatically NOTE:  The login password can be changed later (see 6.2.3 Passwords)
3: After successfully logging in for the first time, you will reach this screen.
Preferred DNS server: 192 188 . 1 1
Alternate DNS server: l:l etisalat Doylail HOR WA-F) st et Van
e

[ ][ concal ] =

3. Click OK to apply the settings.

Web User Interface
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2.4 Web User Interface Homepage

The web user interface (WUI) is divided into two window panels, the main menu (on the top) and the display
screen (on the bottom). The main menu has the following options: Basic, HSPA/3G Settings, WIFI, Management,
Advanced Settings and Status.

Selecting one of these options will open a submenu with more options. Basic is discussed below while
subsequent chapters introduce the other main menu selections.

NOTE: The menu options available within the web user interface are based upon the device configuration and user privileges

(i.e. local or remote).

BASIC

The Basic screen is the WUl homepage and the first selection on the main menu. It provides information
regarding the firmware, 3G, and IP configuration.

Basie > Hame

Software version

Etisalat HSPA WiFi Router USER GUIDE

The following table provides further details.

Fields | Description

The software version of the device.

Hardware version

The Hardware version of the device

Bootloader version

The bootloader version of the device.

Wireless driver

The wireless driver version of the wireless module.

version

Network The name of or other reference to the mobile network operator.

Link Shows the connection status of the current Etisalat connection.

Mode The radio access technique currently used to enable internet access. It can be HSUPA,

HSDPA, UMTS, EDGE, GPRS or Disconnected.

Signal strength

The mobile network (UMTS or GSM) signal quality available at the device location. This
signal quality affects the performance of the unit. If two or more bars are green, the
connection is usually acceptable.

SIM info

Shows the SIM card status on the device.

LAN IP Address

Shows the IP address for LAN interface.

WAN IP Address

Shows the IP address for WAN interface.

Default Router

Shows the IP address of the default Router for the WAN interface.

Primary DNS Shows the IP address of the primary DNS server.
Server

Secondary DNS Shows the IP address of the secondary DNS server.
server

Date/Time The time according to the device's internal clock

Jeb User Interface




Settings

This menu includes HSPA/3G
Settings and PIN Configuration.

Chapter-3




3.1 HSPA/3G Settings
Select your HSPA/3G settings according to predefined or custom profiles.
Setup instructions are provided in the following sections for your assistance.

HSPR/3GC SETTINGS MANAGEMENT ADVANCED SETTINGS

3G Settings > Setup > Data APN

Profile: Custom APN _
Authentication Method: | AUTO

APM: etisalat ae
Username:

Password:
IP Compression: _

Data Compression: -

[Fla BandsiAutomatic  [F]3G-2100 only [F 36-2100/2G-00011800  [l3c-ALL [l2c-ALL

Diseonnect

Etisalat HSPA WiFi Router USER GUIDE

3.1.1  Profile Setup

Etisalat will provide the information required to complete the first time setup instructions below. Only complete
those steps for which you have information and skip the others.

1. If your SIM card is not inserted into the Router, please turn the Router off. Then insert the SIM and
turn the Router on.

2. To connect to Etisalat's 3G network, please select the Etisalat profile with Etisalat's APN as
etisalat.ae. Authentication Method should be provided by Etisalat; or just leave it AUTO if not
acquired. If you have not received the username and password, leave these fields empty.

SRS « LRI  SRETRESE TS Y ey
3. Select IP compression and Data compression to be ON or Off. By default they are set to off.
4. Click the Save button to save the new settings.

Press the Connect button to connect to Internet. The Device Info for 3G network box in the WUI Basic
screen should indicate an active connection, as shown below. The 3G and Internet LEDs on the front

panel of the Router should also be blinking.
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If the LEDs are off, then either your profile settings are incorrect, the SIM card is not working or the service
network is unavailable. In either case, contact Technical Support for further instructions.
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3.2 PIN Configuration

This screen allows for changes to the 3G SIM card PIN code protection settings.

3.2.1  PIN Code Protection

PIN code protection prevents the use of a SIM card by unauthorized persons. To use the 3G internet service with
this Router however, the PIN code protection must be disabled. If the SIM card inserted into the Router is locked
with a PIN code, the web user interface will display the following screen after login.

2 arnnge e Lornurn

PIN Lock OFff

If you wish to connect to the Internet using a PIN locked SIM card, you must first turn PIN code protection Off.
Select PIN lock Off, enter the PIN Code twice. Please keep in mind you only have 3 attempts before your SIM
card is locked. The remaining attempts' number shows how many attempts left. Contact Etisalat if you require
assistance. You can select Remember PIN Code to ON so you don't need to input the PIN code every time when
the Router turns on. Afterwards, click Apply. The following dialog box should now appear.

Windows Internet Explorer B 5[

/ ' "-\ You have disabled the PIM code protection!

=

PIN Lock On

After you are finished using your SIM card for Internet service, you may wish to lock it again. In this case, first
go to the 3G Settings - PIN Configuration screen, as shown below. Select PIN lock ON, enter the PIN code twice.
You can select Remember PIN code to Yes so you don't need to input the PIN code every time when the Router
turns on. Then click Apply.

3G Serings » Pl Contgaraion

After you do so, the following dialog box should appear.

_L; You have enabled PIN code protection.

You can now return your SIM card to your cellular phone or other mobile device.



3.2.2 PIN Code Change

If you wish to change your PIN code for greater security, enable the PIN Code protection. Go to the previous
section and follow the procedure listed under PIN Lock On.

After locking the SIM card, select PIN Code Change and enter your Old and New PIN codes in the fields
provided. Keep in mind you only have 3 attempts before your SIM card is locked. The remaining attempts'
number shows how many attempts left. Contact Etisalat if you require assistance. Afterwards, click Apply to
activate the change.

Windows Internet Explorer 5[

' : ‘fou need ko enable SIM lock First

Windows Internet Explorer 1'

1 : You have successfully changed the PIN code

Etisalat HSPA WiFi Router USER GUIDE
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The WIFl submenu provides access to Wireless Local
Area Network (LAN) configuration settings
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4.1 Setup

This screen allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as SSID)
and restrict the channel set based on country requirements. The Wireless Guest Network function adds extra
networking security when connecting to remote hosts.

Wirslom > Satp

s page alaws yDu b3 conguee basic famtures of the srwess LAN intertace. You cam emish of 4rsacke the wiwiess LA mieriace.
¥an st scane. erwcsb rarme {3izs kagws 3 SE0) snd weinct e chamnel aet b32ad on caumty

sy
Cick “Aoply” 10 coniguse the basic wirekess aptiom

Fl Enstis viwiens

] e dcoess Fore

50 [T

[T e————

Cowir [CRTES APAD DRPATES _ =

] Enatia virwiess Guest lisbeark
Gt S50 B

Option | Description

Enable Wireless A checkbox that enables (default) or disables the wireless LAN interface. When selected,
the Web Ul displays Hide Access point, SSID, BSSID and Country settings.

Hide Access Select Hide Access Point to protect the access point from detection by wireless active
Point scans. To check AP status in Windows XP, open Network Connections from the start
Menu and select View Available Network Connections. If the access point is hidden, it
will not be listed there. To connect a client to a hidden access point, the station must
add the access point manually to its wireless configuration.

SSID Sets the wireless network name. SSID stands for Service Set Identifier. All stations must
be configured with the correct SSID to access the WLAN. If the SSID does not match,
[1-32 characters] .
that user will not be granted access.

BSSID The BSSID is a 48bit identity used to identify a particular BSS (Basic Service Set) within
an area. In Infrastructure BSS networks, the BSSID is the MAC (Media Access Control)
address of the AP (Access Point) and in Independent BSS or ad hoc networks, the BSSID
is generated randomly.

Country A drop-down menu that permits worldwide and specific national settings.

Wireless Guest The Guest SSID (Virtual Access Point) can be enabled by selecting the Enable Wireless

Network Guest Network checkbox. Rename the Wireless Guest Network as you wish.
NOTE: Remote wireless hosts cannot scan Guest SSIDs.

Wireless
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4.2 Security . —
This Router includes a number of options to help provide a secure connection to the Etisalat Network. Option Description

Your Service Set Identifier (SSID), sets your Wireless Network Name. You can connect

Security features include: Select SSID ) o ) - .

) multiple devices including Laptops, Desktop PCs and PDAs to your HSPA WiFi Router with
*  WEP/WPA[WPA2 data encryption Voice. To get additional devices connected, scan for a network, and locate the SSID shown
e  SPI Firewall on your Wireless Security Card. If the SSID does not match, access is denied.

® VPN Pass-Through Network This option is used for authentication to the wireless network. Each authentication type
*  MAC address IP filtering has its own settings as illustrated below. For example, selecting 802.1X authentication will

Authentication i
«  Authentication protocols - PAP / CHAP reveal the RADIUS Server IP address, Port and Key fields.

You can authenticate or encrypt your service on the WiFi Protected Access algorithm, which provides protection WEP Encryption will also be enabled.
against unauthorized access such as eavesdropping.

The following screen appears when Security is selected. The Security page allows you to configure security
features of your Router's wireless LAN interface. You can set the network authentication method, select data
encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryption strength.

Witelss » Socurity

Thes page alows you to configure secunty features of the wireless LAN imterface. You can sets the network authentication method,
asbocting dita encrypion, specty whethor a notwork key 1 mguired o autherticate 1o thes wirless network and spociy the encryplsan
strenglh

Click “Apply” to configura the wirelass secusity options.

Select S50 |ETIsaLATIZH ¥]

Hetwark

WP Pre-Shared Key
WPA Group Rekey Interal
WPA Encryption
WEP Encryption

WPA-Pre- It is useful for small places without authentication servers such as the network at home. It
Shared Key allows the use of manually-entered keys or passwords and is designed to be easily set up
for home users.

Click Save/Apply to configure the wireless security options.

Wireless
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WPA
Encryption:

Select the data encryption method for the WPA mode. There are three types that you can

choose, TKIP, AES, TKIP+AES.

TKIP (Temporary Key Integrity Protocol) takes the original master key only as a starting
point and derives its encryption keys mathematically from this master key. Then it
regularly changes and rotates the encryption keys so that the same encryption key will
never be used twice.

AES (Advanced Encryption Standard) provides security between client workstations
operating in ad hoc mode. It uses a mathematical ciphering algorithm that employs
variable key sizes of 128, 192 or 256 bits.

TKIP+AES combine the features and functions of TKIP and AES.

4.3 Configuration

The following screen appears when you select Configuration. This screen allows you to control the following

Etisalat HSPA WiFi Router USER GUIDE

advanced features of the Wireless Local Area Network (WLAN) interface:

Select the channel which you wish to operate from

Force the transmission rate to a particular speed

Set the fragmentation threshold

Set the RTS threshold

Set the wake-up interval for clients in power-save mode

Set the beacon interval for the access point

Set Xpress mode

Program short or long preambles

Click Save/Apply to set the advanced wireless configuration.

BRSIC HSPR/3G SETTINGS WI-FI MRANAGEMENT

preambles are used

AP Isolation

Band:

Channel-

Auto Channel Timer{min)
54g™ Rate:

Multicast Rate:

Basic Rate:

RTS Threshold-

DTIM Interval-

Beacon Interval’
XPress™ Technology:
54g™ Mode:

54g™ Protection:
Preamble Type:
Transmit Power:

Wireless > Configuration

RADVANCED SETTINGS | STATUS

This page allows you to configure advanced features of the wireless LAN interface. You can select a particular channel on which to
operate, force the transmission rate to a particular speed, set the fragmentation threshold, set the RTS threshald, set the wakeup
interval for clients in power-save mode, set the beacon interval for the access point. set XPress mode and set whether short or long

Click "Apply” to configure the advanced wirsless options.

Fragmentation Threshold:

Current: 6
0
Auto
Auto
Default [¥]
12346
12347
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Option ‘ Description

AP Isolation

Select On or Off. By enabling this feature, wireless clients associated with the Access
Point can be linked.

Band

The new amendment allows IEEE 802.11g units to fall back to speeds of 11 Mbps,

so IEEE 802.11b and IEEE 802.11g devices can coexist in the same network. The two
standards apply to the 2.4 GHz frequency band. IEEE 802.11g creates data-rate parity
at 2.4 GHz with the IEEE 802.11a standard, which has a 54 Mbps rate at 5 GHz. (IEEE
802.11a has other differences compared to IEEE 802.11b or g, such as offering more
channels.)

Channel

Allows selection of a specific channel (1-14) or Auto mode.

Auto Channel

Timer (min)

The Auto Channel times the length it takes to scan in minutes.

54g Rate

In Auto (default) mode, your Router uses the maximum data rate and lowers the data
rate dependent on the signal strength. The appropriate setting is dependent on signal
strength. Other rates are discrete values between 1 to 54 Mbps.

Multicast Rate

Setting for multicast packet transmission rate. (1-54 Mbps)

Basic Rate

Sets basic transmission rate.

Fragmentation
Threshold

A threshold (in bytes) determines whether packets will be fragmented and at what
size. Packets that exceed the fragmentation threshold of an 802.11 WLAN will be
split into smaller units suitable for the circuit size. Packets smaller than the specified
fragmentation threshold value however are not fragmented.

Values between 256 and 2346 can be entered but should remain at a default setting of
2346. Setting the Fragmentation Threshold too low may result in poor performance.

RTS Threshold

Request To Send (RTS) specifies the packet size that exceeds the specified RTS
threshold, which then triggers the RTS/CTS mechanism. Smaller packets are sent
without using RTS/CTS. The default setting of 2347 (max length) will disables the RTS
Threshold.

DTIM Interval

Delivery Traffic Indication Message (DTIM) is also known as Beacon Rate. The entry
range is a value between 1 and 65535. A DTIM is a countdown variable that informs
clients of the next window for listening to broadcast and multicast messages. When
the AP has buffered broadcast or multicast messages for associated clients, it sends
the next DTIM with a DTIM Interval value. AP Clients hear the beacons and awaken to
receive the broadcast and multicast messages. The default is 1.

Wireless
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Option ‘ Description

Beacon Interval

The amount of time between beacon transmissions in is milliseconds. The default is
100 ms and the acceptable range is 1 - 65535. The beacon transmissions identify the
presence of an access point. By default, network devices passively scan all RF channels
listening for beacons coming from access points. Before a station enters power save
mode, the station needs the beacon interval to know when to wake up to receive the
beacon.

Xpress Technology | Broadcom's Xpress Technology is compliant with draft specifications of two planned
wireless industry standards. It has been designed to improve wireless network
efficiency. Default is disabled.

549 Mode Select Auto mode for greatest compatibility. Select Performance mode for the fastest

performance among 54g certified equipment. Select LRS mode if you are experiencing
difficulty with legacy 802.11b equipment. If this does not work, you may also try
802.11b only mode.

544 Protection

In Auto mode, the Router will use RTS/CTS to improve 802.11g performance in mixed
802.119/802.11b networks. Turning protection Off will maximize 802.11g throughput
under most conditions.

Preamble Type

Short preamble is intended for applications where maximum throughput is desired but
it does not work with legacy equipment. Long preamble works with the current 1 and
2 Mbit/s DSSS specification as described in IEEE Std 802.11-1999

Transmit Power

Set the power output (by percentage) as desired.
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4.4 MAC Filter 4.5 Wireless Bridge

This screen appears when Media Access Control (MAC) Filter is selected. This option allows access to be restricted ~ The following screen appears when selecting Wireless Bridge, and goes into a detailed explanation of how to
based upon the unique 48-bit MAC address. configure wireless bridge features of the wireless LAN interface.

To add a MAC Address filter, click the Add button shown below. Click Save/Apply to implement new configuration settings.

To delete a filter, select it from the table below and click the Remove button.

€0 SETTINGS Wirtbiua > Bricige
4 LAN misrdace You con weluct ¥ lwas Bndge (slso known

| saabla 5 point functinnity

it b2 the AP Ssiact Dinahlad in Bndga

Rasine! wheeh dinabias wirslaes hnags T 5 Selsching Enabled or EnablesSess)

anables wrslass hridga minction O in 2amata Bridgas wil ba grantsd Becaas

Wireless > MAC Filter

Click “Fsfrash” 10 update the mmate brdgas. YWt for few seconds to update
Disabled ’F Allow 'F Deny Click “Save/Apply™ o confgurs the wrsiass brdge options.
AP Mode: AccessPoirk )
Bfge Rastict [Disabied  [v]
=
T T

Option | Description

_ n AP Mode Selecting Wireless Bridge (Wireless Distribution System) disables Access Point (AP)

Allow - Permits access for the specified MAC addresses. functionality while selecting Access Point enables AP functionality. In Access Point
NOTE:  Add a wireless device's MAC address before clicking the Allow radio button or else mode, wireless bridge functionality will still be available and wireless stations will be

you will need to connect to the Router's web user interface using the supplied yellow able to associate to the AP.

Sl e e e MR e Bridge Restrict Selecting Disabled in Bridge Restrict disables Wireless Bridge restriction, which means
Deny - Rejects access for the specified MAC addresses that any wireless bridge will be granted access. Selecting Enabled or Enabled (Scan)

MAC Address Lists the MAC addresses subject to the MAC Restrict Mode. The Add button prompts allows wireless bridge restriction. Only those bridges selected in Remote Bridges will be

an entry field that requires you type in a MAC address in a two-character, 6-byte granted access. Click Refresh to update the station list when Bridge Restrict is enabled.
convention: xx:xx:xx:xx:xx:xx where xx are hexadecimal numbers. A maximum of 60
MAC addresses can be added.

Enter the MAC address on the screen below and click Save/Apply.

Wireless » MAC Filter

Wireless
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4.6 Station Info

The following screen appears when you select Station Info, and shows authenticated wireless stations and their
status.

Click the Refresh button to update the list of stations in the WLAN.

HSPR/3G SETTINGS MANAGEMENT RADVANCED SETTINGS
Setup
Wireless > Station Info Scurity
This page shows authenticated w\reless
BSSID The BSSID is a 48-bit identity used to identify a particular BSS (Basic Service Set) within

an area. In Infrastructure BSS networks, the BSSID is the MAC (Media Access Control)
address of the AP (Access Point); and in Independent BSS or ad hoc networks, the BSSID
is generated randomly.

Associated Lists all the stations that are associated with the Access Point, along with the amount
of time since packets were transferred to and from each station. If a station is idle for
too long, it is removed from this list.

Authorized Lists those devices with authorized access.
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Management

The management menu controls the maintenance
functions of your router

Chapter-5
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The Management menu has the following maintenance functions and processes:
5.1 Device Settings
5.2 Access Control
5.3 Simple Network Management Protocol (SNMP)
5.4 Simple Network Time Protocol (SNTP)
5.5 Save and Reboot

5.1 Device Settings
The Device Settings screens allow you to backup, retrieve and restore the default settings of your Router. It also
provides a function for you to update your Router's settings.

5.1.1  Backup Settings

The following screen appears when Backup is selected. Click the Backup Settings button to save the current
configuration settings.

You will be prompted to define the location of a backup file to save to your PC.

HSPA/3G SETTINGS ADVANCED SETTINGS

Backup Device Settings
o Setti SNMP
Management > Device Settings > B £
Restore Default SNTP

Backup Gateway configurations. You YN SUNUEIES Access Control jour PC.

Backup Settings

5.1.2 Update Settings

The following screen appears when selecting Update from the submenu. By clicking on the Browse button, you
can locate a previously saved filename as the configuration backup file. Click on the Update settings to load it.

HSPR/3G SETTINGS ADVANCED SETTINGS | STATUS
Device Seffings
SNMP
Management » Device Settings > Uy Weta
Restore Default
Update Gateway settings. You may up U CREn I Access Control

Save/Reboot
Settings File Name: Browse.

5.1.3  Restore Default

The following screen appears when selecting Restore Default. By clicking on the Restore Default Settings button,
you can restore your Gateways default firmware settings. To restore system settings, reboot your Router.

HSPR/3G SETTINGS ADVANCED SETTINGS

Device Seftings
Update SNMP

Management > Device Settings > Ry

Restore Default
Restore Gateway settings to the facton BN el S (=3 Access Control

Save/Reboot

Default Settings

Once you have selected the Restore Default Settings button, the following screen will appear. Close the window
and wait 2 minutes before reopening your browser. If required, reconfigure your computer's IP address to match
your new configuration (see section 2.2 TCP/IP Settings for details).

Gateway Restore

The Gateway configuration has been restored to default settings and the Gateway is rebooting.

Close the Gateway Configuration window and wait for 2 minutes before reopening your web browser. If necessary, reconfigure your PC's IP address to match
your new configuration.

After a successful reboot, the browser will return to the Device Info screen. If the browser does not refresh to
the default screen, close and restart the browser.



5.1.4 Update Firmware

The following screen appears when selecting Update Firmware. By following the steps on this screen, you can
update your Router's firmware. Manual device upgrades from a locally stored file can also be performed using
the following screen.

>
o St » I
Hanagements ferice Setihg: - U | I
Step 1: Obtain an updsted sohware im TP ERTTE IY

52 ieboot
Step 2: Enter the path to the image file location in the bos below or click the “Hrowse™ button 1o locate the image file,

Step 3: Clk the "Update Software” button ance to upload the nes image fie

HOTE: The update process for the Gateway takes about 2 minutes to complate. and for the 3G modem takes about 10 minutes
and your Gatewsy will reboot. Please DO NOT cloze the Browser and relosd/or change the webpage during the updste process.

Saoltware File Name Browsi

e st
1: Obtain an updated software image file
2: Enter the path and filename of the firmware image file in the Software File Name field or click the
Browse button to locate the image file.
3: Click the Update Software button once to upload and install the file.

NOTE:  The update process will take about 2 minutes to complete. The Router will reboot and the browser window will refresh
to the default screen upon successful installation.
It is recommended that you compare the Software Version at the top of the Basic screen (WUl homepage) with the

firmware version installed, to confirm the installation was successful.
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5.2 Access Control
The Access Control option found in the Management drop down menu configures access related parameters in
the following three areas:

*  Services

* |P Addresses

e Passwords

Access Control is used to control local and remote management settings for your Router.

I — T T —

Management > Access Control = Ser

i thee fox cther
5 Ta1, 18116}

[Fe [ enabte [ Enatie
wwp | Enable ([ Enable

|58 |7 Enable [ Enabie

|TE1P | Enable [ Enstie

5.21

The Service Control List (SCL) allows you to enable or disable your Local Area Network (LAN) or Wide Area
Network (WAN) services by ticking the checkbox as illustrated below. These access services are available: FTP,
HTTP, ICMP, SSH, TELNET, and TFTP. Click Save/Apply to continue.

Services

Mansgemont > Accass Comtrol = Services

5 oo e manag
ask i some paticulie case (21, 2421, 22 222

Enatito [ Enstite

WuP | Ensble [ Enabie
554 |7 Enable [T Emable

TP |F enatie [ Enatte

[Tlanagement
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5.2.2  IP Address 5.2.3 Passwords

The IP Address option limits local access by IP address. When the Access Control Mode is enabled, only the IP The Passwords option configures your account access password for your Router. Access to the device is limited
addresses listed here can access the device. Before enabling Access Control Mode, add IP addresses with the Add  to the following three user accounts:

button.

admin is to be used for local unrestricted access control

support is to be used for remote maintenance of the device
user is to be used to view information and update device firmware

Use the fields illustrated in the screen below to change or create your password. Passwords must be 16
characters or less with no spaces. Click Save/Apply to continue.

Access Contiot Mode. [F] Disable [ Enable

Device Settings

(s et e s CHUC DU . = S
| nad | gaemcie | Access 1o your Gal iz contralled t BECINIES | Access Cantrol sar
TP Addresses | Save/Reboct
admin” has ur .Il-m b G

On this screen, enter the IP address Subnet Mask and the different interface for which you wish to allow permission.
Click Save/Apply to continue.

pait”™ 155 used to allow an ISP techrmcan to ac

The user name “user” can access the Gateway, view configuration settings and statistcs, as well as. update the Gateway's software.

AnAeEaEnT T Use the fields below to enter up 10 16 characters and click “Apply” 10 change or create passworde. Note: Password cannot cantain a
MANAGEMEN ADVANCED SETTINGS space :
Usomarme =]
Ok Password
Hirw Passwond L 1

Confirm Passwaord
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5.3 Configure SNMP agent on the 3G10WVE

The Simple Network Management Protocol (SNMP) allows a network administrator to monitor a network

by retrieving settings on remote network devices. To do this, the administrator typically runs an SNMP
management station program such as MIB browser on a local host to obtain information from the SNMP agent,
in this case the 3G10WVE (if SNMP enabled). An SNMP ‘community’ performs the function of authenticating
SNMP traffic. A ‘community name' acts as a password that is typically shared among SNMP agents and
managers.

By default, SNMP agent is enabled on the Router.

Setting up SNMP agent

Open a web browser (IE/Firefox/Safari), type in LAN address of the Router (http://192.168.1.1 by default) to
log into the web interface.

The login username and password by default is admin/admin.

Go to Advanced Settings > SNMP. Enable SNMP agent and set up all options according to the screenshot
below.

Click Save/Apply to activate these settings.

BASIC HSPR/3G SETTINGS WI-Fi

ADVANCED SETTINGS
Device Settings

SNMP
WManagement > Access Control > Passwords
Access to your Gateway is controlled I Access Control ser
P Addry Save/Reboot

The user name "admin” has unrestricte gy iew configuration of your Gateway.

asswords
The user name "support” is used to allow an ISP technician to access your Gateway for maintenance and to run diagnostics.
The user name "user” can access the Gateway, view configuration settings and statistics. as well as, update the Gateway's software.

Use the fields below to enter up to 16 characters and click "Apply” to change or create passwords. Mote: Password cannot contain a

space
Old Password:
New Password:

Confirm Password:

5.4 Simple Network Time Protocol (SNTP)
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This screen allows you to configure the time settings of your Router. To automatically synchronize with Internet

time servers, tick the box as illustrated below.

This page afows
[P funomaticat

Firgt NTP time gervr Othar

[0 netcomm pool ip.org
~ |1 netcomm peal.ntp.ang

Second NTP time server: | Othar

Tene zone offset

[GMT +04 00) Abu Db, Muscat 2]

The following options should now appear (see screenshot below):

First NTP time server: Select the required server.

Second NTP time server: | Select second time server, if required.

Time zone offset: Select the local time zone.

Configure these options and then click Save/Apply to activate.

Management = SNTP
This page allows you to the modem'’s time configuration.

W Automatically synchronize with Internet time servers

First NTP time server:

Other ~ |0.netcomm_pool.ntp.org

Second NTP time server: | Other

<

1.netcomm.pool.ntp.org

Time zone offset: | (GMT+04:00) Abu Dhabi, Muscat
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5.5 Save and Reboot

This function saves the current configuration settings and reboots your Router.

HSPA/3G SETTINGS ADVANCED SETTINGS | STATUS

SHMP
Management > Save/Reboot
Access Control
Click the button below tojfsEN e lateway.
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6.1 Local Area Network (LAN)
This screen allows you to configure the Local Area Network (LAN) interface on your Router. Option Description

m— IP Address Enter the IP address for the LAN interface
Subnet Mask Enter the subnet mask for the LAN interface
favanseds Lasal fre Hetwork (AT Setup Enable UPnP Tick the box to enable Universal Plug and Play
C.:)nhgulé(heEsié.\':‘\:ﬁ,:‘::tﬁ‘snd SubnﬂMss:::;hjf:;g:)r:cf Ssvébutl(:nr::‘z?:;?;:é\_ﬁ‘ﬂ tx)nhguls;l::;i:(s Enable Half-Bridge The Etisalat HSPA WiFi Router With Voice Can be Set up as a half_
1P Addres T2 te 11 transparent bridge to cope with some special applications such as VPN pass-
. e through. By default half-bridge is off. Please refer to Appendix B for more
Bl sretievmee information.
I Eraslerishaise Enable Internet Group | Enable by ticking the box
=1 Sresle GME Srecning Management Protocol | Standard Mode: In standard mode, multicast traffic will flood to all bridge ports
P Slosing Mose ) when no client subscribes to a multicast group.
- (IGMP) Snooping
e Blocking Mode: In blocking mode, the multicast data traffic will be blocked. When
P - — there are no client subscriptions to a multicast group, it will not flood to the bridge
End IP Address: 182.168.1.254
Lessed Time (hourkBE pOrtS.
ormonsz | ' Dynamic Host Select Enable DHCP server and enter your starting and ending IP addresses

e and the lease time. This setting configures the Router to automatically assign

GFTION 156:| ; ;

GFTION 10 Configuration Protocol IP, default Router and DNS server addresses to every DHCP client on your LAN
StaticIP Laasa List Plassa didhan tomaks the i effective. (A maximum 32 antries can &e (DHCP) Server

- g_-- Enable NAT To enable/disable Network Address Translation (NAT, please refer to 7.2 for NAT

setting). By default NAT is enabled.

Option 42, 66,150,160 | These options are used for special DHCP set up.

T configurs the second IF Address and Subnst Masfor LAN interfsos

Static IP Lease List To specify the IP address assigned through DHCP according to the MAC address of
the hosts connected to the Router.

Enable DHCP To relay DHCP requests from the subnet with no DHCP server on it to a DHCP
server on other subnets. DHCP Server Relay is disabled by default. To access enable
DHCP relay, please un-tick NAT enable first, that means to disable NAT first, and
=l | then press save button. The Enable DHCP server Relay option will then show up on
the same page as below:

Server Relay

See the field descriptions below for more details.

- _ _ _ ' Enable DHCP Server Relay
Note: If you change your Router's IP address (first option on the chart), the installation software/connection manager may not
be able to communicate with the Router. Please reset the Router's IP address to 192.168.1.1 if this occurs. DHCF Server TP Address:

Hdvanced
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Configure a second IP address by ticking the checkbox shown below and enter the following information: To add a Virtual Server, click the Add button. The following screen will display.
IP Address: Enter the secondary IP address for the LAN interface. e
Subnet Mask: Enter the secondary subnet mask for the LAN interface. e st i, st v "y o o i e e et
sacvee HOTE. The Tedermal Purt Esd™ sannel e wm:;l“imai'E-mnﬂF-IEn“mﬂx-nd will b
¥ Configure the second B Address and Subnet Mask for LAN intorface
Sarvar Nama
T Address: ] salvaasonin |SeiectOne Bl
Subnet Mask: [ tasmten B ]
NOTE: The Save button saves new settings to allow continued configuration, while the Save/Reboot button not only saves S —
new settings but also reboots the device to apply the new configuration (i.e. all new settings). L
{TCP
CP
[
j [TC >
..-.’ i
-
T
P kv &
T
ErTa— i [f b
Sowwe __Teeawy T
P p———
T EEr— ==
EET
[ | ]

Fooll -l inal o~ ~ il - S — | pescription

Select a Service User should select the service from the list.

6.2.1  Port Forwarding or Or
Port Forwarding allows you to direct incoming traffic from the Internet side (identified by Protocol and External Create a custom server and enter a name for the server
port) to the internal server with a private IP address on the LAN side. The Internal port is required only if the Custom Server

external port needs to be converted to a different port number used by the server on the LAN side. A maximum

of 32 entries can be configured. Server IP Address | Enter the IP address for the server.

External Port Enter the starting external port number (when you select Custom Server). When a
service is selected the port ranges are automatically configured.

Ao AT 5 Port Frssiting Start
D LR 5 LA B 1o PeataN oo AR o M S 08 s oo WA External Port End | Enter the ending external port number (when you select Custom Server). When a

Pt b3 by the Berver 20 IheLAN 56 A makiun X antnes an be coafgured

_ Protocol User can select from: TCP, TCP/UDP or UDP.

Internal Port Start | Enter the internal port starting number (when you select Custom Server). When a
service is selected the port ranges are automatically configured

service is selected the port ranges are automatically configured.

Internal Port End Enter the internal port ending number (when you select Custom Server). When a service
is selected the port ranges are automatically configured.

Hdvanced
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6.2.2 Port Triggering

Some applications require specific ports in the Router's firewall to be open for access by remote parties.

Port Triggering opens up the '‘Open Ports' in the firewall when an application on the LAN initiates a TCP/UDP
connection to a remote party using the Triggering Ports. The Router allows the remote party from the WAN
side to establish new connections back to the application on the LAN side using the ‘Open Ports’ A maximum 32
entries can be configured.

Advanced = NAT = Port Triggering Serup

prbcalionns requite that ) perts i bhe Gatawary's rawal be pensd for access by the temste paties. Port Trigger
izl sgans up The Tgsn 1 1 il whiot s applazalion n the LAN mulistes & TORILIDR connaction Lo & iemete ety
ming the Triggenng Pors’ The Gatewsy allows the ramcts party fom the WAN 5is to stablish new conmchions hack to the
sppication on the LAN side using the ‘Opon Borts, A masimum 12 eetries can be configed

Mame |Protocol Port Range |Proocal Post Range |

To add a Trigger Port, simply click the Add button. The following will be displayed.

HAT - Pont Triggering

Some apphcations such &s gemes, wdéo comrencing. remote sccess spplications and others requre that specific pota in the
Gateway's Srewall be cpened for steess by the appleations. You can confgure thy port sulings fom th s<seen by selscting an
xisling application o creating your own (Custom appbeationjand click "SuvelApphy 1o add it

Remaining number of entries that can be configured-12

ication Hame

("] Salact an spplhieston | Select One -
5 custom spetication l—a;
| seraivanss |
TR |w TR
| TCP ~ [ | TCR _ﬂ
TCP 0 TCR w
TCP ) TCP =3
TCP | TP
] TP |w ] TP
TR w TR v
I} TR w) | TR v
||
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Options

| Description

Select an Application | User should select the application from the list.

or
or

User can enter the name of their choice.
Custom Application

Trigger Port Start

Enter the starting trigger port number (when you select custom application). When
an application is selected, the port ranges are automatically configured.

Enter the ending trigger port number (when you select custom application). When an
application is selected, the port ranges are automatically configured.

TCP, TCP/UDP or UDP.

Enter the starting open port number (when you select custom application). When an
application is selected, the port ranges are automatically configured.

Enter the ending open port number (when you select custom application). When an
application is selected, the port ranges are automatically configured.

TCP, TCP/UDP or UDP.

Trigger Port End

Trigger Protocol
Open Port Start

Open Port End

Open Protocol

7.2.3 Demilitarized (DMZ) Host

Your Router will forward IP packets from the Wide Area Network (WAN) that do not belong to any of the
applications configured in the Virtual Servers table to the DMZ host computer.

Enter the computer's IP address and click Save/Apply to activate the DMZ host.
Clear the IP address field and click Save/Apply to deactivate the DMZ host.

HSPR/3C SETTINGS MRANAGEMENT

ADVANCED SETTINGS

Advanced > NAT » DMZ Host

The Gateway will forward IP packets from the WAN that do not belong to any of the applications canfigured in the Virtual Servers table
to the DMZ host computer.

Enter the computer's |P address and click "Apply” to activate the DMZ host.

Clear the IP address field and click "Apply" to deactivate the DMZ host.

DMZ Host [P Address




Etisalat HSPA WiFi Router USER GUIDE

6.3 Security To add a filtering rule, click the Add button. The following screen will display.
Your Router can be secured with IP Filtering or Parental Control functions.

Add IP Filter - Outgaing

The screen allows you Lo create a bler e Lo mentdy culgomg B bae by specifying a new blter name arsd ot beast ené condiion
belaw. All of the specified condibans m this fiter rule must be satisbed for e rule 1o take efect. Chck Save/Apply’ o save and scthate
tha Siter

Filtas Harn /"
Pretozal | [«

Source IP address
Sowce Subnel Mash

Source Port (port of pen por)

Advanced > Security = 1P Fillering > Outgoing 1P Filberin
By default, all ouigoing IP traffic from LAN is allowed. but some ||

Choase Add af Remews 1o configuie outgeng 1P fiters

Destination I sddveys
Destination Subnet Mask
6.3.1 IP Filtering Destination Port (part of port port)
The IP Filtering screen sets filter rules that limit incoming and outgoing IP traffic. Multiple filter rules can be [ ]

set with at least one limiting condition. All conditions must be fulfilled to allow individual IP packets to pass

through the filter. Options Description

Outgoing IP Filter : :
going Filter Name The filter rule label
Th faul ing fi i fficis A PTED. hi iti Il ing IP ki h h
ed.e autsettlr.lg or Outgoing traffic is ACCEPTED. Under this condition, all outgoing IP packets that matc Protocol TCP, TCP/UDP, UDP or ICMP
the filter rules will be BLOCKED.
Source IP address Enter source IP address
HSPR/3G SETTINGS MANAGEMENT RDVANCED SETTINGS
Source Subnet Mask Enter source subnet mask
Advanced > Security > IP Filtering > Outgoing IP Filtering Setup Source Port Enter source port number or port range
By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters.
Choass Add or Remove to canfigure outgoing IP filters (port or port:port)
[ e [Protaon] [Sourse Rairess 1 ask) [Sour e Por [ Dost Aaress sk [Dost Port [Remove] Destination IP address Enter destination IP address
Destination Subnet Mask | Enter destination subnet mask
Destination port Enter destination port number or range
(port or port:port)

Click Save/Apply to save and activate the filter.

Hdvanced
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Incoming IP Filter

The default setting for all Incoming traffic is BLOCKED. Under this condition only those incoming IP packets

that match the filter rules will be ACCEPTED.

Chaase Add o Remeo to configurs incoming © fikors

Frcaoeel

Seurce IP address

Source Subnet Mask:

Scurce Port {pont or port pont)
Dsstingtion 1P 3ddrans
Deatintion Scbnet Mask

Destination Pert (pon or pert pon)

Routing mods

Fiter Hame.

nd with firewall enabled only)

elorw 10 apphy this e

Please refer to the Outgoing IP Filter table for field descriptions.

Click Save/Apply to save and activate the filter.

6.4 Routing

Default Router, Static Route and Dynamic Route settings can be found in the Routing link as illustrated
below.

] Enabée Autematic Assigned Detauh Gatewsy

6.4.1 Default Router

If the Enable Automatic Assigned Default Router checkbox is selected, this device will accept a default
Router assignment. If the checkbox is not selected, a field will appear allowing you to enter the static default
Router and/or WAN interface, then click Save/RApply.

7] Enble futomatic Assagned Defaut Gatewsry
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6.4.2 Static Route 6.4.3 Dynamic Route
The Static Route screen displays the configured static routes. To activate this option, select the Enabled radio button for Global RIP Mode.
Click the Add or Remove buttons to change settings. To configure an individual interface, select the desired RIP version and operation, followed by placing a check

in the Enabled checkbox for that interface. Click Save/Apply to save the configuration and to start or stop
dynamic routing.

MANRGEMENT ADVANCED SETTINGS

Advanced * Routing » Static Route

Click the Add button to display the following screen.

GSETTINGS | WIFI MAMNAGEMENT

Destimation Network Address

Subnet Mask B 6.5 Domain Name Servers (DNS)
] Use Gotemay 1P Advess i 6.5.1 DNS Server Configuration
7 use nteriace poolippod (]

If the Enable Automatic Assigned DNS checkbox is selected, this device will accept the first received DNS
assignment from the Wide Area Network (WAN) interface during the connection process. If the checkbox is not
selected, a field will appear allowing you to enter the primary and optional secondary DNS server IP addresses.
Enter Destination Network Address, Subnet Mask, Router IP Address and/or WAN Interface. Then click Save/ Click on Save to apply.

Apply to add the entry to the routing table.

Advenced * DNS » DNS Server Conliguration

[F] Enable Automatic Assigned DHS
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6.5.2 Dynamic DNS

The Dynamic DNS service allows a dynamic IP address to be aliased to a static hostname in any of a selection of
domains, allowing the Router to be more easily accessed from various locations on the internet.

Avanesd » ONS » Oynamie ONS

The Dynamec DS serice allows you bo Akas 3 dynamic B adcreds o3 Static hosinams in any of the many domans. sllowng your
Gatwwary 1o be mone easiy accessed bom vangus locations on the intemet

Choase Add or Remavs 1o confgure Dynamic DNS

Note:  The Add/Remove buttons will be displayed only if the Router has been assigned an IP address from the

remote server.

To add a dynamic DNS service, click the Add button and this screen will display.

Options | Descriptions

D-DNS provider Select a dynamic DNS provider from the list.
Hostname Enter the name for the dynamic DNS server.
Interface Select the interface from the list.

Username Enter the username for the dynamic DNS server.
Password Enter the password for the dynamic DNS server.

Hdvanced
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using your router over the 3G Network
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The 3G10WVE Etisalat HSPA WiFi Router with Voice allows you to make telephone calls over the 3G Mobile/
Cellular Telephone network using a standard Analogue Telephone via the built in RJ-11 Phone port.

Please refer to the documentation provided by the manufacturer for operating your Analogue Telephone.

Note that your SIM card and Mobile service needs to be provisioned for Voice Calling. Please consult with your
Network Provider for verification.

Note that any telephone calls placed using the may incur call usage charges determined by your Network
Provider. Please consult with your Network Provider for verification.

7.1 Configuring your 3G10WVE for placing Voice Calls

Once your has been correctly configured to access the mobile networ you can make and receive telephone calls
after connecting your Analogue Telephone to the socket labeled Voice on the back of your HSPA WiFi Router
with Voice.

\/oice

40



The status menu alllows you to monitor your
connection and diagnose common issues
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The Status menu has the following submenus: 8.1 Diagnostics
The Diagnostics menu provides feedback on the connection status of the device. The individual tests are listed

below. If a test displays a fail status:

°  Diagnostics 1: Click on the Help link
* System Log 2: Now click Re-run Diagnostic Tests at the bottom of the screen to re-test and confirm the error
* 3G network
3:  If the test continues to fail, follow the troubleshooting procedures in the Help screen.
*  Statistics
* Route
° ARP Status > DATA APN Diagnosiics
* DHCP
° PING Tast the connoction 10 yous kacal natwoek
Test your ENET2 Cannaction: (PASS Malp
HSPA/3G SET MANARGEMENT
Di
Tust the connaction 10 your lesarnet sarvice provider

Status > DATA APN Diagnostics

Your Gateway is capable of testing your WAN connection. The individual tests are listed below. If a test displays a

“Rerun Diagnostic Tests” at the batiom of this page to make sure the fail status is consistent. If the test continues

and follow the troubleshooting procedures.
. DHCP

Test the connection to your local network PING

Test your ENET2 Connection: PASS

Ping primary Domain Name Server; PASS |lielp

b
EE

Test the connection to your Internet service provider

Ping primary Domain Name Server: [PASS

EE

Status

42



Etisalat HSPA WiFi Router USER GUIDE

8.2 System Log
This function allows you to view system events and configure related options. Follow the steps below to enable
and view the System Log.

Test Description

ENET Connection Pass: Indicates that the Ethernet interface from your computer is connected to the

LAN port of this Router. o 1 Click Configure System Log to continue.

HSPR/3G SETTINGS

Fail: Indicates that the Router does not detect the Ethernet interface on your MANAGEMENT RDVANCED SETTINGS

computer.

Status > System Log

Wireless connection Pass: Indicates that the wireless card is ON.

The System Log dialog allows you to view the System Log and configure the System Log options.

Down: Indicates that the wireless card is OFF. Click "View System Log" to view the System Log.

Click "Configure System Log” to configure the System Log options.

Ping Default Router | Pass: Indicates that the Router can communicate with the first entry point to the

network. It is usually the IP address of the ISP's local Router.

Fail: Indicates that the Router was unable to communicate with the first entry point
on the network. It may not have an effect on your Internet connectivity. Therefore

e ; ) . ° 2
if this test fails but you are still able to access the Internet, there is no need to
troubleshoot this issue.
Ping Primary Domain | Pass: Indicates that the Router can communicate with the primary Domain Name Systwn Lo - Conliguration
Name Server Server (DNS). el ol oy ot e ilayLove, 2 oged s s o sl ot stctnd ol b iy e,
mada is Romoly' o Both” avents wil be $ent 10 the spociiod IP addreds snd UDP port ofthe romate sysiog seree. the
; . . X ) . d mode is Local or Both” evants wil be recaedod in the focal memary
Fail: Indicates that the Router was unable to communicate with the primary Domain B ——
Name Server (DNS). It may not have an effect on your Internet connectivity. Therefore i ElonstiCenstis
if this test fails but you are still able to access the Internet, there is no need to i e
s Dgplay Lavsl Emar |
troubleshoot this issue. Do ]
| sinoc |

Status

43



Etisalat HSPA WiFi Router USER GUIDE

Status

44

Option Description

Log

Indicates whether the system is currently recording events. You can enable or
disable event logging. By default, it is disabled.

Log level

Allows you to configure the event level and filter out unwanted events below this
level. The events ranging from the highest critical level "Emergency” down to this
configured level will be recorded to the log buffer on the Router's SODRAM. When
the log buffer is full, the newest event will wrap up to the top of the log buffer
and overwrite the oldest event. By default, the log level is "“Debugging”, which is
the lowest critical level. The log levels are defined as follows:

Emergency is the most serious event level, whereas Debugging is the least
important. For instance, if the log level is set to Debugging, all the events from the
lowest Debugging level to the most critical level Emergency level will be recorded.
If the log level is set to Error, only Error and the level above will be logged.

Display Level

Allows you to select the logged events and displays on the View System Log
window for events of this level and above to the highest Emergency level.

Mode

Allows you to specify whether events should be stored in the local memory, be sent
to a remote syslog server, or to both simultaneously.

If remote mode is selected, the view system log will not be able to display events
saved in the remote syslog server. When either Remote mode or Both mode is
configured, the WEB Ul will prompt the you to enter the Server IP address and
Server UDP port.

3:

Click View System Log. The results are displayed as follows.

System Log

Date/Time |Facility|Severity

HMessage

Jan 1 01:23:09)syslog [emerg

BCM96345 started: BusyBox v1.00 (2005.01.06-09:43+0000)

8.3 Etisalat Status

Select this option for detailed status information on your Gateways 3G connection.

sirdus 23

T
Wonwasmem ez
CEM shenesl: 102

W (C B sdnde IDLE NORMAL BERVICE
e
QUAIBRERID 5608

etwork Neme.

Matwark Coss o

Consult the table on the next page for detailed field descriptions.
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Status ‘ Description Status ‘ Description

MM (CS) state

Circuit Switching state

Signal Strength

The 3G/2G service signal strength in dBm.

Manufacturer The manufacturer of the embedded 3G module.
Model The model name of the embedded 3G module. Signal 109 ~ 101~-93 |-91~-87 |-85~-79 |-77~-52
FW Rev. The firmware version of the 3G module. level in 103
IMEI The IMEI (International Mobile Equipment Identity) is a 15 digit number that is used
to identify a mobile device on a network. dBm
FSN Factory Serial Number of the 3G module. zasrisgnal
IMSI The IMSI (International Mobile Subscriber Identity) is a unique 15-digit number used
to identify an individual user on a GSM or UMTS network.
HW Rev. The hardware version of the 3G module.
Temperature The temperature of the 3G module in degrees Celsius.
System Mode WCDMA/Europe LED Low
CDMA 2000 [ America

Signal Level (RSSI)

3G Radio Signal Strength Index

WCDMA band The 3G radio frequency band which supports tri-band UTMS/HSDPA/HSUPA
f‘Ar’qu[;J,\e/lr;c:gso(()BiSSO{;ggohlﬂzljlgo MHz), IMT2000 is 2100 MHz, WCDMAB800 is 850 MHz, Value >ns 6~10 11~13 l14~17 |18~31 |99

GSM band The 2G radio frequency band which supports Quad-band GSM/GRPS frequencies, Signal -109 ~ -101~ 91~ -85~ 77~ unknown
includir.lg GSM850, G_SMQOO, DCS1800, PCS1900 with each number representing the levelin |-103 93 87 79 52
respective frequency in MHz.

WCDMA channel | The 36 channel. o

GSM channel The 2G channel. > Signal

GSM (PS) state Packet Switching state bars

Quality (Ec/lo)

The total energy per chip per power density (Ec/lo) value of the active set's three

strongest cells.

Status
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Status Description

Network

Registration Status

Should display as registered with a valid unlocked SIM card.

Network Name

The 3G internet Service Provider.

Country & Network

Each country and network has a unique code.

Codes

Cell ID The network information for the “serving” cell ID.

Primary Scrambling | The PSC of the reference WCDMA cell

Code (PSC)

Data Session Status | Connected or Disconnected

HSUPA/HSDPA The HSUPA/HSDPA categories correspond to different data transmission rates with
. higher numbers generally indicating faster rates

Categories

Received Signal
Code Power (RSCP)

The RSCP of the active set's three strongest cells

Battery Connection
Status (BCS)

BCS of the MT (Mobile Termination)

Battery Charge Level
(BCL)

BCL of the MT (Mobile Termination)

Status
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8.4 Statistics

These screens provide detailed information for:

e Local Area Network (LAN) and Wireless Local Area Network (WLAN)
e 3G Interfaces
NOTE:  These statistics page refresh every 15 seconds.

8.4.1  LAN Statistics

This screen displays statistics for the Ethernet and Wireless LAN interfaces.

HSPR/3G SETTINGS MANAGEMENT ADVANCED SETTINGS | STATUS

Status > Statistics > LAN

___

!ﬁliﬁfliliﬁfh
Wiretess 0o oo mem ey 11 0]

Interface | Shows connection interfaces

Received/Transmitted | Bytes Rx/TX (receive/transmit) packet in bytes

| Pkts Rx/TX (receive/transmit) packets
| Errs Rx/TX (receive/transmit) packets with errors
| Drops Rx/TX (receive/transmit) packets dropped
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8.4.2  Etisalat Statistics 8.5 Route

Click Etisalat network in the Statistics submenu to display the screen below. Select Route to display the paths the Router has found.

A/3G SETTINGS MANAGEMENT ADVANCED SETTINGS

Statn » Houle

Flags U - up, - reject, G - gateway, H - host, R - renstate
- dynamic (recirect]. M - modified (recirect)

[ — T ———

Destination Destination network or destination host
Inbound Octets Number of received octets over the interface. Router Next hop IP address
Packets Number of received packets over the interface. Subnet Mask Subnet Mask of Destination
Drops Received packets which are dropped. Flag U: route is up
Error Received packets which are errors. - reject route
Outbound Octets Number of Transmitted octets over the interface. G: use Router
Packets Number of Transmitted packets over the interface. H: target is a host
Drops Transmitted packets which are dropped R: reinstate route for dynamic routing
Error Transmitted packets which are errors. D: dynamically installed by daemon or redirect

M: modified from routing daemon or redirect

Metric The ‘distance’ to the target (usually counted in hops). It is not used by recent
kernels, but may be needed by routing daemons.

Service Shows the name for WAN connection

Interface Shows connection interfaces

Status
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8.6 ARP

Click ARP to display the ARP information.

Field Description

Status > ARP

152.160.1.2 | Complete | 00:1E:B8:AC-0E: | bl

IP address Shows IP address of host pc
Flags Complete
Incomplete
Permanent
Publish
HW Address Shows the MAC address of host pc
Device Shows the connection interface

8.7 Dynamic Host Configuration Protocol (DHCP)
Click DHCP to display the DHCP information.

Field | Description

Hostname

|00 1 6840 0 50 | 192163 1.2 {13 mourn. 28 mimaen. 44 wecondy

Shows the device/host/PC network name

MAC Address

Shows the Ethernet MAC address of the device/host/PC

IP address

Shows IP address of device/host/PC

Expires In

Shows how much time is left for each DHCP Lease

8.8 PING

The PING menu provides feedback of connection test to an IP address or a host name.

HSPR/3G SETTINGS MANAGEMENT ADVANCED SETTINGS

Host Name or IP Address:

Input an IP address or a host name, e.g www.google.com and press Submit. The connection test result will be
shown as below.

PING v Lgoogie.com (74.125.127,103): 56 data bytes

55 byles from ™.125,127.103: iomp_seq=0 =41 bme=270.1 ms
56 bytes from 74.175.127.103: iemp_seqwl timd] timaw272.0 ms
55 bytes from 74,125,127, 103: icmp_seq=2 =41 ime=256.5 ms
56 rybes From 74,128,127, 403: imp_seq=3 isi=d{ time=272.1 ms

4 packets transmited. 4 packets received. 0% packet lom
round-trip minfavg/mee = 256.8/267.7/172.1 ma

The above screen is not showing successful ping result
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These steps explain the procedure for enabling the Print Server.

Add Printer Wizard

1: Enable Print Server from the Advanced menu in the Web User Interface. welcome to the add Printer
Wizard
Select Enable on-board print server checkbox and enter Printer name and Make and model

THs wizard helps you instell & printer o mske printer
comnections

i ¥ you have a Plug and Play parter that connecis

\’J Ihrough 5 USE port o sy other hot plggsble
poet, auch as IEEE 1334, infrored. and 30 on). you
@0 not nead £ uss this wizand, Cick Cancal ta
whow U wizaed, and then plug Lhe ornlec'y cable
Into your computer of pont the panter toward your
computer's infrared pod. and tum the prnter on
Windowa wil autemat-zally natall the panter for you

HSPR/AG SETTINGS | WA MANAGEMENT

Print Setver seitings

To continue, click Nest

= Cie ) (et
4: Select Network Printer and click Next.
For Windows XP: -
Add Printer Wizard
2: Go to the Printers application in the Control Panel and select the Add a printer function (as located on Tha wizond nooda Lo hnow which typo of printor to 0ol un
the side menu below).
Select the opbon that descnbes the prnter you want 1o Lse’
_-u () Locsl printer sttached to this computer
i Fuaeﬁu;_vanetw«kp‘f*sthﬂluﬂoimd-edluawﬂmu.
\“H use the “Local panter” cption.
o . [_cBock J[_mwa> | [ Cancal
I < : 5: Select Connect to a printer on the Internet and enter your printer link.
. . . e.g. http://192.168.1.1:631/printers/printername) and click Next.
3: Click Next to continue, when you see the dialog box below. (eg pill fpri fpri me) :

50




6:

7:

l

Specify a Printer

¥ you don know the name or addnses of th prrder, you can search for s prnter
that mests your needs

What panter do you want 10 connect ta7
{0 B prirter in the dimatarny:
) Connact to this porter for 1o browse for @ panter, select shin option and cick Ned):
Name:
Exampie: aerverornnter
(3 Cannestto 3 panter on the IMemet oe an 8 hame o office Retwad::
URL: " Ar 182 1881 1631 partarn hp 3844
Example: hito / setncer

|£H“ug7 Carcel

Click Have Disk and insert the printer driver CD.

i Printer Wizara B%|

‘Select the manufacturer and model of your prnter. f your printer came with
an installation disk, elick Have Digle. If your printer is not listed, consult your
printer documentation for a compatible prirter.

Manufacturer | Prirters |
i | b aEraaccuse vi2.2 =
fgjln AGFA-AceuSetSF vB23

torle AGFA-AccuSet 800

APSPS E5¥ AGFA-AccuSet BOOSF v52.3

AST ¥ AGFA-AccuSet BDOSF v2013.108

S Tis s sy s,

Tell me why driver signing is importart

Select driver file directory on CD-ROM and click OK.

9:

10:

Etisalat HSPA WiFi Router USER GUIDE

Insert the manufacturer’s installation disk. and then
make sure that the comect dive is selected below.

Copy manufacturer’s files from:

Once the printer name appears, click OK.

Choose Yes or No for default printer setting and click Next.

Click “Finish"

| Parters.
WP Desiet 3840 Senes

3y e e 1 ey i Comte
Tl v wbo chtwer sere’ 8 o

(%dd Printor Wiz

Dotast Printer

Vs cesgaber wil shein
#harmen

Doy it b5 Lo B gt o The skt e
Oxe
e

RAppendix: A
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Completing the Add Printer
ieard

You have sucsraafuly compietnd the Add Pirter Wisend
Vi s e liwerng covdie sotiroge

e e3R8 caan /192 1681 161
Dt e

Locaten:

Comment

T edenm Brie v e e Fininhs

[T

1: Check the status of printer from Windows Control Panel, printer window. Status should show as Ready.

2

52

For Mac OSX:

2. Browse to the Apple menu and select System Preferences. In the System Preferences menu
click on Print .
3. With your Printer driver installed, please add your printer from the Printer menu.
— — Swstem Preferences.

Pereanal
E & M BH @ o
Appearance  Desktop & Dock Exposé &  International Security Spotlight
Screen Saver Spaces
Hardware
D . N
Bluetooth CDs & DVDs Displays. Energy Keyboard & Print & Fax Sound
Saver Mouse

Internet & Network

A & G @

MobileMe  Network  QuickTime  Sharing

System

K @ » & § @

Accounts Date & Time Parental Software Speech Startup Disk  Time Machine  Universal

Controls Update Access
4. Click + to add your printer from the Print menu.
800 Print & Fax
i Al .
Customer Care

1 Share this printer

: Generic PostSeript Printer
Status: idle

C Open Print Queuve... ) ( Options & Supplies... ]

Default Printer: | Last Printer Used

Default Paper Size in Page Setup: | A4 3

p @
Click the lock to prevent further changes.



Select Internet Printing Protocol - IPP from the Protocol drop down list.

Type into the Address field “GatewaylPAddress:631" where GatewaylPAddress is the IP address of your
Router (default: 192.168.1.1). See screenshot below for an example. Also enter into the Queue field
“[printers/PrinterName", where PrinterName is the name you gave your printer in the initial step above.

Prorsest: | Line Printer Dasman — LPD B

Address: 19216511531 =]
‘valid and complete address.

Quewe: |Jprinters/samsung =
Lrave blank for delaul Guess.

Select your printer from the Print Using drop down list.

Mame 152.165.1.1

E — 1 1L

Etisalat HSPA WiFi Router USER GUIDE

8. Click Add and check the printer status.
aan Print & fan
" 19218811
G a——
. W10
hseo. e Deten

Print Server set up is now complete. You will now be able to print from common applications by selecting this

printer from the Print dialogue box.

(Opw P Qe ) (( Dyt & Suppims )

e T —
Oufash Paper Sian m Puge Sty (M4 =]
B ekt ok e v i gt ®

RAppendix: A
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For Windows Vista

Go to the control panel, and select Printers. Once in the Printers page, click the Add a printer button as

2.
shown below.
mﬂg v Control Panel ¢ Frnters 'l“'}ll:hlrh Al
Favarite |inks Heme Documnents  Status Comments  Lecation Model
[ Cucuments I"‘ Mb':‘m”snmm“
:I Pictures @' ;m, #f“’
B nausie
B Recently Changed
B searches
b Pubihe
3. Select Add a network, wireless or bluetooth printer.
[
@ ) Add Printer
Choose a local or network printer
 Add a local printer
Use this option anly if you don't have 8 USE printer. (Windows autcrmatically
installs LISE prieters when you plug them in)
#* Add a network, wireles:s_or Bluetooth printer
nﬁmpi-::m:m g o
4. Click on the radio-button labelled Select a shared printer by name, and type "http://192.168.1.1:631/
printers/PrinterName" in the box below. Click Next.
NOTE:  The PrinterName must be the same as the printer name entered in the Web User Interface above.

RAppendix: A

6.

Find a printer by name or TCP/IP acddress

) Broane for a e
@ Select o vhared orvier by name
e 1 11 rntarsicaming [ owsen

Ludemgile: \\computenrdmt \rmiemand o

71830 b rrvier usng 8 TOR acdress O hoatname
21 Adki » Sumsooth preier

[ Met | [ Comcat |

Next, select the driver that came with your printer. Browse through the list to select your printer
driver, or click "Have Disk" if you have your printer driver installation media.

/ Select the manufacturer and model of your printer. If your printer came with
g an installation disk, click Hawe Disk. f your printer is not listed, consult your

prirter documentation for a compatible prirter.

WManufacturer = | | Printers

Apollo o 5t Apollo P-1200

Brother 5t Apollo P2100/P2300U

Canon 5 Apollo P2200

Citizen

Nell 4
[¥ This driveris digtally signed.

Tell me why driver signing is importarit

Choose whether you want this printer to be the default printer, and then click Next.
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" -
() adape " 1
Type a printer name
S ‘samsung on hitp: 152, 168.1.1:631
] 54t 0 daflt prter
L]

7. Click Finish. Your device is now configured and ready for use.

You've successtully sdded samsung (Copy 1) on
http:i192.168.1.1:831

i Bt
A page.
Comemipe ]

RAppendix: A
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These steps explain the procedure for enabling the USB Storage. For Mac OSX:

1: Enable Samba Server from Web User Interface.
. . 2. F the Finder, select the G d then click C tto S
e Select Enable Samba checkbox and enter Netbios name and Directory Name T ENE FInAEr SEiect the Bo and then Ciek Lonnect to sever
u—__—— 3. In the address field of the Connect to Server dialog, type in the address: smb:// “NetbiosName"/
Abvanced > USE Siorage setings “DirectoryName" (eg smb://3G10WVE/USB-Storage)

05 e e @00 comawsew

This pge sllowes you b ensble | drasbls USB stoeage Server Address:
Enabla USE stovage |smb:/{ 3GIOWVE [USB-Storage 1(+)

Favorite Servers:

12 smb: /{3GI0WVE /USB-Storage

et Name. SGIRVELL
Dveton Moo (USSR

ez
@ Chemove) ( Comeet )
Netbios Name Itis the hostname of the PC 4. Click the + button to add this server to the list of Favourites and then click Connect
The default name is "3G10WVE" [@®©  CommecttoServer
Directory Name The folder name of "root" directory. ::::dmmws (s St 1G]
The default name is "USB-Storage” Faverite Servers:

@ smb://3G10WVE USB-Storage

For Windows XP:

@ Chamove ) Comear )
A
2: Open a web-browser (such as Internet Explorer, Firefox or Safari) and type in the address. 5. Select the Guest radio button and then click Connect
\\"NetbiosName"\"DirectoryName"\(eg. \\3G T0WVE\USB-Storage)
Note: There is no username and password required to access the USB drive, the user will be able to read/write Enter your user name and password to access
the folder/files in the USB drive. the file server “3Giowve".
File Edt View Favortes Tools. Help ot Guest == I
oBack a2 @ - ﬁ ‘,OSearch || Folders |'
|2 \\ BGIOWVENUSB-Storage (% ) ( Cancel ) (“Conneet)
Dusb1 1

File and Folder Tasks

£ Make A new Frlder
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For Windows Vista

o 1. Open a web-browser (such as Internet Explorer, Firefox or Safari)

o 2. Type in the address “\\NetbiosName\DirectoryName\" (eg \\ntc-cpe\ntc-cpe)

| —r;

& Vintc-cpeinte-cpr

Note:  There is no username and password required to access the USB drive. Any network user will be able to
read/write the folder/files in the USB drive.
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