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MAC Address Filtering

MAC address filtering refers to the process of allowing (or denying) access to your wireless
network based on the hardware address of the device attempting to connect.*

This Wireless MAC address is usually printed on the underside of the device you are
attempting to allow (or deny) access to.

Ensure you are making any MAC address filtering configuration changes from an
ethernet connected computer.

If you are not able to do this, remember to add the MAC address of the computer
you are making the configuration changes from to the allowed access list.

You will lock yourself out of the wireless network if you do not and an ethernet
connection will be required.

t-If supported by your model of modem / router.
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Enabling MAC address filtering

This guide will take you through the process of enabling MAC address filtering.

1. Navigate to http://192.168.1.1 in a web browser.
2. Enter 'admin' (without quotes) as both the username and password and click Ok.
3. Select Wireless > Access Control.
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4. Set Access Control to On in Allow Mode if you wish to give wireless access to the
RTA1025W (and the internet) to only those wireless adapters listed in the access
control table. All other wireless adapters will be denied access. Set Access Control to
On in Deny Mode is you wish to deny access to your RTA1025W (and to the internet)
to those wireless adapters listed in the access control table. All other wireless adaptors
will be allowed access.

In the example we are using Access Control is set to On in Allow Mode.
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5. Select the View Access Control List button.

‘€ hitp://192.168.1.1 /wlmacflt.cmd?action=view - Windows InternetE... | = | & [23m
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Wireless Access Control List:

MAC Address Delete

6. Press the Add button.

‘€ hitp://192.168.1.1/wimacflt.html - Windows Internet Explorer = B |

Add a wireless adaptor to the control list

MAC Address of wireless adaptor: 00:14:A5 7A:-63°EE
(e.g.,00:90:96:01:02:03)

| < Back || Apply |

7. Enter the MAC address of your wireless network card of your computer / wireless
device and press Apply. See step 10 for how to find the MAC address of a wireless
network card of your computer.
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8. The MAC address of the wireless card of your computer / wireless device will now be
displayed as per the example below.

‘& hitp://192168.1.1 /wimacflt.cmd?action=addBicheckNum=389278w...| = | = |wfis
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Wireless Access Control List:

MAC Address Delete
00:14:A5:74:63:EE i

9. You will then need to repeat this process for any subsequent devices you want to allow
to access your wireless network.
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Finding the MAC Address of your Wireless Network Card

10. Select Start > All Programs > Accessories > Command prompt.
11. Type 'ipconfig /all' (without quotes) and press enter.
B Administrator: C:\Windows'Systern32icmd.exe |£||_r=‘._1:aﬂ@

ssWindowsssystemd2 *ipeconfig ~all -
Windows IP Configuration

Host Wame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IF Routing Enabled.
WINS Proxy Enabled.

- Julienne—PC
DNS Suffix Search Lis

Hybrdid

Mo

Mo
localdomain
hone =

Wireless LAM adapter Wireless Metwork Connection:

Connection—specific DHS Suffix localdomain

Docemintion . Othoawnoc OGRCEITD lliweless Metwork Adapter
fhggigal_@d@ress. : wow m 5C-AC-4C-78-1F-B@

rynel CildibiEul . - - - - - - IES

Autoconf iguration Enabled Yes

Link-local IPv6 Address feBB::f?9d:3el:5d44:1e38x14(Preferred?
I1Pv4 Address. - . . . 1922 _168 .12 _13A(Preferred’

Subnet Mask . . . . 255 . 255.255.8

Leaze Obtadined. . . Tuezday, 14 Decembher 2018 12:03:37 p.m.
Leaze Expires . . . Tuezsday, 21 December 2018 12:55:57 p_m.
Default Gateway . . 192 .168.12.253

DHCP Server . - . . 192 . 168.12_253

DHCPub IAID . _ . . 324840524

DHCPve Client 1D. B6-81-80-81-14-09-B5-E2-88-AE-1D-6E-F7?-8B

DHE Serwvers . . . . 192 .168.12.253
203.97.33.1
283.97.37.1

MetBI0OS over Topip. - - - - - - . = Enabled

Ethernet adapter Local Area Connection:

Connection—specific Suffix home

Description . . . . . - . . . Broadcom HMetLink (TM» Gigahit Ethernet
Phyzical Address. . . . . 88-AE-1D-6E-F?-8B

DHCP Enabled. . . . . . . Yes

Autoconf iguration Enabled Yes

Link-local IPv6 Address . feBB:-:afBd2:885ftad22:33f4x11(Preferred>
IPv4 Address. - . . . . . 192 168 .1 _2¢Preferred?

Subnet Mask . . . . - 255 . 255.255.8

Leaze Obtained. . . - Tuezsday, 14 December 2018 12:05:45 p.m.
Lease Expires . . . - Wednesday,. 1% December ZB18 1Z2:85:45 p.m.

Default Gateway - 122 _168.1.1
DHCP Server . . - 192 _168.1.1
DHCPuve IAID . . - 342987574

DHCPu6 Client DUID #8-91-89-81-14-87-B5-E2-88-AE-1D-&E-F?-8B

DNE Sevvers . . . . - - = 1922.168.1.1
MetBIOS over Tcpip. - . Enabled

Tunnel adapter disatap.localdomain:

The physical address is the MAC address of the wireless network card on your computer.



